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DEPARTMENT OF THE NAVY
Office of the Chief of Naval Operations
Office of Naval Intelligence
Washington, D.C.

LETTER OF PROMULGATION 25 February 1965

1, ONI 63-2, Guide For Security Orjentation, Education and Training (U}, is an
unclassified (For Official Use Only) Non-Registered Publication., Thie Publi-
cation is effective upon receipt., This Publication is published in accordance
with SECNAVINST 5%10.13 {current edition) and serves as a guide to assist com-
mands with the implementation of the applicable Sections of Chapter 3 of the
Department of the Navy Security Manual for Classified Information {OPNAVINST

5510,1 current edition).

Publication is to provide guidance and technical assist-
education and training program.

O PNV IS IR Y
3. Requests for this Publication may be submitted in accordance with NI~
stogetiton-0560454 (current edition). Other than U, S. MNaval Activities may sub=
mit requests through appropriate interagency channels, &

;@ézw

J. G. JOHNSON
Captalin, USHNR _
Asgistant Director of Naval Intelligence
(Counterintelligence) )

2, The purpose of the
ance for implementing a security orientatioen,
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Our Committment To National Security

"America's position of free world leadership carries

heavy responsibilities in this complex, revolutionary
period of history., We are faced with vast problems

that must be met with patience, fortitude, and under-
standing. Communists, using force and intrique, seek

to bring about a communist-dominated world., OQur con-
victions, our interests, and our life as a nation

demand that we resclutely oppose that effort with all

our might and all our resources. An enlightened

citizenry 1is our greatest hope in meeting this challenge.”

--President Lynden B, Johnson
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"History demands of us that this great nation be the
principal bulwark against the multitude of forces,
often obscure, which are constantly working against
freedom wherever it exists,"

--John Fitzgerald Kennedy

L2 T 2

"Our liberties rest with our people, upon the scope
and depth of their understanding of the spiritual,
political, and economic realities which underlie our
national purpose and sustain our nation's security. . .
it is the high mission of the Armed Forces to develeop
such understanding among our people and their military !

and civilian leaders,®
: ; 5
--Dwight D, EisenhoWat: é !]E%ﬂ
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0101, THE TRON CURTAIN,

1. On the Sth of March 1946, Winston Churchill stepped to the rostrum of an
auditorium in Fulton, Mo., carefully arranged his neotes, and begsn an address hi
had prepared for the graduatin? class of Westminster College., His audience sat
quietly, most of them hearing for the first time personally the voice they had
come to know so well through the medium of radio, and they listened attentively
because they knew and respected Briton's elder statesman. A congiderable portic
of the world, in fact, heard or read what Mr, Churchill had to say on that Marcl

day.

2. The words he spcke had a sense to them, the sense born of over a quarter
century's close contact with international politics, They were not alib words,
nor were they, particularly comforting. Mr, Churchill felt that he had to tell
Wegtminster's graduates, and in a large sense, all the peoples of the world, of
a new threat to thelir tranquility. World War II was over, Hitler dead, fascism
in disrepute, and yet & world searching for peace could not settle back and say
"It's all over", Fascism had faded, true, but Soviet ambitions for @orld
domination had not been renounced - 1in fact, with the close of the war these
ambitions were re-emphasized and implemented with the seizure of natlions, the
formation of the Cominform, and the incitation of colonial rebellion, Mr.
Churchill wanted, on that 5th day of March, to present an idea which has since
bean brought home t¢ free men all teoo vividly -- that Communism is the avowed
enemy of %reedom everywhere, and that the Red regime will stop at nothing tc
undermine and in the end destroy all democratic natlens no matter how powerful

they may be.

3, Most of the speech that Churchill delivered in Fulton has by now faded in the
memories of even those privileged to sit on the college platform close by his
elbow, The text of his Fulton address has been consigned to the micro-filmed -
copies of newspapers filed away on dusty library shelves, The idea he preseﬁted
remains, of course, but the words nhe used to bring out that idea are today rex
called by only a few, And yet, Churchill's Fulton speech will be remembered as
long as history Itself, if merely because of two words he spoke = three sylla-
bles, eleven letters which he hung together and presented so appropriately,

IRON CURTAINI

4, Iron Curtain ,... two words which point up Red domination to a greater degree
than a hundred photographs or a thousand stories, An Iron Curtain welded around

the Communist sphere of influence as strong and ferbidding as any prisen wall,

An Iron Curtain of road blocks and guard houses, of stone walls and barbed wire,

of soldiers and secxet police and bloodhounds, An Iron Curtain behind which the

Communist leaders brew hate and suspiclion like seme grim witches' potion in a

bubbling kettle over an open fire.

5., The Iron Curtain is, for all intents and purposes, the most extensive and
formidable barrier in the modern world, Notsince the Great Wall of China has
any country or group of countries sought to sever itself or themselves so com-

Eletely from the rest of the world, Mot since the days of the early Czars has
ussia closed 1ts frontiers so completely to the West,

LISSEDS] f DalISSelour) Syl woy paﬂr;p.éj-'
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6. Why is such a barrier necessary? Why, if {the Soviet Union is such a worker's
paradise, are the Communists so reluctant to exhibit their "Utopla" to the free

world?

7. Why, if the Soviet Union is as earnestly interested in peace ag it claims, is
such a barrier built, a barrier which can only discourage any peaceful negoti-
ations between nations?
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a, . First, the: Communists do not want the rest of the world to see that they
are beset by social, economic¢, and political problems - that, in fact, the
worker's paradise;is a totalitarian state, low wages, and a poor standard of
Living,” 77 7 o

b, OSecond, the Communisis do not want their people to find out the truth
about the United States and other freedom-loving nations., The Reds want their
citizens to bellieve that the United States is a hot bed of exploitation, star-
vation, and bigotry.

¢c. Third, the Communists do not want their people to have an sasy way out
from under the Red yoke, A poorly defended frontier might prove too inviting for
discontented "herces",

d, Fourth, the Communists do not want the free world to realize the magni-
tude of their plans for eventual world domination, Without an Iron Curtain,
these armed leglions might be too readily recognlzed for what they really are:
armies of conquest and not defense,

e, Fifth, and most important, the Communists do not want outsiders to learn
the truth about the tyranny of Communism, the terror of the Secret polics, th
absence of democracy, the poverty of the people. They must perpetuate the “b%%
lie" sbout their superiority by denying to others the opportunity to observe life
behind the Iron Curtain as it actually exists,

P
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The Iron Curtain has shown the Communists hatred, hostility and distrust of
the free world, its unwillingness to live harmoniously and compatibly with the
world of free enterprise, ite need to hide its own weakness, and its require-
ment for deceit, cunning and camouflage to conceal iLts ambitions for a world

9.

domination.

The Soviets have made many changes and peaceful overtures in recent

years.

However, they have continued, i an increasing rate, to conduct espion=

age and subversion against the United States,

NO IdON CURTAIN HEARE

speak freely, without fesr of government retaliation.

"Yre can

Wie can publish the truth even if it shows the govermment in the wrong.
Ve can attend the church of our choice without government meddling,

¥ie can work at jobs we choose 1n locations we select.

¥ie are safe from unlawful search and seizure,

We can belong to any clubs or organizations we choose,

We cannot be tried for a major crime without a grand jury indictﬁgnt or

affirmation.
¥a cannot be

Yie cannot be

placed in double jeopardy.

SSALIY [euchien Sty jo sBuploH painsseeq [ peyisseiau SUb I Peon poidey

ferced to testify against ourselves,

We cannot be
Taw,

deprived of life, liberty, or property without due process of

Wie cannot be deprived of property for public use without just compensation,

We are innocent until proved guilty.

¥e can vote in open, free elections.” .

0102, MNECESSITY FOR SECURITY

1, The United States, in stark contrast to the Communists, has no Iron Curtain,
because we have nothing socially, politically, or economicaslly to hide. The
American way of life 1s a success, we know it, we like jt, and we want to show
the rest of the world that man, being born free, will prosper most when he re-
tains that freedom. %e know that our military operations will be interpreted,
by all but the most prejudiced observers, as the prepsrations of a nation which
desires only to defend itself., Travel is not discouraged in the United States;
we encourage it., VWe welcome and even invite forelgn visitors into our c¢ities,
and into our factories. Wwe &re anxious to display the production methods which
have placed america in the forefront of world industry, smericsns as a people
are as proud and eager to exhibit their country as they are to show their new

car and the latest additions to the family.

2. Yet, this country has military defense sacrets which must be safeguarded in
some way, The Communists, remember, performs the function with her Iron Curtain
barrier, a barrier we will not create - a barrier which would, g troyxhuman
dignity and the God-given right of individual freedom., What,” dhithe -

United States do to protect information and material vital o our ndtlondl
defense? ivhat can we do to preven !Eu- T S;S;i?w' ming stolen, and. exploited?
[z Jw;ﬁﬁiﬂe fﬂﬂmgrﬁ & o i
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3, The answer lies in security: & security based on our desires to protect our
way of 1ife and on each jndividual's personal responsibility to keep the United
States secure, We must establish and maintain an effective securitiy program
which will keep our secrets secret. We must, at all times, put a security
classification on military defense documents which are of potentlal value to the
enemy, and most impoxtant of all, we must establish a systematic and continuous
security program which will make all Naval military and civilian personnel

security conscicus,

4. The Communists are playing for keeps, and security is our first line of
defense, The more we can keep our enemies from learning about oux defense pre-
parations the less they will be able to exploit our weaknesses. But our
security cannot be effective until everyone in the Naval service understands the

why and how of security. Some method must be adopted to get security require-
n the end, to make every individual,

ments across to all Naval personnel, and i
military or civilian, security conscious. Security orientation, education and

training ig such a method.
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0103, COMMUNIST ACTIVITIES

1, &An optimistic Communist Party, USA, moved into more open activities during
the 1965 figcal yvear in its efforts to galn new influence and promote its pro-
grams. It pressed with renewed vigor in all areas of its operations, glving spe-
cial attention to slashing attacks on Amexrican foreign policy, the infiltration
into the Civil Rights Movement and specific youth recruitment,

2. Although the Communist Party loudly proclaims its independence of foreilgn
¢ontrol, its every action rends this facade and clearly demonstrates that it owes
allegiance only te the Soviet Union and is absolutely committed to the world com-
munist movement. Amply evident of this was the reaction of Party leaders to the
June 22, 1964, decision of the United States Supreme Court declaring unconstitu-
tional the passport secticn of the Internal Security Act of 1950 which prohibited
any member of the Communist Paxty, USA, from applying for, using or attempting to
use a United States passport, As soon as passports became available to them un-
der this ruling, many Party funectionaries traveled to the Soviet Union where they
:erelfeged, shown much favor, and indoctrinated for new assults against their
emeland,

3. The Communist Party's traditional opposition to any facet of American foreign
policy which sarves to impede international communism reached new levels of invec-
tive with all-put attacks on this country's commitments in Vietnam and the Domin-
ican Republic, Denouncing U, S. action in South Vietnam as “brutal" ajd "barbar-
ous,” the Party has instructed its members to cooperate with all proteSt groups
in order to intensify these activities and weaken the Govermment's position. The
Party is making a concerted effort to exploit te its advantage the various demon-
strations against American involvement in Vietnam and the Dominican Republic.

4, The communists have been much encouraged by the current wave of social unrest
in the United States. They view this situation as the development of a climate
favorable to their operations and are constantly probing to exploit arsas of dis-
cord. It is a rare clvil rights activity, whether it be a voter's registration’
drive, a demonstration, march or picket, that does not attract communiste to some

degree,

5. A striking example of this was seen in the riots which erupted in the Harlen”
area of New York City in July, 1964, The Progressive Labor Movement (since re- ..
named the Progressive Labor Party), a dissident and hichly militant splinter group
- of the Communist Party, USA, was involved in prolonging these demonstratlons by
delibexate incitement of the rioters, Representatives of this group distributed
provocative literature and delivered inflammatory street corner harangues which
increased the tension in the riot area to a marked degree,

6. In general, legitimate civil rights organizatlons have been successful in ex=-
cluding communists, although a few have received covert counseling from them and
have even accepted them as members. The Communist Party is not satisfied with
this situation and is continually striving to infiltrate the Civil Rights Move-
ment at every level.

7. The 1964-1965 school year was a busy time for communist leaders in all areas
of the country as the Party intensified its efforts to attract young people
through public appearantes on college and university campuses., Party leaders,
enpcouraged by earlier successes, spcke te more than 37,000 students in 56 appear-
ances during this period. This concentration on college campuses was aimed at
gaining acceptance for the Party as a legitimate political activity, creating an
aura of respectability and understanding.fzr the Party and spreading communist
propaganda, Communist Party leaders alse appeared as guests on numerous radio
and televisioen programs.: .~ = .

e
8, Another major weapon which the!
people is the : '
izationpahesing

Farty=oriented youth organ=
- Francisco, Callfornia,

y Eggdirecting against young
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which was dominated and controlled by communists, has as its basi¢ aim the promo-
tion of Marxism-Leninism ideology, The Marxists believe that these Clubs, which
are centered on college campuses, have great promise in reaching vyouth.

0104. LEGAL ACTION

1. In June, 1961, the U, 8. Supreme Court upheld the findings of the Subversive
Activities éontrol Board that the Communist Party, USA, was directed and con-
trolled by the Soviet Union, The ordex for the Party to register as required by
the Internal Security Act of 1950 was openly defied, leading to the initistion of
Brosecutive action by the Govermment. The Party was convicted in the U, &,

istrict Court, Washington, D. C,, on December 17, 1962, on twelve <ounts of
failure to register, and a maximum fine of $120,000 was imposed,

2. The District of Columbia Court of Appeals reversed this conviction on December
17, 1963, holding that the Fifth Amendment privilege against self-incrimination
was available to the officials of the Party as a legal justification for refusing
to register. The Court further held that the Govermment could retry the case pro-
vided it could produce a "volunteer" who would offer to effect the registratlon

if authorized by the Party to do so. Qtherwise, the Government was toc move to
dismiss the indictment, The Supreme Court declined to review this decision.

3., On February 24, 1965, the Government presented evidence to a Federsl Grand
Jury in Washington, P. C., that the Party, subsequent to February 12, 1965, h
knowledge of the identity and aveilability of an individual whe was willing to
sign the registration form and statement. A new indictment was returned on
February 2%, 1965, This was conselidated with the earlier indictment against

the Party, and trial was set for late 1965. By June 30, 1965, the Department of
Justice had petitioned the Subversive Activitiss ControL Board to order 44 nation-
al and district functionaries of the Communist Party, USA, to register as Party
members under the appropriate section of the Internal Security Act of 1980. Hear-
ings have been held in all of these cases. Based qun the evidence developed and
witnesses supplied by the FBI, registration orders have beep issued by, .the Board
against 37 of the respondents, all of whom have filed notices of sppeal.

0105, COMMUNIST FRONT ORGANIZATIONS:

1. There is little of social or economic significance occurring in the United
States which does not interest the Communist Party as a means of furthering its
objectives, The Party is continually striving to propagandize its programs
through existing front organizations or by creating new ones, 1t plctures itgelf
a5 the champion of Negroes and other minority groups by claiming that their in-
terests are its own. Actually, the Party has no real concern for these groupse-~
but merely hopes to ensnare them in order to extend its own influence, Nonsub-
versive, legitimate organizations are constant targets for infiltration. The
communists aim at gaining control of the policy-making machinery of these groups
for the purpose of injecting the Pazxrty line without any open identification with

communism,

2. The FBI investigates newly formed known or suspected communist front organiza-
tions to determine their true nature and whether their activities come within the
FBI's jurisdiction, In conducting inquiries regarding communist attempts to in-
filtrate these organizations, the FBI is concerned only with possible communist
penetration and not with the legitimate activities of the groups. Information
developed is referred to the Department of Justice for consideration in insti-
tuting procesdings under the provisions of Executive Order 10450 and the Internal

Security Act of 1950, ;

0106. COMMUNISM IN THE CARIBBEAN !5 ' S E
Qn, Hhdtingdt China and the Castro
n throughout the Caribbean reguire

tamesm bnoad coverage of
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activities in that area., The outbreak of the revolt in the Pominican Republic in
April, 1965, underscored the importance of good intelligence as heavy communist
overtones in that uprising posed the threat of the establishment of another com-
munist government in the Caribbean,

2, While there has been a lessenping of open activities on the part of the pro-
Castro organizations, the Cuban Govermnment has continued its efforts to infiltrats
intelligence agents into the United States, This factor, coupled with Cuba's clos
allgnment with the Soviet Union, necessitates constant alertness, This is agpe-
cially true with regard to Communist China, & country which represents a grave
long-range danger to the security of the United States., Expanding Chinese com-
munist operations throughout the Western Hemisphere require that full intelli-

gence coverage be maintained,

0107, NATIONALIST ACTIVITIES

1, Several small, but highly vocal, Puerto Rican nationalist groups have advo-
cated independence for Puerto Rico by any means, including violence., Members of
these organizations, many of whom are eager partiszans of Cuban-style communism,
have engaged in acts of violence in the past, although prompt action by the FBI
and local authorities in Puerto Rico has done much to forestall such operations.

2. In the United States a number of Negro nationalist groups which axe antiwhite
and actively promote racial hatred have become the focus of increased aftention.
These included organizations such as the Nation of Islam, frequently referred to
as the "Black Muslims", the Muslim Mosque, Inc,, the Revolutionary Action Move-
ment and the Black Liberatien Front. All of these have considerable potential
for violence as evidenced by various recent incidents such as the plot by members
of the Black Liberation Frent to dynemite the Statue of Liberty and cother nation-
al monuments, This scheme was crushed by FBI agents and New York City police on
February 16, 1965, with the arrest of the conspirators, who were subsequently
tried and convicted in Federal Court.

3. The Ku Klux Klan and other hate-type organizations have been investigated due

to their past history of violence and lawlessness, when they advocate, condone
or incite the use of force or violence to deny others their constitutional rights.

CHANGE i 1-7 "7 FOR OFFICIAL USE ONLY

DECLASSIFIED
Authority puats &

SN [BUOlJe i) J0 SBUIPIOH PeliSSeEInaQ] f Pomsseoun 2u woy paanpaiday




FOR QFFICIAL USE ONLY ONI 63-2

MAJOR OBJECTIVES OF -
COMMUNIST BLOC REPRESENTATIVE
"IN THE UNITED, STATES

SRy [eUCIEN S J0 SEUIP|ION paLISSERe] £ POlNISSERUN SU) Wy Peanpoidey

”mu« HBERPR I

P ......-.-.nqnf Y 'mnnnnnnuuru ' |
2 FSEP ? s
qeay .!ll‘l}iulunno CHANGE 1 '

FOR R YATAY OUE 1-8

DECLASSIFIED
Authority -




5 23043

DECLABQIFIED
Authority




ONI 63-2 FOR OFFICIAL USE ONLY

CHAPTER 2
SECURITY GUIDE FOR INDIVIDUAL CONDUCT

0201. General. One of the most imEortant aspects of an initial security brief-
ing should be dirscted to individual conduct. This Chapter lends {tself o such
a guide, Individusl commands may adapt this guide to their own peculiar situa-
ticn, The guide is prepared in a manner which permits its vse in lecture form
or to be read by each individual,

0202, Guide to Individual Conduct,

1. Scope of Indlvidual Responsibility for Maintaining Security

a, General, All military and civilian personnel or personnel associated
with the Naval Establishment, in any manner whatsoever, have & personal responsi-
bility for maintaining the security of any classified matter of which they have
knowledge, All persons have the obligation of controlling thelr own words and
their own actions at all times and in all places, They are zlso requested to re-
port Lo the proper authoritiss anything which might actually or even possibly
reveal the improper releass of classified information to persons not authorized
to possess it. Careful and unceasing sttention ta this responsibility is an
essential part of the services demanded of every individual by the Unirted States

Government,

b, Classified Information, The term "CLASSIFIED INFORMATIONY means official
informatien the safeguarding of which is necessary in the interests of national
security. There are three categories of classified information (CONFIDENTIAL,
SECRET AND TOP SECRET)., Information, official or otherwise is not classified
unless it requires protective safeguarding in the interest of the security of
the United States, In accordance with SECNAV Instruction 5%70.2a dated 6 June-
1957, the term "FOR OFFICIAL USE ONLY" may be used within the Naval Establishment
to protect from unlawful dissemination such information as would not meet the re-
guirements for classified material but is of such nature that it would not have -
unrestricted public digsemination. This information must be handled with the ..
same respect that classified information deserves, The unauthorized disclosure
of such information will not be tolerated. .

¢. Brief of the Pertinent Statutes, During your security briefing you will
read certain Criminal Statutes of the United States Code relating to defense in-
formation. Specifically, these are Sections 793, 794 and 1001; Title 18, United
States Code, In these statutes you are informed as to these acte which, com-
mitted advertently or inadvertently, are punishable by law. To assist you in
remembering them, they are summarized below:

(1) Communicating or giving to unauthorized persons any information re-
lating to the natiocnal defense,

(2) Permitting such information in your custody teo be stolen or destroyed
through your own gross negligence.

(3) Failing to report to your superior the known loss or destruction of
such information.

(4) Hiding or shielding any person whom you believe or suspect has taken,

communicated to unauthorized perscns, or lost such information; or who has
pormitted any such information to be stolen or destroyed.

4 material which is to be

{5) Making defective in any
i anse.

used or is in any way connected
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(6) Damaging or destroying any building, property, or equipment used in
connection with the national defense,

(7) Taking, stealing, or damaging any property which is being made for
or which belongs to the government.

(8) Photographing or making any map or sketch of anything relating to or
being manufactured for the naticonal defense, except when authorized or in
the performance of your regular duties,

(9) Disobeying any order or regulation published by the Secretary of
Defense, or his designated representative, which relates to the security or
protection of any national defense plants.

(10) Reproducing, publishing, selling or giving away photographs,
sketches, plctures, drawings, maps, or graphical representation of any
military installation or equipment.

(11) Possession of classified material or material which would be detri-
mental to the United States except in the proper woerk area, This includes
the taking of classified material to an individual's home without proper

authorization.
(12) Knowingly and willfully falsifying or concealing of matexial fact.

(13) Making false, fictitious or fraudulent statements or representa-
tions,

2. On-duty Responsibility.

2. While on duty, you, as a military member or civilian employee of the
Naval Establishment, are responsible for such security responsibilities in your
office or space as may be assigned by your supervisor, You may not delegate
this responsibility.

b. It is your responsibility to safeguard classified information from un-
authorized disclosure, This may be accomplished by constant reference to the
clearance status and MNeed to Know" requirement on the part of those persons
being given access to classified information under your control, Every member
of the Naval Establishment verified as being cleared may disclose classified in-
formation to other individuals in the course of official activities only after

the following determimation:

(1) After you have determined the clearance status of the other party,
you must then determine that the person to be given access 1o the classified
information concerned has the official "Need to Know" which necessitates
such access, This procedure is not necessary for those personnel known to
you and involved in day-to-day working relationship. Once again, it is
emphasized that the basic responsibility for safeguarding the security of
gl?ssifiid information rests with each individual having knowledge of such

nformation.,

3, Off-duty Responsibility, Even the most casual examination of the "off-duty"
security obligations of all persconnel of the Naval Establishment reveals limie

tations upon the freedom of cheolce and action by such employees in the conduct
of their private lives, Discretion should be exercised when participating in
public activitles in which such participation would reflect adversely upon the
Naval Establishment. This is particularly true in cases where matters of
national security are involvad, An opinion either expressed or implied by a
member of the Naval Establishment may mistakenly be interpreted as the official
positig‘,wf the Navy in such matters. Participation in activities such asz these
i égﬁﬁ *~§ﬁ to focus_undgsixable;att@ntian .on military and naval
: AT Ve oS O e b BN ; _ . be construed as preventing
LD 2 5

L -«;Ahe cosesubumBtEnaR. FUCRIPARIERRAR R s TR
EDR ﬁgﬁ%@f ﬁoui’ﬂu/nnu.nuu- T

mB. [ X1 1] tnittu.l.lh.ol..

ORIGINAL

Authority

DECLASSIFIED

SSAILKLY [PUGLEN 5G] 16 SBUP|D palRssE|seq / peyisseiour) sU) tnl) pean poidey




ONI 63-2 FOR OFFICIAL USE ONLY

CHAPFTER 3
ENEMY AGENTS AND YOU

0301, EVERYONE 1S A POTENTIAL TARGET OF ENEMY AGENTS

1, In novels, movies, and TV thrillers, espionage is generally shown as an exe
citing and fascinating theme, Often the most adventurous and gripping stories
are based on real-life incidents,

2. These fictional or dramatized espionage stories seek only to entertain us,
The real espionage operations by enemies of the United States have a far more

serious purpose =-- to destroy us.

3, Every American serviceman is a potential target of espionage activities. The
reason is that he either knows something that an enemy agent would like to know,
or is regarded as a possible means of obtaining such information.

Sanyiy [2UDeN eyl jo sBUPIoH payisseeq f palysseRUL) BUL oY peanpodsy

4, The term "enemy agent" has a spec¢ial meaning here, Usually "enemy" applies
to wartime, when it is proper to speak of anemy armed forces, enemy governments,
enemy activities. But espionage is a never-ending activity. Ewen when our
country is not at war there are logical reasonsg for describing espion%ge against

the United States as the work of enemy agents.

%. ALl Navy and Marine Corps personnel and civilian employees must know how to
recognize and defend themselves against peossible attempts at espionage.  They
should know exactly what to do if they suspect that such an attempt is being made
to involve them or get information from them. This chapter gives the main facts
about espionage methods, and some basic rules for guarding against them,
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Everyone is a potential target of enemy agents.

-
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0302, WHAT IS INTELLIGENCE?

1. Egpionage is the secret {or undercover) aspect of a broader activity known as
intelligence. Before turning to the particular subject of espilonage, it might be
well to look briefly at the intelligence field in general.

2. Intelligence is knowledge about the enemy, It includes facts about his cap-
abilities, plans, and intentions, However, facts by themselves are information
rather than intelligence, Information becomes intelligence by means of the

following important steps:
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a, The information is evaluated to test its factual accuracy and to weigh
Ehi possibility that it is entirely true, only partly true, or even entirely
alse,

b, The information 1s studied for its meaning or significance.

¢. The information iz related to other known facts or fully developad in-
telligence, to determine whether it adds to, changes, or c¢larifies, existing

inteliigence,

d, The information is interpreted or analyzed to reach conclusions about its
meaning with reference to already established intelligence on that subject.

3. This is how ipformation is transformed into intelligence. What began.as une
checked and unevaluated informatlion is now ready to be used as intelligence to
guide a govermment or military force in planning its activities,

SOAILELY JeuCien aul Jo sBupjoy pareseman ¢ PaYIEERIIN 241 woy paorpoiday

Espionage activities are entertaining only if you ore not involved., )

0303, SéME FAMILIAR "INTELLIGENCE" OPERATIONS |

1., We are all familiax with a pumber of activities that resemble intelligence
operatiofhs. The field of organized sports has several examples, Professional
-and college football teams have "scouts" who are expert at watching and analysing
the playing styles and strategy of opposing teams, During the season they help
their teams prepare for upcoming games by making detailed "intelligence reports”
on the oppesition, There is nothing secret or underhanded about this. Many of
‘the scouts are well known and respected as specialists of the game,

2« In organized baseball, managers and coaches are always gathering "intelli-
gence" about the other teams. rom their own observations and word of mouth
they learn the strengths and weaknesses of opposing players=-their hitting and
throwing abilities, their speed on the bkase paths, the individual mannerisme of
pitchers and countless other -bits of "inside baseball," Many a2 tight game has
been won by remembering and acting upon some obscure fact at the critical

momant,
3. The business world also makes legitimate use of many kinds of "intelligence"
3
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Department of the Navy military personnel and civilian employees from partici-
pating in elections or local politics, as long as the activities do not violate
the provisions of the Hatch Act which governs political activity by government
employees., Another limitation is that which pertains to the keeping of personal
diaries. No classified matter pertaining to the Department of Defense may be
mentioned directly, indirectly or by suggestion in personal diaries. While the
observation of these and other limitations are part of the service for which the
employees are paid, a very real form of compensation is the justifiable pride
and satisfaction which the employees are entitled to feel as the w1t of their

unique comtribution te the national security.
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4, Discussion of classified aspects of your work should not be carried on at
military or eivilian soclal gatherings, even though all personnel present are
cleared, Furthermore, classified material shall not be removed from the confines
of your ship, station or activity except on approved official business. Extreme
care should he exercised with members of your family or your friends, They sare
not cleared. They have no "Need to Know" and lastly they have not been indoc-
trinated in the necessary safeguards required for the security of classified in-

formation.
5, A Genersl Guide, It is not possible to provide each individual with a com-

plete 1ist of "do's and don'ts" as far as security is concerned. There are,
however, two "rules of thumb" which will usually help in answering the questions

"Should I do this"? or "Should I say this"?
Rule 1, Could spies or traiters possibly learn anything.from-this?
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Rule 2. Could this possibly help spies or traitors verify something
that they already have ideas about or have guessed?

If there is the slightest possibility that the answer to either of these two
gquestions might be "Yes", "Probably", or even "Possibly", the action should not
be taken or the statement should not he made, One of the personal restrictions
that working with classified material requires of an individual is that conduct
and speech must always be guarded, The goal of the Security Program is to train
military and civilian personnel teo the point that whenever and however a topic
comes up which has even the most remote bearing on classified information, the
employees will automatically become alert watchful and on their guard agalnst
securjty slips. .
§ aipraneoll b BB

fons anhd Thelr Answers. In addition to the foregeoing "rules
of thumb™ and as a means of Jproyiding :guidance for mllitary and civilian person-
nel in some .of. the more ¢ommon situations having security aspects, the following
are typical questions E;d their authorizeg angwers,

‘i‘ﬂ FET IS FE LA L
Qv MEY Y disclose the command that T work for and where I work?

A: For all practical purposes, you work for the Department of the
Mavy, st the address to which you are assigned. Using utmost i
discretion, for example, vou may give the official address of
the command you work for., You may not indicate the purpose of
your work, The mission of your ship, staticn or activity is not
for general consumption.

b, Qi What may I savy reqgarding my assignment or employment when making
application for a charge account, leoan, or rent application?

A: You may state the command that you work for, the address at which
you work, your "geperal” job title, your grade and salary, and
length of service, if required. TIf any further information is
desired by perscns or firms with whom you may be dealing, in-
struct them to request such information by letter addressed to
your commanding officer.

e, Q: May I give my office telephone number to persons not conneacted

with the Naval Establishment?

A:  Except in special circumstances, ship, statien, or headquarters
telephones are to be used only for official business, You may,
however, give the office phone number to members of your family
and/or others who might have to contact you in_an emergency.
Pay telephones are normally provided for perscnal calls,
femember, no classified information may ever be discussed over
the telephons,

d. Q: What may I reply to questions by members of mv immediate family
concerning the vlace and nature of my assignment or emplovment?

A: The answer to Question a, is applicable. In addition, you may
state that your work is classified and that the law prevents
you from revealing the type of work in which you are engaged,
Caution your family not to discuss vour assigoment or employ-
ment with others.

e, Q: What shall I dnstruct members of mx 1mmedia§e family to reply
to guestions from friepd vork and what I dao”
applicable here also.

rat they do not know what your
[ four family knows about your job,

The answexr to
Instruct your
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What do I s3v when_a complete stranger is overly percsistent in
guestioning me about my job?

Simply inform him that you do not care to discuss the subject furthe:
Quiz him as to his name, address and purpose of his inquiry. He wil!
probably drop the subject, You may lsave his presence, if circum-
stances permit, or change the subject. In all cases, report the
facts and circumstances to your Commanding Offlicer,

May I discuss classified matters putside the Ships, Station or the
Headguarters in other secure government spaces?

While in official capacity only, and if it 1s necessary in order te
effect your business. First determine the clearance status of the

other party and the other party's "Need to Know" in conjunction with’

that business, The information will be limited to that which is
necessary to carry on official business.

What organization may I join? &

¥ou may become a member of any reputable organization, society
or arcup, This includes social, scientific, cultural, religious
groups, organizations or societies, It is the responsibility

of =2ach employee to determing, prisr to joining an osrganization,
the status of that organization., Find out all you can about it,
determine its policies, its stoted alms, names of officers and
eponsors and past history of the organization. The cited "List
of Subversive Organizations™ published by the Attorney General
and the "Guide to Subversive Organizations and Pubklications"
prepared by the House Committee on Un-American Activities may

be used as references, Lists maintained by various state .
committees on Un-American Activities may also be useful. If, .
after joining an organization, there is some question in your e

mind regarding its policies, sctivities, etc,, report your ob-
servations to your Gommanding Officer., Remember that as a
military member or civilian employee of the Naval Establishment
you should not enter into any action or discussion which dis-
closes military or naval operations, activitiés or the mission
of your assigned command,

May a member of the military service give his servige specialty
rnumber _and identify it by its appropriate title to an outsider?
Especially can a member leaving the service identifv his service
number and title when seeking employment with private industry?

Generally, service specialty numbers and their titles are un-
classified and may be given to outsiders.

May I asscciate with ron-citizens on a cleose social basis?

This is normally permitted. However, any contact other than
official, with Sino-Soviet bloc personnel should be reported
to your Commanding Officer immediately. Meetings with other
nationals normally need not be reported,

Are there any restristions on going overseas after leaving
your present assignment, either for a_new a551qnment a
aovernment agency oY Drlvatelv? '

IRV R L1 b R vl L
Yes, The specific answer to thls queqt1on ie depmndent Upon
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tha type of classified information to which you may have had
access and the area of the world to which you wish to go.

The length of time the restriction is imposed depends upon
what assignment you held, HRestrictions on going overseas
privately are the same, plus certain others that are imposed

by the 3tate Department. When leaving your present assian-
ment or empleyment you will be informed as to what restrictions

apply, if aay.

1. Q: Are there any security requirements concerning vacation or
businesg trawvel?

At Yes., Specifically, If you intend to travel to or through
Sino~Soviet Bloc countries or prior to attending conferences
putside the United States where it can be anticipated that
Sino~Soviet Bloc representatives will participate or be in
attendance, you are required to notify the Security Officer
or Commanding Officer, at least ten (10) days in advance of {
your departure, Additionally, military versonnel cantemplating
travel cutside the United States in a leave status should con-
sult Article 11107, BuPers Manual.

Saauoly [2UCIEN 2y} Jo sEUIPIOH payssepaq f paysseUr eu Woy paanpaidsy

me Q:  What requiremsnts of citizenship must be met by military an§
civilian peraonnel for a security clearance?

A: Sseurity requirements state that tha individual should be a
U.3. citizen or immigrant alien, However, an immigrant alien
shall have formally declared his intent to become a U35,
citizen before a naturalization court and must have been the
subject of a Background Investigation., Forelgn Mationals
may be granted access to classified informatien, on a limited
basis, provided they have been the subject of a Background
Investigation and access has been approved by the Chief of
Maval Operations (Director of Naval Intelligencs}.

ne Q@i If I marrvy an alien while assiqned to or employed with my o
present commangd will it affect my statug?

A: Your intended marriage to an alien should be reported to your
commanding officer, You will be informed of its effect on
your assignment or employment., It is not likely thst marriage
to an alien will result in withdrawal of your clearance.

o. Q: What may be written or said for oublic consumption about the
status, mission, composeition, organization or function of the
comnand I am presently sssiqned te or the results it obtains?

A: Generally speaking, nothing. Of course, certain information
as discussed in prior questions may be printed for public
consumption, but only the commanding officer or his designated
representative may release such information, Requests for
authority to relesse information to the press, perioedicals,
as lecture material, or in connasction with judicial pro-
ceedings, will be submitted through official channels for pro-
cessing with copies of the information for which release is
desired,

p. Q: What action should I take upon learning of what appears to be
a security vielation by the press, by the radio or through
] televicion, or by any other means normally available to_the
L <assified / Downﬁgﬁ.
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Why am T told to ke so reticent about discussing my work with
other people, when the pewspapers seem to tell evervthing?

From time to time you may wonder why you are required to be so
security conscious, and it is understandable; however, remember
that bacause certain things appear in the periodicals or news-
papers, it does not necessarily mean that their publication was
authorized, MNormally, such relesses are the educated guesses
of the author. These may or may not be correct. Do not deny,
affirm, or comment on such material; it will only aid in es-
tablishing as fact that which, before, was only suspected.

May my security badge be shown as a means of identification?

It should be used gnly when proof is required that you are a
government employee and no other identificatlion is available,
Mititary personnel need not use their security badge as they
have their ID card,

Should T discover that I have lost my security badge, whék
steps should I take?

Report the facts and circumstances immediately to the security
office or iseuing office.

When 1 separate from the Naval Establishment, what mav I say
concerning my emplovment so as pot to vislate securitvy?
Especially, what may I say when applving for a job _elsewhere?
How may I best describe my duties?

It is difficult to put down on paper a stock answer to this
question. You may state that you were aszigned or emploved e
by a partlculal command. You may give your general job title
which is unclassified, It is recommended that prior to your
separation or transfer you write a complete job description

of your duties and resporsibilities., Under no circumstances

may you include Department of Defense classified information,

Take your resume to your division officer or supervisor for

his advice and assistance.

tht Job title or part of the job title may I use in fllllnq
out forms for schooling and what classes or machines that 1
?

have studied may 1 1ist

There isn't much te add to answer this question that has not
already been said before. Your general job title, and the
standard office machines with which you may be acquainted,
are generally unclassified. If you have doubts, they should
be referred to your division officer, supervisor, or the ad-
ministrative officer,

What documents set the security standards for military oer-
sonnel and civilian emplovees of the Mayal Establishment?

Executive Order 104%0 as amended; Executive Order 10501 as
amended: Department of Defense Directives 5210,7, 5210.8,

5210,%; the Department of the Navy Security Manual for
Classified Information; and MNavy Civilian Personnel Instructions.
The division, unit cr office to which you will be assligned will
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have a copy of the Security Manual available fer you to read.
You are encouraged to fully acquaint yourself with the con-
tents of the Security Manual as soon as possible after you
receive your permanent assignment.

w, Q: May I sccept part-time employment elsewhere?

At Yes, Normally, there will be no objection to your part-time
off duty employment elsewhere, However, such part~time off
duty employment must not reflect any conflict of interest or
reflect upon your abilities to perform your assigned duties.
Military personnel are required to request permission from
their commanding officer prior to accepting part-time off
duty employment,

x, Q: How can my personal conduct result in the termination of my
assigoment or emplovment?

Samyasy JRUOIEN DU} 0 SBUIPIOH PoyISSEaq) 7 POINSSRIUL] SN oY Paanpoiday

At There are three prime and unchangin? qualificatinns that an =
individuzl must possess., They are (1) unguestioned loyalty
to the U,S,; (2) excellent character; (3) utmost discretion, I
These three qualities cannot be waived, Executive Order
10450 sets forth certain qualificetlions that sn individual @'
must have in order to work in a government oxrganization such
as the Navy, Section 8{a) of Executive Qrder 10450 is herein
quoted verbatim:
"Section 8(a): the investigations conducted pursuant te this f
order shall be designed to develop information as to whether
the employment or retention in employment in the Federal
service of the person being investigated is clearly con-
sistent with the interests of the national security. 3uch
information shall relate, but shall not he limited to the
following:
{1) Depending on the relation of the Government employ- -
ment to the national security: »
(1) Any behavior, activities, or associations which !ql
tend te show that the individusl is not reliable or
trusiworthy.
“Jg (i1) Any deliberate misrepresentations, falsifications,
“GE or omission of material facts,
»
\ﬁg {111} Any criminal, infamous, dishonest, immoral, ox
:b' notoriously disgraceful conduct, habitual use of
\\3 intoxicants to excess, drug addiction, or sexual
x\g perversion.
(iv) Any illness, including any mental condition, or a
nature which in the opinion of competent medical au-
thority may cause significant defect in the judgment
or reliability of the employee, with due regard to the
transient or continuing effect of the illness and the
medical findings in such cases,
(v) Any facts which furnish reason to believe that the
individual may be subjected to coercion, influence, or
pressure which may cause him to act contrary to the best
interests of the national security,
(2) Commigsion of an act of sabotage, espionage, trédason, or
FOR OFFICIAL USE ONLY 2-8 ORIGINAL
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sedition, or attempts, threat or preparation therefor,
or conspiring with, or aiding, or abetting, another to
commit or to attempt to commit any act of sabotags,
espionage, treason, or sedition,

(3) Establishing or continuing a sympathetic association
with a saboteur, spy, traitor, seditlonist, anarchist, or
revolutionist, or with an esplonage or other secret agent
or representative of a foreign natien, or any represent-
ative of a foreign nation whose interests may be inimical
to the interests of the United States, or with any person
who advocates tha use of force or violence to overthrow
the government of the United States or the alteration of
the form of govermment of the United States by uncon-

stitutional means.

(4) Advocacy of use of force or viclence to overthrow the
government of the United States, or of the alteration of
the form of government of the United States by uncon-

stitutional means.

s3Iy [2uUCIEN 1 Jo SEUPIO paLISSERaq £ PRSSEUN SU) WK PeInpaldey
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{5} Membership in, affiliationsor synmpathetic association
with, any foreign or domestie organization, associatﬁ%n,
moverment, group, or combination of persons which is
totalitarian, Fesclst, Communist, or subwversive, or which
has adopted, or shows a policy of advecating or approving
the commission of acts of force or violence to deny other
personsg their rights under the Constitution of the United
States, or which seeks . to alter the form of the govermment
of the United States by unconstitutional means, i

aw
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{6) Intentional, unauthorized disclosure to any person of
security information, or of other information disclosure
of which is prohibited by law, or willful violation or 3
disregard of security regulations, -,

7!
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(7) Performing or attempting to perform his duties, or
ctherwise acting, so as to serve the interests of another
government in preference to the interests of the United

States,.

{8) Refusal by the individual, upon the ground of con=-
stitutional privilege against self-incrimination, to
testify before a Congressional committee regarding charges
of his alleged disloyalty or other miscenduct,"

. ZR5ER
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Date

7. Excerpt from Esplonage Act. Parsgraph 1 gave a summary of the pertinent
statutes, The follewing are excerpts from the Espionage act:

transmitting or losing defense information.

a, Section 793, Gathering,

(1} Whoever, for the purpose of obtaining information respecting the
national defense with intent or reason to believe that the infermation
is to be used to the injury of the United States, or to the advantage

of any foreign nation, goes upon, enters, flies over, or otherwise obe
tains information concerning any vessel, aircraft, work of defense, navy
vard, naval station, submarine base, fueling station, fort, battery,
torpedo station, dockyard, canal, railrcad arsenal, camp, factory, mine,
telegraph, telephone, wireless, or signal station, building, office,
research laboratory, or station or other place connected with the
national defense owned or constructed, or in progress of construction by

the United States or under the control of the United States, or of any of

its officers, departments, or agencles, or with&?ﬂﬁ%ﬁ@ﬁﬁ@%ﬂ?%¥§;ﬁ%ﬁi5’
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diction of the United States, or any place in which any vessel, alrcraft,
arms, munitions, oxr other materlals or instruments for use in time of war
are being made, prepared, repalred, stored, or are the subject of re-
search or development, under any contract or agreement with the United
States, or any depariment or agency thereof, or with any person on behalf
of the United States, or otherwise on behalf of the United States, or any
prohibited place so designated by the President by preclamation in time
of war or in case of naticnal emergency in which anything for the use of
the Army, Navy, or Air Ferce is being prepared or constructed or stored,
informatlon as to which prohibited place the President has determined
would be prejudicizl to the national defensey; or

{2} Whoever, for the purpose aforesaid, and with like intent or reason to
believe, copies, takes, makes, or obtains, or attempts to copy, take,
make, or obtain, any sketch, photograph, photographic negative, blueprint,
plan, map, model, instrument, appliance, document, writing, or note of
anything connected with the naticnal defense; or

(3) Whoever, for the purpose aforesaid, receives or obtains or agrees or.
attempts to receive or obtain from any person, or from any source what-
ever, any document, writing, code book, signal book. sketch, photograph,
photographic negative, bluenrint, plan, map, model, instrument, appliangﬁ,
or note, of anything cennected with the national defense, knowing or F g
having reason *o believe at the time he receives or obtains, or agrees or i
attempts to receive or obtain it, that if it has been or will be obtained, |
taken, made or disposed of by any person conirary to the provisions of |
this chapter; or
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(4) Whoever, lawfully having possession of, access to, control over, or

being entrusted with any document, writing, code book, signal book, |
sketch, phetegraphic negative, photograph, blueprint, plan, map, model,
inetrument, appliance, or note relating to the national defense, or in-

formation relating to the national defense which information the

possessor has reason to believe could be uzed to the injury of the United

States or te the advantage of any foreign nation, willfully communicates, e
delivers, transmits, or causes to be communicated, delivered, or trans- '
mitted, or attempts to communicate, deliver, transmit or cause to be
communicated, delivered, or transmitted the same to any person not en- AN
titled to receive it, or willfully retains the same and fails to deliver H
it on demand to the officer or employee of the United States entitled to i
recelve 1t; or

_——

!

(5} Whoever, having unauthorized possession of, access to, or control
over any document, writing, code book, signal book, sketch, photograph,
photeographic negative, blueprint, plan, map, model, instrument,
appliance, or note relating to the naticnal defense, or information re-
lating to the national defense which information the possesser has reason
to believe could be used to the injury of the United 3States or to the
advantage of any foreign natien, willfully communicates, delivers, trans-
mits or causes to be communicated, delivered, or transmitted, or
attempts to communicate, deliver, transmit or cause to be communicated,
delivered, or transmitted the same to any person not entitled to recelve
it, or willfully retains the same and fails to deliver it to the officer
or employee of the United States entitled to receive 1it; or

(6) Whoever, being entrusted with or having lawful possession or control
of any document, writing, code book, signal book, sketch, photograph,
photographic negatlve, blueprint, plan, map, model lnstrument appliance,
note, or information relating to the naticnal defense, (1} through gross
negll?ence permites the same to be removed from its proper place of custody E
I

or delivered to anyone in violation of his trust, or to be lost, steolen, i
tracted, or destroyed, or (2) having knowledge that the same has been =
olt t’?? 6)( Temov d fxrom ltS proper place of custody or delivered to anyone

@ owngra e to é \
ebH! ’E)FF‘I‘CTA’I:'US‘E" «r ﬁgégﬁg ORIGINAL ;

Lote Z—q?.e%f. 7 e L ELS. 2D ' l

e ——— Tl
‘ DECLASSIFIED

Authority




ONI 63-2 FOR OFFICIAL USE ONLY

in violation of nhis trust, or lost, or stolen, abstracted, or destroyed,
and fails to make prompt report of such loss, theft, abstraction, or de-
struction to his superior officer shall bes fined not more than $10,000
or imprisoned not more than ten years, or both,

(7) If two or more persons conspire to violate any of the foregoing pro-
visions of this section, and one or more of such persons do any act to
affect the object of the conspiracy, each of the parties to such con-
spiracy shall be subject to the punishment provided for the offense

~which is the object of such conspiracy.

b, Section 794, Gathering or delivefing Defense Information to Aid Foreign

Governments.,

{1) Whoever, with intent or reason to balisve that it is to be used to
the injury of the United States or to the advantage of a foreign nation,
communicates, delivers, or transmits, or attempts to communicate, de-
liver, or transmit to any foreign government, or to any faction or party
or military or naval force within a foreign country, whether recognized
or unhrecognized by the United States, or to any representative, officer,
agent, employee, subject, or citizen thereof, either directly or in-
directly, any document, writing, code book, signal book, sketch, photo-
graph, photographic negative, blueprint, plan, map, model, not#, in- ;
strument, appliance, or information relating to the national defense,
shall be punished by death or by imprisonment for any term of years or

for life.

{2) Whoever, in time of war, with intent that the same shall bs come
municated to the enemy, collects, records, publishes, communicates or
attempts to elicit any information with respect to the movement, numbers,
description, condition, or disposition of any of the armed forces, ships,
aircraft, or war materials of the United States, or with respect to the
plans or conduct or supposed plans or conduct of any naval or military
operations, or with respect to any works or measures undertaksn for or
connectead with, or intendad for the fortification or defense of any -
place, or any other information relating to the public defense, which
might be useful to the enemy, shall be punished by death or by imprison="

ment for any term of years or for life,
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(3) If two or more persons conspire to violate this section, and one or
more of such persons do any act to effect the object of the conspiracy,
each of the partles t¢ such consplracy shall be subject to the punishment
provided for the. offense which is the object of such consplracy.

¢. Section 100l, Statements or entries gengrallx

Whoever, in any matter within the jurisdiction of any départment or
agency, of the United States knowingly and willfully falecifies, concesls
or covers up by any trick, scheme or device, a material fact or makes any
falgse, fictitious or fraudulent statements or representations, or makes
or uses any false writing or document knowing the same to contain any
false, fictitious or fraudulent statement or entry, shall be fined not
more than $10,000 or imprisoned not more than five vears, or both,

8, Summary,

a2, The questions and answers furnished in this pamphlet will guide mili-
tary and civilian personnel of the Naval Establishment in the c¢onduct of his
daily social 1ifé in regard to his position and place of amployment., They
do not,. «,,",_circumstance which may arise,

Lele il ﬁmﬁg L R . -;overed in this chapter, no state-
Gld be ma %?19 ¢ bigats diHed should report the situation to
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his superior, security officer and/or commanding officer, and an appropriate
answer will be given for futures guidance.

c. The security of the United States of America and of the Naval Establish-
ment is the individual responsibility of each military member and c¢ivilian
employee,

d. The individual military member or civilian employee alone is responsible
for any violation of security he may deliberately or unintentiocnally commit,
He is urged to become fully acquainted with the contents of the Security
Manual as soon as possible after recelving his permanent assignment, More-
over, he must always vigilantly guard against violating the trust which has
been placed upon him. To relax security, but for a moment, is to invite

disaster,

@, In the Naval Establishment there are "nec channels to Security.” The

Navy recognizes that, to properly discharge its responsibilities t¢ our (.i
country, the continued alertness and cooperation of all military and :
civilian personnel regarding security matters are necessary, I{ an in-

dividual military member or civilian employee feels that a matter should be

brought to the attention of security personnel, he is encouraged to repogg

directly to his security officer or commanding officer. i
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operations. Companies regularly study the products and opsrating methods of
their competitors, They know that their own success depends partly upon their
keeping up with or surpassing thelr competitors in the quality of their pro=-

ducts.

4, 1Intelligence is most often thought of as an activity of competing nations
and govermnments. One country wants to know all it can about the capgbilities,
plans, and intentions of another country., Such information has an important

bearing on a nation's decisions, plans, and actions in international affairs.

5. In spy stories, enamy agents usuelly deal with subjects of the most urgent
and critical importance, - If the hero is an American agent, for example, he may
discover after many hair-ralsing adventures that an enamy power is on the verge
of attacking the United States. That kind of information would naturally have
the highest importance In real life too, but very few enemy agents are seeking
that kind of specific infermation. Their work is far more complex and covers

many different fields, The facts they seek ars just as 1mportant as the "big"
facts featured in fictional tales. It should always b¥ PEméibered that any

information that interests an enemy agent has some degree of importance - e
otherwise he wouldn't be interested,. s ae e s o L
Take, for

6, In certain fields it 1s easy to understand the enemy! % 3 terest.
“new--weapons. dhdil

example, our scilentific and technical programs' ot -develo

equipment, Enemy agents have three main reasons for trying to get information
about these activities, First, they want to know how well we are doing in the
effort to improve our means of national defense. Second, they want to compare
our newest weapons and devices with their own. Third, in cases where we have
progressed more rapidly than they, data about our programs can be used to help

them catch up with or surpass us in those items.
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An enemy agent is-interested in almeost all areas.of military life.
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0304, HOW INTELLIGENCE AGENCIES COLLECT INFORMATION

1. Intelligence agencies c¢ollect information by two main operations:
a. Open (or overt) activities.,
b, Secret (or covert) activities.

2. The open intelligence activities stick to information sources that are
freely available to the-public. From newspapers, magazines, books, unclassi-
fied government reports, personal observation and other legitimate sources,
trained intelligence agents can glean much information of high intelligence
value, These sources are of the greatest value, moreover, in a country like
the United States, whose public information channels are neither controllied nor
operated by the Government. In countries such as the Soviet Union, where the
government rigidly controls all infermetion, these open sources of intslligence
information gre much less reliable, One reason is that in a dictatership the
press, radio, and other information channels are used as much as for prepaganda {
purposes as they are for telling facts. Another reason is that a dictatorship
tells its people as few facts as possible, This is exactly contrary to the
practice in a government that is responsible to its people, The American
people, for example, are told as much as possible about their defense programs

and other national security matters,

3, Secret intelligence activities are concentrated toward gathering the kind

of information not available through the legitimate channels mentioned above,
This is the espionage side of the intelligence effort, Esplonage agents are in-
terested almost entirely in gathering "classified" information=-which means
military and other security information in the “CONFIDENTIAL" "SECRET" and

"TOP SECRET" categories,.

0305, HOW ESPIONAGE AGENTS OPERATE

1, Enemy agents use many different methods and techniques, The most skillful
ones always carefully fit thelr operations to the particular job. If is es~
pecially important to keep in mind that an agent 1s almost always part of a spy
organization or network. As such, his mission at a given time may involve only
one small portion of the whole espionage mission in which the network happens to
be engaged, Asvthe«followin? description will show, agents often spend-much
time and effort gathering information for other agents to use in performing the

actual espionage job,

2. Let's suppose that enemy agents have been assigned to procure the designs,
scientific and engineering data, and related TOP SECRET information concerning
cne of our most successful missiles., How would they go about getting such ine-
formation? (One thing they are almost sure not to do is immediately try to
break into the headguarters to steal the TOP SECRET files,) Even if it seemed
possible, they would probably not do it, because the most effective esplonage
is designed to achieve its purpose without arousing the victim's suspicions,
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3., How, then, would the agents proceed? They would first concentrate on
indicate the most promising means of accomplishing

getting information that will
the mission. Here are the most important questions they would try to answer:

Where in the installation is classified work performed?

b, Where are the security files?

c. How closely is the installation guarded? ' -

d. What kind of documents ox passes are needed to get in and out of the -
area? Who issues them? _

e, What types of containers and locks are used for the securiiy files?

f. Where are the safe combinations filed? Do any of the authorized
personnel carry safe combinations on their persons? Have any employees
written combination numbers on calendars, walls, or other locations?

g. Is there any reason to believe that safe combinatlons have been set at

easy-to-remember sequences (such as 10=20-30) or to match an employee's

birthdate?
4, Answers to any of these questions may Erovide an agent with his first pro-
mising lead towaxd a successful mission. or example, he may discovex that one
of the gate guards occasionally neglects to examine each pass carefully before
admitting its beaver. To the agent this suggests the possibility of using a
counterfeit pass to enter the restricted area, either to complete his mission or
to examine the layout in greater detail.
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Enemy agents give special attention to the human element.

%, Notice that some of the questions in this preliminary "casing" of the job
are about the people assigned to the installation, Enemy agents know that the
more highly classified the desired information is, the better the physical means
of guarding it are likely to be. They expect protective fences, gates,
buildings, and safes to be of high quality. Consequently they devote special
attention to the human element--the people who guard, maintain, and perform the
classified work of the installation. They always hope to discover one or more
persons who, knowingly or unknowingly, will make the esplonage job easier to do,

They are always seeking answers to certain questions about the people con-

6.
The general or

nected directly or indirectly with a "target" installation.
overall questions are:

a., Who is employed there?
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b, What are their jobs?
c. Which individuals have access to the "key" ar¢as?

7, With these guestions partly or wholly answered, the agents can start on the
next phase--gathering facts about individuals, While they usually want to k now
more about the person who holds the “key“ positions, no ohe is entirely ig-
nored in the search for "soft spots” in the security system, That's why every
serviceman, regardless of his job or xank, can assume that his name and certain
facts about himself soener or later will become known to enemy agents.

8. What kind of questions do enemy agents ask about individuals? Here are some

typical ocnes:
a. How much education does he have?
b. What are his hobbies and other outside interests?

ct
d. Does he show any special interest in political matters, including the

international picture? $

Is he married? Is his home and family life marked by any unusual cir-
cumstances, such as continuing discord or long illnesses?

£, Does he normally live within his means? Does he have any unusually

heavy financial obligations?

In personality, is he usually friendly and sociable? Aloof and with- .

drawn? Suspicious and resentful?

h, 1Is he inclined to boast about himself? Does this include a desgire tO't;
impress others with the importance of his work? Does he ever discuss
classified information with unauthorized persons? If so, does he seem
motivated by vanity? Or, is he merely cynical about security require-
ments? Or just plain stupid?

1. Who are his friends and relatives? Do any of them know the nature of
his work? Which ones, and how much do they know? What is their work?
What kind of people are they? Should their backgrounds be checked
further in connection with this individual?

j. Does he have any habits or weaknesses (heavy gambling, excessive

drinking, and so on) that might influence his judgment or otherwise be

used to their advantage?

ds,; i jealousies,

k. Is he involved in any serious pers
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In his work, is he careless and indifferent? Diligent and conscientious? -
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1, Does he seem dissatisfied with hils work or with his present living con-

ditions in general?
m. Is there anything in his present or past that he would be particularly
anxious to conceal from his assoclates, superior, or wife?

9. To repeat-~these are only some of the facts enemy agents try to learn about
people connected with an activity under scrutiny, They sre typical of the facts
that pexmit agents to select, from a complete personnel list, the more promising
prospects for their purpeses. By itself, no fact about a person is unimpertant,
Instead, agents judge its 1mp0rtance by relating it to other known facts about

the person and about the espionage mission itself,

10, How do agents use their detailed information about individuals? They know,
first of all, that only these kinds of people can help them:

@. People who are willing to help, for money cr other motives.,
b, FPeople who can help unknowingly, by carelessness, ignorance, gullibility,

or other faults, i
¢, People who can be forced to help unwillingly by blackmail or other

pressure techniques,

11, The first category is extremely small. (Very few Americans would even think
of bhelonging to it, and very few ever do)., A voluntary act of espicnage against
the United States is, of course, an extremely serious crime with fittinalv heavy
penalties for those committing it, It is primarily the sincere and deeply

felt loyalty of Americans toward their own free instituiions that explains why
there are so few willing traitors in our history. While enemy agents are always

looking for people who might cooperate willingly, they know that it is highly o

risky to make such a proposition to anyone, and that the chances of success are
very small. For this reasonsthey consider the other two categories more pro-
mising--people who might help them unknowingly or unwillingly.

0306, THE UNKNOWING HELPER

1, A careless and indifferent person whose job gives him access to classified
documents is always a top prespect as an unknowing helper of enemy agents, They
know that sconer or later such a person will be careless in his handling of
security information., They try to make sure that when this happens, they will be
able to take full advantage of his carelessness,

2., An even better prospect is the individual who cannot resist trying to im-
press people by telling what he knowe, Enemy agents know exactly how to get him
started talking, and under what circumstances he is likely to talk most fTreely.
That is why they often hang arcund bars and restaurants, and why they sometimes
have bartenders, walters, and waitresses in theilr pay., Alcohol loosens the
tongue and confuses the mind, and the flattery of a suave stranger or attractive
woman can complete the process,

3., Sometimes a chronic boaster limits his loose talk to pecple he knows guite
welle-relatives, close friends, "I know you won't tell another socul--" he begins;
but actually he cannot know this, The friend or relative may be a braggart like
ime , and the classified information begins to circulate--until it reaches an
éﬁ E@ one can ever he certaln moreover, whether a trusted acquain=-
ta ce S H}

Wrpdgsgyre by e te, The only safe rule is to avoid
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0307. THE UNWILLING HELPER

1, Agents find most of their prospec¢tive unwilling helpers among people who
have personal "secrets" relating to past or present misconduct or weakness,
When the agents discover these secrets, they apply pressure--"Tell us what we
want to know and we won't tell anyone what we know absut you,"

2, Here are some typical cases:

Agents discover that a married man with a family i1s having an affair
The agents photograph them together at a restaurant, in a
hotel lobby, and walking along the street. They alse "tap" his phone and make
recordings of hie conversations with the woman, With this evidence, they ap-
proach him, demanding specific information or assistance in return for their
Faced with the exposure of his infidelity, “the man follows their

=
with another woman.

silence,
wishes., Now, of course, they have an additional hold on him. They point out
that unless he coptinues to help them, they will tip off the authorities about

his initial cooperation,

b, A member of the Armed Forces stationed oversé¢as has viclated local regu-
lations regarding transactions in American and foreign currency. His profit has
been only a few dollars, but he knows that if the offense is discovered he will
be in serious trouble, He scon has reason to regret his illegal act A
stranger contacts him, shows him photostats of documents he signed i&lnaking the
transaction, To keep this proof from reaching his superiors, the sexviceman
agrees to give the stranger certain classified information, As in the first
example, once he has actually done so, he finds himself even more firmly under

the enemy agent's contxol,

seAaly feuanen e o sbuiploy peyissepag  PRYSSEPUT 3L oy paonposday

Agents offer to trade secrets they know about you for secrets you can furnish
them,

Another type of unwilling helper has no embarrassing personal “"secret" to

3I
hide, HMHis motives for succumbing to pressure are more honorable, but the harm
to national security is the same., A few years ago, our Gevernment revealed that

many Chinese-Americans with relatives in Communist China had been simllarly pres-
sured to give meney, informatlon, or other assistance to the Communist con-
spiracy, To prevent thig kind of espionage, our security regulations provide
that Americans who have close relatives living in specified foreign countries
cannot hold positions requiring access to certain highly classified information.

4, BSometimes enemy agents pick out completely innocent persons and try to
"frame" them into cooperating with them. One ycung soldier overseas, for ex-
ample, struck up a casual tavern conversation with a man about his own age,
Scon the man invited the soldier to his home, Shortly thereafter, the man
suddenly went to an open window and began shouting loudly that the soldier had

ORIGINAL 3-9 FOR OFFICIAL USE ONLY

DECLASSIFIED
Authority Aan 3




FOR OFFICIAL USE ONLY ONI 63-2

made improper advances. A "neighbor" immediately entered and claimed that he
had witnessed "everything". After threatening to call the police, they began to
"shange their minds," Finally they offered to let the scldier go in return for
cartain military information, Now realizing their purpose in staging this
little scene, the soldier pretended to be terrified and promised to obtain the
information, Instead he immediately reported the incident to his superiors,

Not only did the "frame=-up" fail, but the agents were arrested by the author-
ities of that country. 3%

I

Don’t expect an agent to say, 'I'm a spy. | need your help.”
0308, STANDARD “APPROACH" TECHNIQUES

L., Espionage agents are usually versed in applied and practical psychology.
They know how to size-up people. Their training teaches them to play whatever
part may be appropriate at the timsa, They know how to pretend ignorance or
disinterest; or they can give plausible reasons for being interested and cur-
ious about certain subjects, Above all, the typical agent is subtle and tact-
ful, No one should ever expect an agent to make this kind of approach: "My
name is Smith, I'm a spy, I think you can help me get some secret ipformation
my country wants," This is definitely not the way they operate. '

2. Their initial motives for approaching an individual have already been
mentioned: '

a, To get him to help voluntarily,
b, To get him to help unknowingly,
¢, To get him to help urwillingly,

3. The second of the above purposes, as we have seen, is sometimes achleved
without any personal meeting between the agent and his target, For example,
the loudmouth type described earlier might simply be overheard by an agent as
he was letting some c¢lose friends in on some details of his job. However, in
many instances the agent has to become personally acquainted so that he can
decide upon the best method of getting the lndividual's cooperation,

4, The initial meeting is likely to seem entirely scecidental or logical to the
intended victim. The agent plans it that way., The succeeding steps are also
designed to avoid arousing susplcion. If the agent has no "pressure" weapon to
use against the individual, he will concentrate upon gaining his friendship and
confidence, Some time may pass before he makes the first actual attempt to ob-
tain information. When he does so, he eéither is quite direct in his request, or
gives a glib and convincing reason-~="A friend of mine has applied for a job at
your installation, I told him you would probably be glad to explain in a little
more detail the nature of the work, Especially in Building 4, which is where he

FOR OFFICIAL USE ONLY 3-10 ORIGINAL
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will be working,"

5, There is literally ne limit to the kinds of excuses agents can invent for
their interest in a particular subject. The most effective excuses, of course,
are those that arise naturally out of the particular situation. The agents ask

themselves, "What kind of story will this person believe?!

6., Sometimes agents. cultivate confidence by posing as agents cr employees of
the United States. Using fake credentials combined with an appropriate ex-
planation, they try to convince naive individuals that it is a patriotic or

military duty to c¢ooperate with them,

7. A multiple approach technique is sometimes used, for various reasons. The
individual becomes acquainted with several agents, at one time or in succession
over a period of time. Sometimes the individual is given no reason to believe
that the several agents knhow each other., In gther cases, he is allowed to know
that they are a group of "friends." Each agent applies a different method of
gaining the subject's confidence. Whichever agent seems to get the best results
remains on the assignment and the others quietly drop out of the picture,

8. Agents are always alert for signs that an individual might be induced to
engage in espionage for pay or other reward, As pointed out earlier, they
rarely find such pexrsons, but when they dg the advantages are considerdd worth
the risk and effort, In the first place, the person who cooperates voluntarily
becomes by that act an enemy agent himself--a co-conspirator in a seriocus crime,
The other conspirators never let him forget that he is "now in the same boat"
with themselves, He is now firmly under their ¢onirol, They can demand that he
perform further and increasingly dangerous missions for them. In general, mora-
over, agents regard the willing helper as less dangerous to their mission., They
know that an unknowlng helper may eventually get suspicious and report their
activities: an unwilling helpexr may iikewise declde to expose the plot even
though it will mean that his personal "secret" will come out, and that he will

be subject to trial and punishment for his crime., However, the voluntary helper
is trapped. He knows that there are no mitigating circumstances. for his in- )
tentional betrayal of his country., This tends to keep him in line: for continued

9. Perhaps the most promising prospect, from an enemy agent's point of view, is

any American who indicates that he favors some foreign ideoclogy over that of his
own country, Agents try to exploit the confusion and instabiliiy of such per-

SONS.

10, Espionage, as all the above makes clear, is a "no-holds-barred" business, -
Enemy agents are ruthless, usually clever, and always determinad to get what they
want by any means that may be necessary. They are ready to use any form of
physical or mental torture, and even to kill, HNo one who becomes involved with
them, innocently or otherwise, should expect them to show any mercy or softness,
They are shrewd and merciless, and therefore dangerous. Thelr operations can bhe
frustrated only by trained and experienced counterintelligence personnel, For
thils reason, the following iInstructions are extremely important.

. ‘;ﬂ B2 o T
%ﬁ"ﬁ/f Z.Z

What should | do?
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CHAPTER 4
GUIDE FOR COUNTERINTELLIGENCE BRIEFING

0401, Foreign Intelligence Collection Efforts Directed
Against the U, 5, Navy

1. Foreign intelligence services are actively engaged
in collecting information on the U, S, Navy., This is
especlally true of the Soviet Bloc, whose intelligence
efforts are extensive, persistent and aggressive, All
hands should be constantly aware of the existence of
this threat, and should report any known or suspected
foreign espionage, sabotage, defection, or subversive
efforts (Refer to Chapter 3 of OPNAVINST 5510.) current

edition).

2, This Chapter, although directed primarily against
Soviet Bloc intelligence efforts, is also applicable, to
a lesser degree, to intelligence efforts of all foreign
countries. Any nation, no matter how friendly,&may be
expected to take advantage of any opportunity for the
collection of intelligence information on the U, $, Navy,

SBMLAY [BUONEN BU) Jo sBuipIoH pausseeq / peyssepur aup woy peonposdey

0402, Hostile Intelligence Efforts

The United States Naval Service, as a consequence of
its world-wide commitments in the defense of the United
States and our allles, has been and is a target of es-
plonage and subversion directed by the intelligence ser-.
vices of the Sinc-Scviet Blec countries, Instances in
which these hostile intelligence activities have sought’
to subvert Naval Personnel or enmesh them into espionage, -
s0 far as is known, has not been as numerous as in other.
services. Although some known incidents have occurred
and for a time were successful, There are no indica-
tions that these hostile activities against the Naval
Service will decrease, To defend against them, it is of
importance that all Naval personnel, military and civil-
ian, be aware of the nature and techniques of hostile es-
pionage and subversion, It is the purpose of this
Chapter to contribute to such an swareness by presenting
some background information and reference material con-
cerning communist directed esplonage and subversion re-
lated to the Naval service in recent years,

e

0403, Esplonage, an old concept in warfare,

1, Espionage is not a new concept in Warfare, Far from
it, To discover the earliest recorded reports of spying,
we must turn to a book written two thousand years ago ==
the Bible, And even in the Bible, we are reading of
ococurrences long before the birth of Christ, Regarding
espionage, the Bible says:

"The Lord spake unto Moses saying, "Send men, that
they may search the land," And Moses sent them to
spy out the land and the people, whethier they be
strong or weak, few or many. . And what the land is,
whether it be good or bad, and what cities they

Downgrgﬁ%lhin, whether in tents or strongholds.” :
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2. Espionage or the act of spying has bscome an in-
creasingly important factor in modern warfare where pro-
duction capabilities, raw material stockpiles, techno-
logical development, and scientific discoveries play such
a major role in determining the winning side.

3. ALl recorded history is sprinkled with frequent
references to sples, Benedict Arnold was a British spy
during our own Revolutionary War. The head of a famous
detective agency, Allen Pinkerton, formed a force of spies
for the Union Army during the Civil War, The Confederate
forces had thelr agents too, and a considerable number of
Germans and Japanese agents were rounded wup in this
country in the early days of World Wars I and 1I,

0404, Gujde For Counterespionage Briefings

1. General Introduction, i

SBAILIY [BUOTEN S o sBuploy pagisseper] f peiisseioun eu oy pegnpolday

a. Espionadge against the United States is being con-
ducted on & daily basis, Foreign intelligence service
are diligently seeking United States information on angin-
finite variety of subjects. Their targets range from
general data available in newspapers and magazines to
highly classified information vital to the security of the
United States, The U, S, Navy, including its personnel,
operations and installations throughout the world, is a
primary target of foreign intelligence efforts,

e il il

el — -

b. The most massive and aggressive espionage effort _
is directed by the Scviet intelligence agencles, which f
conduct operations through agents attached to officisl - !
diplomatic¢ installations and through undercover spies,
Soviet esplonage capabilities are considerably increased » {
through the services rendered by the intelligence agencies :
of the Satellite countries and by the support and assist- -
ance of Communist Party elements througheut the world, ) {

c. In addition to the Satellite nations, friendly

countries also seek United States information. All

modern countries have intelligence agencies and have
varying capabilities to collect the Information they re-
gard as necessary for the formulation of their national
policies, Although friendly countries may be reluctant
to become involved in any activity which, if exposed,
would disturb harmonious diplomatic relations, we must
assume that any country will expleoit an opportunity teo
acquire strategic information,

d, U, S. Navy personnel stationad abroad and fleet
personnel visliting in foreign ports may therefore be tar-
geted by a variety of elements, including ané one of the
S0ciet Bloc intelligence services, by lecal Communists,
or by the intelligence service of the host country,
Foreign intelligence services, friendly as well as hostily
may use a variety of techniques to monitor or control the
activities of foreignexrs located in thelr country, All
countries have a capability to use electronic listening

evices, to tap telephones and to censor mail, Any may
-Dafo. o R ce a target person under surveillance or monitor and
S 'ﬂwng?%:gzgirdnmagpibe his movements through other discreet means.
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cperations. Companies regularly study the products and operating methods of
thelr competitors. They know that thelr own success depends partly upon their

keeping up with or surpassing their competitors in the quality of their pro-
ducts. :

Intelligence is most often thought of as an activity of'competim;&mtions
and governments., One country wants to know all it can about the capabilities,
plans, and intentions of another country. Such information has an important

bearing on a nation's decisions, plans, and actions in international affairs,

4.,

%, In spy storles, enemy agents usually deal with subjects of the most urgent
and ¢ritical importance, If the herc is an American agent, for example, he may
discover after many hair-raising adventures that an enemy power is on the verge
of attacking the United States. That kind of information would naturally have
the highest importance in real life too, but very few enemy agents are seeking
that kind of specific information, Their work is far more complex and covers -
many different fields, The facts they seek are just as impertant as the "big"
facts foatured in fictional tales, It should always bE Téwméibered ‘that any s
information that interests an enemy agent has some degree of importance =-- o
otherwise he wouldn't be interested, ey nasameee _

6. In certain fields it is easy to understand the enemy[& k terast, Take, for
example, our scientific and technical progrdﬁ@“fﬁr“dﬁveldpf'gwnew=weapona;ﬂhdﬂi
equipment. Enemy agents have three maln reasons for trying to get information
about these activities, First, they want to know how well we are doing in the
effort to improve our means of national defense. 3Second, they want to compare
cur newest weapons and devices with their own. Third, in cases where we have

progressed more rapidly than they, data about our programs can be used to help

them catch up with or surpass us in those items.
b~ -'.‘E“é
e =
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An enemy ogent is- interested in almost all areas of militory life,
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0304, HOW INTELLIGENCE AGENCIES COLLECT INFORMATION

1, Intelligence agencies collect information by two main operations:
a. Open (or overt) activities.
b, Secret (or covert) activities,

2, The open intelligence activities stick in information sources that are
freely available to the -public, TFrom newspapers, magazines, books, unclagsi-
fied govermment reperts, personal observation and other legitimate sources,
trained intelligence agents can glean much information of high intelligence
value, These sources are of the greatest value, moreover, in a country like
the United States, whose public information channels are nelther controlled ner
operated by the Government. In countries such as the Soviet Union, where the
government rigidly controls all information, these open scurces of intelligence
information are much less reliable. OCne reason is that in a dictatorship the
press, radio, and other information channels are used as much as for propaganda
purposes as they are for telling facts. Another reason is that a dictatorship
tells its people as few facts as possible, This is exactly contrary to the
practice in a government that is responsible teo its people, The American
people, for example, are told as much as possible about their defense programq@
and other national security matters. i

3, Secret intelligence activities are concentrated toward gathering the kind

of information not available through the legitimate channels mentioned above.
This is the espionage slde of the intelligence effort, Esplonage agents are in-
terested almost entirely in gathering "clagsified" informations==which means
military and other security information in the "CONFIDENTIAL", "SECRET" and

*TOP SECRET" categories,

ety 31 i =] to d.i'l'.l'
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030%, HOW ESPIOMAGE AGENTS OPERATE

1. Enemy agents use many different methods and techniques, The most skillful
ones always carefully fit theilr operations to the particular job, If is es-
pecially important to keep in mind that an agent is almost always part of a spy
organization or network. As such, his mission at a given time may involve only
one small portion of the whole espionage mission in which the network happens to
be engaged. Asrthe"following description will show, agents often spend much
time and effort gathering information for other agents te use in performing the
actual espionage job,

2, Let's suppose that enemy agents have been assigned to procure the designs,
scientific and engineering data, and related TOP SECRET information concerning
one of our most successful missiles, How would they go about getting such in-
formation? (One thing they are almost sure not to do is immediately try to
break into the headquarters to steal the TOP SECRET files.) Even if 1t seemed
poseible, thay would probably not do it, because the most effective espionage
is designed to achieve its purpose without arousing the victim's suspicions.
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“Good evening, the People’s

3, How,

getting

the mission. Here
Where in the installation is classified work performed?

a,
b’
G

d.

9.

4, Answers to any of these ?uestions may provide an ag
he may discover that one

mising lead toward a success
of the gate guards occasionally neglects to examine eac
the possibility of using a

admitting its bearer. To the agent this suggests
counterfeit pass to enter the res ther to complete his mission or
to examine the 1
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Broadcasting Network prescnts, once again,

L

fine film ‘l Was A Teenage Stove of Capitalism’ . ..

then, would the agents proceed? They would first concentrate on
t promising means of accomplishing

information that will indicate the mos
are the most important questions they would try to answer!

WheTe are the security files? :
How closely is the installation guarded? _;;

i

What kind of documents or passes are needed to get in and out of the

area? Who issues them?
and locks are used for the security files?

What types of containers

Whore are the safe combinations filed? Do any of the suthorized

persennel carry safe combinations on their persons? Have any amployees f

walls, or other locations?

written combination numbers on calendars,

Is there any reason to believe that safe combinations have been set at

easy-to-remember sequences {such as 10-20-30) oxr to match an employee’s

birthdate?
ent with his first pro-

vl mission. For example,
h pass carefully before

tricted area, ei
ayout in greater detasil.
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Enemy agents give special ottention to the humon element,

5, HNotice that some of the questions in this preliminary "casing" of the job
are about the people assigned to the installation., Enemy agenis know that the
more highly classified the desired information is, the bettexr the physical means
of guarding it are likely to be, They expect protective fences, gates,
buildings, and safes to be of high quality. Consequently they devote special
attention to the human element--the people who guard, maintain, and perform the
classified work of the installation. They always hope to disCover one or more
persons who, knowingly or unknowingly, will make the espicnage job easier te do.

6. They are always seeking answers to certain questions about the people con-
The general or

nected directly or indirectly with a "target" installatioen.
overall questions are:

a. Who is employed there?
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b, What are their Jobs?

¢. Which individuals have access to the "key" areas?

7, With these questions partly or wholly answered, the agents can start on the
next phase~~gathering facts about individuals. While they usually want to know

more about the person who holds the "key" positions, no one is entirely ig-
nored in the search for Ysoft spots" in the security system. That's why every
serviceman, regardless of his job or rank, can assume that his name and certain
facts about himself sooner or later will become known to enemy agents,

8. What kind of questions do enemy agents ask about individuals?
typical ones:
a. How much education does he have?

b. What are hls hobbies and other outside interests?

c.

d. Does he show any special interest in political matters, including the
international picture? i

e, Is he marrled? Is his home and family life marked by any unusual cir-

cumstances, such as continuing discord or long illnesses?

f. Does he normally live within his means? Does he have any unusually

heavy financial obligations?
In personality, is he usually friendly and sociable? Alcof and with-
drawn? Suspicious and resentful?

he Is he inclined to boast about himself? Does this include a desire to

impress others with the importance of his work®™ Does he ever discuss

classified information with unauthorized persons? If co, does he seem
motivated by vanity? Or, ls he merely cynical about security recquire-
ments? Or Just plain stupid?

i. Who are his friends and relatives? Do any of them know the nature of
his work? Which ones, and how much do they know? What is their work?
What kind of people are they? Should their backgrounds be checked
further in connection with this individual?

j. Does he have any habits or weaknesses (heavy gambling, excessive

drinking, and so on) that might inflpence hlS Judgment or otherwise be

used to their advantage? gg"‘“

ke Is he involved in any serious pers

with égl@k é@mm%b? ,.,). u.....ul.lll
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Here are some

In his work, is he careless and indifferent? Diligent and conscientious?

"

s
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1. Does he seem dissatisfied with his work or with his present living con=-

ditions in general?

m, Is there anything in his present or past that he would be particularly
anxious to conceal from his associates, superior, or wife?

9, To repeat==-these are only some of the facts enemy agents try to learn about
pecple connected with an activity under scrutiny. They are typical of the facts
that permit agents to select, from a complete personnel list, the more promising
prospects for their purposes. By itself, no fTact about & person is unimportant,
Instead, agents judge its importance by relatlng it to other known facts about
the person and about the espionage mission itself,

10, How do agents use their detailed information about individuals? They know,
first of all, that anly these kinds of people can help them: .

a. People who are willing to help, for money or other motives.

SEAIIY [euoney SU3 Jo $BuipoH pawmssepag £ FRUSSELGUN oL woll paonpaidey

b, Feople who can help unknowingly, by carelessness, ignorance, gullibility,

or other faults. i H
¢. People who can be forced to help unwillingly by blackmail or other

pressure techniques, h

11, The first categery is extremely small, {Very few Americans would even think

of belonging to it, and very few ever do). A voluntary act of espionage against

the United States is, of course, an extremely serious <rime with fittinalv heawy
penalties for those committing it. It is primarily the sincere and deeply

felt loyalty of Americans toward their own free Ilnstitutions that explains why

there are so few willing traitors in our history. While enemy agents are always
looking for pecple who might cooperate willingly, they know that it is highly s
risky to make such a proposition to anyone, and that the chances of success are
very small. For this reasonsthey consider the cother two categories more pro=-
mising=-people who might help them unknowingly or unwillingly. TN

0306, THE UNKNOWING HELPER

1. A careless and indifferent person whose job gives him accCess to classified
documents Is always a top prospect as an unknowing helper of enemy agents, They
know that sooner or later such a person will be careless in his handling of
security information. They try to make sure that when this happens, they will be
able to take full advantage of his carelessness,

2. 4An even better prospect is the individual who ¢annot resist trying to im-
press people by telling what he knows, Enemy agents know exattly how to get him
started talking, and under what circumstances he is likely to talk most freely.
That is why they often hang arcund bars and restaurants, and why they sometimes
have bartenders, waiters, and waitresses in their pay. Alcohol loosens the
tongue and confuses the mind, and the flattery of a suave stranger or attractive
wemah can complete the process,

3. Sometimes a chronic bosster limits his loose talk to people he knows quite
well--relatives, close friends, "I know you won't tell another scul--" he begins;
but actually he cannot know this, The friend or relstive may be a braggart like
ims y and the ¢lassified information begins to circulate--until it reaches an
¥5a @ﬁ one can ever he certaln moreover, whether a trusted acquain-
ta ee—1Ls 3 kﬁ ke nmﬁgsqyre by eneith : The only safe rule is to avoid i
@ﬁﬁiunauthorlzed discussiol*vfal ; : !
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0307, THE UNWILLING HELPER

1. Agents find most of their prospective unwilling helpers among people who
have personal "secrets" relating to past or present misconduct or weakness,
When the agents discover these secrets, they apply pressure«-"Tell us what we
want to know and we won't tell anyone what we know about you,"

2, Here are some typical cases:

Agents discover that a married man with a family is having an affair
The agents photograph them together at a restaurant, in a
hotel lobby, and walking along the street, They also "tap" his phone and make
recordings of his conversations with the woman. With this evidence,they ap-
proach him, demanding specific information oxr assistance in return foxr their
silence, Faced with the exposure of his infidelity, *the man follows their
wishes, MNow, of course, they have an additional hold on him, They point out
that unless he continues to help them, they will tip off the authorities about

hig initial cooperation.

b, A member of the Armed Forces statiomed overseas has viclated local regu-
lations regarding transactions in American and foreign currency. His profit has
been only a few dollars, but he knows that if the offense is discovered he will
be in seriocus trouble, He soon has reason to regret his illegal act.d A
stranger contacts him, shows him photostats of documents he signed in making the
transaction, To keep this proof from reachlng his superiors, the serviceman
agrees to give the stranger certain classified information. As in the first
example, once he has actually done so, he finds himself even more firmly under

the enemy agent's control.

ao
with ancther woman,

Agents offer to trade secrets they know about you for secrets you can furnish
them.

3, Another type of unwilling helper has no embarrassing personal "secret" to
hide, His motives for succumbing tc pressure are more honorable, but the harm

to national security is the same. A few years ago, our Government revealed that
many Chinese-Americans with relatives in Communist China had been similarly pres-
sured to give money, informatlion, or other assistance to the Communist con-
spiracy. To prevent this kind of espionage, our security regulations provide
that Americans who have close relatives living in specified foreign countries
cannot hold positions requiring access to certain highly classified information,

4, Sometimes enemy agents pick out completely innocent persons and try to
"frame" them into cooperating with them. One young soldier overseas, for ex-
ample, struck up a casual tavern conversation with a man abcout his own age,
Soon the man invited the soldier to his home, Shortly thereafter, the man
suddenly went to an open window and began shouting loudly that the scldier had
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made improper advances, A "neighbor" immediately entered and claimed that he
had witnessed "everything". After threatening to ¢all the police, they began to
"change their minds." Finally they offered to let the soldier go in return for
certain military information. Now realizing thelr purpose in staging this
little scene, the soldier pretended to be terrified and promised to obtain the
informations Instead he immediately reported the incident to his superiors.

Not only did the "frame-up" fazil, but the agents were arrested by the author-

ities of that country. R

.

TTIL L

sl T

Date'. né "

Don't expect an agent to say, "’'I'm a spy. | need your help.”
0308. STANDARD "APPROACH" TECHNIQUES

l, Espionage agants are usually versed in applied and practical psychology.
They know how to size-up people, Their training teaches them to play whatever
part may be appropriate at the time, They know how to pretend ignorance or
disinterest; or they can give plausible reascons for being interested and cur-
ious about certain subjects, Above all, the typical agent is subtle and tact-
ful., HNo one should ever expect an agent to make this kind of approach: "My
name 1s Smith. I'm a spy. I think you can help me get some secret information
my country wants,® This is definitely not the way they operate. :

2, Their initial motives for approaching an individual have already Seen
mentioned: '

a, To get him to help voluntarily,
b, To get him to help unknowingly,
c, To get him to help unwillingly.

3. The seccnd of the above purposes, as we have seen, 1ls sometimes achlieved
without any personal meeting between the agent and hls target, For examplae,
the loudmouth type described earlier might simply be overheard by an agent as
he wag letting some close friends in on some details of his job. However, in
many instances the agent has {o become personally acquainted s0 that he can
decide upon the hest method of getting the iIndividual's cooperation.

4, The initial meeting is likely to seem entirely accidental or logical to the
intended victim, The agent plans it that way. The succeeding steps are also
designed to avoid arousing suspicion, If the agent has no "pressure" weapon to
use against the individual, he will concentrate upon gaining his friendship and
confidence, Some time may pass before he makes the first actual attempt to obw
tain information. When he duoes so, he either is quite direct in his request, or
gives a glib and convincing reason=="A friend of mine has applied for a job at
your installatlon, I told him you would probably be glad to explain in a little
more detail the nature ¢f the work., Especially in Building 4, which is where he
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will be working."

There is literally no limit to the kinds of excuses agents can invent for
The most effective excuses, of course,
The agents ask

5.
their interest in a particular subject.

are those that arise naturally out of the particulasr situstion,
themselves, "What kind of story will this person believe?"

6, Sometimes agents cultivate confidence by posing as agents or employees of
the United States. Using fake credentials combined with an appropriate ex-
planation, they try to convince naive individuals that it is a patriotic or

military duty to cooperate with them,

7. A multiple approach technique 1s sometimes used, for various reasons, The
individual becomes acquainted with several agents, at ons time or in succession
over a period of time, Sometimes the individual is given neo reason to believe
that the several agents know sach other. In other cases, he is allowed to know
that they are a group of "friends." Each agent applies a different method of
gaining the subject's confidence, Whichever agent seems to get the best results
remaing on the assigrment and the others quietly drop out of the picture,

8., Agents are always alert for signs that an individual might be induced to
engage in espionage for pay or other reward, As pointed out earlier, ey
rarely find such perscns, but when they do the advantages are consider worth
the risk and effort., In the first place, the person who cooperates voluntarily
becomes by that act an enemy agent himselfe«a co-conspirator in a serious crime,
The other <onspiratoxs never let him forget that he is "now in the same boat"
with themselves, He is now firmly under their control. They ¢an demand that he
perform further and increasingly dangerous missions for them, In general, more-
over, agents regard the willing helper as less dangerous to their mission. They
know that an unknowing helper may eventually get suspicious and. report their
activities; an unwilling helper may likewise decide to expose the plot even
though it will mean that his personal "secret" will come out, and that he will

be subject to trial and punishment for his crime, However, the voluntary helper
is trapped., He knows that there are no mitigating circumstances, for his in- -
tentional betrayal of his country, This tends to keep him in line:for continued.-

cooperation with the enemy, _ . >

9. Perhaps the most promising prospect, from an enemy agent's point of view, is
any American whe indicates that he favors some foreign ideology over that of his
own country, Agents try te exploit the confusion and instability of such per-

S50NS,

10, Esplonage, as all the above makes clear, is a "no-holds=barred" business, -
Enemy agents are ruthless, usually c¢lever, and always determined to get what they
want by any means that may be necessary, They are ready to use any form of
physical or mental torture, and even to kill, No one who becomes involved with
them, innocently or otherwise, should expest them to show any mercy or softness.
They are shrewd and mercilecs, and therefore dangerous. Their operations can be
frustrated only b¥ trained and experienced counterintelligence personnels For
this reason, the following instructions are extremely important,
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What should | do?
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0309, WHAT TO DO ABOUT SUSPECTED ESPIONAGE ACTIVITIES

1., If you ever have reason to believe that you are the target of attempled
espionage, remembering and sticking to a few simple rules may actually save your

life., Here they are:

a, DO NOT SHOW THAT YOU ARE SUSPICIOUS, Any marked or sudden change in

your manner will alert an experienced agent, If you have been cordial and
friendly before, do not switch suddenly to a distant or hostile attitude.

b. AS SCON AS POSSIBLE, TELL YOUR COMMANDING CFFICER OR OTHER PROPER
AUTHORITY ABQUT YOUR SUSPICIONS. DO NOT TELL ANYONE ELSE.

c. Your commanding officer will promptly report the incident to the proper
authorities. These authorities may ask you to help in handling tne case; if so,
PO ONLY WHAT THEY TELL YQU~~NO MORE, NO LESS,

d, DO NOT TRY TO INVESTIGATE OR "CRAGCK" THE CASE YOURSELF. This is a _ i
complicated job for trained professionals. )

0310, INDIVIDUAL DEFENSE AGAINST ESPIONAGE

1. No matter how big or important an enemy agent's mission might be, he $
usually gets his information piece-by-piece, item-by-item. In order to do
this, he is always looking for individuals who will supply him with the bits and
pieces--because of carelessness, ignorance, weakness, or outright disloyalty.

2. Some sarvicemen whose regular duties do not involve the handling of classi-
fied docum:nts %ﬁe igclined go think that they don't know anything of valua to
enemy agents, ls is a serious error, To repeat: EVERY SERVICEMAN KNOW
SOMETHING THAT AN ENEMY AGENT WQULD LIKE TO KNBW, 3

3. It follows, then, that all Navy and Marine Corps personnel and civilian em-
ployees have a personal responsibility to defend the Naval Service and their
country against espionage. This responsibility can be met by adhering strictly
to a few simple habits of thinking and acting, on duty and off;:

a. Be securlty conscious--svery day, 24 hours a day,.
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b, Know and observe strictly all regulations affecting your duties regardinc
the proper handling of classified papexrs and material,

c. MNever discuss classified ilnformation--

{1) With unauthorized persons.

{2) Over a telephone.
(3} In any place where you might be overheard.

d. Always remember that a persoen's clearance for a certain category of
classified information does not entitle him to knowledge of everything in that
category., It only authorizes him to have access to information he needs to know

in order to perform his duties.

e, Avoid any kind of public or private conduct that enemy agents might use
as a blackmail weapon agalinst you.

f. Be cautious in all new friendships, especially if they develop out of
strange and unexplalned circumstances.

Avolid groundiess or foolish suspicion, BUT--1f you feel thewme are good
ort them immediately to your commanding officer or

2ll no one else,

g.
grounds for suspicion, reg
other proper authority.

teopunterintelligence” work on your owne This is a

h. Never attempt any
b that only trained experts can handle success-

complex and highly dangerous jo
fulch

i, Always remember that the Government of the United States is a freely
chosen institution of the American people. As an American citizen and member of
the Armed Forces, your unshakable faith and trust in your country and your Ser-

vice are essential to their strength,” That same faith and trust are your )
strongest axmour against the insidious and deceptive activities of enemy agents,
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e, It is imperative for U, 5, Navy personnel to realize the nature and ex-
tent of foreign intelligence activities both in the United States and abroad and
to know how to defend themselves against espionage and subversion., They must
understand the necessity for tight security and for conforming to the security
procedures prescribed by the Department of the Navy Securitv Manual for Clasgi-
fied Information {OPNAVINST %510.1 current edition,)

2., Scope and Effectiveness of Soviet Espionage,

a, Some insight into the scope and effectiveness of Soviet world=-wide es-
pionage activities may be gained simply from reading the daily newspapers. The
cases of Judith COPLON, Alger HISS, Julius ROSENBERG, Rudolf ABEL - to name but
a few, dramatically exposed the highly successful accomplishments of Soviet In-
telligence in the field of covert operations., More recently, these disquieting

events were reported in the press:

(1} On 22 October 1962, William John Christopher VASSALL, & civilian em-
ployee of the Royal Navy, was sentenced to serve 18 years in prison for selling
British secrets to the Russians, WVASSALL had been assigned to the office of the
British Naval Attache in Moscow, USSR, from 19%4 to 1956, An admitted homo-
sexual, he confessed that he had been blackmailed into serving Soviet In-
telligence from 1955 until his arrest in September 1962,

S3AUANY [BUORBN 8 Jo SEUIBIOH passeioag [ peyssenur) iy woy paanpoldey

{2) On 3 July 1963, the U, S, Department of State declared Gé%nadiy
SEVASTYANOV, Cultural Attache, Soviet Embassy, perssna non grata, During April-
May 1963, SEVASTYANOV attempted to recruit an alien employee of CIA who had
access to classified information, Using the employee's brother, who was sent
from the Soviet Union for this purpose, SEVASTYANOV tried te play on his
sympathies and, through veiled threats and promises, to solicit his cooperation

in an intelligence capacity.

(3) On 12 June 1964, a Swedish Federal Court convicted Colonel Stig Eric
Constans WENNERSTROEM and sentenced him to life imprisonment. The 57 year-old
retired colonel in the Swedish Alr Force had confessed to spying for Russia from
1948 until his arrest on 20 June 1963, He served in Washington as Sweden's air

attache from April 1952 to May 1957,

(4) On 3 October 1964, the trial of Alexander SOKOLOV and his wife, held
in Federal Court, Brooklyn, New Yoxk, was halted abruptly after five days in
order to protect U. 5. counterespicnage operations. The SOKOLOV's, operating
illegally under the names of two bonafide American citizens, Robert and Joy
BALTCH, were arrested by the FBI on 2 July 1963 and charged with conspiring to
pass U.5. defense secrets to Moscow over a period of six years, Following the
aborted trial, the SOKOLOV's were cleared for deportation to the country of their

¢hoice, Czechoslovakia.

b, These events represent only a sampling of exposed cases involving ef-
forts of Soviet Intelligence te obtain strategic Free World information. They
may be compared to the exposed part of the iceberg, nine-tenths of which is c¢on-
c¢ealed and permanently hidden from view, Even the casual reader of the daily
press must conclude that Soviet Intelligence is active, aggressive and dedicated
to the task of providing the Soviet Union with the intelligence needed for the

fulfillment of its immediate and long-range goals,

3, Current Soviet Organization for Intelligence Collection,

i |

2, Communist Party Control of all Intelggﬁ
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{1) There are two major Soviet intelligence oprganizations engaged in es
pionage on a world-wide basis. These are the Committee for State Security
(Komitet Gosudarstvenney Bezopasnosti - KGB} and the Chief Intelligence Director
ate (Glavnoye Razvedyvatelnoye Upravleniye - GRU) of the Ministry of Defense,
Tne Soviet Govermment has fully appreciated the role and impertance of intelli-
gence in advancing the goals of internatlional Communism and has delegated broad
functions and responsibilities to these two organizations, The Central Commit-
tee of the Communist Party of the Soviet Union has absolute conirol over the two
agencies and has established safeguards to ensure their continuing firm sub-
ordination to the dictates of the Party. Career personnel of Joviet Intelligenci
must be members of the Communist Party or of unguestioned loyalty to the Party,
Acting from deep ideological convictions, Soviet agents, as a rule, may be ex-
pected to perform dangercus missions, regardless of the persconal risks and
sacrifices involved, with dedication and determination,

b, The Committes for State Security (KGB},

{1) The KGB is the direct descendant of the CHEKA, the GPU, OGPU, NKVD,
MYD and MGB, It is a civilian organization, However, its members have simu-
lated military ranks. Rudolf ABEL, who wac arrested in New York City in 1957 on
charges of being an tllegal agent, for example, was a Colonel in the KGB, The
KGB is responsible for counterintelligence both within the Soviet Union and a-
broad, It is the dreaded Secret Police of the Soviet Unien, and has been char-
acterized since its inception in 1917 by the use of vast numbers of ihformants
and by methods of provocation, violence and terrgrism. In addition to its
counterintelligence and security functions, the KGB also engages in positive in=-
telligence collection abread, It has other assorted missions, and is roughly
comparable to our FBL, CIA, Secret Service of the Treasury Department, and mili-
tary counterintelligence security services, all combined into one,
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¢, Chief Intelligence Directorate, Ministry of Defense (GRU)}.

(1) The GRU igs a part of the general staff of the Ministry of Dafense
and is responsible for the collection of positive intelligence in connection
with the Armed Forces and the military capabilities of all nations outside the ~
USSR, The mission includes the collection of relevant scientific, economic and”
politicel intelligence, The GRU is & consolidated military intelligence organi-
zation and collects strategic naval intelligence as well as army and air in-

telligence.
d. The Satellite Intelligence Services,

(1) Soviet Intelligence poscesses a great advantage in its collection
program in the services rendered by the intelligence services of the European
Satellite countries, which may be regarded as extensions or auxiliaries of the
KGB and GRU, Each of the Satellite countries has intelligence agencies which are
modeled after their counterpart Soviet agencies, Defectors have stated that the
Satellite agencies are controlled effectively by the Soviets through a so-called
"Advisory System." DBy this system, Soviet Intelligence officers are attached to
the Satellite Services. They have complete access to the intelligence data ob-
tained by the agency to which they are sssigned, Although they are theoretically
charged only with training and guidance, in reality, they monitor and contrel
S5atellite intelligence activity.

(2) It is readily apparent that the potential of Soviet Intelligence is
greatly enhanced by the perscnnel and resources of the Satellite agencies, The
Polish and Czechoslovak intelligence agencies have long been recognized as com-
petent, professional organizations. The East German intelligence services have
an extremely high _capability for penetxating and collecting information on United
States foxc 7/ ~5tallat10ns in Germany as well as on the West German Govern-
ment and : A, A6, ity'authoﬁﬁﬁ&ﬁﬁ‘ﬁﬁﬁfbnﬁly -estimate that

there are somg S oh Sov1ethloé égents %?manently active in the Federal Re-
ublic ing ite of the relatively high number of a ents Jheutra zed ead ear b
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the Federal Republic's counterintelligence and security organs.

(3} In their operations abroad, Satellite intelligence personnel often
have greater freedom of movement and are not hampered by the travel controls and
other restrictions which may be imposed on the Soviets, Additionally, the
Satellites have been able to exploit refugee organizations for the planting and
recruiting of agents. The Soviets have capitallzed on these advantages and have
levied intelligence collection requirements on the Satellites.

{4) The newest Satellite, Cuba, has established an extensive intelli-
gence apparatus mounting operations against the U, S, Naval Base at Guantanamo,
against the United States, and against the nations of Latin America. Under the
guidance of experienced Soviet Bloc intelligence personnel, it may be antici-
pated thst Cuban intelligence capabilities will expand and will become an in-
creasingly serious threat to Unlted States interests,

4, Operational Techniques Used by Soviet Bloc Intelligence Agencies.

Both the KGB and the GRU engage in espicnage in foreign countries through two
distinct types of operations, which have been designated as "legal" and
Willegal" operations. Both types represent espionage against the foreign
country in which they are located, and thus are equally illegal as far as the
laws of the hest country are concerned, ;

a, The "Legal" Operation.

(1) The "legal® operation has been so named, or misnamed, because the
intelligence officers directing it reside legally in the countries of operations
as diplomatic or military officers attached to the Soviet Embassy or other
official Soviet agency. The chief agent of the operation is known as the
"Resident"; his cover location is designated the "residentura® or "residency."
Thus, the Soviet Embassy of any country, the Soviet Mission to the United
Nations, or a Soviet Trade Delegation may house alse a KGB and a GRU "lezgal
residentura.”™ The "legal® agente¢, sstensibly serving as diplomatic or milltary
personnel, possess diplomatic immunity and, therefore, if apprehendsd in es- .
pionage activities are declared persona non grata and expelled from the country, MJ
They are normally not subject to legal proceedings and imprisonment. The -
"legal" agent may collect information from publications and other open sources,
but in addition he attempts to recruit local citizens and to set up spy networks
te obtain the classified secrets of the host country,

(2) By way of example, Vladimir PETROV, who was serving as Third Sec-
retary in the Soviet Embassy in Australia at the time of hils defection in 1954,
was 2 "*legal" agent of the KGB, Petr EZHOV, Third Secretary of the Soviet
Embassy in Washington, D. C., who was declared persona non grata by the Depart-
ment of State and was expelled from the United States in July 1960, is another
example of the "legal" agent., EZHOV had recruited and paid a commercial photo~
grapher more than a thousand dollars for intelligence inforxrmation, including
aerial pheotographe of American cities and certain military installations.

(3) A former Soviet intelligence officer has estimated that between 70
and RO per cent of the Russian officials in the United States have an intelli-
gence assignment, During the pericd from 1960 through 1963, twelve Soviet and
saven Satesllite officials were declared persona non grata and ordered to leave
the United States or were denied readmission to this country because of their
involvement in intelligence activities. In addition,two Cubans were ordered out
of the country in MNovember 1962 in a,.sabotage plot, bringing to
twenty-one the number of Communist Egij%‘xcluded from the United

States during the past four vyears, |
b, D3 mNato .
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(1) The Soviet and Satellite intelligence organizations operate "deep
cover" esplenage o¢peratlons, known as "illegals," "Illegal" agents have no
overt association with Soviet Bloc official establishments, but operate clandes-
tinely, The almost invarlably live iIn the target c¢ountiry under false identi-
ties backstopped by forged identification documents, and they make full use of
secret communication channels and other underground techniques of operation.
Some conceEt of the nature of "illegal" operations may be gained from the
Rudolf ABEL and Gordon LONSDALE cases, which are summarized below.

(a) The ABEL Case. Rudolf ABEL, who was arrested in New York City
in June 1957, is a classic example of the "illegal® agent, ABEL, a Soviet
citizen, entered the United States in 1948 on a false passport. He then as-
sumed a new identity by obtaining a birth certificate of Emil R, GOLDFUS, an
American who had died in infancy. He set up his own ¢over in the form of a
photographic studio in Breooklyn, and twice each week he received coded short-
wave messages from Moscow c¢ontaining his espionage assignments, He was 3 past-
master in the art of concealing microfilm and coded messages in hollowed-oput
coins, jewelry, bolts and other innocent appearing articles, which would be
picked up at prearranged "drops” by a trusted courier for transmittal to
Moscow., ABEL operated successfully in New York for nlpne years, His arrest
came about, not through counterintelligence afforts, but as the result of the

defection of one of his subordinates.

(b) The LONSDALE Case, Another example of an "illegal" D%Fration
was exposed in Great Britain ip early 1961, The master spy was a Soviet
national who used the name, Gordon Arncld LONSDALE, and was well equipped with
forged Canadian papers. He passed himself as a "company directoxr* pf a small
London manufacturing firm. Included in his ring were Peter and Helen KROGER,
alias Lona and Morris COHEN, whose cover was a modest book business. The
COHEN's were American citizens, suspected of espiocnage, who mysteriously van-
ished from New York in 1951 and entered Great Britain in 1954 on fraudulent
New Zealand passports as the KRCGER's, Othar members of the net were Harry
HOUGHTON and Ethel GEE, civilian employees of the Underwater Weapons Establish=
ment at the Royal Navy's Portland Base. HOUGHTON, GEE and LONSDALE were ar-
rested when Miss GEE was handing LONSDALE a parcel containing secret Admiralty
documents. In addition, considerable compromising equipment was seized in the
homes of these Individusals. All five members of this network are in prison,

having received sentences ranging from 15 to 20 years, .

e

¢. Soviet Emphasis on "Illegal" Operations,

(L} The "illegal® operation has dusl functions: (1) to bolster the es-
pionage activities of Soviet Bloc officials, and {2) to be prepared to take over
all espionage operations in the event of a break in diplomatic relations.
"Illegal" operations are cleosked in the greatest secrecy and enjoy maximum sec-
urity. As a result, it is very difficult for counterintelligence to detect and

neutralize "illegal" agents.

(2) During the decade 1950-1960, the Soviets placed increasing emphagis
on "illagal" operations. It has been reported that the KGB has created a

special directorate for the sole purpose of handling "illegal" agents, A
former Soviet intelligence officer has stated that he was told, while in Moscow
in 1952, that plans were being made to prepare "illegal" organizations which -
could function without interrupiion under any conditions., Considering their
known successes achieved through this type of operation, it is reasonable to
assume that the Soviets will place increasingly greater emphasis on "illegal"

operations,
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donesia and just under that number in Italy. In addition, scattered throughout
the world there are thousands of national and about a dozen international
"front" organizations, whose primary function is to support and advance the
cause of Internationsl Communism, It is epparent that a great desl of support
could be and is in fact given, wittingly or unwlttlngly, to the Soviet es-
pichage program by the dedicated members of these parties and the often polit-
ically nalive members of the front groups,

b, In general, the Soviets prefer not to employ local known Communist Party
members for espionage, mostly for obvious security reasons. Also, if a Party
membar is arrested for espionage, the Communist Party finds.it difficult to
maintain its claim that it Is a bonafide political party and that it is not
directed by the Seviet Union,

¢, In all countries, the local Communist Party is obliged to assist the
Soviet Intelligence "apparat" in every possible way. The following are typical
tasks that local Communist Parties are able to perform;

(1) the spotting and assessing of potential new agents;

(2) furnishing couriers:
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{3) supplying cover addresses;

(4) providing false documentation in the form of birth certificates,&
passports, ete,

¢, Targets of Soviet Intelligence.

a, ©General,

{1} Soviet Intelligence appears to be interested in every aspect of life
in the United States. Its "want lists" cover an imposing array of subjecis,
ranging from unclassified miscellanea to critical Top Secret data concerning
United States plans, capabilities and achievements., Areas of interest include
political, economic and industrial situatlons and developments, but primary .
Soviet targets are military ones or have military applications. Other priority .
targets are in the scilentific and technical fields with emphasis on the latest -
research and develepment programs,

(2) The U, 3. Navy, its ships, equipment and men, are priority targets
of Societ Intelligence, The nuclear submarine, Polaris and other missiles,
antl=-submarine warfare, and Navy research and development projects are particu-
larly attractive tsrgets. Additionally, the Soviets have shown interest in
naval aircraft:; radar and anti-radar devices: oceanographic research programs:
composition and deployment of the Fleet; U, 5, and NATO naval maneuvers; and F
Navy pubklications, fllms and training courses.

b, Navy Personnel are Targets, Every member and employse of the U, 3,
Navy is a potential target of hostile espionage operations. Elements under
Soviet control and directien throughout the world are charged with spotting and
assessing U, 5, Naval Personnel, including Reservists, civilians, and indus-
trial emplovyees working on classified Navy contracts as well as active duty perw=
connel, These elements frequently collect data concerning the target person's
knowledgeability and his personality with emphasis on any derogatory informa=-
tion, Particularly soughtsare data disclosing that the target person indulges
in excessive drinking, loose talk, extra-maritel love affairs, sexual pervers-
ion, or any shady or illegal activities. The individual is also appraised con-
cerning his ettitude towaxd Communism - if he is "liberal" or sympathetic to
Communism, if he is politgeally naive, or if he is mercenary and can be bought.
The information collecte d if the prospect seems favorable, the

He individual i{s determined;
D Efw e e AaW sprving ‘in the Navy or
\#cﬁ tracts, have been singled out in

Refugees and emigres from |
work&Ry as in dustrial employees
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¢certain cases as vulnerable by Soviet and batellite Intelligence. Presgures may
be applied to refugees through the hostage leverage afforded by the fact that
they have close relatives still living in the old country,

¢. Attempted Penetrations of U. S, Naval Installations Abroad.

{1} Through a variety of techniques, Soviet and Satellite Intelligence
nave attempted to penetrate U. 3. Naval Attache offices and naval bases and
facilities abroad, These techniques include: the planting or attempted
planting of electronic listening devices; the recrulting of indigenous employees
for espionage purposes; and approaches to an actual recruitment of U. 5. Naval

personnel.

(2) Crew members of navy ships in foreign ports have been targets of
hostile operations, In this connection, crew members of the Polaris Nuclear
submarine have been specifically targeted. Evidence has also been developed
that ship movement information has been obtained illegally by certain foreian
businessmen and women operating in the Mediterranean and Far Eastern areas,
While this information may have been obtained for purely commercial reasons, the
possibility exists that it has been transmitted to hostile intelligence, thus
providing the Bloce with valuable operational intelligence and Order-of-Battle

information.
d. Cbpntact with Soviet-bloc Merchant Crews. é

(L) In some American and foreign ports of call, the number of Russian
and Sovietwbloc merchant ships using port facilities has substantially increased
in recent months, On one noted instance this resulted Iin a "unique situation”
wherein at least one Soviet-blo¢ ship remained in port for thirty days or more.

(2) Although Soviet Embassy personnel and other foreign registered
agents are under certain travel restrictions and limited to specified areas,
these ship's crews are normally restricted only insofar as the distance and .
places they may visit during the lenath of the in-port pericds. It is signifi-
cant that many of these ports of call are within close proximity to major U. S.
Defense Installations. U. S. personnel and foreign crews frequently wind-up
patronizing the same bars, restaurants, theaters and other public places in e
adjacent ports and neighboring cities. Consequently, it must be assumed that
given such an opportunity heostile intelligence forces can be expected to
utilize such made~to-order overt potential social contacts for espionage and

subversive expleitations,

L

e, Marriage, An Avenue for Esplonage.

(1} A refugee from a Soviet-bloc country became engaged to an American
serviceman serving in a NATO country. This in itself is not uncommen, However,
during a pree-marital interview, the girl revealed previous organizatiocnal
affiliations in a bordering Soviet-bloc country. Here again, it is not uncommon
for refugees to have "belonged" to certaln communist organizations while re-
siding behind the Iron Curtain. In many cases it is necessary to retain member=-
ship simply to avoild harassment from nelghbors, police or Party members, In
this instance, a background investigation failed to disclose any additional
unfavorable information, and interviews with koth the serviceman and his pros-
pective bride resulted in denials concerning any intelligence activity or
questionable assocliations on their part.

(2) If the investigation had been terminated at this point, the service-
man's command probably would have approveg the marriage. However, the wvalidity

of the girl's denial was questioned, simpljfy % _ pown that she had
gran t?y eg it Zm refugee status.
6

frequently traveled into the Soviet~bloc
Past experience reveals such travel to be extremel hazar and most difficult

for a refuge qg;ﬁiﬁerm--unless the subject has sanctions of safety from border

police and t @Wﬁb}g&ac? service,

i AL LI Y T To

RUths .., / M?#‘Y L
Ay R I TR FOR OFFICIAL USE ONLY
Date: | Un]t”“{j/(l;/f 72 - o T

CEETL PN

CHANGE 1

DECLASSIFIED
Authority

SIMUDIY [RUOGEY 941 4o sBUID|oH Peti$ee99q { Paisserpun sl wWoy paonpadsy




FOR OFFICLAL USE ONLY ONI 63-2

{3) Consequently, the prospective bride was reinterviewed with these
results:

a., She finally admitted she indeed had been in contact with Soviet-
bloc intelligence agents,

b, She had received money from them,

¢. They had provided her with a contact address for her future wuse in
communicating with them after her marriage and resettlement.

(4) This case provides evidence to suppert the fact that hostile intel-
ligence agencies do attempt to establish long-range latent intelligence sources
through marriage of foreignm natlonals to American servicemen. It graphically
illustrates the importance of a command interview of the prospective spouse
prier to authorizing the marriage betwean an American serviceman and a prospec-
tive refugee spouse from 2 Soviet-bloc country,

() As in the above case, the statements of personal history received
from prospective spouses are not always entirely complete ox truthful, Obviously,
hostile intelligence services could furnish the necessary guise so that a
prospective bride could completely disclaim any communist affiliation., In
many instances the refugee spouse may be completely innoccent of any actual
contact or intent at the time of her marriage. Later the unsuspecting bride i
may be approached by foreign agents of her native country and enjoined into "
providing them with information and services, This is often accomplished through
ideological rationale, blackmail, money or hostage threat to living relatives
still residing in her native lend.

Soauory |BUoREN Bu} 10 SBUIPIOH pegissepaQ] 7 pRIKSSEIOUN SUY Woy paanpardsy

(6) The purpose of premarital interviews or resultant investigations
is to minimize the potential threat to our security and to preclude any moral
or other derogatory implications from wrecking the marriage at a later date.
This reduces the possibility of a hostile intelligence service using marriage
as an avenue for espionage and may determine any unfavorable information that
may prevent admittance to the United States,

7. Most Frequently Used Egpionage Apﬁroaches. ver |

a. Described below are some of the techniques which have been most fre- ' |
quently used in efforts to recruit Navy personnel into Bloc intelligence activie
ties.

{1) Friendly Cultivation. A member of an official Soviet Bloc in-
stallation (who 1s actually a "legal” intelligence agent) meets accidentally
or by design a person connected with the U, S, Navy. The meeting may occur,
either in the United States or abroad, at a cocktail party, diplomatic reception
or other social affairs, or it may oceur at a sports event, a scientific or
industrial cenvention, or, in fasct, at any recreational, cultural or preofessional
gathering. The intelligence agent becomes very friendly, makes arrangements for
a future meeting, and subsequently wines, dines and entertains the target person,
Frequently, the intelligence agent will bestow gifts on the target person, The
object of this solicitous treatment is flattered, is "softened up" and is placed
under obligation to the agent. He is usually requested at first to provide
unclassified informaticen for which he is well paid, The receipt which he
signs to show he has received payment may later be used to coerce him, if
necessary inte supplying classified information.

(2) Romantic Entanglements. The sldest technigue, still widely used to-
dey, is the approach through sej P et Bloc Intelligence has exploited ef-
fectively the illicit love affa * ersons, sexual abnormalities and

the simple fact that some indi E%é“ w; F:"=o the charms of the opposite
sex to the-sgtent that they wil }“

fed information. In some

cas@ep! [y qohagngxpLghted A gPehavier of U. S. personnel;
in othe ses, targe personnel have been entrapped in pre-planned and arranged
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episodes similar to the old "badger game",

{3} Ldeological Motivation. The Soviets are constantly looking for in-
dividuals with access to classified information who are sympathetic to Communism
or who, although not members of the Communist Party, are convinced of the superi-
ority of Communism, These persons, if recruited, make good agents and the
Soviets have achieved some of their outstanding 1ntelligence successes through
the dedicated service of such agents or informanis., These individuals, in
addition to complete loyalty, may be depended upon o exert an all-out effort on
behalf of the "cause", Furthermore, the ideologically motivated spy, if ar-
rested may be counted on not te divulge the names of his confederates or other
incriminating information,

{4) Money or Personal Gain. Agents are always alert for signs that an
individual might be induced to engage in espionage for pay or other reward.
They have sought out individuals having serious financisl problems and partic-
ularly persons who have incurred extensive gambling debts. Corrupt persons who
need funds to cover money they have embezzled or to support them in expensive
vices have been targeted, While not as dedicated or reliable as the ideological
spy, the mercenary agent is valued since he cooperates voluntarily and knowingly.

(%) Blackmail,

{a) Soviet Bloc agents have been quick to seize on any evidence of
illegal, immoral or indiscreet behavior to blackmail Westerners inte wérking on
thelr behalf For example, an American serviceman stationed overseas may have
violated local requlations regarding transactions in Amezican and foreign
currenties. His prefit has been only a few dollars but he knows that if the
offense 1s discovered he will be in serious trouble, When apprpached by a
‘stranger, who has proof of his wrongdeing, he agrees to give him classified in-
formation to keep the proof from reaching his superiors. Once he has actually
turned over classified material, he finds himself even more firmly under the
enemy agent's control,

(b) In addition to blackmailing on the basis of embarrassing per-
sonal "secrets", enemy agents have used the hostage situation to coerce ine
dividuals who have relatives living in Communist countries, Threats of hazm, |
or promises of assistance, to the relatives have been used to pressure these in-.
dividuals into esplonage activities.

B, Conclusion.

a. It may be seen from the foregoing that the Soviet Intelligence agencies
are efficiently organlzed and possess tremendous assets in the Satellite in-
telligence agencies and in the Communist Parties of the world. There 1s firm
avidence that the Soviet agent today is well-trained, highly motivated, and
carefully backstopped whether he is serving in a "legai" or “iilegal” capamity.
He is provided with the latest technical equipment to assist his sepionage en-
deavors. If given the opportunity, he will literally stop at nothing in his
efforts to penetrate a Naval installation or to recruit e member or employee of
the U.. S. Navy. It is anticipated that these activities will be intensified .
during the coming years, and it is therefore imperative that our security be
reinforced and that effective countermeasures be enforced,

b. Fortunately, Soviet intelligence operatipon
cessful. Naval personnel, as a rule, are securiyy
scientiously the rules set forth in the Departmg

necious and follow con-
kol i Sepcurity Manpual
for Classified Lnformation, UL '{j" gﬁ §

_have not always been suc-
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ories which are brief summaries which il-

lustrate some of the operational techniques used by Soviet Bloc inteliigence
agencies. Although they represent only a few of the cases which could be cited
they may be useful in security briefings to emphasize the need for constant
security vigilance and the importance of maintaining high standards of personal

conduct, in accordance with Navy tradition.

¢. Chapter 5 includes case hist
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0501, OPERATION TECHNIQUES

This chapter will illustrate the emphasis that Bloc intelligence services
place on the detection of character weaknesses, indiscretions, and evidence of
emotional instebility on the part of the Depsrtment of the Navy military and
civilian perzonnel, all of which may be used to involve them in espionage oper-
ations. It also shows the manner in which these hostile services exploit blood-
ties between residents of Communist countries and military members of the De-
partment of the Navy, its civilian emplovees, and its local foreign employees in
overseas commands, Summaries of actual cases are presented to show the mannsr
in which our enemies bait their snare with money, alcohol, and sex, or resort to
the use of threats and other forms of mental duress to bend their victim to

their will,
0502, EWNTRAPMENT
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1. The following case illustrates the lengths to which hostile espicnage ser-
vices are prepared to go to entrap thelr target, In determining how best to =f-
fect recrultment of his target, the foreign intelligence agent considprs no
piece of information inzignificant or irrelevant. Any evidence of misconduct is
exploited to the utmost, and if there is no evidence, it may be contrived,
Entrapment is a common technique.

2, The American, referred to here as Kelly, was an inactive Naval Resexve
Officer and who had also been employed by another U. S. Government agency in the
capital of a communist country. Kelly had resigned from his overseas employment
becausa he was suspected by his emplover of sexual perversion. When Kelly re~
turned to the United States he became a member of the teaching staff of a uni-
versity, As a teacher, Kelly had an extreme interest in Slavic culture and
languages and he was a frequent traveler to Slavic nations., On each of thesse
tripsyhe usually included a stop-over atl & resort area located in a communist

country,

]

3. At no time during any of these visits did Kelly detect any incidept of in-
telligence value, However, on his last summer vacation to the rescrt area,
which he had always visited, he met a girl on the beach with whom he became
friendly. The girl, referred to here as Margo, introduced Kelly to a male
friend of hers, This friend we shall refer to as Henry. The three became good
friends, visiting the beach together and discussing their views of life in their
regpective countries. They also attended the theater, ballet and other soclal
affairs and generally became goed friends,

4, As Kelly's vecation came to an end,Marge invited him to a private.dinner
party as a farewell gesture, Kelly met Marge at the theater where she was ac-
companied by Henry and ancther male friend, whom we shall refer to as Fred. The
four departed the theater together and wenti into & small apariment nearby the
theater, The apartment, though small, showed signs of considerable preparation,
Therewere many flowers and the table was loaded with food and delicacies. Henry
opened a bottle of wine to offer a toast, but found there were no glasses, Fred
went into the kitchen and obtained four cupe, Henry poured the wine and offered
a toast, Kelly, at this time,noticed that he got the bottom cup., Henry and
Fred urged Kelly to gulp the drink, bottoms up, as was their custom for the firg
drink. After about three minutes Kelly noticed that he was feeling rathsr
strange and that his speech was somewhat slurred, His first thought was to
attribute his feeling to the drink and to the eéxtremely warm temperature in the

room.

5, After several drinks, Margo announced thaj_?ﬁg §b9u$g£%§;w%1£339£egg£ her
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girl friends and left the apartment, Just a few moments after Margo left, Henry
guddenly turned out the lights; both Henry and Fred grabbed Kelly, pulled him
down on the couch and forclbly removed his cleothing,

6. Just then the door burst open, a camera flashed and the lights came on re-
vealing three police officers., Kelly hed been entrapped. Kelly was arrested
and taken to police headquarters where he was interrogated by intelligence

of ficers., The intelligence officers described Kelly's background with amazing
detail and accused him of being a spy. Under duress and of fear fox his life,
Kelly signed a confession. Kelly further agreed to cooperate with the Communist
Intelligence Service if they would release him,

7. The intelligence officers briefed Kelly on how te make contact with a Com=
munist agent in the United States, He was then taken to the airport and after
being cautioned that if the "episode" was rTevealed it would result in a scandal
which would probably cause him to lose his job and respectability and being re-
minded of his pledge to cooperate with the Communist intelligence service, he
was placed on a plane departing for the West. Upon arrival in the West, Kelly
went directly to U, S, officials and described his ordeal.

8. The Kelly case demonstrates the timing of a smooth operation, He had been
watched for & long time, and data on him collected for over 12 years, The
hostile foreign intelligence cervice knew all his weaknesses snd a record of
activities were kept., A plan of entrapment was developed and run off like cla%k
work, Kelly was maneuvered into a compromising position and set up to conduct
espionage agsinst the United States. Fortunately for Kelly and the United
States, he went straight to U, S, officials and reported the entire affalr, The
most important aspect of this case is that it demonstrates how a foreign in-
telligence activity will spend an enormous amount of time and effort in develop-
ing a prospective espionage operation while awaiting the opportune moment to
entrap an individual,

0503, HOSTAGES

1. There are thousands of persons associated with the Navy whe have close rel-
atives or friends residing in countries under Communist contrel. They include
the alien enlistees, some of them refugees from Communist countries who have
since acquired citizenship, foreign born scientists and technicians employed in
research and development for government agencies or military contractors, im-
migrant civilian employees of the Navy in the United States, local foreign em-
ployeas of overseas commands on the periphery of the Communist empire, and for-
eign born dependents of servicemen, These people have chosen freedom and, with
rare exception, have shown their loyalty to their adopted.country, Neverthe-
lags, they are often the targets of Communist esplonage operations which seek to
use their relatives and friends who are still subjsct to Communist controls as
hostages te obtain their ends,

2, A military man on duty in a Western European couptry became involved in such
an operation when he visited his grandparents in an Eastern European country.

He had scarcely arrived when he was summoned to the lcocal city hall, apparently
for the purpose of validating his travel documents, There he was taken to a
private room where he was questioned by two men who did not identify themselves,
After a few preliminary remarks with regard to his military assignment, the men
discussed the strained relationship between the United States and their country
which they attributed to American support to West Germany. The military man was
then asked akout U, S5, military establishments in Western Europe and information
concerning missiles sites, He was also asked if he would be willing to "work
for their country" upon his return to duty; thus it was implied, it would be to

the benefit of his grandpare ht otherwise suffer for his lack of

cooperation., When the man d { g% ﬁﬁt e was admonished not to reveal

the approach if he wanted to gﬁ ; , E ‘rogations by American security
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3. This case 1s only one of many cases, It is not anly overseas that such
cases arise. A number of approaches have been made in the United States where
the basic techniques have been similar, In the case of travel in Communist
countries, the intelligence services learn of the scheduled arrival of their
target from thelir consulates or other diplomatic installations which issue visas
and entry permits and from their border control units, In other instances, sur-
velllance of postal communications gives them leads to ties between their na-
tionals and relatives and friends in the West., And when the target has been
identified, he or she is contacted either directly or by mail -and an effort is
made to solicit cooperation by threatening the well-being of relatives or
friends living under Communist control, Although there is little or no evidence
that these threats are ever carried out, the mere fact that they are made by re-
presentatives of a society in whieh such things are pessible is enough to lend
them plausibility and give concern to those to whom they are made, In these
cases, as in other hostlle intelligence approaches, the best solution for all
concerned is to report the spproach as quickly as possible to the nearest U, S,
Government agency or to your commanding officer.

0504. MR, MATA HARA
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1. It is not only the male who is the target of hostile intelligence agencies,
There have been a number of cases wherein unwary women have also fallen into a
snare carefully prepsred by hostile sgents. The following summary delcribes

one such case,

2, An American secretary, referred to here as Eleanor, was employed in the

office of a U, 3., Goverpment agency located in a Western European country, One
day at an American c¢lub, Eleanor met an attractive male, Psul, who claimed to be
a paturalized U, S, ¢itizen, For Eleanor, it was a case of love at first sight

and she and Paul began dating each other,

3. The romance which appeared harmless enough went along smoothly until one day
Paul announced that his work required moving to West Berlin, HNevertheless, the
twe lovers agreed to remain- in close touch with one another by mail and tele-
phone. The relationship continued in this fashion for sometime until Eleanor .
recelived a telephone call from West Berlin from an individual claiming to be a
friend of Paul's., The caller advised Eleanor that Paul had been seriously in<~ .
jured and was hospitalized in East Berlin, Eleanor was thoroughly shaken by
this news and decided to go to East Berlin to see Paul at once,

4., At the hospital in East Berlin, Eleanor was ushered to Paul's room where

she found him lying bandaged in bed. At the end of the visit, Paul handed
Eleanor a package with a roll of film which he asked her to deliver to the land-
lord of his West Berlin apartment. Eleanor took the film when she left, How-
ever, immediately upon leaving the hospital, she was accosted by East German
Police, who confiscated the package. Before teking her tc headguarters, they
permitted Eleanor to cee Paul again for a moment, When she told him what had
happened, Paul appeared to be gredtly perturbed and stated that the incident
would cause him a grest deal of trouble because he was working for a Western

intelligence agency.

5. Eleanor was taken to an East Berlin Police station and shortly thareafter
turned over to a Soviet official. The latter explained to her that she and Paul
were in great trouble because the film found on her person contained pictures of
varipus items of East German military equipment, Turning a deaf ear to
Eleanor's protestations of innocence, the Soviet pointed ocut the severe penal-
ties that could be applied to both of them as a klnsequence of this matter.

Whan it appeared that Eleanor was sufficiently ;,%;23;@
A

.;Lnformatlon, the

Soviet dropped his harsh attitude and adopted & [
that he would he willi jp arrange for her and PR g.,
agree to obtain coples i—éﬁﬂédﬁ@“f fﬁ%g s between hel™o!
States. Eleanor agreed. Before lea owavan,., she was
would suffer if she failed, o keep her part of._the bargain.
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6. Fortunately {or herself as well as her country, Eleancr suppressed her
feelings for Paul, went straight to her superiors, and reported the entire af-
fair, Shortly, she learned from U, 3, investigators that she had been duped,
The case investigaticn disclosed that Paul was in actuality a Soviet Agent and
the Soviet nofficial who had interrogated her was a known intelligence officer
who only a few years earlier had been expelled from the United States for es-

pionage activities.
0505, NELSON CORNELIUS DRUMMORND

1, On 29 September 1962, Yeoman First Class Melson C, DRUMMOND, a native of
Baltimore, Maryland, who was stationed at the U, 5, Navy Base in Newport, Rhode
Island, was arrested on a charge of engaging in espionage for the Soviet Union
over a H-year period.

2. Based on reports connected with this case, DRUMMOND's motivaticen was un-
questionably his greed for money., At the time of his arrest, he had recently
bought a2 bar and grill in Newport and was the owner of two cars, flnanced with
money paid him by the Soviets for services rendered, In all, he reportedly col-
lected as much as $24,000 for his efforts.

SBADIY [RUONEN B\ Jo sBuiploH pawsselna / payisseaun ey woy peanpoidey

3. During 1957-58, DRUMMOND was assigned to the office of CINCNELM {now CINCUS-
MAVEUR) in London. There is accumulated evidence gathered from his co-worke

and asscclates that because of hils expensive vices he was always in debt and ‘
borrowed money constantly, In October 1957, according to DRUMMOND's testimony,
he was first approached on a London street by an individual who later identified 1
himself as a "colonel" in the Russian Army, This individual stated he was aware
of DRUMMOND's financial difficulties and offered him the sum of 2250 (about
$700) in exchange for a Navy identity card. This was easily procured and
DRUMMOND "readily" signed a receipt for the money. He was then told he would
receive $400-500 3 manth for passing on classified Navy documents., Before his
departure for the U, S, in 1958, he was given instructions on how to renew his
contacts in Mew York City.

4, After his return to the U, §,, DRUMMOND was assigned as administrative
assistant to the Mohile Electronics Training Unit at the Nawval Base in Newport,
Rhode lsland where, because of his Cosmic Top Secret clearance, he had access to !
vital defense data. When investigation of a compromise of classified in-
formation led to DRUMMOND as & suspect, he was placed under close survelllance.
On 28 September 1962, he was trailed to New York City and early the next morning
he was arrested in the act of passing eight classified MNavy documents to his
Soviet contacts, In sddition, a minlature camera was found secreted in the |
trunk of his car, The arrest took place at a diner in Larchmont, HNew York, and i
named as co=- conspirators in the indictment were iwo secretaries of the Soviet
Misslon to the United Nations, Claiming diplomatic immunity, these two Russians
were declared personae non gratae and returned to the USSR, DRUMMONDTs first
trial ended on 23 May 1963 with a hung jury., The second trial began on 24 June
and on 1% August DAUMMOND was sentenced to life imprisonment, ' E

0506, CASE OF "JOHN X, SMITH"

1., The following is an actual case from the files of the Office of Naval In- :
telligence although the names and dates have been changed for security reasons, '

2, John X, SMITH, YN1, was assigned to the Office of the U, 3, Naval Attache,
Moscow, in the mid-1950t's, Shortly after his arrival, he became acquainted with
Olga PETROVA, who was employed as.a bar maid at Amerlcan House where SMITH lived,
He accepted several invitationsf - Q gme and it wasn't long before

he was spenddng two or three ni Foartment. On his own ad-
misslomahe

Sii ave her presem §§ ume jewelry and, on one
occasife ' -ZJ owngra B il %5 LF ) !
& ”~ z’ theavenyyy,

=il

3. %ﬂﬂ%ngubhﬁaﬁeuage of.thls affair, SMITH! was subjected to a four or five hour
ewy t.il!llu--......,.."“
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recrultment attempt by a Russian known 1o him only as "Alex". This individual
stated that his organization (identified later in the discussion as the Soviet
Intelligence Service] would pay SMITH $10,000 for oral information concerning

the sctivities of the U, S, Embassy, partlcularly the Maval Attache's office,

SMITIH was to meet "Alex! clandestinely every four days and the money would be

paid to him personally or deposited in & bank of his choice,

4, It is significant that "Alex" was well-informed of SMITH's past personal
life and future plans, He was awore, for example, that SMITH was due for dis-
charge shortly, and suggested it would be preferable for him to reenlicst in the
lavy., According to the plan discussed, SMITH's pericd as an informer would
cease when he left Moscow, but could bé resumed any time within the nexi four
years, and he was to be provided with names and addresses of mail drops. No
mention was made of blackmail elthough "Alex" stated "they" could make things
as bad for SMITH as "they" could, and it would be foolish for him to get in

trouble with his own people.
5., SMITH agreed to meet "Alex" five days later, and gave him miscellanecus in=-

formation about personnel attached to the Naval Attache's office to seal the
hargain. However, he immedistely reported the matter to the Naval Attsche, and

was flown back to the United States a few days later.
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6, SMITH voluntarily submitted to lie detector tests on his return. $Hesults
indicated that the admissions and statements he made were true but also in-
dicated he was attempting to conceal further information, These tests coincided
with the expiration of SMITH's enlisiment, and he was not acceptied for reeniist-

ment but was released from active duty,

0507, THE DUPES

1. Foreign agents have succeeded, in some instances, through subtle tactics in
duping Americen naval personnel into unwittingly supplying information of in-

terest to them, The following is an actual case from the records of the Office
of Naval Intelligence although the c¢ircumstances have been somewhat altered for-

security reasons, e

2. A few years ageo an assorted group of Orlentals, practically all of whom had
a history of narcotics traffic, smuggling and suspected espionage, were suc-
cessful in obtaining classified ship movement information from U, §, naval per-
sornal stationed at a naval base in the Far East, Under the simple but ef-
fective cover of a ship chandler company, the group sought advance notice of
ship arrivals and departures on the pretext of seeking the business of provis-
ioning the ships. Two U, S, naval officers, a Chief Quartermaster, and two
first class Petty Officers were cleverly duped into supplying the desired in-

formation,

3, Investigation disclosed that members of the network included Chinese who
were believed to be members of the Chinese Communist Intelligence Serxrvice, an
individual who was known to have worked for the Soviets at one time, as well as
an unidentified Caucasian., Aside from cover of the ship chandlery business,
members of the network were employed in innocuous occupations as launderers,
tailors and cabaret owners, The pertinent questions they asked and their avid
interest in acquiring information about U. 5. fleet activities led to the con-
clusion that informatlon damaging to the interests of the United States, ad-
ditional to that disclosed by the investlgatlon, was obtalned

i bcertain gratu-

4, The Navy men lnvolved recelved only smal
entertained

ities as free laundry, clething and food. O Rl e
at Chinese dinner o?rties. Thorough investi i i ﬁi_inclgding lie
detector tests, confi ed intq‘rele351ng ¢lassified Navy
information to unauths gﬁﬁ%ﬁ EE%@@%&ﬂﬁﬁﬁiﬁ '“""Sbéurred to any one of the
Rinese Communist Intelligence, or

group that the ship chandlery wzgggizp
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0508, SGT ROBERT LEE JOHNSON AND JamES ALLEN MINTKENBAUGH

1., On April %, 196%, The Attorney General of the United States announced the
arrest of a former Arlington, Virginia, real estate man and a Sergeant in the

U, 5. Army assigned to Fort McNair, Washington, I}y C. The charge was esplonage.
The arrested men were identified by the FBI as Sergeant Bobert Lee Johnson, aged
43, and James Allen Mintkenbaugh, aged 48, who was residing in San Martin, Cali-
fornia at the time. Named as a conspirator was a Russian National, Vitaly Our-
Jjoumov, formerly assigned as an attache to the Soviet Embagssy in Paris, France.

2. Robert Lee Johnson was first recruited into Soviet espionage while gtationed
‘in Berlin, Germany, in 19%3, James Mintkenbaugh, alse in the Army at the time,
was recruited in the same year as an accomplice by Johnson. Mintkenbaugh was
discharged from military service in 1956, but continued his espionage activities
for the Spoviets and extended his commitment by taking special courses in Moscow
covering codes, secret writings, microdots, photography and other related intel.
ligence subjects.

3. Johnson and Mintkenbaugh were particularly concerned with furnishing clas-
sifled information relating to military installations, missile sites and intel-
ligence activities of the U, S, Govermment at both foreign and domestic locations
Both men received money from the Soviets. Johnson, between February, 1957, and
April, 1958, while assigned to a Califernia Nike missile site, received $300 a
month from the Soviets for his services., During this period,. he furnished photo-
graphs of classified technical manuals relating te the site, as well &5 of cer-
tain porticns of the site itself, to the Soviet Union through Mitkenbaugh.
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4, Johnson made his first contact with the Soviets early in 1953 at their head-
gquarters in Karlshorst, East Berlin, and a short time later began photographing
tlassified documents at his duty station in the G-2 {Army intelligence) Section
of the U. S, Army Headquarters Command in Berlin. He then delivered the films
to Soviet agents in East Berlin, Johnson tontinued this operation until trapse
ferred from Berlin, Gexmany, in April, 1954, Mintkenbaugh, recruited earlier by
Johnson assisted him in photographing classified documents in the G«2 Section..

5. Johnson was discharged from the U. 5, Army in July 1956, at Camp Irwin,
California, but reenlisted in February 1957, for duty at a Nike missile site ip-
Los Angeles, California, for the specific purpose of continuing his work for the
Soviets., At this Nike missile site, he photographed techpical manuals relatina |
to the site and had the film delivered to the Soviets by Mintkenbaugh . Between
April 1958 and September 1959, while assigned to a missile training school at the
Air Defense Center, Ft, Bliss, Texas, he photographed a manual containing the
schematics of the Nike Ajax Missile electrical systems and othar classified
manuals used by the students under training. As before he continued to deliver
these films to his Soviet contacts via James Mintkenbaugh,

6, Between November 1999 and May 1961, Johnson was assigned to the U, 5. Army
Ordnance Agency at Orleans, France, Shortly after his arrival he met his new
Soviet contact named *Viktor" and during this period, Johnson'managed to furnish
*VYiktor® with classified information concerning the mission of the Ordnance Agency
at Orleans and anti-tank missiles.

7. From May 1961 through September 1963, Johnson was assigned to the Armed Forces
Courier Station at Orly Field, Paris, France. Johnson reported to his Soviet
contact the fact that he handled large quantities of sealed envelopes which were
marked "Confidential", "Secret" and "Top Secret", from the classgified vault, His
Soviet handlers were delighted with this arrangement. They assigned a team of
"specialists"” to assist his Soviet contact "Felix" in an operation wherein the ;
contents of the sealed anvelopes were carefully removed, photographed, rewrapped.

sealed and returned to the vault by Johnspﬁy =hn order to expedite the delivery
of this material Johnson often volunteereditp® ak ithgx ifient s week end duty
tours, (all this, without any extra com "&ﬁ i) ém eningly a most dedi-
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8, From September 1963 through April 1964 he performed duty with the AG's
Classifled Control Section under the Seine Area Command in France, Hexre he
continued to furnish classified information to the Soviets., Included was highly
sensitive U, S. Army emergency plans., Learning that he would be transferred in
May 1964 to the Pentagon, he received instructions on how to make contact with

the Soviets in the United States for the purpose of continuing his espionage role.
Up to this time he bhad been regularly receiving $300 a month plus bonuses,

¢, James Mintkenbaugh was assigned to the U, 3. Army, Berlin, Germany, from
June 1953 through April 1954 and again from September 1954 through February
1956, Mintkenbaugh's Soviet contact in East Berlin was known to him by the code
name of *Paula". "Paula" requested any inforxrmation which was classified and
gave Mintkenbaugh a 35 mm camera with instructions on how to develop microdots
and conceal microfilm in variocus items. "Paula*® also gave Mintkenbaugh contact
ﬁaper with instructions in its use in writing secret messages to the Soviets.

intkenbaugh thereafter furnished "Paula" with whatever information he could
gather and met with him at periodic intervals.

10, Mintkenbaugh returned to the States and was discharged from the Army in

March 1956, Soon thereafter, he received a coded leotter from "Paula" indicating
that "Paula" deésired a meeting with him in Berlin. Subseguently, he returned to
Berlin the latter part of 1956 at which time he was advised by "Paula" that a

new Soviet contact had been arranged for him inm Washington, D, G, in 1957, Early
in 1957, he met his new Soviet contact who introduced himself by the name of
"Charles", He was instructed by "Charles" to act as a contact between Robext
Johnson and the Soviets, Hereafter Mintkenbaugh, from 1957 through 1959, made
periodic contacts with Johnson at the Nike Missile site in Los Angeles and at
the training school in Ft, Bliss, Texas, collecting information and material -
obtained by Johnson., At these meetlngs. Mintkenbaugh also passed to Johnson
the money and bonuses for Johnson's services,
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Ll1. Sometime in 1959 or 1960, Mintkenbaugh's Soviet contact in Washington, P. C.
was changed from "Charles" to another Soviet with the code name of "Yuri". During
his association with both "Charles® and “Yuri", Mintkenbaugh performed periodic
assignments, including the photographing of rental applications of Government
employees, location of missile sites in the Southwestern part of the United
States, and the obtaining of birth certificates in the United States and Canada,

12, Johnsen and Mintkenbaugh were indicted by a Federal Grand Jury on April 6,
196%, after an extensive investigation by the FBI, and charged with conspiracy
to commit espicnage and failure to register with the Secretary of State. On --
July 30, 1965, after entering guilty pleas, both were sentenced to 25 years,

0509, GEORGE JOHN GESSNER

1. Gessner was born 23 August 1936 at Homestead, Pennsylvania, the son of John
George and Hazel Blanche Gessner. Following his graduation from high school in
Corpus Christi, Texas in Jupne 1953, he enlisted in USAF on 10 November 1953 and
was granted a secret clearance. He served until 15 Auvgust 1957 when he received
an honorable discharge to return to school, During this periocd of Military sexr-
vice, he studied propulsioen and propellants and was trained as a mecheanic In
aircraft control systems. His parents, both described as heavy drinkers, were
diverced sometime in 1953, His mother later married Anthony C. Hookexr, whom she

divorced in April 1958.

2. On August 25, 1958, Gessner was hired by the Martin Aircraft Company, Cocoa
Beach, Flordia, issued a Secrei clearance, and worked on the Titan and Atlas
Missile guidance and propulsion systems,

father came to Cocoa Beach and
ifits never remarried. On 15 Febru- il
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Titusville, Florida, He became embittered about this sffair., As a result of
this incident, Gessner's employment at Martin Aircraft and clearance were termi-
nated on 1% February 1959,

4, From February 19%9 t¢ January 1960, Gessner was unemployed. During this

period he lived in Florida and Kingsville, Texas, where his father had found

employment at the Naval Auxiliary Air Station. In the fall of 1999, he briefly

attendsd Rollins College at Winter Park, Florida and later worked for about a

month as a laborer on the King Ranch in Texas., He could not find employment in

Ehe Missile field nor could he reenlist in the USAF because of his arrest in
lorida.

5. On 15 January 1960, the Army waived Gessner's arrest record and permitted
him to enlist at Jacksonville, Florida. He began training 20 January 1960 at
Port Jackson, South Carxclina, and transferred to Sandia Base, New Mexico on
17 February 1960.- En route to Kingsville, Texas, he visited his father,

6. At Sandia Base, Gessper was assigned to a Nuclear Ordinance Special Weapons
Maintenance class from April 1960 to August 1960, Although being somewhat of a
disciplinaxy problem, he was considered a aood student, and ranked Sth in his
class, During a CIC interview, he admitted failing to list on his Statemant of
Personal, Historg his arrest in Florida, which he described as a "vagrancy arrest"
by the Brevard County Sheriff's Office. He was permitted to prepare another SPH
to include the so~called vagrancy arrest. %

7. Upon completion of the course at Sandia Base, he was transferred to Fort
Bliss on 4 September 1960 and assigned to the Center Ordinance Unit, He worked
in the electronics bay on maintenance of the Mark VII warhead, a Nuclear war-
head, and adaption kits relative thereto. Within four days of his arrival, he
became extremely unhappy with his assignment and obtained a weekend pass to
vigit Juarez on 8 September 1960Q. From hare, he purchased a bus ticket to Mexico
City and considered going AWOL. However, he reconsidered, cashed in the bus
ticket and returned to Fort Bliss. Thereafter, his associations were made pre-

dominantly with disgruntled persons.

8. Gessner initially had access to some 39 classified manuals in connection with
his work in the electronics bay. About 15 November 1960, because he was a disci-
plinary problem and lacked manual dexterity, he was transferred to the test and ~
repair bay where he had less access to Restricted Data.

9. On 30 November 1960, he went on sick call:; but the doctor refused to see him.
He then wrote "Quarters® on his sick slip, drew his pay and went to Juarez,
Mexico, returning about midnight. For this his superlors charged him with being
AWOL for 6 hours, and with malingering and failure to report for duty. From 30
November to & December 1960, he was assigned strictly military duties, including
that of latrine orderly,

10. On 2 December 1960, Gessner told the chaplain that he was "fed up" with the
world. Four days later, he was read the Gourt Martial charges against him., Late
that night he went to Juarez, purchased a ticket to Mexicoe City, and departed
Juarez the following morning. He arrived in Mexico City on 8 Dacember Yqﬁo
where he shared a room at the New York Hotel with a Canadian he met enroute, but
did not register. He told the Canadian he had come to Mexico City to visit

friends.

11. On 8 December 1960, Gessner visited the Soviet Embassy and requested politi-
cal asylum in Russia. He was given a request for asylum to be filled out and
addressed to the Presidium of the Supreme Soviet and also a statement of perscnal
history to complete. Gessner,} in the meantlme, gave the Soviets various manuals

and documan had brought wifth EEms liss.congerning U, S. nuclear
weapons ﬁ ed 1nfo$h?5..
equipment AL TR iy g
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The Soviets Renege

Gessner, after visiting his father in Kingsville, Texas, returned to
Mexico City on January 2, 1961. Contrary to their attitude prior to his
leaving Mexico, the Soviets did not appear to be eager to see him. They
told Gessner that they had changed their minds about helping him and that
he should seek help from some other guarters if he desired to go to Cuba.
Gessner then visited the Polish, Czechoslovakian and Cuban Embassies
in Mexico City seeking assistance in becoming a defector, .but to no avail.
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able to furnish this data, since he had worked on these weapons; was knowledge-
able of the mechanical features involved; and with his retentive memory was
capable of recalling even minute details.

12, From 8-16 December 1960, Gessner was interviewed daily by the Soviets who
offered to assist him in getting to Russia via Cuba. He was instructed to fur-
nish his biography and a current photograph and was given $200 by the Soviets

to defray his costs of transportation to Cuba and living expenges in Mexico
while awaiting approval of his visa, He was also instructed to try to oktain an
American passport. He later identified his two Soviet contacts from photographs
as Aleksandr Georgiyevich 3DOROV, and Dimtriy KUZNETSOV, Military and Naval _
Attaches, Soviet Embassy, Mexico City,

13, Gessner left Mexico on 22 December to visit his father in Kingsville, Texas.
On 27 December 1960, Gessner, falsely indicating thereon that he was a "student"
and intended to travel to Jamaica, submitted a passport application to the Depart-
ment of State.

14, Gessner returned to Mexico on 2 January 1961 from his visit with his father.
The Sgviets then informed him that they had changed their minds and to look
elsewhere for assistance, if he still wanted to go to Cuba, He then visited the
Pplish, Czechoslovakian and Cuban Embassies in Mexico City for assistance in
becoming a defector but to no avail,

15, In the meantime, Gessner had been declared a deserter by the U. 5. Army i
who requested the FBI to locate him. The FBI learmned that Gassner's father had
received a letter from his son postmarked in Panama on 18 March 1961, Gessner

was arre¢sted for lack of proper peapers by the Panamanian police, turned over to
U, S. Army authorities eon 22 March 1961 and flown to Fort Hood on 29 March 1961.

16, ©On 30 March 1962, Gessner was indicted by a:Federal Grand Jury in Kansas
City, Kansas, on 9 counts of furnishing ¢lassified atomic energy information to

“the Soviet Union in violation of Title 42, Section 2274 (a}, U. 5. Code {(Atomic

Energy Act). On 9 June 1964, Gessner was found guilty on each of the 5 counts
and sentenced to life imprisonment., This was the first conviction upder the
espionage features of the Atomic Energy Act,

17. On 21 December 1965, his conviction was appealed, reviewed and reversed by
the 10th Circuit Court of Appeals sarly in 1966 on the grounds that a question
of coercion was involved and alluding that his confession may have been involun-.
tary. Consequently, although Gessner had served only a year, he was released on
8 March 1966 and walked out of prison a free-but still bitter man. With the
confession nullified, the U, S. Attorpey stated the Government lacked sufficient
evidence to try him a second time. (While the Gessner appeal was pending, the

U, S, Attorney had said the convicted man "still may have atomic secrets in his
head. . . in no other country could such a men go walking freel"),
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(Map showing where and when Gessner went 12-7-60 to 3.29.61)
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——_Proving Gessner Visited Foreign Embassies

Gessner furnished information and rough drawings from which
sketches of the exteriors of the Soviet Embassy; the interior of the
various rooms at the Soviet Embassy he claimed to have been in; and a
picture he had seen on the wall of a room he visited at the Soviet Em-
bassy were drawn. He also furnished data from which sketches of a room.
he had been in at the Polish Embassy and a number of rooms he had
visited at the Czechoslovakian Embassy were made.
The FBI located witnesses who could testify that they had been in
these Embassies during December, 1960, and/or January, 1961, and that L

the details of the sketches were substantially accurate.
The following sketches were prepared by the 902d Counter In-

teiligence Corps, U. S. Army, based on the information and the rough }
drawings furnished by Gessner,
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0510, COL RUDOCLPH ABEL B REINO HAYHANEN

l. It is interesting to note that sples often have strange "bedfellows", Col,
Rudolph Abel, ths master spy and for years chief of Soviet espionage in the U. 5.,
for example, was a cultured gentleman with a fine sense of humor, well educated,
loyal to'his family and friends in "Mother Russia® and took great pride in his
personal habits and appearance. He was learned in six languages, had a background
in chemistry and nuclear physics, was an electronics engineer, amateur musician,
‘painter, mathematician and cryptographer, Undoubtedly, Abel was one of the most
brilliant intelligence agents in the Soviet spy network., Yet, from October 1952
until shortly before his arrest in 1957, Abel worked closely with Reino Hayhanen,
his assistant and coconspirator. Thisg man's character and habits were in marked
contrast to those exhibited by the suave Abel,

2. Hayhanen, a native Russlan, was emploved by the Soviet Government from 1939
to 1957, He arrived in New York in October 1992 under the name "MAKI* as a
member of Abel's mission to be resident assistant in espionage work., His pass-
port, which was fraudulently cobtained, gave his cover name as "Eugene Nicolai
Maki®, This name had been assigned to him in Moscow (whereas the real MAKI was
an American citizen, born in Enaville, Idaho, who had disappeared in 1938 while
traveling in Finland with his parentsj.

SaASIY [eUCEN 9 4O SBUPIOH payissEpag / paiwsseiur) Syl wou paanpordey

3. Hayhanen graduated from a teachers' college in Bussia at the age of nlnete
After 3 months as & teacher, he was drafted into the Russian Secret Police ng

At the time he came to the 0. 5., Hayhanen, alias Maki, left his wife and young

son behind in Russia to whom he said he was "devoted", In the U. 5. he soon

turned his affections towards an attractive young Scandinavian woman who became

his "wife"., His former nelghbors in Newark, New Jersey, where he and his "wife"

lived during 1955-56, testified that Hayhanen had done considerable drinking at

home and littered the hallways of his building with beer and whiskey bottles,

He fought often and violently with his "wife", who spoke no English and never ,
worked, but always had money for whiskey and a car. Hayhanen was described as .
portly and untidy with the general appearance of a somewhat comical but confixmed
alcoholic, His drunken brawls on a number of occasions brought him to the atten-
tion of the police, In general, he was considered & miserable character who led .
a sordid life, It was almost unbelievable that this man was a LT. CLL, in Soviet e
Intelligence. .

4, Abel had instructed Hayhanen to spend more time with native«born Americans S
to overcome his heavy accent which Abel feared would attract too much attention.

Abel later remarked to his defense attorney, "I could not believe he was such

an incompetent”: otherwise, "they never would have sent him".

5. At their last meeting in April 1957, Abel gave Hayhanen $200 and a false
birth certificate and told him to go home to Russia for a vacation. On 24 April
19867, he sailed for Le Havre aboard the French liner Liberte'. In Paris, he
followed Abel's instructions and held two meetings with a Russian official who
gave him some francs and 200 American dollars., The day after their second
meeting, he was scheduled to leave Paris for West Berlin and then on to Moscow.
Instead, he went to the American legation in Paris, identified himself as e
Russian espionage officer with the rank of LT, COL. and indicated he then wanted
to help the Americang. He gave no reason for his defection at the time, but
Abel suggested later that Hayhanen must have finally realized how incompetent he
was as a spy and therefore was afraid to return home,

6. At Akhel's trial, which began on 14 October 1957 in the U, 5. District Court
in Brooklyn, New York, with Judge Mortimer W. Byers presiding, further evidence :
was developed of Hayhanen's incompetence as a spy and his disloyalty to his : ;
superiors, For example, he stated that in June, 1955, he and Abel went to Bear
Mountain Park te bury $5000 for Mrs, Helen Sobel, wife of Morton Sobel, convicted
Esﬂﬁer %ﬁﬁghe Rosenberg ring. Since Abel was then preparing to go to Moscow, he |
?ﬁ@d&o otaks Mrs. Sobel to the Park, give her the $5000 and |
ual an'e agent. "He reported to Abel and to ‘ {

determlne her ficatians as an
%g A g":D .:
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the KGB in Moscow through a drop that he had located Helen Sobel, given her the
money and told her to spend it carefully, At the trial he calmly and deliberate-
ly admitted that instead he had dug up the money and converted it to his own

use, He alsp admitted lying to Abel on another cccasion when he offered as an
excuse for not returning to Russla, after Abel had ordered him to do so, a story
that he thought he was being followed. There were numerous examples of contra-

dictory statements in his testimony,

7. At the trial, Hayhanen took comfort in the fact that the Brooklyn Courthouse
and the Kremlin were separated by some 4600 miles, Yet, he acted and looked more
"like a sad-faced clown in a circus* than a spy. A federal agent remarked that
Hayhanen could not aoet a job as a spy in a Marx Brothers movie, His clumsy
testimory with his Baltic accent was described as a mixture of the bizarre, the
startling and sometimes the ludicrous with the closk-and-dagger trappings of a
Hollywood thriller.

0%131, ROBERT GLENN THOMPSON

1. Thompson, a high school drop-out, enlisted in USAF at Detroit, Michigan on
9 December 19%2, After completing baslc training at Sampson AFB, N.Y. and
advanced mechanics' school, Sheppart AFB, Wichita Falls, Texas, he was assioned
as a mechanic in a B-29 squadron at McGlellan AFB, Sacramento, California.

As a result of a back injury, he was reassigned as a mail clerk in the same
squadron, He was shortly thereafter promoted to Corporal and in Decemijer 1954,
transferred to Camp Kilmer, New Jexrsey for further assignment tg the European
theater. He departed Kilmer in January 1955 for Germany with orders to the
7493xrd Special Investigation Wing {OSI¥1G), USAF, in Berlin.

2. 1In Berlin, Thompson learned the German language and preferred associations
with Germans in order to get away fxom what he later described as "Big Brother
stuff"., In the meantime, he became critical of U, S. policies concerning the
Beriin uprising in June 1953, for failure of the Americans to protect the Germans
from Russian tyranny, and in short for what he generally described as "the way

the West took advantage of so many people under cone guise or another", He also
became quite critical of his military superiors, seemed to be sufferlng from a
very deep-seated inferiprity complex, and began drinking heavily. -

3., On 10 February 1956, he married 18 year old German-born Evelyn Matthes in the
Berlin City Hall, They were married again the next day at the American consulate
and the following Saturday in a Berlin church cersmony. He seemed quite happy
with his new life and reduced his drinking habits considerably., In fact, he
indicated he was happier with his wife's family in Berlin than he had been with
his own in Detroit, But he still disliked his job, especially as he felt he was
required to perform dutles lnappropriate to his job deseription as an Administra-
tive Airman. He gradually resumed drinking and began to guarrel freguently with
his wife. Their first child, Patricia Ann, was born in October 1956,

4, In December 1956, he became drunk in a bar at lunch time and lost a 38 cal.
revolver from his jacket which he had removed, After he missed it, he took
another 38 cal., ravolver from the supply room, planning, so he said, to buy a
replacement later on the black market. He was caught beforehand,

%. At his Summary Court Martial in January 1957 for the revolver incident, he was
reduced 1 grade to Adrman 2nd class and fined two thirds of his military pay for

1 menth, His commanding officer informed him that his wife and baby must return
to the States and Thompson must live on the military installation, His wife and
baby, therefore, left in February 1957 to reside with his mother in Detroit,

wunhfair treatment and.
d with a West German

Michigan. ‘
6, Thompson became more bitter over whaézﬂéf:
1nCreasedrhi§“ % cen91derably. Het/g4
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For a while | was hauuy-#in my marriage, not in my job.

'l hope that
my kitls won't be
bullied hecause

their daddy
was a spy.
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7. One Saturday morning in June 1957, while off duty, Thompson went to the OSI
office in uniform to catch up on some filing, He removed his tie, When his CO
srrived, he reprimanded him for being out of wniform and slsoc for needing a
shave, "This infuriated Thompson., He left the office, proceeded to a bar where
he met his girl friend, and began to drink to excess. When he left her, he
decided to go to East Berlin and seek asylum "to get even with him (his CQO}».

8, He walked into East Berl1n, contacted the Berlin secret polic@, and told then
he was an allied soldier ‘and of his desire for asylum. Thompson was interviewed
at length and kept gvernight but was sent batk the next day, A few days later,
he was picked up by one of the Soviet interrogators, returned to East Germany
and questioned again. This time he was given a sum of money, a miniature camera
for: photographzng elassified documents and remlnded that his wife's family still
r851ded in the Eastern Zone..

9. Thompson began at once te werk for the SOVlEtS and estimated that he gave
‘them %0~100 photographs every 2 weeks for the next 3 months., Later he obtained
a S-day pass and was taken by.the Soviets to a resort area on the Black Sea
where he was given & special spy course in the use of radie equipment ‘and the
Rusgian language to enable him to read ciphers. He was also asked to plant a
rad1o transmitter in the 051 office upon his return to West- -Berlin. .

10. Thompson imbedded the transmitter as directed in one of the walls, of the
031 office and even "bugged" the CO's office, He continued to photog&aph cone
Fidential and . secret reports which crossed his desk and alsc furnished informa-
tion’ about American intelligence organizations in West Berlin., The Soviets paid
him :a small amount, about $12.,%0, for each batch of photographs. Obviously his
motive was revenge¢ rather than money,

ll. In January 1958, Thompson's Bexlin tour ended, but he still had another
yvear.of his enllstment to serve. He was reasslgned as a clerk~typist to Malm-
strom AFB, Great Falls, Montana. Before leaving Berlin, the Russians gave him.
$10C00 to buy a short-wave radio, a distinctive cigarette lighter, and another
camera with complete instructions as to how he would continue his "cooperation"

with them upon arrival in the U, S, .

12._Thompson returned to the U, S, picked Up his wife and- daughter in Detr01t
and then after a few days with relatives, left by, automobile for Great Falls, -~
Montana, where he purchased a house trailer. There he was contacted by one of -
the women he had previously met in the Sowviet Spy school, working as a‘barmaid
in Blatk Eagle, Montana.; Through her -his: contacts. with the Soviets were rae-
sumed with appropriate instiuctions for their future "cooperation®. Hg flnally
bégan to. feal the Soviets were making too many demands on_him. Betoming appre-
hensive for his future safetv, he requested a transfer 'to- Goose Bay, Lgbrador.

3. Hls transfer was apgroved in the- summer of 1958, and Thompson sen%«his K
wife and famlly back to Detroit to stay with his mother while he finlshed his
enlistment. *“In the meantime, apparently figuring that he would be free of them
once he. was out ‘of the service, he reneged on some of his instructions f rom ;
the Russians., He received an honorable discharge as an Airman 2/c in December '
1958 and’ returned to his family in Detroit. .

14. Upon hls arrlval in Detrolt, he léarned that a man had been looking for hlm
and would return. On’ér about 17 January 1959, the man came to Thompson's ©
mother's home in Detroit, introduced himself to Thompson as John Kurlinsky, and
inguired what Thompson was doing. When he learned Thompson wags no longer in the
military service, he gave Thompson $200 with instructions that he reenlist in
USAF or USA or'find employment with the FBI,:@ He told Thompson he would return
in about a month,: Kurlinsky had several oth tacts durlng 1959 with
Thompson who. offered him more money, each ti J JThompson reenlist,
go to work for 'a Federad Agency or ég n toj i jagsignment, but
g I Downgra seeonr o Y
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SOME QF THE *TQOLS QF THE TRADE"-~USED BY THOMPSON

Micropoint provess seduces eight-nj-ton document to dotwsite on specially prepured collophane.
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I folt that the Soviets must think | was a valuable man.
This made me feel pretty good.’
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Robett Glean ",Thém‘pson_; n'--,former_ Alr Faree onfisted man, was asrested by the. FBI as ¢
Soviet-spy on January 7,-1965.. Pictyred ubove ore twa of the items given to: Thompson by
Soviet Intelligence personnel in connection with his espionage operations,” A similar bate
tery contgined instructions from Thompson’s Seviet principal for prepumlinn of micradot .
messuges {informmlon phmogruphicaily reduceﬁ to microscopie size). The telescopic
viewer was. used to reud micmdois, The picmm at baﬂpm left was toked. by FBf Agants
] 3 He was self-
?#{s_f@d , mﬂmdo ml.t.llntuouuﬂgg " " D
.Al.lih. ...-...-u-n.....Z:S“‘g;“""““"”“."“ . - Lo Lo
Date: Z t‘W unit: L4550
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1%, Finally, after over a year without pressure from the Soviets, Fedor Kuda-
shkin, former chief of Russian translaters at the UN, arrived in PReiroit in mid
1961 and threatened Thompson with exposure unless he resumed his work for the
Soviets, Frightened, Thompson left Detrolt for Long Island, N, Y., where he

went into the fuel oil business,

16, 1In November 1961, Kudashkin tracked him down in his new surroundings and
again threatened to expose him unless he resumed his spy work without further
stalling. Thompsen agreed, Kudashkin wanted information concerning water
reservoirs on Long Island, on gas lines between New York and Long Island, power
plants and gas storage in these areas as well as background information on
certain pecple of interest to the Soviets in the states of New York and New
Jersey., Thompson complied and estimated Kudashkin paid him about 3400 in all

for these services. -

17. Thompson was arrested 7 January 1965 and charged with 13 overt acts of
espionage in furnishing military data fto the Soviets from 1957 to 1963 for a
total of $1700, and releasad on $1%5,000 Bail, He first denied the charges but
in Merch 1965 entered a plea of guilty to the espionage charges in the United
States District Court, Eastern Pistrict of New York, Brooklyn, N, Y. The two
Russians, named as coconspirators in the indictment, were no longer in the U, S,

18, On May 13, 1965, he was sentenced to 30 years and is presently serq:ng that
sentence at the Faderal Paenetentiary at Lewisburg, Pennsylvania. Anticldmactic
as it may be, the tragedy of Thompson's case, as with all whp choose the mis-
guided path of txeason, can be summed up in Thompsonts words: " 1 am sorry for
what 1 have done. And I don't worry about how I have hurt my wife and kids--not
financially so much, for my wife Evelyn is a good book~keeper, and she can make
a living all right, running my oil business, But I worry about what I have done
to my family psychologically., I heope my kids will not be bullied in school, ox
anything, because their daddy was a spy. And I hope my wife won't be made to

suffer because she stuck by me,"

“THE END OF THE ROAD"
PRI oot sgeord apy fo Byvewe’s New York office Jollawing fein greosd on Jue 7, L9655, - g"““"“"ﬁ-«:{?
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0512, STIG ERLG CONSTANS WENNERSTROEM

1, On 12 June 1964, Stig Eric Constans WENNERSTROEM, retired Colonel in the
Swedish Air Force, was convicted by a Swedish Federal Court of gross esplonage
and sentenced to life imprisorment. He had confessed to spying for Russia from
1948 until his arrest on 20 June 1963, WENNERSTROEM had served in Washington as
Sweden's Air Attache from April 1952 to May 1957. Previously, he had represented
his government in a similar capacity at Moscow where he had been oh intimate
terms with the U. 5. Ambassador,

2. He claimed he went to Moscow as an American agent and was recruited into the
Soviet Intelligence Service, By his own testimeny, when he began his activities
in 1948, he considered himself an agent in the American Intelligence system and
an undercover agent in Scviet Intelligence, His sympathies began to shift,
however, so that after a certain time, WENNERSTROEM considered himself as firmly
engaged in Soviet Intelligence and as an undercover agent in the American Intel-
ligence system., This shift in sympathies, as éexplained by WENNERSTHOEM, was
occtasioned by his belief that the problem had reduced itself to the USA against
the Soviet Unlion and NATO against the Warsaw Pact with Soviet Intelligence being
purely defensive and American Intelligence being offensively oriented. (WEN-
NERSTROEM's claimed service with U. S. Intelligence has never been confirmed).

SBAINDI JBUaRen syl Jo sBuipjoy; pawssepsq / paysserun sy wor paonpordes

3. Preparation for his illegal Intelligence activities in Washington actually
began before WENNERSTROEM left Moscow on 3 January 1952 for Stockhelm enroute &0
the U. 5. for his new assignment., He gave his contact man in Msoccow a report
about the legal work he would perform in Washington. The most interesting fact
reported was the existence of a purchasing office there under the Air Attache
and staffed with personnel of the Swedish Air Administration which afforded a
unique opportunity to establish contacts with a large segment of the American
war industry and to obtain technical descriptions and publications concerning

war material.

4, WENNERSTROEM preparatory to assuming his duties im Washington, which were to
- be largely of a technical nature, arrived in Stockholm on 7 January 1952 for

comprehensive work within the Swedish Alr Administration. General JACOBSON, ]

who had spent much time in the USA, was able to give him many helpful hints as y ‘

to how to establish and maintain useful contacts with a minimum of delay which ‘

were to stand him in good stead later on. The WENNEHSTROEM family ieft for the -

U, S. pn 26 March 19%2, :

5. When WENNERSTROEM reached Washington on 8 April 1952, he immediately entered
upon his duties, which included study of the entire development of the military

aviation organization, as Swedish Air Attache, To this end, he became accredited ‘
to both the U, 5. Navy and the Air Force, Major General Viktor KUVINOV, the )
Soviet Air Attache at the time, was established as his first contact man within
Soviet Intelligence in Washington. Three methods were worked cut for the exchange
of material between them, as follows: Filrst, at gatherings, when they sheook

hands upcn arriving and departing, they would exchange objiects, usually rolls

of film, Second, when groups of attaches met with the Americans, WENNERSTROEM

and his contact man would stand next to each other and pass objects from the +
right hand of one to the left hand of the other and vice versa. The third method
was used only at the Russian Embassy and consisted of leaving objects in the
topeoat of the ope to be picked up by the other, It should be noted that in

the second and third metheds there was no necessity for the parties to converse,
Both parties availed themselves of all opportunities to make deliveries, es- |
pecially at those meetings which were officiazl in nature which would provide a

. compliete cover for their exchange of materials.

6, WENNERSTROEM's official position and the wide range of personal contacts he
established enabled him to perfo%@.;g? Soviet espionage work without detection

or suspicion, His illegal actiw W aTE p;§$§ly interwoven with his legal
duties. He described as "fanta ﬁﬁA@‘g@ Hes thus afforded him in
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drawings, coupling schemes, etc., These and othexr similar data were his almost
for the mere asking. '

7. In a similar manner, WENNERSTROEM extended his illegal activities to Canada

where he made numerous visits to contact installations of the Canadian Air Force
and the aircraft industry. The material from these sources were turned over

to the contact man upon his return to Washington, He claimed he received about

§750 per month from the Russians during his Washington assignment.

g, When he returned to Swaden in June 19%7, WENNERSTROEM took several months
vacation and then on 1 October 1957, after a period of orlentation concerning
developments in the Swedish Alr Force, became Chief of the Air Section in the
Defense Command Office in Stockholm. Here his contact man in Moscow, a Soviet
General, gave him instructions designed "o avoid miscalculation", His princi-
pal task was generally the same as before: +to procure American technical pub-
lications. He was to watch Sweden's neutral pesition and report any changes
therin, He was also to follow up on the vislts of important American military

" men or other percons to Stockholm and attempt to ascertain the purposes of their

visits., In December 1957, WENNERSTROEM met Eersoﬁally with the Bussian General
and fully briefed him of the opportunities the new post at Stockholm afforded
him from an Intelligence point of view. At this-meeting, 1t was recognized that
WENNERSTROEM hed opportunities for intimate contacts with Americans stationed

at the Embassy in Stockholm, as well aes with Americans visiting the Embassy.
These contacts were to be maintained in addition to many along with many others
WENNERSTROEM elready knew in the U. S, and elsewhere. WENNERSTROEM was also to
use the "Mutual Defenge Assictance Agreemernt between the USA and Sweden," en-
tered inte in 1952 concerning shipments of war material, as the basis for fol-

lowing up with the U. S. authorities for technical descriptions similar to those

procured with considerable success while stationed in the U, 3. He was also to
concentrate on the intelligence material concerning NAIC, such as wheie the bases
were located, military forces assigned, how they were armed and organized, changes
therein, plans for maneuvers, etc, o

9, Following the personal contact in December 1957, WENNERSTROEM alse met with -
the Soviet General in March 1958 in East Berlin, again in the spring and fall of
1959, three times in the fall of 1960-on¢e in Leningrad and twice in Moscow, and_
in June and November 1961l. A 1962-meetin8 Elanned or Vienna was cancelled when
the contact man became occupied with the Cuban affair, WENNERSTROEM's axrest on -
20 June 1963 altered plans for a Vienna meeting that was to occur later that

year., . :

10, DBuring the entire period WENNERSTROEM served at the Defense Command Office
in Stockholm from 1 October 19%7 untll his arrest on 20 June 1963, he not only

continued the illegaliactivities begun in Washington, but, through centacts es«
tablished there.and elsewhere, he actuaslly expanded their nature and scope and

stepped up thelr pace to keep Moscow informed of significant developments con-

cerning the V. 5. and NATO. . In addition to personal contacts, he furnished the
General in Moscow with frequent and informative letters,

0513, JOHN SEMER'FARNswoRIH"

1. Happy-go-lucky, good natured John Semer Farnsworth of Cincinnati, Chio,
graduated with honors in the class of 1915 from USNA where his classmates recog-
nized him as an able scholar and tactician, He received his "wings" at Pensacola
in 1922 and by 1925 had bean promoted toc Lieut. Comdr. USN. His promiging Naval
career epded dismally on 12 November 1927 when a General GCourt Martial at Phila-
delphia, Pennsylvania dismissed him from the Naval Service for borrewing $1000
from an enlisted man and committing perjury by disclaiming indebtedness.

2, With enough social grace to make him acceptBBAE!Ih fther bast Waghington
society, thie brilliant gnd’popular ex-Naval of_Epagisgg h‘gv”lgﬂgfheavy drinker
and began to pick up. 5 ncih@lly Fiom v%i iives, and piece
them togethexr., As ?a“ 2@“%3§g?ﬁ§@%§§5?%§'fé“ﬂiﬁ'%tét&“6n - hé had sought
employment as an avﬁg;%qn instructor Wé;ﬁzihﬁiid-" nts.of China, Brazil,
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Argentina and Peru but without success. Finally, he approached Japan, and re-
gquested a salary as a Commander in the Japanese Navy and $50,000 in advance.

3. The Japanase began negotlations with Farnsworth, but first requested evidence
of his qualifications for the job. He accumulated a number of photographs of
U, S. battleships and also furnished the Japanese a copy of the confidential
document "The Service of Information and Security", first puklished in 1916

for circulation among commissioned USN officers. Hies contacts were Commander
YOSIYUKI ITIMIYA, Asst. Naval Attache at the Japanese Embassy (October 1932-
December 1934), Lt., Comdr, ARIKA YAMAKI, his successor {December L934-November
193%) and Comdr, BUNJRO YAMAGUCHI, alsc of the Embassy staff in Washington.
Qnce, feigning drunkenness and posing as a Commander, Farnsworth boarded a des-
troyer at Annapolis, Maryland, tricked an Ensign into giving him maneuver data,
rushed back to the Japanese Embassy, had them photostated and returned them the
next day. Farnsworth later claimed that during the period 1932-3% he received
from the Japanese for these services $100 per week and expenses for a total of
approximately 523,000,

4, All went well for Farnsworth until November 1935 when Comdr, YAMAGUCHI sup~
planted Lt, Comdr, YAMAKI and resolved to pay Farnsworth on a plecework basis.
This sudden drop in income forced the liquor-sodden and desperate ex-Naval
officer, whose wife by this time had divorced him, to make a startling offer to
Fulton Lewis, Jr., then the crack Hearst correspondent in Washington. He
groposed to write for the Hearst papers a series of articles entitled: T"How $

was a spy Ln the American Navy for the Japeanese Government"., His price -
$20,000, condition: that he be given 72 hours head start to catch the Hindenburg
for Germany. Lewis promptly notified ONIL.

5. From the time Lewis reported Farnsworth's activities, the ONL and FBI
jointly placed Farnsworth under constant surveillance and alerted Key Government
Agencies of his activities,

6. Lewis then demanded proof of Farnsworth's relations with the Japanese.
Farnsworth called Comdr, YAMAGUCHI in Lewis's presence and told him he needed
the money at once, A meeting was arranged and Farnsworth tried to get Lewis to
masquerade as a cab drivexr and accompany him, but Lewils refused. So anxious
was Farnsworth to prove his authenticity, however, that he took Lewis to the
cffice where he had previgusly had the photostat work done and his story was
corroborated,

7. Farnsworth was arrested in July 1936 at the Washingion home of his divorced
wife by FBI agents and charged with betraying Naval Secrets to Japan., He
protested his innocencte saying: "Whatever I gave them, it was nothing that would
injure the United States--after all, I am an American". He also denied re-
ceiving pay for his services at firet but later admitted receiving $1000 for 2
articles, neither of which, he insisted, contained USN secrets.

8. On 23 July 1936 Farnsworth was indicted under Title %50, Section 34, U, S.
Code, by the District of Columbia Grand Jury on the charge he sold in May

1935 to the Japanese a confidential document entitled "The Service of Informa-
tion and Security"., About a week later he was indicted on the more serious
charge of conspiracy, the indictment naming as his coconspirators Comdr,
ITIMIYA and YAMAKI, both of whom were no longer in the U. S. (Comdr, YAMAGUCHI
was not named as a coconspirator}., On 15 February 1937 he pleaded "nolo con-
tendere" to both ¢harges and on 26 February 1937 was sentenced to four {4} to
twelve (12} years in the Federal Penetentiary at Atlanta, Georgia,

9. Never before in American history had a "spy helpex® accusation been ledged
against a former American Naval Officer,
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0601, GEMNERAL

1. Personnel having access to classified defense information who visit or
travel outside the United 3tates and particularly the Sino-Soviet Bloc countries
will be of interest te intelligence services of such countries, These intelli-
gence services can be expected to complile dessiers on all U, 5, officials or
military personnel visiting thelr territories. If they cannot at once exploit
the information gained, it will remain on record against the possibility that
there will be an opportunity to do so at some future date.

2, Equally desirable for hostile intelligence services are personnel who attend
international conferences or participate in sc¢ientific, cultural, or commercial
exchange programs, This ie¢ true regardless of the country in which such activ-
ities take place, and especially where it can be expected that representatives
of 3ino-Soviet Bloc¢ countries will slsco be participating er in attendance.,

¥hile the opportunities for ohtaining information from attendees at such con-
ferences will be limited, nevertheless such efforts may be expected. Therefore,
personnel in this category shall be provided a special briefing priocrjto per-
forming thelr travel,. $

GUIDE FOR DEFENSIVE SECURITY BRIEFTHNGS

0602, INTRODUCTION

1. Tremendous numbers of American citizens are traveling sbroad and since 1955
the numbers visiting Soviet Bloc countries have increased substantially, Among
these travelers are indlviduals under Navy cognizance who sre traveling

officially or for business, pleasure or other perscnal reasons, Persons hav1ng
accese to classified information are of interest to foreiagn intelligence oT=
ganlzations and particularly to the intelligence services of the. Soviet Bloc

countries,

-

2, All modern countries have intelligence organizations ard, in general, allafe
interested in acquiring clagssified United States military and related scientific
data., Each possesses elecironic equipment which can be used to overhear pri-
vate conversations, tap telephones and monitor other forms of communications.
Allied and friendly countries normally operate on an “ethical" basis, and seek
information overtly through o¢fficial, diplomatic channels, Any country, however,
if given an opportunity to ascquire strategic information with absolute sscurity
against detection, may be expected to exploit that opportunity. Additionally,
even in the friendliest allied countries, secretly-placed Soviet Bloc agents and
local Communist Party members and adherents may be directing their energies and
talents solely to the obtaining of United States information. U, 5, Navy pers-
sonnel, both military and civilian, as well as DOD contractor personnel are
specific targets for the efforts of these individuals,

3. The Soviet Union and its European Satellites, in spite of the reforms in=-

stituted since Stalinist days, remain police states, nited States visitors,

in whatever capacity they may be traveling in these countries, are of interest
to the Communist intelligence and security organizaticons. Individuals having

access to classified information are primary targets of these agencies,

4, Each person traveling outside the United States, whether in a civilian or
mtlltary status or otherwise affiliated with the U, 5, Navy, becomes his own
security officer, The purpose nof this paper is to provide a guide which will aid
the traveler in his personal safety and in safeguarding classified information
entrusted to him, Part I provides information applicable to. trevel in all for-
eign areas, Part Il sets forth data on the espienage techniques used by the

ORIGINAL 6-1 . FOR OFFICIAL USE ONLY

PECLASSIFIED

‘Authority

SBNUAY {EUONBN U Jo sBuIplof; passeiasq / paysseoun ey uiol peonpardsy




FOR OFFICIAL USE ONLY ONI 63=-2

Soviet Bloc Jnt@b}k&@nuﬁ 4 id 5ecurity services and emphasizes the need for ad-
ditional..securTty precautions on the part of persons having access to classi-
fied information when visiting,oxm.sraveling through areas under Communist con-
trol. JUNPTETLY PPTT T LS
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SECURITY PRECAUTIONS APPLICABLE TQ TRAVEL IN ALL FOREIGN AREAS

0603, Protection of Clagsified Material by Personnel in 2 Travel Status

l. A traveler should not carry classified information om his person or in his
luggage, Article 0704 of the Department of the Wavy Security Manual for Classi-
fied Information (OPNAYINST 5510,1 current editien), quoted below, applies in
cases when persons within the Naval Establishment, hecause of the time element
involved, find it absolutely necessary to carry classified information:

"1l. A determination shall be made to ascertain whether the necessary clagsi-
fied material is available at the destination of the traveler, If the ma~-
terial is available, no additional transmission shall be authorized,

"2, If the needed glassified material is not available at the destination of
the travelsr, commanding officers shall, whesnever poscible, have the classi-
fied material transmitted to the activity being visited by means other thsn
personnel escort,

"3, If it is impossible. to comply with either paragraph 1 or 2 above, com-
manding officers may authorize appropriately cleared personnel to carry or
transmit classified material on their persons between their duty station and
the activity to be visited, subject to the following conditions:

"a. The classified meterial shall be in the physical possession of the
individual at all times if proper stowage at a U, S, Govermment activity
is not available, Classified material shall not be left in such places
as locked automobiles, hotel rooms, hotel safes, train compartments,
private residences, public lockers, etc,

", Classified material shall not be read, studied, displayed, or used
in any manner in public convevances or places.

"c, Written statements authorizing the transmission or carrving of
classified material shall be provided by commanding officers te all in-
dividuals traveling cutside the continental United States, This au-
thorization statement, together with official travel orders, should or-
dinarily permit the individual to pass through any customs without the
need for subjecting the classified material to inspection, If dif-
ficulty is encountered, the individual should refuse to disclose the
clagssified material to customs inspection and should insist upon the
assistance of the local U, S, military or State Department representa=
tives at the port of entry or departure,

"d, A list of all classified material carried or transmitted by in-
dividuals traveling will be maintained by the command to which the in-
dividual is attached. Upon return of the traveler, all classified
material shall be accounted for,

e, All individuals BUthDIlZPd to carry or transmit classified material
while in a travel sigy L1 informed of the provisions of
this article prior eir duty station,”

?. Before leaving the Unitedds £ @Q ler should determlne the locatlon
of the U..5. Embassy and/or mllltary 1n¢tallat10n nearest his destination, Upon

aﬁ@éﬁy@%ﬁ%ﬁkiﬂbwv A dpsesmangs to have classified or other important docu-
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ments stored with the security offlcer of the U, S, Embassy or military instal-
lation, Although it may be necessary because of the ftime element. to carry classi
fied documents to a foreign country for the purpose of a meeting, arrangements
should be made whenever possible to have these documents returned by U, 5, Regis-
tered Mail in U, 8, military postal channel (Secret and Confidential only) or by

the U, 5. Embassy pouch system,

Care of Clacgified MNotes

3, Classified notes made at overseas meetings should be saféguarded at all times
They should not be retained in hotels or temporary residences overseas., They
should ke given the same security as classified documents and handled in accord-
ance with the procedurec described above for handling classified documents,
Classified notes of no further use should be destroyeds An authorized destruc-
tion method is burning the material under the personal superwvision of z respons-

ible U, 3. official.

Diaries

4, The carrying or keeping of diaries overseas is discouraged cxcept as may be
necessary for the purpose of transportation, expense accounts, travel vouchers,
ete., Under no circumstances should such notes centain persconal opinions, names
of individuals, or classified information. $ |
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Release of Classified Information to Foreign Governments

5., WMo person in the WNaval Establishment shall convey orally, visually, by
written communication, or any other means. any c¢lassified infermation to any for-
eign government unless such disclosure has Dbeen specifically authorized in
writing by the Chief of Neval Operations (Director of Navel Intelligence),

Participation in International Frofessipnal Meetings

6., Participants in international conferences who have knowledge of classified
aspects of agenda topics must be extracrdinarily cautious during the discus-
sions. The attendee should have clear in his mind in advance of the conferenceé.-
those areas of information which cannot be discussed; when there is doubt as to
the propriety of disclosing any information, 1t must not be discussed, '”

Telephone Sscurity

7. OGClassified information must not be discussed opvexr telephonpes, It should be

taken for granted everywhere, and particularly in foreign countries, that tele~

phone conversations are monitored. Accerdingly, care must be exercised in using
telephones not to discuss any matters or express opinions which might embarrass

the U, S, Government.

Censorship of Mail

B, Personal correspondence passing through the international mails is subject to
¢ontrol and censorship by various ¢ountries. In certain areas, the censorship is
apparent and exercised in accordance with law or custom. In other areas, while
it may not be legsl, certain technical means may be used to open and rasegl en-
velapes in a manner which cannot readily be detecteﬂ £ 'Jly i care should

be taken not to reveal classified informatigqpl el spondepce or to
= h might prove em-

L T I I 5 g
L e ¢
2 i g - Sy LT LT T
9, Under no circFm ances sgoaﬁ%ngf;"'f' information be discussed in hotel
rooms, apartments|,“privatesmeeideasssm.calsis, 0L, bars. Hooms can be "bugged” and

conversations recorded by elec Jo-means wikhout any apparent physical penetra-
Date: 71; féé‘;?‘?? Unit:..dz 4/27 7z
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tion., In many countries, luggage and the personal belongings of hotel guests are
secretly and thoroughly searched by hotel employees who report to the police.

Black Market Activity

10, Black market activity i¢ illegal. There always is a demand for certain
"*hard-to=get” items which american travelers might carry or be in a position to
obtain, Travelers should not trade their possessicens for ¢ther articles which
might have a considerable value. Violation of the laws pvertaining to hlack mar-
ket activity can cause considerable embarrassment to the traveler and to the U,
5. Government, or cculd harm the mission of any individual or group.

Currency Begulations

11, Travelers should seek in advance information concerning the currency regu-
lations of countries to be visited which will enable them to comply with the re-
quirements pertaining to legal rates of exchange, the use of U, 5. currency and
allowable sums of money to he taken into or out of countries.

SBAILELY IBUCIER 241 )0 SBUDIOH palNsseoac] f pASSEoUN Sl WO psonpaiisy

Use of Cameras and Other Egquipment

12, HRestrictions vary on the carrying and the use of cameras and pertable radios
in certain countries or areas. The regulatiocns of each country to be visite
should be determined in advance. HNormzlly, the Customs Services of these codn-
tries take an interest in such articles, especially if they are new. Photographs
must not be taken in "restricted ™ areas in foreign countries, and,in particular,
in Communist-controlled countries, The carrying of firearms is prohibited.

Travelers Will Maintain High Standardes of Personal Conduct

13, Each person should conduct himself in such a manner that he cannot be com=
promised or become involved in any incidents that will embarrass the office he
represents, Individuals should not attempt to act as intelligence agents for the
U, 8. The gathering of intelligence information should be left %o professionals.
Any "cloak and dagger" activities by unauthorized individuals could result in
serious embarrassment to the U, 5,, or drastic personal conseguences to the in-
dividual attempting such activities, -

Subversion Attemots

14, 411 U, S, travelers in a foreign counltry are under the technical juris-
diction of the local U, 3, Ambissador or Y. 3. Consul. A traveler can and should
appeal to a3 U. 5. consulate or embassy in the event assistance is required. Any
attempts or suspected attempis at subversion, efforts to obtain U, 5, classified
information through unauthorized means, or other unusuzl incidents should be re-
ported promptly to the U, 5, Waval Attache or the U, 3, Embassy Security Officer.
If this is not possible, in view of time elements or travel arrangements, a full
report should be made upon return to the United States to the Director of Naval
Intelligence, via appropriate command channels., Remember that American officials
ovarseas are there to help you Let them knaow immediately if you get invelved in
any difficulties, A R

‘@@i ! Downgrade

— ITY GU?DE‘ FUR"TPﬂVELcRS TO THE SOVIET UNION
Amh.,,d-*d:: AND_ SATELLITE COUNTRIES
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1. The Communist regimes, through such means as travel controls and restrictions,
surveillance and harassment, seek to hide from forelgn visitors as much as pos-
sible, except that which may contribute directly to their politicsl and propaganda
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aims. Additionally, these regimes have sought to discredit, subvert, and to re-
cruit for espionage purposes U, S, citizens who have been traveling the Bloc for
business, pleasure or personal reasons. Tight police controls over the movements
of 21l persons give the Soviet espilonage service, the KGB (Komitet Gosudarstven-
noy Bezopasnostl, Committee of State Security) and the Satellite aspionage ser-
vices great advantages in terms of opportunities to observe and evaluate the U,3,
traveler, and to exploit or entrap him. The techniques used against foreign vis-
itors have been extremely clever and range from psychological to technical. They

include:

a, Careful contrel of the wvisitor through travel arrangements made by In-
tourist, ORBIS, CERPOK and other Communist travel agencies,

b, Physical surveillance of the visitor,

¢. Extensive use of telephone taps, clandestine listening devices, clandes=
tine photography, mall censorship, etc,

d. Exploitation of humasn weaknesses, indiscretions and vices.,

Sy [RUCIEN B4 10 SBUPIOH PeyISSepaq / paSSEIdUN S oy paanposisy

a, Coercion of U, 5. nationals by threats against or promises of assistance
to relatives in Iron Curtain countries,

2, Guides and interpreters are members of, or cooperate with, the secret police
agencies. They act as the "eyes and ears" of the KGD or 3atellite espionage ser-
vices, and their personal accompaniment of the tourist services ws z form of sur-
veillance; therefore, it is important that the visiter be caltious in what he
says and does, '

Control of Visitors by Communist Travel Adgsncies

3, Some of the guides are well-trained, =xperienced intelligence personnel, and :
effective in taking advantage of U, §. travelers for intelligence and propaganda
purposes. For example, a civilian employes of the U, S, Navy was gquestioned
minutely by his Intourist guide concerning his research in & highly technical
area of science, The guide, although well in his thirties, explained that he was
a college student working for his degree and needed this informatiocn for his '
thesis. It is obvious, however, that the KGB had learned of the scientist's
specialty and zought 1o extrset important data from him, In another instance,
statements by a Naval Reserve Officer on inactive duty were highly publicized by
the Conmmunist propaganda agencles as praising the Russian way of life over the
free enterprisae system of the West,

Phyeical surveillance

4. Delegates to international conferences, members of exchange groups, scilentists,
industrial contvactors, HMavzl personnel on active duty, and other particularly
knowledgeable individuals are of great interest to hostile intelligence, Persons
in those categories must ascume that following application for a visa to a Soviet
Bloc country, biographic and intelligence data on the fraveler are forwarded to
the intelligence service of the country being visited, These individuals may be
subjected from the moment of zrrival to obwviousz surveillance or to surveillance
50 discreet as to be undetectable, It may be conducted by male or female agents
on foot or in cars and may cover all travel performed by the visitor whether by
train, plane or other means of transportation within the country. The Soviet

and Satellite intelligence services have the personnel and facilities to keep the
target individual under total surveillance at all times if they so desire,

%+ Should the traveler become aware that he is being "tailed", he should act ;
normally and avoid any actions that could be even rqmptely considered compro- l
mising or embarrassing. He should not attempt to "%TF{F; g
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Technical Surveillance Devices

6, On 26 May 1960, asmbassador Lodge displayed at the United Nations a wooden
plaque of the Great Seal of the United States which had been presented by the
Sowviets to Ambassador Harriman in Moscow in 194%, It was not until 19%2 = three
Ambassadors and seven years later - thet a hidden listening device was found con-
tealed in the plaque. Described as wvery small, the microphone is even today con-
sidered to be an extremely advanced piece of electronic eguipment,

7. Mr. Ledge stated that in recent years security perscnnel had found more than
106 concezled listening devices in United States embasscies and in the residences
of American personnel in Soviet Bloc countries, including 2% in Poland.

8. Shortly befora Vice President Nixon's wvwisit to the Soviet Union, the Soviets
planted & secret listening device in the embassy residence in Moscow, but It was
discovered and removed before Mr, Nixon's arrival, The device was found con-
cealed in a study that was later used by Mr, Nixon for consultations with the
american Ambassador, It was described as a highly sensitive and sophisticated
device that, on a given command from an outside control point, could pick up and
relay a conversation to a point outside the embassy residence.

9, It was aleso renorted that other guest houses and hotels where Mr. MNixon
members of his party stayed wers "bugged", Evidence that listening devices £
baen installed was furnicshed in one instance as a vresult of an experimental con-
versation., This was a discussion aboul a U, 3, citizen, in wnich he was given a
rank he did not actually hold. The following morning, Soviet officials addressed
him by Ehat rank and trested him with greater courtesy than he had previously
received,

10, Intourist, ORBIS, CEDOK and the opther Communist travel agencies invariably
arrange for American travelers to stay at the better class hotels, and there is
evidence that in many cases the U. 5. travelers are assioned roome in which
listening devices have been more or less permanently installed., Devices have
bean detected in telephones, radios, lighting fixtures and furniture, and havs
also been concealed behind wallboards and Imbedded In walls, One may be certain
that telephones in these hotel rooms are tspped, Secret listening devices have
also been planted in bars and restaurants frequented by tourists, and may be in-
stalled in automobiles.,

11, Instances have been reported of hotel rooms equipped with window mirrors,
that is, trested glass which sppesrs as 3 mirror on ohe side, but through which
an individusl on the other side can observe or even photegraph anything going on
in the room,

12, A number of Instances have been reported where in the rooms of U, S,
travelers have been entered surreptitiously and their baggage searched, There
was evidence, for example, that the baggage of members of Mr., Nixon's pzrty who
stayed in a Moscow hotel had been opened, examined and photographed. While
disriss, letters, notes and film, both exposed and unexposed, may be left in
hotel rooms, the visitor is urged to bear in mind that these may be examined,
photographed or conflscated, Any notes or films valued by the tourist should be
kept on his persen but he should never have in his possession any material which
could possibly be interpreted as compromising or incriminating,

13. Along with developing extremely

‘?g g% ,é

! it
made significant techneolegical advancé g&; §§ g fHghotography, They have
miniature cameras with which they have made photograp rithout the knowledge of

the tourist, Dh'!ﬁ;_ﬁ*ﬁégjﬁic 1ersms, they can produce identifiable pictures of
persons at a raﬁﬁ;a Y f}a;%ﬁnaa.",gﬁditionally, through the uge of

Clandestine Photography

jces, the Soviets have

5““%&?

infrared, pictures cak or in darkened areas, with the subject
of the photoditlhiy.comn Rtﬁk aed e that hils picture has been taken. As in the

T tlv.o.bveaolni-lnqnlo--n-.
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case of listening devices, cameras loaded with infrared films and with infrared
flash bulbs may be planted in hotel rooms or may be used through mirror windows,
and photography accomplished completely without detection.

14, Although no television cameras have been discovered as yet, there is every
reason to believe the Joviet intelligence agencies are using closed-circult tele-
vision as its latest and most thorough form of surveillance., A camera for such
purposes could be as small as six by five inches, or about the size of a pocket
radic. It could be effective through an openlng only & litile larger than z pin-
head,

1% Irdigenous photographers accompanying largs groups of American tourists in
Soviet Bloc countries have occasionally requested permission to take candid poses
of individuals in the group. Such photegraphs can be altered %o make them em-
barrassing and, thus, useful for asttempted blackmail recruitment of U, S, visitory
to serve as Soviet agents an their return to the United States.

Mail Censorchip

16, All mail to and from the Soviet Bloc countries is subject to censorship and
provides a fruitful field for intelligence exploitation. 'Tthe KGE and its counter
part agencies in the Satellite countries examine the mall of U. 3. tourists from
both a counterintelligence and a positive intelligence polnt of view, ¥ The
tourist should be extremely caraful in writing to or about relatives or friends
in these countries, as these people may then become targets for investigations ar
exploitation, Extreme care should be taken to avoid revesling any informatien
which might be of positive value to the Soviet or Satellite intelligence col-
lection effoert, In addition, personal and family problems of a confidential
nature, or any information which might be self-incriminating should not be dis-
cussed in correspondence mailed through international or foreign mails since
these matters can be used to develop prassure points against the individuals con-
cerned. The U, 3. traveler is cautioned to be careful in both what he writes and
tc whom he writes. o

Exploitatipn of Human Weaknesses, Indiscretions and Vices o

17. When seeking to subvert, to compromise, to blackmail, and to recruit the -
U, S, visitor for espionage purposes, forelign intelligence sgents are fully aware
of the human weaknesses, These agents are alert to detect immoral and indiscreet
hehavior of U, 3, travelers, Perscnal habits, traits of character and mannerisms
are watched to determine any immoral relations, Suspicion of irregularities in
matters of sex, liquor, smuggling, black-market activities, illegal currency ox=-
change, etc,, are exploited to the utmest, Talling to detect a weakness, foreign
agents have in gsome cases attempted entrapment of innocent travelers. They have
cdeliberately arranged situations involving the U, S, visitor in illicit sex af-
fairs, have planted compromising material in his possession, and have worked on
his sympathies to involve him in some illegal or improper act,

18, The U, 8, traveler should maintain a high level of personal behavior at all
times. He should remember that he is a guest in a fereign country and a re-
presentative of the United States., He may be the only U, S, citizen whom some
Soviet citizens have ever seen., He should be temperste in his drinking, Aside
from creating embarrassing or even scandalous scenes, the U, 3. traveler, by
overindulgence, may set himself up for compromise and a possible recruitment ef-
fort. Cases have been Teported whevein drunken U, &, vicitore have been man-.
euvered into sexual and homosexual activities, which were photogrdphed and formed
the bases for blackrealling them into esplonege, Se with Sovist

or Zatellite citizens are to be avoided, This iz o most
favored methods of cgm an individual, part phic evid-
ence is presented at g TRLEM ﬂnow,]gradet i .
Medical and Dental SBY Mﬁoenldtﬂisj,/z?}ejzglf” h
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19, Medical or dental service should be obtained only from a U, 3. Government
facility or from individuals or institutions approved by U. 3. Consular Officials,
Speech-inducing drugs, medicines, serums, and anesthesia are known to have been
used under the guise of madical treatment for the purpose of aiding in interro-
gations, Consideration should be given to the possibility that they might baused
in certain circumstsances where an enemy may be interested in obtaining highly
sensiltive information., Normally, the only place where a traveler might be ex~
posed to this typs of treatment would be in the private-type clinic or office of
a doctor, Except under emergency circumstances, medical treaztment or services
should not be utilized or sought in Sino-S5oviet Bloc areas, other than from the

U, 5, Embassy,

Conglusion
20, The foregolng discussion can be summarized in the following set of rules:

DON'TS
1. Do not take clagsified material outside the U, 5,
2, Do not discuss classified information outside of secure officlal spaces,

3. Avoid all morel indiscretions or vices which could lead to compromlseﬁby
blackmail.

4, Do not engage in blackmarket activities, especially the purchase of art
treasures or the sale of currency,

5, Do not accept letters, phofographs, packages or any other material to be
smuggled out of the country for any reason.

6. Be careful of statements which may be exploited for propaganda purposzes.
Do net sign petitions, however innocuous,

7. Mail in the Soviet Bloc is subject to censorship, Be careful what you

write and to whom you write,

8. Do not photograph military installations or other "restricted" areas or
military personnel,

9, Beware nf overly friendly tourist guides, interpreters, or other citi-
zens, Be particularly suspicious of guide personnel who just "happen"

to knew your special field,

10, Avoid sttempts by photographers to take candid poses of you, The re~

sults may be anything but flattering,

DO'S

1, Report any apparent or suspected attempis at subversion to the Embassy
Security Officer. If you have been indiscreet or have become otherwise
compromlsod you can discuss the situation in confidence with him. He
is not 1nterested in ruining your reputation but in protecting the United
States, you and the classified infermation you possess.

as a U, S, citizen affiliated with the U, 5, Navy, you may

2. Remember that,
be a target for attempted explolt$t10n b% Egﬁ& 4t and Satellite Intelli-
i E; it

gence organizations,
MH«'—“’
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19. Medical or dental service should be abtained only from a U, 5. Government
facility or from individuals or institutions approved by U, 5, Consular Officials,
Spesch~inducing drugs, medicings, serums, and anesthesia are known to have been
used under the guise of medical treatment for the purpoese of aiding in interro-
gations, Consideration should be given 1o the possibility that they might beused
in certain circumstances where an enemy may be interested in obtaining highly
sensitive information, WNormally, the only place where a traveler might be ex-
posed to this type of treatment would be in the private-type clinic or office of
a doctor, Except under emergency circumstances, medical treatment or services
should not be utilized or sought in Sino-Soviet Bloc areas, other than from the

U. 5. Embassy,

Conglusion
20, The foregoing diccussion can be summarized in the following set of rules:

DON' TS
1. Do not take classified material outside the U. 5.
2. Do not discuss classifled information cutside of eecure officlial spaces,

3. Avoid all morgl indiscretions or vices which could lead to compromise by
blackmail,

4. Do not engage in blackmarket activities, especially the purchase of art
treasures or the sale of currency.

5. Do not accept letters, photographs, packages or any pther material to be
smuggled out of the country for any reasof.

6, Be careful of statements which may be exploited for propaganda purpeses.
Do not sign petitions, however innocuous,

7. Mail in the Soviet Bloc is subject to censorship. De careful what you
write and to whom you write.

8, Do not photograph military installations or other "restricted" areas or
military persennsl,

9. Beware of overly friendly tourist guides, interpreters, or othar citi-
zens, Ba perticularly suspicious of guide personnel who just "happen

to know your special field.

10, Avoid attempts by photographere to take candid poses of you. The re-
sults may be anything but flattering.

DO'S

1, Report any apparent or suspected attempis at subversion to the Embassy
Security Officer. If you have been indiscreet or have become otherwise
compromised, you can discuss the situation in confidence with him, He
fs mot interested in ruining your reputation but in protecting the United
States, you and the classified information you possess.

2, Remember that, as a U. 3. citlizen affiliated with the U, 5. Navy, you may
be a target for attempted exploitation by Spuiet and Satellite intelli-
gence orgenizations. BF@&% ? ﬂfaﬂi i
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CHAPTER 7
CLANDESTINE DEVICES

0701, ELECTRONIC aND OTHER DEVICES USED IN ESPIONAGE

1, For centuries spies have used their ears and eves to collect infoxrmation,
Modern science has produced devices that greatly increase their hearing and
seeing power, Their eavesdropping no longer depends on their being within
actual earshot of & conversation, HNor do they have to be close encugh to see a
Meecret" with their naked eyes,

2. Today's devlices for "bugging" a reoom ¢an be as small as the eraser on a pen-
c¢il. Instead of being connected by wire with some distant listening post, these
tiny devices are self-centered radie transmitiers, easy to conceal and hard to
detect. Everything said in a "bugged" room. can be tape-recorded as far as a
mile away without the use of any telltale wires.

3. Agents themselves are now often "wired for sound". Tiny microphones and re-
corders concealed on their persons preserve an accurate record of anything said
in their presence. Agents no longer have to rely entirely upon their memories
when they report to their superiors; the tape contains exactly what wag said,

4, One of the most useful espionage devices, if it is not properly guarded, is
the ordinary telephone instrument, Give a trained agent a few minutes alone in

a "secure" offilce and he can convert its telephone into a listening device that
operates even when the phone is on its cradle. Only a telephone company em-
ployee or trained counterintelligence specialist can tell that the instrument has
been "bugged"., For this reascn, phones in certain security offices are squipped
with spescial switches or plugs. When the phones are not actually in use they
are physically disconnected from the lines, Interoffice communications are even
more vulnerable to this kind of "bugging" than the regular telephone lines.

Whgradg jgx
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Enemy agents seek people who are careless, indifferant or concgited about.
their knowledge of sacurity matters. et

5. These are some of the newer developments in the tield of "wiretapping" and
other electronic methods of eavesdropping. They merely increase the necessity
for every person who possesses classified information to "button his 1lip" no
matter where he is, or until he knows that a particular place has been proved
safe for legitimate discussion of classified matters,

6., In the optical field,similar improvements have been made. There are tele-
scopic lenses powerful enough to photograph items in great detail from great
distances, For example, & readable photograph of a newspaper page has been mads
from a mile away, A trained lipreader, from a similar distance, could use such
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two people who had taken all the normal pre-

cautions against being overheard. VYarious types of mirror-window devices are
available when agents want to see without being seen. One use they make of
these is to photograph individuals in circumstances that will make them wul-

nerable to blackmail pressure,

a lens to pick up @ conversation by

7. an individual cannot know at any given -time or place whether he is within
range of one of these modern listening orx watching devices, His best safeguard
is to assume that he is and to govern his speech and hls conduct accordingly.
Specially trained military counterintelligence experts are available to assist
commanders in protecting their installations from this kind of espionage. For
example, before a particular room is used for a highly classified conference, it
may be searched for hidden devices by the use of special detection equipment.
(Rafer to the effective edition of OPNAVILST 005900.46) ,
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1. In pursuit of its goals of world domination, Communists are conducting a full
scale propaganda program to subvert free men, The main theme of this propaganda
seeks to dupe those to whom it is addressad into belleving in the professed
"goodness" of Communism contrasted with the asserted "wickedness" of the West,
In the military field, the predominant Communist proposition asserts the super-
iority of the "peace loving" Soviet forces which, ignoring the brutal Soviet re-
pression of popular uprisings in Eastern European countries, are painted as the
"invineible® protectors of the Ypeoples' democracies”" and the newly emerging
nations and as such are contrasted with the "agressive" military forces of the
"decadent” western "colonial" powers,

2, This may sound trite, but Communist propagasnda is not mere bombast, It is a
tool often cleverly used in countless ways to achieve interim alms in pursuit of
the final goal, One of these aims is to roll back the strength of the free
world, to erode the purpose of the United States and its ability to rally Free
World unity, and, in prac¢tical terms, to disrupt or destroy the alliance of the
United States by manipulating and sharpening tensions between Free World nations.

3., Thus on the world scene, in the United Nations, in speeches of Soviet and
Satellite leaders, in the representations of their Ambassadors, and in the
columns of thelr newspapers and magazines, Communist chargés against "Pentagon
Wayr mongers™ have been loud and profuse. . Every opportunity to distort Unlted
States military policies and discredit American military forces has been seized
upon by the Communists in an effort to torpedo the NATO, SEATO and CENTO al-
liances and foster disintegration of the Free World's defenses, Even inter=-
national blackmail has been employed by the Sovieis in threats to "atomize™ the
"olive ?roves of Italy" and tiny Helland in an effort to prevent the stationing
of American NATO special weapons units in those countries,

4, "Against this internationzl backdrop, Communist intelligence and psycholog=-
ical warfare sexrvices produce a particularly vicious type of propaganda which
more directly seeks to estrange United States forces from their allies, te in-
cite the populace of friendly foreign nations against the presence of American
military personnel, and to undermine the morale and loyalty of American mili-
tary personnel, Although it echoes the main Communiet theme, this propaganda is
usually localized to suit a particular situation in a particular area or a cur-
rent event of but local significance, Much of it is black or grey propaganda in
which the Communist origin is concealed and even, in some cases, made te appeaxr
as though it originated with sincere, well meaning "patriots" in the West and is
therefore, all the more insidious,

5, It is the purpose of this chapter to cite examples of Communist propaganda
in order that similay propaganda, wherever it may appear, may be readily re-

ﬁognized as such by military and civilian personnel of the Department of the
avy.

0802, ANTI-POLARIS PROPAGANDA

1. Since the establishment of an anchorage in Holy Loch, Scotland for a U. §S.
Navy Submarine Tender, to service SSBN class submarines, there has been con~
certed efforts on the part of several peace organizations to subvart the Navyls
efforts to retain this afloat base, These peaceful non-violent organizations
have the backing of the Communist Party, Great Britain (CPGB) and the CPGB has
continued to participate in these efforts by contributing propaganda and
marchers. An exsmple of the CPGB partlcipation is an effort to oust our fleat-
ing base and subvert the defense efforts of the United States and ite allies
occurred in the spring of 1963,
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2, In Fedruary 1963, the Daily Worker, official organ of the Communist Party,
Great Britain, published plans for an anti-Polaris demonstration to be conducted
at Holy Loch, Scotland on 25 May 1963, Holy Loch is the anchorage of the U, S,
Navy Submarine Tender, which services $SBN class submarines operating from Holy
Loch., 1In May the Daily Worker continued to place emphasis on the demonstration,
and the intent of the Communist Party to build and maintain interest in the pro=
posed demonstration. One edition of the Daily Worker reported the following:

A film for world-wide distribution is to be made of the anti-Polaris demons
stration at Holy Loch on 25 May 1963, The British Peace Committee announced
vesterday that a team of expert cameramen, producers and script-writers had been
formed..,.,People in Britain do not realize sufficiently that the campaign to
close down foreign bases and to create nuclear - free areas is becoming a world
wide movement.... The Holy Loch base in Scotland is the largest, most dangerous
and most politically significant American base in the Western Hemisphere, The
film of the 25 May demonstration will set out to show the streﬁgﬁg of the move-
ment in Britain which is striving t6 close down the base.” § ]
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2. In Fedruary 1963, the Daily Worker, official organ of the Communist Party,
Great Britain, published plans for an anti-Polaris demonstration to be conducted
at Holy Loch, Scotland on 25 May 1963. Holy Loch is the anchorage of the U, S,
Navy Submarine Tender, which services SSBN class submarines operating from Holy
Loch. In May the Daily Worker continued to place emphasis on the demonstration,
and the intent of the Communist Party to build and maintain interest in the pro-
posed demonstration, One edition of the Deily Worker reported the following:

"A film for world-wide distribution is to be made of the anti-Polaris demon=-
stration at Holy Loch on 25 May 1963, The British Peace Committee announced
yesterday that a team of expert cameramen, producers and seript-writers had been
formed...,People in Britain do not realize sufficiently that the campaign to
close down foreign bases and to create nuclear - free areas is becoming a world
wide movement.... The Holy Loch base in Scotland is the largest, most dangerous
and most politically significant American base in the Western Hemisphere, Thsa
film of the 25 May demonstration will set out to show the stre th of the move-
ment in Britain which is striving td close down the base." ﬁﬁuh;g
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DAILY WORKER My 15 1763
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3. The demonstration did show up on 25 Msy 1963, the crowd marched in cadence
to "Pgolaris~out-out-out", The parade was approximately a guarter of a mile long
and the demonstrators marched six abreast, Among the marchers, there were pla-
cards and banners representing tHe Communist Party of Great Britain and many
Communist Front Organizations., The Daily Worker and subversive leaflets were
distributed along the line of march,
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0803, SUBVERSIVE PROPAGANDA

1. In the European area, there has been a perfect example of Communist propa-

ganda duplicity in an effort to estrange Naval personnel from our allies and at

the same time turn them from us. A series o¢f English language leaflets ad- {
dressed to "Fellow Americans" and signed by a fictitious "executive Committee of
American Military Personnel in Europe Against War" has been mailed to Naval

personnel located in NATO countries and abread ships in the European area at in-
tervals since 19%9,

2, Purporting to be an appeal of the "Executive Committee", the leaflets urged
American military men not to fight a "sinseless atomic wasr for foreign interests!
and to "organize committees in the fight against military ventures." Some of
them were accompanied by @ prepared letter, written in the same vein as the leatf-
lets, which were addressed to "Dear Mr, President" and signed "American Service-
men in Burope Against War." Recipients were asked to send the letter to the
White House,

READ AND PASS ONI

"Fellow-Americans!
We, of the American Army appeal to you,
We are all ordinafy Americans, Although we may have various outlooks on

life, one thought unites us:
WE MUST NQT PERISH IN A SENSELESS ATOMIC WaAR!
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We are not cowards, we are ready to defend the freedom and independence of
America, where all is near and dear to us, just as our fore=fathers did be=
fore us, HOWEVER, WE REFUSE TO BE PAWNS IN THE WANDS OF THOSE WHO DO NOT

VALUE OUR LIVES!

Remember, Korea achieved nothing except the loss of thousands of ocur brave
soldiers,

We are constantly being assured of the superlority of our military strength
over the Russians. Now it is evident that this superiority is non-existent.
The Russians have weapons of great destructive power and war with them can
only result in mutyal annihilation.

WASHINGTON DOES NOT UNDERSTAND THIS AND CONTINUES ITS DANGEROUS CAMEI

Our country has lost prestige everywhere as a result of our foreign policy.
We are met with hatred in Germany, England, Japarn, Latin America and else-

where,

Our actions in Lebancn resulted in a new wave of hatred towards us by the
Arabs. Nevertheless, our leaders have again brought us to the brink of
world c¢onflict, This time because of Berlin,

We firmly dec¢lare that Berlin is mot worth risking the lives of our toldiers.
And this can happen if Washington cannot come to agreement with Russia,

WE MUST NOT FIGHT FOR FOREIGN INTERESTS!

American soldiers cannot remain indifferent to the situation, We appeal to
all military personnel irregardlessly of theilr political beliefs - SAVE
YOUR COUNTRY, YOURSELVES AND DEAR ONES FROM DISASTER, JOIN US IN THE FIGHT!

FELLOW AMERICANS! WHETHER YOU ARE IN GERMANY, ENGLAND, JAPAN, ITALY OR
AFRICA, ORGANIZE COMMITTIEES IN THE FIGHT AGAINST MILITARY VENTURES!

Qur task now ls to build ub and strengthen our organization. Explain to the =
soldiers the danger and urgency of the situatien, Global war must be avert-

ed.

WE ARE STRONG ENOUGH NOT TO FEAR GOMING FORWARD IN THE OPEN IF THAT BECOMES
NECESSARY 1 ;

Ry

Our Tepresentative will contact yoﬁsiq mh‘-pea; fu ués to set up permanent
contacits an ome Ao agreement as to our- plah;Jdpﬁ the future,!
e R

Tluerngr

‘ ozl =
-z - '*ji';ggf:.u." JExecutive Committee

s, ﬁiﬁyb American Military Personnel in
el Unity 82 5 7.2 Europe Against War!

L LT TPy

Part of a leaflet received by Naval personnel in the European and Middle East
ATea.

0804. UNSOLICITED SOVIET PROPAGAMDA

1, Communist agencies never cease to explore new possibilities for disceminat~
ing their propaganda. During recent years, arrangements between the Soviet Em=-
bassy in Washington, D.C. and Crosscurrents Press, Inc., a printing firm with of-
fices at 156 Fifth Avenue, MNew York City, have resulted in an increase in the
dissemination of 3oviet propaganda in the United States, much of it directed to

Naval Installations and personnel,
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2. One of the first examples of cooperation between Crosscurrents Press and the
Soviel Embassy was the publication of Khrushchev in America, a Communist-colored
account of the Soviet leader's wvisit to theé United States, In meticulous com-
pliance with the provisicns of U, 3, Public Laws which are administered by the
Foreign Agents Registration Section of the Department of Justice, Crosscurrents
Prass reported that sn order for the printing of 850,000 c¢opies of this pamphlet
had been completed on 20 January 1960 and that all copies had been delivered to
the Soviet Embassy 1n Washington, Among the ultlmete recipients, however, were
Maval Stations, station libraries, sarvice-clubs, and other quasi-military
facilities, The entire edition was mailed cut on an unsolicited basis by the
Soviet Emassy in unsealed, open-to-inspection envelepes under the bulk rate
nostage permits, all within the framework of existing U, S, postal regulations.

3. Shortly thereafter, Naval installa*ions in the United States reported re-
celpt of the following additional unsolicited propagenda leaflets, all of which
had been printed by Crosscurrents Press and mailed by the Soviet Embassy:
a, Program of the Communist Party of the Soviet Union. i

b. Khrushchey Reports to the 22nd Congress of the Communist Party, USSR,

SBAILY {BUOIEN 81110 SBUINOH pairsseaq /. paytssenun oy woy paonposday

c. Khrushchev on the future, i

4, Other overt Communict propaganda materials have been printed by Cross-
currents Press and directed by the Soviet Embsssy to the shelwves of Naval
Station libraries, OPNAV Instruction 5700.8 of 2% February 196l established
the policy and defined the action required by commands which receive such propa-

ganda,
0805, UNSUSPECTING SAILORS

1. Units of a U, S, Fleet visiting certain ports in the Furopean area have been
subject to intelligence and propaganda activity by special squads of English
speaking Communists,

2, The dlstribution of propaganda ﬁaterial aboard ships was entrusted to e
visitors or unsuspecting crew members, the Communists seldom ever bhoard the

ships. o
{

[T emmmer mom L emmie T ot SRR oo smose me—— o -

3. The sailors ware usually approached in the ports'entertainment spots, where
the Communists take advantage of these sallors in an intoxicated state to elicit
information from them,

4, The Communists have attempted to obtaln useful information from the crew

members, not so much the ships' characteristics and armament, but have placed
special interest in the composition and numerical strength of the ship' crew,
recent voyages and maneuvers,

0806, COMMUNISTS "HATE" PROPAGANDA

1. Communists "hate" propaganda 1s addreéssed not to personnel of the Naval ser- i
vice but to the local populace in areas where Naval personnel are stationed or ¥ |
where fleet units periodically visit, This propaganda seeks to incite the local
populace against the presence of the U, S, Navy and Marine Corps by seizing upon
every incident in which Naval personnel are involved and distroting or magnify-
ing the incident to somehow blame all Americans for the incident or picture it
as typlcel of Americans, Bvery automobile accident, every street incident,

every bar brawl, every shooting of a wi ANk every unfortunste 1n-
c¢ident inveolving Waval persconnel, % % ik

"wha]t lies, is depicted in
Communist and Communlst—orlented new :?ons througheut the

world as 3@& thn sailor and -?*o gt tit of his alleged ar-
regant, SEmgiade tehs, local po ulace,
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A racent adition of Akahata (Red Flag), the official Japan Communist Party
(JGP press organ, reported an incident involving U. $. Forces personnel,
Akahata reported that three U. S. militsry personnel in Aomori City, Aomori Pre-
feacture, assaulted and rcbbed a National Rallroad worker and threw him into the
- bay. The article further reported that the victim was told by the officials of
the National Rallroad not to report the incident to police. Wwhile an incident
did occur in Aomori similar to that rgported by Akahata, no Y. 5. personnel were
involved, ALt approximately 0330, 16 September 1963, a railroad worker in
Apmort was attacked by three males., The victim did not repcrt the attack to
local police because he did not want it known that he was out at a time when he
should have been on duty,

3, This Akahata article 4is yet another example of the JCP's attempts to. slur

U, S. personhel and is typical of the distorted news items published by the JCP.
Akahata had a daily circulation of approximately 145,000 as of June 1963, and a
Sunday Edition circulation of 343,000, Its many anti-U. 5. articles are aimed a%
promoting adverse sentiment towards U, S, personnel in Japan. All indiscretions
of U. 5. Forces personnel, however siight, add to the JCP's ammunition,

0807; PROPAGANDA CIRCULARS DISTRIBUTED TO PERSONNEL IN VIETNAM

SENYDIY |BLaljen Stp jo SBURIOH PeLissEda( f pagsseUn SU Wol paanporday

1. An American serviceman statloned in Vietnam, whose recent promotion had
been announced in his wife's home town paper in California, received a circular
entitled "Attention All Military Personnel”, The circular, originated: from

the so-called Vietnzm Day Committee of Berkley, California, accusses U, S,
officers of ordering troops to shoot women and ¢hildren. It also charges that
the Sguth Vietnamese censider U, 8. forces their enemy. The circular claims
the Central Intelligence Agengy was responsible for the overthrow and murder of
President Diem as an alternative to elections., It parallels actions by Americans
in Vietnam with those of the Nazis during World War II, and alludes that a
soldier under orders is legally and morally responsible for his actions as
determined by the War Crimes Commission in 1945, Americans, who have refused
-to fight in Vietnam are lauded as being courageous, and others are encourged to
do ag little fighting as possible.

2, This propaganda circular discloses a clever approach to gaining the attentipn
of military personnel. It represents an attempt to produce an authentic looking
military—lxke handout, In the upper corner appear tﬁe words, "Approved for o |
Posting". The letters "VDC Form 2017-5, 16 October 1965" appear at the lower |
left corner and the words "All Previous Editions Obsolete" was printed at the
bottom of the first page.

3. Because of its officjial appearance, the possibility of such propaganda

. inadvertently being accepted and posted on military bulletin boards cannct
be discounted, Further, it is significant that other American servicemen
stationed in the Republic of Vietnam have recelved similar propaganda circulars.

0908, HARASSMENT CAMPAIGN AGAINST FAMILIES OF U 8. SERVICEMEN

1. Information indicetes that certain individuals and ?uestionable groups have
“. initiated a ¢ampaign of harasement and threats against families of U. $. Service-
"men in Vietnam. Thelr activities include anonymous telephone c¢alls requesting
money and, in exchange, offering to provide information about the service member,
In some instances, the caller falsely advises that the member is dead. 1In

other instances, families of deceased members have received derisive and abusive
letters and postcards, requesting contributions from the deceased's insurance
‘proceeds to organizations, such as the "Viet Cong Sympathizers Arms Fund",

R )

2. Incidents of such abusive or threatening cali p4m several

areas throughout the c¢ountry, but many reported uﬂ- Nt sages apbear con- E
centrated in areas near Navy and Marine Corps intt&l 3vaLb B 1 of the |
contacts did not inpoly ﬁgﬁzghl abuse, or threat, in that the” calker made no |
conversation, but held™ q @ﬂﬁﬂhﬁﬁﬁffﬁg before hanging up. Generally, |
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the cohtent or tone of these reported abusive commupications make or imply
some reference to the war in Vietmam, such as the following:

a. An enlisted man and the parents of a Navy aviator, killed in Vietnam,
both received Kostcards that equated the U. 5. involvement in Vietnam with the
atrocities of Nazi Germany in 1940, and in the latter case expressed joy at

thelr misfortune.

b. Parents of a deceased Marine from Florida, were threatened with harm
if they attempted to display the American Flag at their son's gravesite,

c. In several instances dependents (usually wives) were advised not to
meat their spouse's ship upon its return from Vietnam to home port, and in
one case the wife reported the caller threatened her with bodily harm if she
disobeyed him, :

d. Parents of an enlisted man from Ohio, were visited on twe separate
occassions by an individual, described as dressed in a military-type uniform.

This unidentified individusl claimed to be a rgnresentativ?lef the military i .

notified the parents of the death of their son in Vietnam (later proven falte),
and requested cash payments for certain ungpecified burial services.

3. This type harassment is slanted as part of the anti-Vietnam propaganda.

It is detrimental to morale and is investigated. whenever reported to ascertain
any subversive involvement. The effectiveness of such investigations, depends
in part, on timely receipt of information related to such incidents. Whenever
such incidents come to the attention of any member of the Navy, he should
report the matter promptly to his Command Security Officer, for refexral to
?nvestigative Service Office,

the nearest Naval
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CHAPTER @

SECURITY VIOLATIONS

0901, SECURITY VIOLATIONS ARE BaD HABITS

1. Security viplations rasult from bad habits and often pose a threat te
naticnal security., Security violations take on a more serious aspect when they
oceur in installations located in foreign countries because of their greater
vulnerability to hostile exploitation., If a specific type of security wviolation
is repeated, it ie an indication of a bad habit.

2, These bad habits are usually the result of haste, convenience, or careless-
hess in the daily handling of classified documents. As a result, many vio=-
lations are caused by fallure to completely identify documents, especially when
they are listed for destruction. The officer conducting an investigation of a
gsecurity violation involving a document that cannot be accounted for frequently
reaches the conclusion that the document was probably inadvertently destroyed.
This may have resulted from carelessness in checking the documents to be de-
stroyed or from the intermingling of classified documents with unclassified
waste, On the other hand, the document could be in existence and in the pos-

gession of hostile intelligence,

SaAY23Y [BUCHEN SUE 10 SBUP|OH PepiSsepaq) / PRISSEUN SU oy peanporday
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3, The only violationsknown, of course, are those that have been discovered
and reported. HNo one will ever know how many actually occurred, but were not
discovered: A secret documant left on top of a desk cvernight; a safe left
open overnight; or the discussion of classified information over the telephone

in so-called double talk.

0902, REPORTED SECURITY VIOLATIONS

1. During the fiscal year of 1964, there were approximately 1,000 security vio-
lations reported in the. Department of the Navy that involved compromise or
possible compromise., This number does not include those administrative sec-
urity violations scted on by each command in accordance with article 0814 of t
Department of the Navy Security Manual for Classified Information. :

L

2, The leading causes for security vioclations are....lost classified documents,
classified material probably destroyed (no record), classified material left in
taxies, bus or private automoblle, loose talk ultimately resulting in press

Telease.

3. A review by the officer Performance Divigion, Bureau of Naval Personnel, of
investigations which reflect adversely on officer performance, revealed 42 in-
cidents inveolving security violations, This number represents 8% percent of the
total number of adverse incidents reported in 1962,

4, Over a period of time, security viclations will continue to occur because of

human error., Through an extensive indecctrination program, serlous and con-
scientious efforts to avoid compromise will, however, greatly reduce both the

probability and number of security violations.
i?gﬁ : E: i
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CHAPTER 9
SECURITY WIOLATIONS

0901, SECURITY VIOLATIONS ARE BaD HABITS

l. Security violations result from bad habits and often pose & threat to
national security, Gecurity violations take on & more serlous aspect when they
oceur in installations located in foreign countries because of their greater
vulnerability to hostile exploitation, If & specific type of security violation
1s repeated, it is an indicaticn of a bad habit,

2, These bad habits are usually the result of haste, convenience, or careless-
ness in the daily handling of classified documents. As a result, many vio-
lations are caused by failure to completely idantify documents, especially when
they are listed for destruction, The officer conducting an investigation of a
security violation involving a document that cannot be accounted for frequently
reaches the conclusion that the document was probably inadvertently destroyed,
This may have resulted frem carelessness in checking the documents to be de-
stroyed or from the intermingling of c¢lassified documents with unclassified
waste, On the other hand, the document could be in existence and in the pos-

session of hostile intelligence,
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I
3. The only violationsknown, of c¢ourse, are those that have been discovered
and reported. MNo one will ever know how many actually occurred, but were not
discoverad: A secret document left on top of a dask overnight; a safe left
open overnight; or thes discussion of classified infermation over the telaephone

in so-called double talk. :
0902, REPORTED SECURITY VIOLATIONS

1, During the fiscal year of 1964, there were approximately 1,000 security vio-
lations reported in the Department of the Navy that involved compromise or '
possible compromise, This number does not include those administrative sec-
urity violaticns acted on by each command in accordance with article 0814 of the
Department of the Navy Security Manual for Classified Information, _
2. The leading causes for security violations are....lost classified documents,
¢lassified material probably destroyed {no record), clessified material left in
taxies, bus or private automobile, lcose talk ultimately resulting in press

release,

3. A review by the officer Performance Division, Bureau of Naval Personnel, of
investigaticns which reflect adversely on officer performance, revealed 42 in-
cidents involving security vioclations, This number represents 8% percant of the
total number of adverse incidents reported in 1962,

4, Ovexr a period of time, security violations will continue to occur because of

human error, Through an extensive indoctrinstion program, serious and c¢on-
scienticus efforts to aveid compromise will, however, grestly reduce both the

probabkility and number of security violations, ggﬁiﬁg 5%%5 .
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. a, PROMOTING SECURITY « An important aspect of the Security Orientation,
Educatlon and Training Program is satlsfylng the day-to-day effort in selling
security. Literally, we are a nation of "medicine men", and the methods used in
the professionsal sdvertising field may be used to advantage in selling this es-
sential element to cur national survival as well, We say "selling”" for unfor-
tunately, we do have to sell SECURITY. Many persons, particularly those working
constantly with sensitive material and information, have to be constantly remind-
ed {sold, that is) on the necessity against security apathy and carelessness in
handling c¢lassified material to preclude compromise,

b, SECURITY INDIFFERENCE - You may become exposed to the busy individual
who is too involved to become concerned in reviewing or hearing about good
security practices. He is just too busy to attend and participate in any securi-
ty programs or lectures - until the day a violatien is perpertrated in his
spacées. This individual may not respond to any of the previously listed stimuli
and will require special attention. One approach, which has almost unf

versal
effectiveness, is the appeal to the individual for help in overceming a problem
common to both the supervisor and the security representative, The approach
must of necessity be tailored to the characteristics of the individual who
displays apparent security laxness. :

¢, RECOGNITION - Personal recognitlion can slso aid in selling security, A
security cartoon, cross-word puzzle, poster and article contest conducted within
the local command will often produce some startling results in originality and -
affectiveness, If the Command takes the time and effort to select and recognize
officially an individual who has done an effective security job or some other
contribution to the security education program, this recognition will go fax in
selling security to others in the command. A letter from the Commanding Offlceny
an article or notice in the Plan of the Day, is certain to stimulste competition

and interest in this endeavor.

2., SECURITY POSTERS - There are some proven methods to obtain results. One of
the most obvicus is. the employment of posters as a visual ald remindsr, Plan=
ning and displeying posters properly is apn art and precision job. A pooTly

selected subject or improperly placed poster might as well not be displayed at

all. Some good rules o apply are:

a, Dévelop establiched display asreas so all pergonnel will come to expect
security posters in those areas. Select locations where they can be seen at
eye level by the maximum number of people. This means that they should be
.dieplaved in cafeterias, at the head of stairways, fountains, or where people
" ¢ongregate during the course of thelr daily duties. o :

b. Posters must be fresh, clean, rotated frequently, and appeal to the
viewers' intellect, There should not be the too often noted pattern of the same
poster displayed throughout the entire activity at the same time. People soon
tlre of seeing the same poster and messsge all day long wherever they go, and
soon, no matter how well founded the picture message may be, they shut it out of
their mind with violent rejection. It is far bétter to mix different posters

for simultaneous viewing throughout the activity.

3., SECURITY CARTOCNS - Most installations with periodic bulletins utilize the
1eft over space in the upnofficial sections to good advantage by inserting safety
slogans, accident prevention reminders, moral leadership quips, ate. By compil-
ing a series of security cartoons, security word scramblegrams, security type
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horoscopes, etc.. and Ereaenting them to the readers through whatever media may
present itselj QNEG T Program can be given a boost in reaching the "unschedul-

ed" audience,’

4, SECURITY REMINDERS = Another media for security education is the security
reminder. These serve the same purpose basically as posters, but on a more
individual basis. ' Some very effective reminders are soft drink dispensors,
plastic or wax type coffee cups, blotters, emery boards for the ladies, book
matches, papkins, stickers, ete., with a pointed security cartoon, reminder or
slogan thereon. However, it is well to keep in mind that too much emphasis or
reliance on these reminders can become a dangerous crutch in the security pro-

gram,

%, PIGTORIALS - For use with overhead projector., The pictures included in this
guide may be converted locally into transparencies or utilized, as is, with an
overhead projecter. Most of the pletures are designed to be used with the
material provided in Chapters 1, 3-%, 7 and 8. They may however, be used for

other purposes,

6., FILMS

a. The Department of Defense (DOD) has assigned to the Army responsibili-
ty for maintaining a stock of security motion pictures and related audio=visual
siides for use by the DOD and its contractors. Provision is also made for the
exchange of motion pictures, security briefings and other training material - ¢
among DOD components, wherein such exchange will be materially beneficial,

SBNULA (BUOEN U Jo sBuIpjof; pelsseseq [ paysseoun ey uiol peonpardsy

b, Below is a selected list of recommended intelligence and security
oriented films, which may be obtained through a Mavy or Air Force Film Libraxy,
or Army Audic-Visual Aids Support Center in the cognizant command area. Letter
prefix designations preceeding film numbers indicate the following information

or source:

AFIF - Armed Forces Information 0SD - Office of SecDef
Film Film
DOD - Department of Defense " 8FP' - Special Film Project
Film : . _
1F - Training Film - i
FS - Film Strip
- TF 1 = Air Force Training
MF - Mis¢, Film Subject : Film
MN - Navy Training Film TF 30 - Army Training Film
AILF - Army Information Film Wa - World Affairs Fllm

Excerpts

The followlng abbreviations and codes are used to indicate film usage, sourcCe of
production, etc:

Comm, - Commercial subject adopted for military use
PE - Public exhibitions (non profit)
v - Television {non sponsored)
TH ~ Theatrical
P3 - Pupblic Sale .\
‘-D/A - Army subject adaPted for AF use "“”
D/N - Navy sgbject L ot 10 oo’
RCAF =~ Royal Canadian Air Force ra
AF - Alr Force production ,Dowﬂg 5/? s
G’lass /'Z;' M of - {Z ™
‘é EZ"'. l’ A% ....cGOQOO
p,u'dﬂ rae 71 ..-» :
pate: Z
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(1) AFIF 147 "CONFIDENTIALLY YOURS" (30 Min. DOD 1965)

Involves & compromised clagsified document at a joint U, 8. service head-
quarters in Naples, Italy. Dramatically enacts events leading to its loss, in-
vestigation of individuals concerned and stresses need to observe security regula-

tions.

{(2) DOD-1S-8 "UNAUTHORIZED DISCLOSURE (12 Min. BRW 1965)

Depicts situations where unauthorized disclosures of classified defense
information could occur, Viewer is motivated to follow proper procedures to
prevent unauthorized disclosures and is furnished convincing arguments against
indiscriminate release of classified defense information. i

(3) DOD-1S-7 “THE ENEMY AGENT AND YOU" (23 Min. B&W 1965 DOD)

A new film depicting some of the security pitfalls an unwaery American
Government representative could fall prey te in a forelgn land, Covers the
area of clandestine listening devices, blackmail and sexual entrapment,

(4) MN-10106 "THE RPS CUSTODIAN" (17 Min. Color, animated caxrtoon, 196%)

SBAILILY Jeuoney sul jo shuploH palrssepag J PassEpsIn Sl woy paonpoiday

A most effe¢tive and timely film for indoctrinating RPS assigned personnel
with particular emphasis to those in command positions. Concerns rEgu{atory,
accountability and handling the Navy's Registered Publications System (RPS),
Note: this film may be obtained by applying through RPS Issuing Cffices, Navy
Film Libraries or Communications Security (COMSEC) Inspection Teams.

(5) TF-5664 "SENTRY DOG" (21 Min. B8W 1965 AF)

Pictures USAF Sentry Dog School and Program at Lackland AFB, Portrays sentry
dog's important role in safeguarding U. S. property. Outlines dog care, con-
ditioning, and obedience training. Shows detalls of dog's learning to detect

and attack intruders,

(6) TF 1-5160 "ROYAL AIR FORCE POLICE DOG TRAINING" (30 Min. B&W 1965 RCAF) E

Demonstrates esach phase of training from the day the dog is inducted to T
completion of the six weeks RCAF police dog training course,

(7) SFP 1494 *THE CASE OF JOHN ERRONEQUS" (7 Min., Color 1965 D/A)

Animated cartoons show why habits and training which condition attitudes to
accept mediocrity must be replaced by personal desire to attain perfection,
Thig film is primarily for use in the Zero Defects Program and has been found
to be very adaptable t0 Security Education. .

(8) TF 5818 "SAFEGUARDING DEFENSE INFORMATION - WHY WE NEED SECURITY“ (29 Min.
TF 30-3434 B&W 1964 D/A

Explains why our country and military forces require effective security
measures, Polpts out how enemy agents are constantly engaged in espionage,
sabotage and subversion, Demonstrates importance of lead time over adversary
in cold war as well as in actual wax, Shows how esplonage agents piece together
small bits of information to uncover military secrets, Emphasizes responsibility

of each individual to safeguard classified information.

{9) AFIF 134 "ESPIONAGE TARGET, YOU" (29 Min, B&W 1964 i ;'.
Objective of this film is to,8 & atwion 2 & fiEgd Bl ﬁgg?gﬁi[b

of the main targets is.U.-8.: grv 218000 SA0ERIOR bted

from actual cases in 1ntelligence iles of the military intelligence services,

Stresses followin? points: Adwéne.night. s, eneansd. ;pugabqus;ve espionage;
members of armed forces are prime espionage targets; commun Tind ways to
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axploit the smallest slip; enemy's approach is often deceptively casual;
personal weaknesses can be halpful to the enemy; information the enemy seeks is
not necessarily classified: our best defense is to ba alert: and when the enemy

is detected tell the proper authorities,
(10) TF-3710 "SQ LITTLE TIME" (27 Min. Color 1964 Comm. )

Heenacts a security violation incident at an aircraft plant to demanstrate
importance of a sound security pregram in industry and government. Points out
the personal responsibility of each individual whose duties rmequire him to
handle classified data. Illustrates direct bearing of security on lead time.

(11) SFP 1302  "THE LAST DAY" (2% Min. B&W 1963 Comm.)

As host, Jack Webb sets the pace for this action packed stor¥ about a
typical Amerdcan town, a pretty school teacher, and a saboteur, he story

races to a surprise climax when the real identity of the characters and precise
locale of the town are revealed. The story is more than just another spy thril-
ler ag it reveals the true nature of what we are up against 4dn the area of the
trained espionage agent. The film is based on true experiences that led to

the arrest of the Soviet spy, Colonel Rudolph Abel,

{12) 0SD 6-63 "THE SECRET UNDERWORLD® (25 M;!.n.| B&W 1963 DOD, PE)

b
The results of the 1961 public spy trials in England, Revéals the organi-
zation, techniques and devices communists used to glean information from perscns
concerned with defense matters,

{13) TF 30-2562 "RESIST" {29 Min, B&W 1@59)

-

. Designed to teach military personmnel methods used by enemy to indoctrinate
POW's, Ways in which the captured soldier can resist communist collaboration.

{14) TF 30-1%23 "SAFEGUARDING MILITARY INEORMATION" (17 Min. B&W 1949 D/A)
TF 1-4601
Covers handling of classified material in accordance with securlty regula-

tions and stresses necessity of military and clvilian personnel, keeping eyas
opén and mouth shut,

(1%) AIF 1 "DEFENSE AGAINST ENEMY PROPAGANDA" (29 Min. B&W 1957 D/A)
TF1-5193 .

Defines gnemy prOpaganda. enunciates its aims.'and shows how it ‘1s used
to influence thought and action. It points out the aims pattern of enemy
propaganda in America and occupied countries, Soviet occupied areds and Korea--

weans of combating it.

(16] SFP 118 “SECURLTY MAN (Industrial Securitv)™ (17 Min. B&W 1961 Don)
MF  20-9663
DOD 1S-5

A govermment security man visits an industrial facility and peints up some
of the problems encountered, Based on actual case histories, it shows how luyal
Americans compromise security thru lgnorance and carelessness,

(17) TF 5711 "DOCUMENT 449" (22 Min, B&W 1960.NATO),

This is about NATO and the security aspects of a highl ¢-is ;'i oé&ment.
"Fiim shows what happens when Do¢ 449 is reproduced and di§txihu ad toane@da o=
know users, The ensuing security viclatjons demonstrate “the Various ways that

sensitive information can be unwit rade 10 cisvesssararesns
ik dvebands

......
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(18) MF 30-9257  MA 9545B *THE DAILY ENEMY" {14 Min, Color 1960 DOD)
DOD 15-4 TF %707 '

Réveals how conscientious and loyal Americans in defense projects can un~-

wittingly divulge information to enemy agents, DPepicts the daily activities of
a high level executive, a secretary and a shop mechanic, and reveals how careless
talk and improper disposal of classified material can jeopardize natlonal securi-

ty.

(19} MA 9545 "THE HOLLOW COIN" (30 Min. B&W 1960 DOD)
TF 5708
MF 30-92%9
DOD 1§-3

A documentary concerning events leading up to, during, and foliowing the
trial of convicted Soviet espionage agent Col, Rudolf Abel. The film furnishes

proof of the continuing espionage activity agsinst the United States.

(20) MF 30-9209 "SECURITY RISK" (60 Min, B&W 1060 Comm.)

TV drama on role of counterintelligence Corps in providing protection again-
st espionage and subversion in matters of national security.

(21) TF 1-53146 "SECURITY SUBVERSION® (21 Min, B&W 1959 RCAF)

How to recognize the Communist party line is demonstrated through the
experience of a Canadian airman who is taken in by a pretty girl and her com~

munist spy father,

(22) DOD I5+2 *MEMOHAND N_SECURITY* (9 Min. Coler 1959 DOD)
Proj #07022 :

Donald A, Quarles, Deputy Secretary of Defense, explains the importance
of security in defense work to scientific and engineering personnel involved.

{23) MA-8892 "TRANSMISSION SECURLTY' (30 Min, B&W 1958)

TF 30-2%55 : -

Ll

This film explains the meaning and increasing importance of transmission
security with the intent to develop security consciousness at all levels in the
military communications chain, A series of situations are portrayed to illus-
trate how security can easily be vieclated, and how it can be maintained, The
responsibilities of all persons concerned with communications, from writer

to recipient are dutlined.
(24) TF 30-3342 "COUNTERINTELLIGENCE SURVEY--PART I* (23 Min, B&W 1964)

How intelligence corps agents conduct preliminary phase of survey of mili-
tary installations at request of Commanding Officer, Planning, logistical pre-
paration, initial checks, and tour of installatlon to assess security.

(2%) TF 30-3343 "COUNTERINTELLIGEECE SURVEY- -PART 1% (27 Min. B&W 1964)

How intelligence corps agents conduct detailed inspaction of installation.
to assess physical, personnet, and information security, - Recommendation to

Commanders for tighter security,

(26) SFP 476 "FORBIDDEN AREA" (7% Min, B&W 1957 Comm.)}

Full length feature film versien of Pat Frank's no@glf&ﬁoyi A communist
sabotsur who is responsible for the inflight explosion iof séveralAf: bomngs.
Raveals background training of Soviet agents in a suspanse. packed»qlimax as

saboteur is finally ap and ariton Heston stars, |
B eiogs fieif]bowngrade 10 serererirerens
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{27) SFP 453 "SECURITY AND YOU" (16 Min. Color 1957)
MF 1]-8842

Col, IMRIE, Chaplain, USA, emphasizes security, integrity, loyaltg, trust-
wothiness and similar attributes ef character paramount ito national defense,

(28) IF 5853 *SECURITY, YOUR PERSONAL RESPONSIBILITY" (16 Min. B&W 1§5T D/N)

MN 824

Reveals that civilian and military personnel who handle classified infor-
mation can unwittingly divulge military secrets to enemy agents. Emphasizas
the personal responsibility of each individual in every situation involving
handling classified information and material,

(29) 0SD 15-1 "IHE_CASE OF COMRADE T" (23 Min, Color & B&W 1956 DOD, PE, TV, TH,
- SFP 483 . PS)
MF 30=-8706

Experiences of a communist agent in several industrial plants. Stresses
an awareness of security by individual worker whose alertness had defeated the
agent's efforts to sabotage plant. Reveals techniques emsloyed by hostile agents

1o steal and photograph classified material.
(30) SFP 386 "IHE MAN BEHIND THE BADGE® (24 Min., B&W 1954 Comm. PE)

Shows how an alert security patrolman and an effective security system
foiled the plans of saboteurs to wreck a B=-47 mission,

(31) TF 1-4862 "LOW TREASON" {26 Min. B&W 1953)

Film on common security violetions that could result in compromise of
classified informatien.

(32) MF 19-B027 "SECURITY CONTROL - YOU NEVER CAN TELLY (40 Mip. B&W 1952)

MN 6947
TF 1-4685

Emphasizes awareness of security program responsibilities on and off the
job--carelessness of well intentioned employees--proper handling of classified
information. (adapted to industrial security).

{33) AFIF-130 "THE MIDDLE EAST* (20 Min. B&W 1965)

Covers Egypt, Syria, Jordan, Israel, Lebanon, Saudi Arabia, Kuwalt, Irag,
Oman, Muscat and Aden, Social, religious, cultural, economic and political
aspects are illustrated, as are the problems and promises of this turbulent
land., Polints out contrasts found in the Middle East--the ancient and the modern,
the fertile and barren, the Arsbl and Jew, An sssential briefing media for
persannel traveling or performing duty in the areas,

(34) SFP 1299 "DOLLARS AND SENSE POCKETBOOK MORALITY" (19 Min. Color 1965)

?

One of our major security dangexs is the money problem, When a man is
involved in financial trouble over his head he becomes vulnerable to entrapment
by seemingly "friendly" foreign agents, For this reason this film is strongly
recommended for security education to show how money problems affect security.

(33) TF 5538 “UNLFORM_CODE OF MILITARY JUSTICE -EARLLWA RE ; ty* (16 Min,
T BEW 1965%]_ %@ '_‘%’

-Dramétizes the financial responsibili WadneBoeree sergesnt living
beyond his budget, From the Taems Emﬁﬂﬁéﬁﬁggfggrns about the military man's

obligations to pay his JUMACMEBUST Heeding sound advice, the sergeant takes
steps to meet his responsibiiiities énd-gaﬁ - higrreptitation.

AUt w2t AELS
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(3¢) FM-61-9912 "IT'S YOUR MONEY" (27 Min, B&W 1963)

Pitfalls leadlng to indebtedness, guidelines to avoid high cost of credit
buying, and requirements for good personal financial management,

(37) AFIF 92 "YOQUR LEGAL STATUS IN THE}FEDERAL REPUBLIC OF GERMANY" (48 Min,
mBRW 1959

Outlines the legal status of American servicemen and thelr dependents in
West CGermany. Varlous everyday situations, including a hit and run accident,
are dramatized to point out the legal implicatiens that could occur. Chet

Huntley narrates this film.

(38) AFIF 125 "SOUTH OF THE SAHARA" (20 Min, B&W 1963 DoD)

This £ilm reports on that gart of Africa, excluding the Union of South

Africa, which lies south of the Sahara desert, Shows how newly independent
nations emerge from an obscure, primitive past as they try to find a place in
today's world, Focuses on the contrasting situation in Congo and Nigeria, Also

ExpigrestFree World versus Communist interests in the future of this undeveloped
ontinen

SBAlunY 1euonEN SU) o SBUIP|ON pawsseasq / palgsseiour] sl woy peonpasdsy

r

(39) TF 30-1565 "MILITARY CENSORSHIP" (20 Min. BRW 1949)

Stresses the need for censorship in time of war-case histories-influence
of strict censorship upon successful outcome of mission,

(40) TF 30-2972 *STRATEGIC INTELLIGENCE SCHQOL (SIS) AREA FILMS® STUDIES NO, 1-
USSR" (31 Min, B&W 1960

History of U.S.5.R. from 1917 to present. pProgress under present regime-
political, military, technological and economic,

(41} TF 30-2993 "SIS AREA FILM STUDIES NQ, 3 - COMMUNIST RULED couuraxgs OF
- EAST CENTRAL_ EUROPE" (20 Min. BEW 1961) -

A study of the satellite nations, Their individual charters, status, )
progress, and dilemmas. Pelitical significance to the U.S.5.R. and the West.

(42} TF 30-2990 "$IS AREA FIIM STUDIES NO, 4 - AFRICA" (28 Min, B&W 1960)

Strategic potential of Africa. The trend towsrds self-government and
economic progress. The challenge of "Pan-Africanism" to the free world,

(43) TF 30-2988 "SIS AREA FILM STUDLIES NO, 5 - MIDDLE EAST" {27 Min. B&W 1962)

Stratetic importance and potential of the Middle East, Changes and pro-
blems wrought by modexrnization since World War I, Significanice of area to the -

uU.s.

(44) TF 30-2992 "SIS AREA FILM STUDIES ?0. 6 - SQUTHEAST ASIA" (29 Min. BRW
1962

An appraisal- of the Philippines, Indonesia.nﬁurma. Indo-chlna. Malavya,
Singapore and Thailand'; Relam}gn to world power B gl

e s s

{45) TF 30-2989 "SIS AREA EILM sruorEé o R B&W 1961)

Economic, socio-réliy 101 gwn(ﬂr%d% t?"" 'l'é‘rﬁ’a”of In 1a. fkistan, ﬂ
Afghanistan, Kashmir,ﬁTxbe - Qeylon, Nepaly: Sikkim, and Bhutan.

) e N T T [} 5.,102:0 F“.unuuuc . ' i
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(46) TF 54361 "DEFENSE INTELLIGENCE SCHOOL AREA FILM STUDIES NO. 9 - LATIN
TF 30-3402 AMERICA™ (30 Min, B&W 1964 D/A)

Studies the geographical, sociological, economical, and political aspects
of South American countries. Points out the fast growth in population, wide
mixture of races and languages, and the contrast between modern city and primi-
tive rural life. Also cites medical and educational problems, subversive activi-

ties, and civic action programs,
(47) TF 30-1569 "LOCK SECURITY {U}" {14 Min, B&W 1949)
Film is classified CONFIDENTIAL. '

{48) AFIF 149 "WHY VIETNAM - FACT SHEET" (32 Min. B&W 1965 PE)
DOD FS-2%

Opens with President Johnson's address on 28 July 1965, He elaborates the
basic points set forth, Scenes show struggle in Vietnam and U. S, position.
Sec, of~"State Dean Rusk explains the numerous attempts to bring about a cease
fire. Sec. of Def. Robert 5, McNamara gives assurance that U. 5. seeks no
wider war, The film makes these basic polnts: U, S, Forces are in Vietnam to
fulfill pledge of assistance against communist agression; we will not surrander
nor retreat; that appeasement is invitation to further agression and we are
always ready to negotiate a peaceful settlement,

(49) AFIF-133 "RED CHINA" (21 Min. BRW 1965 DoD, PE, TV)

Excellent and timely up-dated treatise on China under Communist regime.
Covers impact of Red China on world of today and futwre, Reviews cultural and
religious background, industry, economics, education, and world position as a
new atomic power, Narrated by Lowall Thomas. ey

(50} AFIF 137 "AMERICA'S CRITICS ABROAD" (20 Min, B&W 1965 DOD FE)

SOALOY [BUCHEN 811 Jo SBUIPIOH Palyssedaq  peysseinug U) Loy peonpoiday

Explaing how to counter adverse criticism of U, S, when abroad and how to

reply to questions about American habits, attitudes, and pelicies, Presents e
several do's and don'ts on becoming involved in arguments or discussions, Alsco )
pointe out the servicemen's responsibility to be accurately informed when  ﬂ}

representing the position of the U. 5. Government.
(1) AFIF 127 "THE CON MEN" {29 Min, B&W 1964 DOD)

Techniques used by Hitler, Mussolini and Tojo and the political strategems
of today's dictators promises of prosperity is compared to the false promises
of the fast talking swindler who pushes worthless products, In flashbacks the
notorious dictators resemble the cure-all peddler making his sales pitch, The
speeches and techniques are similar to the deceptive practices of today's dic-
tators who sell communism, the false pledge of a better world under dictatorship--
otie of the consequences that befall a nation when personal freedom is abolished.
Actors are Tom Ewell, Jim Bachus, Howard Silva and Alvy Moore. :

{52} SFP 1186 "CUBAN CRISIS" {14 Min, BRW 1963)

_a- hlfﬁtary
¥ rapld chain

power exposes and arrests Soviet missile buildup 1n Cuba
izdtion of U. 5.

of events triggered by aerial survey and depicts th&
forces and arms quarantine of Cuba. _ ,oo‘ﬂ"‘g

pat
st

R
L

M{E“" (4 Color 1963
e

In meeting threat of cnmm&ﬁist nuclé%%sa d,& e- scale conventional war

with powerful deterent strength ge free: «w8'1d now faces a third challenge, ,
Labeled "uncpnvéntional warfare d tUsed by communists whenever appropriate, v
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this new technique comes in such forms as revclﬁtions, ineurgency, ware of libera:
tion, subversion, etc., This film deals with that third challenge and depicts
U. 5, capability to f{ight this type of war in the far flung reaches of the globe,

(54) AFIF 116 "COMMUNIST TARGET - YOUTH" (3% Min, B&W 1962 PE, TV)

Illustrates communist techniques to gain control over youth worldewide,
View of schools behind lron Curtain reveals manner in which young minds are
trained. Discusses methods of extending communist influence in gree world:
exploitation of education systems, degradation of law and justice, infiltration
of legitimate organizations, soviet sponsored youth rallies and loss of hope for

freedom.

(55) TF 5738 PCOUNTERINSURGENCY " (21 Min, B&W 1962 D/A)
MF 7-9744

What it is, its traced history, nature and scope of insurgency since 1945,
Portrays current role of the Military Assistance Advisory Groups in foreign
countries., Ciltes importance of U, 8. counterinsurgency policy to our national

security.

(%6) AFIF 119 “ROAD TO THE WALL* (33 Min, B&W 1962 DOD, PE)

Narrated by James Cagney, this documentary traces the rise of commupism from
the time of Karl Marx to present. Mr, Cagney takes viewer back through time to
witness the Russlan Revolution and other violence that have accompanied communist
growth and expansion behind the Iron Curtain, and in China and Cuba,

(57) SFP 1170 *COMMUNIST POLITICAL ] INATION TECHNIQUES" (Parts I & II, Total
%ﬁzﬂ%%?lgiwfI@%ﬁ?‘ggﬂﬁ‘g“é“ :

This film is classified CONFIDENTIAL, As a tralning experiment, an Air Force

bombardier volunteers to become & "prisoner of war" to learn the communists'®
technique of interrogation and indoctrination,

(58) AFIF 107 "QOMMUNIST EUROPE® (18 Min, B&W 1961 DOD, PE, TV, PS)

Studies communist countries of Europe - Poland, Czechoslovakia, Hungary,
Rumania, Albania, Bulgaria, Yugoslavia and East Germany, Foints out geogra-
phical, political, social and economic differences of these Soviet satellites
except Yugoslavia whose unlque status within the Communist bloc is explained.

(59) AFIF 108 “THE ANATOMY OF AGGRESSION® (27 Min, B&W 1961 PE, PS)
This film documentary traces the world-wide communist agression since WW II
and actions by freedom loving people to counteract this growth, Concludes with

the late Pres. Kennedy 5tatin? how the U, S, and the Free World will surmount
communlst agression, so that freedom can prevaill and peace endure.

{60} TF 1-5391a "DYNAMICS OF MORAL LEADERSHIP-COMMUNISM* (18 Min, Color 1961 PE)

Lo

Can power and peace go together? LTGEN Joseph F, Carroll, Director of
Defense Intelligence Agency (DIA) and former Inspector General, USAF, discusses
this question with some thought-provoking facts about the rising power of com-
muntiam; factors which contribute towards its success and our best means of

arresting: its growth, . /

‘This film depicts the ldeological struggle confronting Améﬁi z
World today, a struggle fought not on the battlefield but through fﬁe“ ﬁﬁ

diplomats, gestures of friends ur, éﬂﬁ@m nstr tions, foreign aid’ pfqgr 8
o {deas..of . cammunism vs.

and military power. It descri es t
democracy., Host narrator is the 1ate MuerQ# E£§9d commentator,

TN .............,......é?
namL;Zéfzﬁﬁﬁﬁfﬂgﬁﬁnn*«ﬂ;ﬂﬁk?iZL“.
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e

(62) AFIF 105 * A STUDY OF THE USSR" (22 Min., BR&W 1960 PE-Public Showings
restricted to zone of interior)

Reviews the Soviet Union's political history geographical expansion,
natural resources, and political philosophy. Also describes Soviet educational,
scientific, economic, and industrial development.

(63) WA 11 "SOUTHEAST ASIA AND INDIA TODAY" (22 Min, B&W 1960 DOD, PE, TV)

Mr. Ernest K, Lindley discusses American foreign policy in this heavily
populated and important area, Film protrays the struggle of these peoples for
a batter way of life and for maintenance of a place in the Free World against

the surge of communism.

(64) WA 8 “COMMUNIST PROPAGANDA" (42 Min. B&W 1958 DOD)

Mr. George V. Allen, former Director of the U. 5. Information Agency,
discusses the extensive Soviet propasganda program and answers related questioris
posed by offiters attending the National War College, {

{(65) SFP 80la "IHE DIALECTION OF COMMUNISM" (30 Min, B&W 1958 Comm, )

Explains the theory behind communism and peints cut how and why the com- |
munist mind distorts and accepts truths based upon the Marxist "system" of ¥
thought rather than on reality. :

(66) SFP 801ib "COMMUNIST MATERIALISM" {30 Min, BRW 1958 Comm.)

Discusses the communist creed, "nothing exists but matter, and evérything
f¢.explained on a material basis™.

(67) SEFP 80lc “COMMUNIST HISTORY" (30 Min., BRW 1958 Comm, ) ' i

Explains the communist concept of history as the result of economic factors
alone. . '

(68) SFP 80ld “COMMUNIST SCCIETY" (30 Min, B&W 1958 Comm, )

Shows how the communist builds his program of socliety and the future of -
human race upon class struggle leading to a c¢lassless soclety. b

(69) WA "EXCERPTS WORLD AFFAIRS" (20 Min. B&W 1957 DOD, PE, TV, TH)

Excerpts from the first five films of the "World Affairs" series are com-
bined to provide a better understanding of complex world situations that affect

our security. :

(70) AFIF 76 "COMMUNIST BLUEPRINT FOR CONQUEST" (33 Min, B&W 1956 PE, TV, TA, PS)

tr. Bories H, Klosson, Dept of State, explains the methods and techniques
used by the Communist Party to seize power in a country,

(71) AFIF 7% "THE COMMUNIST WEAPON OF ALLURE" {34 Min. B&W 19%6 PE, TV, TH, PS)

Dr. Warren G, Walsh, professor of Russian Higtory, Maxwell Graduate School

of Citizenship and Public Affairs, Syracuse University, Eﬁﬁ%‘ et b Fpmmun-
ists use to enslave the minds of men, gﬁfﬁﬁ §€§ ;o e

: . ) 1 R T e
(72) AFIF 44 "HOW TQ GET ALONG IN A FOREIGN COUNTRY" él.égm%a} *%ﬁ@%)

. . - ra a et T L AL
Provides valuable informatife agﬁgﬁﬁiiggggng%road, espaecially service
personnel stationed in foreign lap@s. 4 coynﬁi; g?%%géﬁ&éﬁlueﬂﬁom¢s to dis-
’ ; - _O

credit America. _ . AUﬂn:ntéﬁgz;l ” :?EZM
& Daieéﬁzfﬁééagf. “lJnR:Aﬁdﬂgg;ﬁ;."“.
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(73) AFIF 21 “FACE TO FACE WITH COMMUNISM! (26 Min, B&W 195] DOD)

American citizens simulate a communist seizure of thelr community to illus-
trate what could happen in the U,S5.A.

(74) AFIF 5 "COMMUNISM" (32 Min, B8W 1950 PE, TV, PS)

Traces communist history from its beginning and shows how communists
propagate world-wide revolution, Alsc describes communist activities in America,

7., ARTICLES, PAMPHLETS AND REPORTS
a, Publications of Hou ) e on Un= i Activ

"Pietorial Summary of Communigm in Action®

"Communist Controls on Religious Activity"
"Communist Legal Subversion, The Role of the Communist Lawyer"

"Communist Methods of Infiltration®

SSAllialy [PUOLIRN 8U] Jo SBUIPIOH Peyisselnaq ; payisseioun au) oy paonpoiday

"Facts on Communism" - Vol I - "The Communist Ideology"
Vol II - "The Sopviet Union - Lenin to Khruschev”

"International Communism -~ The Communist Mind" b
"International Communiem - Revolt in the Satellites™

"One Hundred Things You Should Know About Communism"

"Twelfth Report on Un-American Activities in Califoinia“

"Guide to Subversive Organizations & Publications (Houée Doc No. 398)" °

"Security Practices in the National Security Agency" (Defaction of
Bernon F, Mitchell and William H. Martin, Aug 13, 1962)

b, & Committee on Judici \ffairs Publicati p
"The Soviet Empire - A Study in Discrimination & Abuse of Power"

"The Techniques of Soviet Propaganda®
"The Wennerstroem Spy Case - How It Touched the U, 5, and NAIO"

"Wordsmanship-Semantics as a Communist Weapon"

"Communist Threat to the U, 5. Through the Caribbean"
"Communist Workers Parties Manifesto - Adoepted November-December 1%60"

"Communist Anti-American Riots"

"Murder International, Inc. - Murder and Kidnaping as an Instrument of

Soviet Policy" _ : __
"The Pugwash Conferences"” ég

C.
u!\merica--SoviE‘h Espionage ﬁﬁﬁhgex. H;luluu‘tnltonloiz/oi{’/j}im:"u
= Crs LA
Date. ....r‘f n't. (TYT TISLLEAR LRl L)
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"Why Reds Make Friends with Businessmen"

“The U. S. Businessman Faces the Soviet Spy"

"Deadly Duel"

"Internal Security"

"Time for Decision™

"Keys to Freedom"

"Counterintelligence Activities" (Reprint of FBI Annual Report FY-65)

d, Dgpt, of Health Education & Welfare (FDA)

"First Facts About Drugs™
"FDA Student Reference Sheet - Habhit Forming Drugs" {SR-2)
YFDA Student Reference Sheet - Drug Side Effects" (SR-4)

SBAIYDLY [Buene sy Jo sBuipiol; pamssepaq ; paysseioun oy oy paanposdey

"FDA Student Reference Sheet - Hallucinogenic Drugs“I[SR~14}
e. Office of Secre f Defense (OSD

"Your Duty® - Booklet on Federal laws relating to sabotage, esplonage,
security regulations, etc. '

£, Dept. of Navy Publications

"Serving Your Country Overseas" - NAVPERS-15211

"*Standards of Conduct for Military & Civilian Personnel" - SECNAVINST
$370.2C

"Personnel Reliability Manual®™ = NAVMED P-5090 ’ - '

g. U. S, Information Agency

"A Primer on Communism®
h, Committee on F ign Affai U, 5, Con
"Strategy and Tactics of World Communism"

i, Miscellaneous Material and Sources - Effective and timely security orien-
ted £ilms, axticles, bulletins or leaflets are commercially produced, published
and available from various other non-Government sources, Commands may deal .
directly with such sources in determining the avallability and wvalidity of such {
media for their particular security education programs, As in the case of all '
commercially motivated and produced security training aids, it must be emphaﬁ iR
sized at the offset that the public display, promulgation ox shpw;ng-of such
commercially sponsored media, should ngt in any manner be conétrued 5 :
endorsement of the company or its products, either by the Depa tme ¢.
Department of the Navy or the local Command., A sampling from:thé vaét ¥}
available material and sources is listed herein: pent®

Vﬁﬁadeiﬂ- /&fy

(1) EILMS | DoW
{a) "TARGET YOQUl" (30 M:.n."%’orgl%zt Cogps (; .
_ This fi;m,.narrated'bywﬂﬁﬁﬁﬁa,%peé%éég%% gﬂiﬁgg £E:.;ommunlst
paes
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thrgat, the importance of personal and physical sscurity to our
national security, and dramatically porirays the lead time lost
|throggh espionage. MNote: Film is available on loan basie from
Martip Co., P.0. Box 179, Denver, Cole,, or may be purchased fox
$135,00 from F. K. Rocket Prod., 6063 Sunset Blvd,, Hollywood, Calif,

"IN YOUR HANDS®" (1% Min. Color Comm 1964}

This excellent film covers a series of related individual leaks,

piecad together to show how foreign intelligence capitalizes on our
thoughtlessness, deeds, and words. Produced by Western Electric and

available on a free loan basis.

WO IWE GUT A SECRET" (13 Min, Color)

A filmstrip dealing with the vital subject of security regqula-
tions in defense plants. Available from Ford Instrument Company,
Division of Sperry Rand Corp., 31-10 Thomson Ave., Long Island City

1, N, Y, Free Loan.

“GUARDIANS OF INDUSTRY" (20 Min. B&W)

SeAUpaY [2UOTEN S O SBUIPIOH PaySsepeq / paisseiun sy wioy paonpoiday

Deals with the field of Industrial Security prepared by Cémden—
Philadelphia, Camden Chapter, Available from National Headquarters,
American Society for Industrial Security, Washington, L. &

"WHEREVER YOU _GC" (12 Min. Color)

Covers the hazards of hand carrying of classified information and
how employees are subjected to espionage agents while in a. travel
status. Available on loan from Sandia Corporation, Albugquerque, N.M,

The following four feature-length films were produced by Armstrong Gork Co.,
for their television programs. They may be borrowed for showlng by contacting
C. O. Hess, Public Information Department, Armstrong Cork Co., Lancaster, Pa,:

"THE $PY NEXT LOORY 60 MIN.

LI}

“SECURITY RISK"
"SECRET DOCUMENT X256" Bosthedifias '

8@'“ / Downgrade to
WINVITATION TO TREASON' — p..n. -

> J? s ﬁ;ﬁ’?“ﬂonuwuou.‘.ﬁ:““
gte; ..L;'..,.ufm.m,{unm‘d{;gﬁﬁ,« -

{a) Wall Street Journal excerpts Sianars

LALEE T T T FoRman

(?) ARTICLES 0

"Businezs Spy" =~ March 3rd, 19%9, page &

"Elegtronic Advances Aid Snoopefs Using Eavesdropping Devices"
(by William M. Carley) :

"The Secret Stealers” - October 5, 1962, page 1

(b} "Are They Listening In on You" - State of the art of elec-
tronic snooping by Popular Science Monthly, 1965

(¢} "How Russia Stole America's Atomic Secreis™ By Bob Considine, |

Hearst Headline Service, New York, N.Y. Also available )
through Mitre Corporation, Bedford, Mass. :

CHANGE 1 : 106-13 FOR OFFICIAL USE ONLY é

DECLASSIFIED
Aunthority sl




FOR CFFICIAL USE ONLY ONI 63-2

(d) "Teaching About Communism and Democracy - Case Studies"
Reprinted for the 7th Annual National Military, Industrial
and Educational Conference by the Institute for American
Strategy - 140 S, Dearborn 5t,, Chicago 3, Illinecis

(e) "Two Repoxrts on Subversion" - by Francis E, Walter,
Philadelphia Inquirer or available on reguest from Dow
Chemical Co,, Rocky Flats Div,, Gplden, Colorado

(f) "The Mosler Security Letter" - Published in the interest
of national security by Gov't Sales Div,, Mosler Safe
Co., 246) Wisconsin Ave,, N. W., Washington, D. C.

(g) "Spies Invade Big Business" - by James Daniel in Evening
X ‘and Squay Bulletin, Dec 3L, 1961 (Reader's Digest Conden-
- sation

(h) "Competive Intelligence" - Information, Espionage, and
Decision Making" - Harvard University, Graduate School of
Administration (1959)
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{1) "Foreign Countries Stealing U, S. Products Cause Loss of
Revenue," From the Corning Leader, July 12, 1962

(j) "Myths and Truths" (Article on the ideological war) by !
Coast Federal Savings and Loan, 8%5% 5, Hiil 3t., Los Angeles,

Calif (1961)

{k} *Selling Security" by Robt, L. Loomis in Industrial Security,
Volume 4, No, 1, page 12, January 1939

SJEITL
o

(1) *The Industrial Employee Faces the Soviet Spy" by Leonard P,
Bienvenu, June issue of American Society for Industrial

Security, 1965
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(m) "what Makesg A Sp{" - by Allen W, Dulles, Reprint from
"This Week Magazipe" copyright 1963 by United Newspapers i
Magazine Corporation - [

2 Z st 8
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—aibe

L)

{(n} "We Can't Lick Communism Without Understanding It" -~ by aAllen !
W, Dulles, Reprint from December 1960 isgsue of Reader's Digest y

£

(o) "The Meaning of Freedom" - by A. M, Rosenthal {former N. Y.
Times Warsaw Correspondent) A reprint from Jan 24, 1960
issue of the New York Times Magazine, copyright 1960

{3) BOOKS - The following books, listed by suthor and title, have
been selected as representative of numerous novels and documentaries dealing
with espionage, counterintelligence and of possible value in security education:

Alcorn-=No Bugles for Spies Bulloch--M.1. 5
Almond-~The Appeals of Communism Calomiris--Red Masquerade
Anti-Defamation League--The Profile of Chambers--Witness

Communism _ Colvin--Master Spy o
Army Times Editors--The Tangled Web Crankshaw--Ruseia witheut Stalin
Barming«-One Who Survived Crossman-=-The Cod That Failed
Bazna--1 Was Cicero Dallin--The New Soviet Emplire
Bentley~-Out of Bondage : Dallin--Soviet Espionage ]
Bialeguski~-The Case of Colonel Patrov Daniels~=The Nature of Communism

Borkenau--European Communism DeKoster--Vocabulary of Communism

Bouscaren--Soviet Foreign Pelicy, A LDariabin--The Secret World
FPattern of Peristence De Toledane--Seeds of Treason

Budenz--~The Techniques of Communism Dijilas--The New Class
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Donovan--Strangers on a Bridge Strausz & Hupe=--Protracted Conflict
Draper--American Communism and Soviet VYalertisane & Bobannan--Counter

Eussia Guerrilla Operation, The Phillippine
Draper--The Roots of American Communism Experience ,
Dulles=-=The Craft of Intelligence Seton-Watson~-From Lenin to Khrushchev
Evang--Worldwide Communist Propaganda West--The Meaning of Treason

Activities West--The MNew Meaning of Treason
Farago--Burn after Reading Whitehead--The FBI Story

Wighton~-The World's Greatest Spies

Fagst~-The Naked God
Fischer~-Why They Behave Like Russians Wynn--The Penkovsky Papers

Foote~-Hendbook for Spies

Gitlow==The Whole of Theilr Lives

Glazer--The Social Basis of American
Communism

Granovsky==I Was an NKVD Agent

Guevara--Guerrilla Warfare

Heare--The Migsing Macleans

Hoover-~Masters of Deceit

Hoover--A Study ¢f Communism

Howe=«The American Communist Party, A
Critical History L

Hunt--A Guide to Communist Jargon S

Hunter~-Brainwashing from Pavleov to
Powers

Hyde~-The WQulet Canadian o

Hyde=-~Room 3603 <

Huss and Carpozi--Red Sples in the U.N, C

SamLdIY [2U0DEN Bt Jo SBUPIOH paissepaq £ peisseioun eyl wosy peanporday

Ivercon--The Communists in the Schools et

Johnson--An Instance of Treason oL P,

Kasenkina--Leap to Freedom , ;ﬁ?' o : H “d:

Kintner=-=-The Front Is Everywhere T ] hﬁj
> .

Klein--The Countexrfeit Traltor - ;
Koestler~~The Invisible Writing : H X:y
Kravchenko=~1 Chose Freedom ? 3 \\F
Kriviteky--1 Was Stalin's Agent
Kurzman~--Subversion of the Innocents
LeGarre-~The Spy Who Came in from the

2
G4 ]
© : e
Iewis~~Red Pawn . Lo N: o I
Liu--Out of Red China £ \A\"
Meyer--The Moulding of Communists
Miller--1 Was a Spy

O

Q ol
Monat and Dille--Spy in the U.S. S Q :
Montagu-=-The Man Who Never Was {ﬁgg' 3 \%&
Morros--My Ten Years as a Counterspy LRy i ij

Newman--Epice of Esplonage
Ottenberg-~The Federal Investigators i
QOverstreet--The War Called Peace N
Overstreet--What We Must Know about _ PR
Communism 1
Petrov--Empire of Fear
Philbrick==-I Led Three Lives
Pilat--The Atom Spies
Possony--Lenin, the Compulsive
Revoluticnary
Readexr's Digest-~Secrets and Spies
Report of the Royal Commission, Ganada,
June 27, 1946
Rogge--Why Men Confess
Rossi==A Communist Party in Action
Schwartz--The Red Pheoenix
Seth--Espionage
Shub=~Lenin, A Biography
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