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NOTES ON ESPIONAGE, COUNTSR-ESPIONACE AND
PASSPORT GOMI'ROL,

.,
1. The subject pamphlet is approved and issued to the

officers on the Disgtrivution Li=st for the information, guidance
and ingtruetion of intelligence perconnel whoe may he engiged in
the fields of amctivity covered thereby. It i3 not an intelli-
gence plan, and therefore its provisions are not mandsiory. It
ig, however, conaidersd advisable to follow its gereral outline
of procedure whe rever practicable in order to promete uniformity.

2. Construetive comments on thie pamphlet are desired,
looking toward its improvement when any subsequent edi tion is pre-
pared for issue.

3. Attention 1s invited to RPS 4, Article 219(d).
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of Naval Operations (Registered Publication Section) im accordance

with the instruictions contained in the Navy Regulations and the

Registered Publication Manual, and 1t shall e handled in accordance

with those ipstruotions.

5, The methods of transpor tation authorized for this pub-
lication are contained in ¥ Nevy Regulations and the Reglstered
Publiecation Manual,
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Foreword,

There are many works on Intelllgence and Secret Scrvice
that simply state that agents were uncovered, or that incriminat-
ing evidence was discovered, without giving any bhint as 1o how
this is done, where to lock, or what to loeock for., The folliowing
notes have been taken from meny sources, and may be added bto and
anmplified as more material becomes available.

These nobes should be of value Lo theose untrained in
intelligence work; enable those engaged in espionage Lo avold
the errors of olhers and escape the fraps 1aid lLor them; and also
serve to ald those engeged Ln counter—esplonage 1o uncover and
apprehend enemy agenbs,

SBAILITIY JRUDLER| B3 0 SBUEHOH PRIESEIE]] ¢ FRGISSEUM S} oy pasnposday

<& bibliography .of works on intelligence and secret ser-
vice i3 appended, and iz recomnsnded as a field of further study
that should bhe of wvalue Lo anyone who contemplates either espion-
age or counter-esplonago vork,

Others who have written notes or articles on this sub-
Jeet, and who recognize thelr paragraphs, will understand that no
plagarism is intended jn this compiXlation, which was prespared only
to bring into a compasct [orm such pertinent information as has been
found at this writing.

Congtructive comments snd concrete recommendations for p
improvement of', and pertinent additions to, this pamphle® are de-
sdred,

In connection with the generasl system horein described
and recommended, it mst be remembered that the success of eny
organization is principally a gquestion of the ability and appli-
eation of the persong euployed, and ig not especlally due to the
merits of the gystem. The system of organization is only a means
of coordination for concerted action. This is porticularly true
of intelligence work in the fleld where the individuals are so very
dependent upon thelr own effourts and resourcefulnegs for success.

The sssistunce of personncl of the Passport and Visa Di-
vislons of the Department of State; the Bureau of Immigration of
the Department of Labors; the Bursan of Customs of the Treasury De--
partment; the dilitery Intelligence Division of the Wer Department;

Vi
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Foreword {(Continued),

the Division of Investigation of the Department of Justice; and the
Burgau of Foreign and Domestic Commerce, snd the Burcau of Moviga-
tion of the Departoent of Commerce, has been fully given in the com—
pilation of these notes, and is gratelully acknowledgod.
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OBAYTER ONE_

Functions of Various Fields of Intelligsence.

101, Buccess in penetrating the plans, preparations and
intentiong of an encmy, or potential onemy, glves an advorsary
such a groat initial advantage that all nations now soem to
ongage in strong efforts to obtain all information possible.

‘It i3 an axiom of intelligence services that an increase in the
activities of any government in their efforts to gather informa-
tion is ono of the Tirst, and quite & sure sign of hestils in-
tentions, At the same time that govoermments endeavor to cbtain
information of amother, they tnke careful steps to guard their
own government from having its plams and information discovered,

JO&. Both of these sctivitics are funetions of the intelli-
gence servieo. The galning of informmation, when carried on secretly,
falls under the general head of Hspionage; the denying of such in-
formation by eneny sgonts (enllod Yeconfidentes' in some servicoes)
is the ficld of Counter-espionage,.

102¢. (a) Hspionage soeks information concorning enemy forcss,
orgenization, plans, needs and powers in the military, naval, polit-
iegd and coonomic ficlds, .
4 b
(b} Counter-espionsge seeks to uncovor and unmask ohomy
activities, to locote and neutralize the foreisn agents, and to
prevent espionage, sshotage, propaganda, tresson and sedition.

{¢) The information sought by ospionage is sometimes
called “poeitive® or %offensive" intelligence, while that sought by
couhitor~asnionags is colled "nogative” or "dofonsive® intelligence.

104. The intelligence =ervice of a navy is its barometor.
In both poeace =2nd war it reveale approaching storms as well as prob-
able areas of fair or foul woather., It welds into a usable whole
the seraps of information received from many sources; some proved
and trusted,; soms of doubtful accurngy. It weighs such information,

and ¢ollects the resulting intelligence for future uss or immedinte
dissemination.

105, By renson of the imnense distonces and tremondous forces
involved in o modorn war, an intelligones servies muet cover the
whole worid in war, 4 piece of information gothored by a naval or

i-1
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military attache”, & State Department official or consular
agent, an agent in a neutral port, by the interception of the
censor, or by a spy in the enemy torritory, may in itself be
only an uninteresting scrap; but placed in its proper place

in the huge "mosaic".of world news, together with hundrods of
other bitqg it helps to Tomm thoe complete picture by which the
Intelligence Service gives the responsible commanders the sit-
uation as it exists; and kecps them informed of changes as they
ocour.

106, In tinme of peace sources of informmtion are much more
available and opsn. Such sources are constantly combed for in-
formation, and voluminous compilmtions are made. Much technical
information, which the various powers wonld keep secret, is gathe-
ered by naval, military, diplomatic and commercisal attachos by
persongl obhservation, from the proess, by wateching legislative
bodies, and by sny other legltimate avallable means, purthor-

more, commanication is easy and relatively sccure, There is

no cobvious censorship, and travel is practlcally unrestricted
and unhamperod. Persons and their bageage are theorctiecally
fresg from seizure and search, except, of course, rogular customs
examinations and scizures for which due considerations and prep-
arations must be made when carrying secret documents, or othar
matorial, in somec mannor at all times sc that a customs exemina-
tion, either perfunctory or searching, may not disclose the in-
formation desired to be hidden.

107, In time of war this casy state of affairs changes
drastically. When hostilitices commence many of the sgources of
information dry up snd information of the cgnemy becomes sxceed-
ingly difficul% to obtain; and thie is cexactly at the time whem
information is most vitally nscded to furnish the "combat intel-
ligence" reguired by the conmenders in the field.

108, The complexitics of a modern wer and the absolute
necessity for information make imperative the establishment of

an efficient foreign intelligence system bofore the outbreak of
hostilitiea, :

109. Affer the commenlcemont of hostilities, combat intelli-
gence msy be gained; -

I. By omployment of apios,

1L~-2
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Ii. By questioning priscners and deserters,

I11. From informatiom from merchant shilp personnel
and travelersa.

Iv. From travel asgencies and tourist bureaus,
particularly in neutral countries. (Exeellent
field for planting ecspionage agents).

Va From information in enemy and neutral press,

SanIY geuouém St [0 SBUIPIOH PelNSSE|Ran) / PRISSRIILTT BY) WOl PeonpaIdey

Vi, Trom attaches’and agents in neutrsl countries,

ViI. From the censorship organization's interception
and study of meil, telephone, telegraph, cable
and radic commnications,

VIII. By interception and capture of enemy scoutbs,
geents, sples and courilers,

I, From naval district intelligence sources,
x. By radio inferception and decoding of emnemy
radio messages, and use of directional¥radio . : \
equipment. ' !
XIL. By air, surface and subsurface reconnaisance.
XIT. By screening and linking vessels,
XIIT. Trom information supplied to the lagship by

the forces engaged in varicus fields and phases
off an aetion, hefore, during and after the main
oncounter and engusement,

110, The evalustion of information coming in to & flagshlp
simultaneously from many sources in the midst of a fleoet action is
a heavy task. From this the changing pancrama of the field of
action must he kept bofore the commander at all times. The Batile
of Jutland furnishes examples of the failure of this feature of
intelligence work in all the phases of the action whon good contacts

l -3
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were made before and during the action, and seversl during the
vight when the Germans were retreating toward Horn Resf Channsl,

111, The importance of information regarding the strength
and initigl disposition of the enemy forcas, his operations, the
condition ¢f his bases and his service of supply is drobably
greatest during the first few weeks of a war. Whatever is lacking
in these fields at the outhreak of war must be supplied by spiles,

112. An efficient forelgn secret service can nc more be built
up &t & moment’s noties than cfm a modsrn battleship, particularly
sfter war has eclosed up all regular channels of commnication. The
speedy acquisition and transmission of information is so surrcunded
with difficulties that thers is little chanece Tor an efficient in-
telligence Service unless the lines are laid well in advance, This
is well and carefully done rsgularly by most forszign governments,
of which there are many records in 0.UWL,, and which are well ex-~
posed by various writers in works published sinee tho world war.
These works, because of the nscessity for popular appesl, deal
almost entirely with the romantic side of secret service, some are
studisd propaganda eofforts, and all treat exclusively of the sue-
ceases of catching spies., They are of value because from them can
bs culled the modus operandi of approhending espionage agents, They
arc tales of asents who finally failod to evade detection. Unfor-
tunately we do not get the storioes of the esuccessful agents who
succeedsd in keeping themselves undor cover, No doubt they are
still under cover, and still may be aoctive,

113, 'The methods of secret service are c¢lemental, There is
ne grest intricucey of technique. Success may be said to depend
upen the careful laying of o ground work long before war breaks
out. This requires the careful selection and training of execu~
tives, and tho solection, and if possible the "planbing™ of a |
hucleus of trusted agenits., Actual scerst work will usually ro-
solve itself inte carcful, tedious routine, and an abllity to
s¢nse and aveid fraps, rather than the hereoies of romantic books
and moving pletures.

14, It is also axiomatic that espionage must have no visible
and detectable connection with the government it serves. HEsplonage
agents are habitually repudiated by their own governments in order
to progerve their *friendly™ (?) relations,

1 -4
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GHAPTER TWO.

OBJECTIVES OF ESPIONAGH.

201. (&) Information is indispensable in war because
commanders and leaders must be apprised of enemy plansg and
operations in ordsr to aveid being surprised by unexpected
develophents, Xspionaze i one of the means of obtaining:
the necosssry information,

(b} The esplonage divides itself into two fields:

I,Strictly military(naval) information of
the combatant forces, their operations and
plans; and

IT. Informmtion on technical, industrisl,
economic and political (diplomatic) met-
tors, from which snemy plans may be de-
duced, and the internal conditions and
morale of the enemy may be learned. .

{c) These two fields of inguiry differ as to the
matters inveatigated, and hence the msthod of approach, and
the kind of personnsl employed,

202, The requirements of a naval secret service differ
greatly from these of military operations ashore, as it is
impossible to maintaein esplonage traffic between opposing

fleets., A military spy may operate close {or fairly close)
behind the enemy lines, or even freguent the enemy front,

and get reporis through to his own headquarters with compar-
atively little difficulty. Such close ohservation is outb

of’ the question at sea. InfTormation on strength present,
dispositiens, and movements of snemy flests must be secured
prineipally by scouting in the theatre of operatione. But
such information csn be greatly augmented, strengthened and
supplementad by information from spies in snemy ports and
hases, by agents on ships travelling ths trade routes (espe-
ciallly routes froquented by enemy vessels),and by agents in
neutral informstion centera, From such information the plans

ol

8- 1
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of an ememy may often be learned definitely, oft may be de-
duced.

209, dathering information is but one phase of secret
sarvice, and The eaaleut. Bvary agent must havo a full appra-

Ie To get the dezired information.

SO |Eu011é|\; 8U} 10 SBUIDIOH PaISSEIaE] [ DSISSRIIUN S} Wl pSonpday

IT. To bransmit it so that it will reach the proper
headquarters, {(0.N.®: for oxample), in time to
be of use.

I1T. To leave the enemy feoling that his security
has not besn compromised.

204, An amateur spy, excited by the ease with which he

hag gocured some desired informetion, will often, in his false
enthusiasm, betray hoth himself and others by hurried and caroe-
less efforts at transmission., The trained and indoctrinated
agent, grimly sware that his groestost danger is yet ahead, will
obgerve every preczution in communieating his information to
his superiocrs.

Z03. Both Admirsl Sir Dovoton Sturdes, the British Come
mander at the Battle of tha Falklond Islands, and Admirs) von
Spee, were surprised at the other's presones there, Although
the departure of the battle cruisers "Invincible” and *inflexible”,
their objective and slmost their itinerary, was published in the
neutral nress, von Syce had not heard of 11, while Sturdes Tthought
the German sguadron was 4t Valparaiso. Had this campaign takoen
placo & little later in the war, when the amgents of the itwo coun-
tries were working more officiently, ord when they rcalined how
vital such known moviments were, bthis contact would have boen
avoided, and might never have taken place,

206, It is evidont that the world wide scope of naval op-
erotions requircs that the intelligence web cover every possible
source of information, no matter how distant it may be from the
main theatre of operations.

BS
&
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207 . {a) With the modern, highly organized sysiems
of international news gathering, much information that bel-
ligerents succeed in keeping from enemy esplonsge operatives
will be published in neutrsl papers, which are a fertile field
of infermetion, always being careful to aveld teing misled by
intentionally false information., (4 most illuminating and
important exsmple of the value of information to be derived
fram the press is gliven by Sir George Aston in his book "Secret
Service", pages 202 to 206). Maintenance of a thorough espion=
age service requires that 211 periodicala that can be obtained
be closely scanned, including apparently harmless advertise~
ments, articles on "feature pages," etc, A small "country
weekly" 1is as dangerous as a large metropolitan dally,

(b} At the same time that oare nust be taken to

8void being misled by intentionally false information of the
spemy 1t mny frequently be posgsible for the espionage organi-
zation to disseminate false information itself for enemy cone
sunption. This might seem to fall in the field of our propa-
ganda activities, but that organization may find it very desire-
able, and the esplonage orgamizatlon can find it guite possible
to permit seemingly inadvertent information or data to fall inteo
the hands of enemy agents or forces, which, if acted upon by

them, would prove to be highly disadvantageous to them, and vice

Verss.

208, Intelligence demands infermation that is correct,
and accurate in its technical aspecis. An agent who is nothing
more thon an eavesdropper js_useless. Tnacourate or erronsous
information is worse than useless. This is another reason why
intelligence exccutives and key men must be selected carefully,
and specially trained, and also why the actual operatives should
be selected and iussricted in their duties before the emergsncy.

208, It is lmportant that oo officer in chorge of a dis-
tant secret servies center be one who can be trusied to cull out
false news Tran truc before forwarding it.

210, Commmicoiions will be discussed in a separate chapter,

but 1t should be noted here that overy secred aperative should
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be firmly impressed with the importancs of three factors
necessary to obltain the objective of the secret intelligence
service.,

O POUISSERS(] f PAPSSEOUL S} Wol peonpaldey

I. Accuracy. The difference beitween what he has
actuayiy geen or knowsy and what he has heard (rumors).

SaMUY ieuouéN a1 1o siup

1I. Simplieity. Forwarding only pfeeise information
in terse language, and avolding ambiguous phraseology.

II1. Expeditious, but cavefully guarded, transmission.
The most enlightening information is of no value if it »eaches
headguarters too late to be used; and unless it is transmitted
with the grestest eare and secrecy 1t 1s.apt to result in the
apprshension of the agent and the uneovering of the network.
{See Art.203{e). '

211. 1In soms states thse espionage sorvice has also been
the activity that engsged in sabotage, eithor actively on the part
of the agents themselwves, a2 in the case of the Austro-Hungarian -
service (Sce "Espionags in Induatry and wexr®™ by Ronge), or super-
vised a bureau and obtained the scrviced of Ysabotcurs" ag was
done by Boy-Ed din this country during the World War, While sab-—
otage 18 a valusblo means of atfacking an encmy behind his linesy
it i8 not espionago,. but should be a separate field of gndeavor,
and attackod by separate personnel..
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CHAPTER THREE

Espionage Organization and Personnel.

301., The Struggio hetreen esplonare and counter-espionage
during the Torld ¥ar led to the dﬂue]opmenb of secmingly incred-
ible means of hiding informetion, aad of getting it acrblE enemy
frontiers; and to equally lngenious methods of combatting this
traffic. German naval intelligence gained most of its secrat in-
formation through commercial firms in Sweden, Denmark and [loliand,
while British naval intelligence used Hollsnd, Denmark and Norway
ag bases for simller orgonizations. Switzorlend was used by all
the nations, in both directions, and was a het-bed of intrigue,
esplonage and counter —Edpionapw b secret war was fought there
between the agents of the various counbrics, and it was flllud
with "covers", "post offices" and "exchangos."

302, It 18 soild that the best example of & good apent, who
combined every atiribute and guallfication of accurscy, Lrang-
mission and deccption {see par, 20%) was a youny British Intel-
ligence Officer who becene & highly regarded member of the ateff
of Prince Rupprecht of Bavaria. He was thug at the very fountain
head of information at both Mons and Lille, and not only succeeded
in forwarding information regularly to the Papr 0ffice but held
his poat #8 o German officer without suspicion until the Armlistlce.

303. Both sides nged repregentatives of business firms in
distent neutral ports for esplonage during the war, aad the Bri-
tigh, in particular, put te goed nase the officers of their ovmn
tnd neutrs] shipping, and journalists at definite posts through-
out the world supplementing the information servies rendered by
the Consuylar Servico.

304. Espilonsye in every ficld of operations must sdept its
operntions, and lover echelons of organization to the situation
peculiae to its ares, determined by such factors as to whether
the cnemy country is :n islend, or hus nentrsl boundrics, ond
the chorector ond losction ©f adjuernt or nearby neutral coun-
trics thet mey be used o8 bages for espionage oncratisns; the
patrictic temperament of the cnemy neonle and their racial
charseteristics, (i.c., whethor they could be persusded to spy
oh their own forces; tho degree of hoterogeneity of the ensmy
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population; whether there are neutrsl eliens gvailable and will-
ing to act; end the availeble means of communication).

305. Belection of the lower echelons of operatives ahould
be left to speclally troined intelligende officers, executives
or lesding operztives vho understend thorougbly the vequisites
and untecchable qualities of the idenl gecvet agent. Colonel
Nicolai seys, "In dgecret sorvice there are only twe sets of
people who can b relied vpon; the persons In coutrol of the
gystem, and those sples who ect out of nurely patriotic metives
and whom I would tera 'nmations sples.t {p. 251)

"Secrat agenta, oll gorte #2nd conditions of men, noed,
-first of all, a commanding personslity in every sense of Lho
term to command them. He must have & knowledge of humanity, o
dispassionate judgment and a skill in hendling men. - - - - The
Intelligence Service 18 & service for gentlemen. It breaks down
vhorever it is placed in the honds of other persons. (= 252)

"Intelligence service ovrovides, vhen it 18 honorebly
done, many & disaopointment. It ig one of its peoularities thot
bad agents gend in a great decl of newz and good ones very Little."
(p. 252)

306, Befors the Yorld Wer General Cockerill, of the British
Intelligonee Service, spent several years on rvoving duty for the
pirpoge of wenving the meny threads of informntion sources into
a gisnt web. British subjects of cvery profussion and stetion
were voluntary linke in thet web, in addition to pald ogents end
trained intellipgence officoers at strategle points. Hig orgunizc-
tien included

{a} Navil snd ﬂilltary Attachde at many capitels.
(b} Operatives in Consulates at strotogic points.

(¢} Nationels and ncutrels eaployod by commereiol firms
in foreign countries expected to be eithor allled or neutral in
o war with the Contral Povers.

(4) Agenbs in the crews of noutral merchontmen, and din
shoreside shipping nctivibies; not only shipping cemmenies, bro-
kers ond forw: rdues, but firme supplying ships' needs. Ship
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chandlers ghould be particularly useful for these individucls
sell not only ships' storns, hut also purvey to the pereoncl
needs of the officers and seamen. It ig current practice for
them to provide cntert.inment for the commending and subordi-
nate officers. The Deportment of Justlce finds the ship
chandlers an idesl type to sccure Informalion of great veluc,
and o prolific source of awthentic information and dats on
ghips'! activitics other thon official news from the company
offices. Il 1s the source that gets the intimate informeation
and detells of ship cctivities and operations. These sources
lead rlso to vaiusable sourees of inforpeticon in dance holls,
brothels and other places of ewnlorteinment snd relaxetion
fregquented by sosmer and merchent anrine officers.

(e) Journslists in Epitisgh, £llied end neutrsl nross.

(£) Trained 1ntv]i190nﬂ< OfilCQTﬁ tnd paid egents at
strstoplﬁ points in enemy end neutrel territory.

(g) Lisison with services of enomy {tyrede, pegsnort
nnd travel control snd conasorship.

307. "Finding out sccrots in pezeo tdme is pot the mein
function of socret scrvice. Rather it is the saticnt end
thorough building up of sn organization that vill stznd the
test of war when fronticrs are secled, and the obtolning and
posging on of intelligonce is o rool mens job. The backbone
of such an orgenizetion must be ity executives ond key men,
selected becouse of spociael qualifications and specinlly troined,

and placed during pence if possible” (Touhy - "The Secret Corps").

"A socret service is not to be buili up on money elone,

if it is not to do worc herm than gpood. The essentisl part of
a secret service is the personality of ite servents". (Wicolad, -
n. 103).

308, An intelligence officer must have o calm and vell
belanced mentclity, and aot be given to excitment. Much infor-
mobicn recolved vwill be entirely folse, and pubt out purposely
to decelive, much will be contradictory. One must have, or ne-
guire, the ebllity to sifti the true from the folse, Facts from
rumors. This may be done by methodical reflection, by cdreful
comparison with glmilar crsem; from the nature of the informo--
tion; by o knovledge of the charscteristices snd habite of the
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encmys end by ¢ good knowledge snd eveluction of the exact
source. Konovledee of the original syurce and circumstences
under which secured will often provide substenticl clues es
to the credibility of the information, and no offort ney be
considered wosted in vigorous nmnd comprelengive dnvestigation
for the pRrpoSe of cpeertaining the sources in Jquestion.

309. A good knowledge of tho orgrnizotion, strotegical
principals, snd tacticel eonbinations of ones own foreep will
wnconscinusly make ensier the work of leorning the teuth ng to
the enemies plans from sbeervidion of thoir movementy and pre-
parations behind the liaes. Marthee, asvel dnformotion of
value ig often so technicil in noture, snd novies are usunlly
so set aport in their sveial tendencies, thet it is difficult
for an oulsider to make wmisols, or o esblmate the value of
laformation obteined.

310,  In the crgmaization of the gervice three besle prin-
ciples have heen evolved:i-

I. (<) 8ecrecy. The sorvice L of no velue unless
its persomnel rnd cporstives =re ahoolately scoret, Likevise,
In counter-sspiontge, the most gaccessful services have beco
thoge whose meabers were uot only unknovn to culsiders but o
gach other as well., Fhile this in o basic principle therc arc
ocergions where bthis rule ig necessarily brokon when seversl
sgents mist work together, vs for exumple in o matier of con-
tinuons ond protractod obscrvebion of a pereowm, place or thing.
(Colonel Redl wes courht by sush o net continuously vatcehing
for weeks for a person who would oventually c¢rll for o certein
letter), Also, there are cesee where 1t ip 2 decided sdvantoge,
if not o necessity, for on operative te know wome other overative,
located geographically closc to him, with whom he mnoy commniceote
for ajd, or for agssistonce in tringaitving information, or for
other purposes, Sonetimes syents wnay be given some rzcognition
glgn vheoreby they may ldentify euch onther, as for exemple tho
fpufety--pin men® vho worked in occupled Belgium.

{b) The folloving method for mitual identification
md verificrfion for ogentn when meoting snd communicating with
each sther personally and orally when excuptional circumstonces
made this necesgsuary wew devisod wl used sueccgsfully by one of
our Attachés Jduring the World Var.
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(1) Bach ngent was assigned a pussword, which
mizht be the same for several apents,
Y E]

(2) The pussvord wus made up of the initial
letters of some verse from the book of Proverb: as contalned in
the King James verslon of the Bible, Both word and verse wers
Lhoroughly memorized by the agent.

{3) When @ communication wss to be sent to an
agent, being delivered Ly onotiher sgont or confidential messen—
ger, previous notlice wes given if posgible, cither hy post or
telegraph, such notice belng the sending of the number of the
chupter and verse selocted, Thet agont receiving the notifice-
tion Looked up and memorized the verse immodistely.

(4) Unon mesting tho orovedure vas:-

Resident Agent:~ "hot news hoave you for me®, or
"whet Iaformstion lwive you", or "what do
you knovw", or some similor question.

Couricer:~ Roplics by giving the pagsvord.

RBosidont bgonti— Gives the Juotation vhosge initial
lotturs moke the pessvord; usnd edds "vwhit

clee do you know'", or some simnilar gucstion.

Courder:- Then gives the guotation from Proverbs in
full,

Resldent fgeati- Replies by glving the chapler ond
VEI S

Thus the identity of the twoe woes mutually osteblished. The
Bible wes used becanse 2ll agonts could carry it vithout any
suspicious condemnation, and in cise of conflscation it could

be repleced guickly clmost enyihere, or a copy could be borroved,

or could be found in a librery. The password was also expected

to be used as o key-vord in coding tolegraph mossages. In casc

there was no ovportunlty to send & nreliminery notice, the
couricr himself sent & lettor 1o the resident on crrivel giving
nothing more then the numbor of chapter cnd verse on & slip of

paper, ne gigneture. .
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(e} However, such violations of the principle of
secrecy should be made only in the cosge of tried and trusted
operatives. The reason for this principle is that in the case
of discovery or capture of any one egont it ig impossible for
him to involve any others.

i
IT. Decentralization. No executive hes been able
to direct effieciently more than a few subordinates. 8lso thig
promotes secrecy of the orgunization,

seAuay [euoner Su §o sBupex paylssepaq ¢ peLisSeior SUY oy poonpoiday

ITI. Direct Uommunication., Officisl channels cennot
be used. ©Suech chonnels retard rapid trensmission, and clso
degtroy secerccy of information, It hes alse been found inad-
visable for the intellipgence olfficor to communicate with his
sgents pergonally very far down the ccheleong, except under
extroordinary civeumstences, and in mosgt gusnrded veys. Con-
gequently, agents are instruected through the various echelons
of decentralized control, and their reports wre trensmitted
direct to thelr executives by maills, or other evalilable meons.
Agents, of course, pass nows to thelr executives slse, vhen they
meet, to keep them informed of vhat is golng on in their dis-
tricts, snd s to the setivitles of the cgents, eotc.

311, {(u} The usuol orgenizotion consists of the primary
control being iIn the person of the Naval Attaché or District ‘
Intelligence Officer. This controel is not, however, open. He
desls through a trusted executlve officer celied No. 1, with
whom he hes very coaual or vory gcoret contects, or both, There
nay be several such executlives under the attaché, covering dif-
ferent flelds cither geogrophical eor according to the nature of
the intelligence, or both. The Attaché or intelligonce officer
ghould under no elrcumstances have any surface deallngs of any
sort with the lower cchelons of the organizatlon as such, He
may not even know thot the barber who cuts his holr or the
dovrman at his hotel arc hls men, end vice verssa. '

(b} Eech exscutive, or No. 1, is responsible for
covering his designoted field. Hoe has the tesk of selecting
snd contirolling the personnel of the sevond echelon, lessor
executlives kmown as Hos. 2. None of the Nog. 2 should know any-
thing about the Attaché nor ebout each other. (In France, during
the World War, one of our most successful services wes ostensibly
for a private person for his business. Seo History of Navel At-
taché, Peris, 1914-1918, by Lt. Comdr. €. 0. Mans, U.S.N.R.F.,
pp. 5, 15, 16, 21, 29, B4 et seq., 92, 93, ete.). :
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{c) Similarly, the sctucl sgents, (under the Nos, 2)
should know nothing about ony part of the crganizotion cxcept
their own particular No, 2.

{d) Instructioms wre given by the dttechd to No, 1,
who din turn transmits snd ossigns the vork dowvn the line, Nos.
2 asaisning the agents who actuelly meke the contacts and got
the informetion by such comntiacts or by observation.

{@) It hee also been found desirehle for No, 1 to
hove under, hieg dmnediete control sceveral cgents vith roving
comnisaions, who con be commevelisl trevelers covering ¢ de-
finite territory, mnd specicl operstives he cen send to ob-
tein sny parvicwler informetlon. The reporto of thesc special
agents arce found invaluable in checking the reports coming up
to No. 1 from the lower echelons of the repuleav ovgrnization,

212, ALl personnel should be corefully sclected from
people whose clivil oceupstions permdt them to vroceed sboub
their work of esplonsge or comter-vsplonsge without creating
sny suspicion. {(Sou parg. 217, ond 2023(c)).

313, {a) Experience indiestos thet Mo. 1 should be e bugi-
neygs or profcssioncl mon of hiph repute und long residence in
nig community. His groret vork is fthus closked under his ciwvil
pursuits vith o minimam chenee of dotection. His wide requaint-
ohce nlso sids him end the iAttechdé in selcecting suiteble sub-
exccutives, (Nos. 2). Ho. 1 may even be o natloncl of the stote
wherein he resides. ¥heore it is necessopry that Yo.l be & naval
officer he should he given ¢ position with some reputeble businoss
concern sufficiently in ndvence of mobilizoation to allay ony
sugpielon engendered by his presence.

(b) The best oxecutives of in orpenizstion in & neu-
tral country ore usually officials of wverious branches of the
ehipping business, such ag officisls of the lines; ship brokors
cargo forverders; ship chendlerss fuel deslers; ship, engine
and dry dock companieg; or officicls of firms dealing regulorly
with the enemy, such vs gtiel componies; machinery monufecturcrs;
fineneinl houges; firms supplying food end roev materiols; or zny
others muintoining o regular ghtaff of travelling revresentatives
kotwaen ‘the firms office in the noutrsl country cnd chnemy infor-
mation centors. Nowspopoer corcespondents sometimes are especlally
fit for gpeclald onerntives. They spe appointed to thelr vostz
beaouse of proved abilify in gathering nowvs, sd sre cxperts in
the uge of the subtorfuges of their profession in nosing out in-
formation. They sre retlve plysically, keen obsorvers, heve re-
tentive memorieg, oad are quick at anelyezing situstions and un-

eerthing the underlying facte. ‘They alpe hieve the ehility, usually,
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to sift felse from true. The Department of Justice finds, how—
evor, that as a generel thing newspaper men make the poorsst
investigators. They become prone to color news end to jwmp o
conclugions. The longer they follow the newspaper pursult the
more interested they becomo, often uconsclously, in the dra-
matic valugs, end the less able to oveluate dispassionate zo-
curacy in the procurement and trensmission of informetion, and,
too, they dewvelop a craving for personal publiclty that must be
eonbatted and suppressed. Thelr first loyulty epvears alvays
to be to the press and to publiclity, and the vast majority of
them think entirely in monelary terms. Accordingly caulion and
discretion must be exercissd in desling with them.

214, The men in the next echelon should also be residents
of the district, and intimately acqusinted with 1ts business,
sociel and industrial sctivities. They should be persons of
such known abiilty, discretlion and probity that they can be
fully trusted to select reliable apenis for particular esploncge
tasks. They, also, may be (probably will be) nationals or long
residents of the state where residing. Thoy wmight well have
frequent reasm to travel on business, :

315, This plan sssumes thet the organization will be es--
tablished in a neutral country adjecent to that of the eneny.
It is likely that oparations of the sgents, at leust Noy. 2
and lower echelons, will carry them into enemy territory (os-
tensibly on legitimate business), were thelr neutral gtatus,
and bona fide pegsports snd trovel pepers, will give them &
merked advantapgn over elther Americen ecitizens, or oven over
enegy subjects who might consent to ongsge in espionage.
Another meane is for the "cover™ fiym to engage enemy nationals
ogtengibly as apents; keep them unswore of any tadint of sus-
picdon of heing sgents, send them on business trips to thoir
ovn eountry with instruetions cach time to bring beck certain
information for the promotion of the buginesg of the firm, and
on their return not only get this information,; but also pump
them for any other news they will have sbsorbed imconsniously.
Native agente may not be procurable, but where they can be
uged in o way in whlch they can be trusted, it e prefersble
to use them.

316,  Apother importent fector wffecting the esteblishment
and effeetivences of mn gsplonage oppenisation ls the attitude
of the neutral sttite towesrd the belligerents. A11 neutral states

[
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publish "Neutrality Proclamations" that invardably prohibit the
operation of en espicnape service within their boarders. This
ig another reeson why such & service must be carrled on scerci-
ly. Neutrslity proclemetions may establish o cengorship vhich
increoses the difficvlty of communication. However, neutrelity
is not always very strictly enforeced tovard a belligerent with
whom the neutral gtate is perticularly-friondly, or because of
inherent rrcial or politicel enmity towerd the other. 1 such
o benevolent neutrality is favorable tovard us it mckes the vork

“of our agents easier, wnd increases the difficulties of the

enemy agents, For example, in o wor with Japan we wight expect
to find ¢ benevolent neutrolity toverd ug in China, and tovard
Japan in Mexico. '

317. VWhore the noutral state is mfriendly toward us the
eaplunage must be carried on with the wlagst coution, snd vhere
the peutrsl stote is friendly carc must be oxereised not o
give our. eney any plousable cauge to couwploin of unneutral acts
on the part of the friendly state. Furthermore, in a friendly
state, operstives must be very coreful not to let the easy sit-
uation lesd to becoming careless in his habilits 50 as to expose
hig activities, his contacts, in his field of vporations to the
forces of the enemy operating in the ssme neutral state. Such
cneny agents would be only too glad to uncovor such activities,
agnd so turn them to account ag to perhapg turn the atiitude of
the neutral state fromr beiny friendly to beliny strictly neutral
or even hostile (Vide, the German activities in the U. 5. during
the World War).

318, The euggestion has been made thet the personnel of
the espionoge service should be limited to American citizens of
gnod educstion, good gtanding, and in most cases of good soclal
position, wnd of aither gexw. This is lmprscticable in many
ceses, a6 the best agentes in any locality are those of long re-
sidence and rvecognizaed gtanding therein. Tharefore, it appears
quite necessary to use neutrals in some plreos unless Americen
citizens olready well established on the ground are avedloble,
or ¢con be "planted’ sufficiently in sdvance to cover bhelr real
reason for residence. It is quite posgible thet the No., I 1n
gome localitics msy have to be gelected from pwutrals.

319, However, Americon cltisens will be of inestimable
value in the world wide net, for the necessity for world wide
information requires the uge of every congular, divlomatic and

-
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commercial representative of the Covernment, az well as fmeri-
can buslness and professional men in well placed centers of
information. Such pergong ore already largely on their stations
throvghout the world, bul their gervices would be gemarate from
the ectual secret espionage sgervics under the Naval Attachd as
outlined im pars., 311 1o 215(a). In general, then, the organi-
gotion would consight oft-

I. he purely esplonege branch, functioning under
the Naval Attaché through No. 1.

[T, The world wide information scrvice composed of
the reguler consular, diplometic and commercial governmental
agencles, snd their contacts and informants comprised of Am-
erican nationals in thoelr Llocalitles.

IIT. Specinl sgents sent on special missions, and per-
haps ant reguwlarly emnployved, but selected for specific tasks.

Such an organization has stood the test of actuzl wer.

320. {a) An example of this orgenization is taken from
the pperations in Belgium. The stote was divided into areas,
such as Ghent, Antwerp, Liege, cetec., cach in charge of = No. 1,
who Iknew intimately the conditiong and meny of the leading re-
sidents in his aren. He wag loft very largely free to run his
areid. He knew nothing more asbout the service than his own eree,

He hed no idea, for example, who was the No. 1 in &ny other aree.

Ho. 1, who was o man in o definite trade or profession, would
make no efforts to galn any German confidences. Instead, he
orgenlized hig own network of Nos. 2 who, lknowing the residents
in his sector intimotely, selected in turn ns many os four
reliable "satellites". Bach Nu. 2 would then tell ench of his
apents exactly what information he wanted., None of these third
line operatives knew anything whatever about the organization
except his own paprticular No. 2. The Nos. 2 were such people
as a caf'é proprietor; a railway station sgent; o doctor; =
clergymen; & policeman; & postman; a ¢lover women perhuaps; and
hotel persunnel, such ap desk clerks, bell buys, chamber malids,
aho.

(b} The Nos. 3 would operate thus:-

The café man would overhesr the conversations
of German; perhups encourage a barmsld to tell him what she
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overheard glso, The station agent would report movements of
passengers, robe distingulshling merks on uniforms, the quon-
tity and kind of freight, difforent kinds of beggege and lug-
gege and sny interesting markings on same, the dostinations

of pasgengors, especially distingulshed passengers, snd conver-
sations h@u?d in his stetion, snd count or estimate numbers
moving. Tho duetor encouraged his patlents to utarden them-
gelves, to reliceve thele minds, cnd comebines might even huve
Gornan patients. The clergyman would obtain meny bits of news
while making the rounds of hls parish, and build up meny Ger-
mon eontacts.  The policeman snd postal employec would plek up
many bivs of information on thelr bests, ond throvgh thelir wide
and varled contscts, The women mlpht loarn a bit here snd
there through socisl conteets. (Immoral wonen were usunlly
avolded a5 wntrustworthy and apt to Ysell out® for a suffieciomt
offer). Hotcl porsoancl are extrimely volusble sources of in-
formation. Conferences ore hoeld in hoted rooms, baggage mey

bt searched wlth proper regerd to secrecy, those under survell-
lance may become intoxleatud or eccrcless, end tengh baskets
often contaln meny items of much intereat,

(e) Third line agents fopwerd their reports direet
to a Yeover" addross, changed freguontly by beingy passeod down
through No. 2, TFirom the V"eovers" the reports wore collected
for No. 1 by a trusted megsenger, and at irrepular tinmesg,

(d) Fach little cirele of opents wag always Hn the
wateh, noting typés and quantitios of crtillery; smuunition
moving toward the front; number ond types of sireraft flying
over and the dircetion; numbers ond wnit designations of troops
moving, thelr direction and often their destination. Much in-
formation weg gleaned from officers! conversations.

32). Beloction of Apents.

{n) This roegqulres great gkill on the pori of the
gxeentives. The success of the orgenisction reshs principslly
upon the work of the agents of the third line., No matter how
vell the executive knows his disteic’ ho will have dAifficulty
in finding nen having the ideal qualities, hence in gelecting
the executives men must be found having & thorourh mowledge of
humon nature, dJdispassionate judgmenb, understending personality,
and great tect in handiing end leading persons of every soclal
station. Such men sre not unusual in the business world; among
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levyerg, especinlly Mtrial" lavyers; snd in the higher breckets
of the newspaper field.

{b) Incentives for wunderteking esplonage work awve
manys patriotism, deglre for siventure, revenge and greed are
usually presemt. An erecutive mast be able to hendle svery
type, either sweklng them oub or coming by thewm by their own
applicetion. Those vho come in bocouse of greed sre the lesst
desireble and most dangerous ws such may VYoell out” to the
enemy. Records sre full of itzles of the "doubls spm.

SBMUIY [euogé N 8L Jo SBUIpoH] POWISSEI09() § pelisSE[Ur) DU} Woy paonpoadey

(e) deny quelificstions must be sought for in the
sgents vho zre to be exposed in the fleld. They wust be not
only absolutely relishle, but also hove plenty of common sense,
an iancte asir of ersdibility, and, i’ possible, the feculty of
inviting confidencos vithout arousing suepicion. They reguire
intelligence, reseurcefulness, probity, thoroughness, accuracy,
great patlence, appeecistion, couregze, and the villingness to
subnerge gelf advencement and sacrilice scolaim. Steslthiness
and deception ere requisites; poise ond neturslness sre essen-—
tiel, An agent must "FItY ip the picture. He chovld huve obi~
lity as & "nixer" vhen necessary, vithout Lelng obtrusive,

Those in contect with the underworid, wnd vho mast pose ¢s
memberg theorcof, must, for obvicus re: sons, spesk the “vernscu-
leptt, . ¢

(d) ®The first rule for & spy is that he shovld aveid
eny conspicunoug clothingh (Nicolsi, pg. 152). In oddition those
gelected for vergonal espionsge should not in eny manner be copn-
spicuous in themselves beceuse of steture or huild, or of sherp
or uwnugunl feasburcg, noticeable gesrg, the vearing of glssses,
velght, ete. Some fndividusls meet noturally into & crowd, znd
their featurco, drese or phyeleel cherocteristics cannot be
recelled easgily by even ¢ closge observer. Individuals of this
type, slim {but not thin) end of prell or medium sbature, are
equipped by noture for this kind of vork. Of course, the recisal
cheracterigtics, such ag coloring and belr, predominunt in the
place vhere the cetivity is to be cerrded on phould be 2 govern-
g foector. 1t is essentisl thet he be highly observent, analy-
ticel, end rocureste in his acquisition of informetion, and must
possess o retentive wmemory s quile often informestion gethered
should not be placed upon paper ut all; or «t lecst until some
time lotor, end in 2 ploce of full security. Thile the foregoing
ere defensive qualities, en egent should also possess the faculty .
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of sensing the time and place for exhibiting gqualities of daring,
aven to the point of recklessness. Sowme emergencles would call
for, or even demsnd, thece latter guelities. Though they occur
rarely, too grest ceaution menifested ot such s time nlght msan
the loss of u highly importunt objective.

r'(e) Operstives mupt be emphatically instructed to keep
themzelves {ree from sny pre-concuived 1ders or theories concern
ing eny matter wnder inyuiry. It hes been found by the Depert-
nent of Justice that operatives very often predicate upon one or
two items of informebtion an e¢lsborete mental pleture of & situa~
tion which they then attenpt to substentiatse by further collatersl
inguiry. Accordingly, they not only vrste time attewupting to prove
their nebulous theory, hut likerise fzil to cognize ond report
other facts coming te their zttention, wnd to evaluste these
facts in a cold, methodicesl, unprejudiced and proctical manner,

SBAIYRLY IBLONEN SY) F0 SOUID|0H PAUISSERaE) / PEINSSERUT Syl WOy pRanpaldey

222, Trestment of Agents.

{2) The emecutive muzt remember that there zre alvoye
present in some degres, but in verying individuel propositions,
two basic cheracteristics; wome motive of sell-interest and
som¢ vanity., These he aust use rs incontive to spur on his
agents,  Anything thet pleys wpon or appeals to his gense of
value snd importeace should be used sometvhet, snd the personal
motive must be determined snd alveys be remenbered and’ used, ;
These two interests apply to all ecleases in both the sociasl and j
economlc sceales. Severity or threats of exposure are alueys
dangerous. #n agent who feels he has been unjustly or unduly
censured mey trunsfer his sllegisnce, while & "double spy" tho
thinks he is suspected vill disappesar. The treatment ol wgents
elso depends upon their social stutus, cducation snd intellli-
gence,, 23 well es upon vunity and motive,

(b) In esslgning tesks it ie not only useless, but
pogitively dungerous Lo send on sgent Tor informetion he is
not eyuipped to gel, particularly information of a technical
naturs., This points egein to the necessity of "planting®
executives sufficiently in sdvince of hostilities to ~ormit
enrly and leisurely gelection of apents having the necessary
qualificstions, or else the "planting® of the sgeats also.
Executives nust always demand scenrate information, even though
the subordinate way not be cble to ftrensnit it for long periode
of time. Vhere apents tre sharply nressed for substential
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results the teapietion will come to submit insccurete, mrpied
or colored reports, It must be remembered by oll thxt no in-
formation &t oll ig preferable to thet vhich is ceroneous or
inaceurste in sny degree,

Ae) Some agents will wolunteer thelr services vith-
out compensetion, but few are able to do this. The weat na-
jordty, if not all, of the nerscanel will be actuatsd solely
Wy potriotic motives, buat cppropricte compens:tion is not only
sbaolutely necessary for the guppert of the apgeat sad his de-
pendents, but the coapensation rhould be Libhersl in view of the
rigks entailed, Algo, It mugt he borne in mind thet teaptetions
of &n unusual cheracter, coupled with & real need for funds,
night prove to he not only the undoing of the Individual sgent,
hut cuude great domage to the operatlons undertay &g well. lmolu-
nentgs should be for nn cgrecd sum either on a monthly brels, or
the agreencnt ghould be for stipulsted sums on a C,0.D, begls.

(d) An vgent or operztive should never be glven on
impression thet he is distrusted. He sheuld be led Lo believe
that particular confildence ls rewosed in him and thet his ser-
vices ere highly velueble, If theve is distrust he should be

tion alresady knowh, or be pleced under survelllence of some other
operative of known rellability. I his services sre ng longer
desirable or needed hig seprration from his work should be ce-
complished diplomewicclly, ind vith some advence emelument so

as not to cause any bitterness thet alght lead him to meke dis-
closures to the enemy, or nevircl stote, thet vould be deameging
or detrimentel, unless, of course, treschery on hig part ig
pladnly evident or well Jnmovn. In sueh latter cese ne probably
hag already done &1l the damage posalble.

323, Under no clircumgisnces should operatives or executives
be given 1ritten instructions. They should study the vritten,
beaic instruetions, (such es this pesphlet} in some secure plage,
end should be given preclse and Yhorouph orvl ingtructions end
guizzes. They should be given ew minetionz and tents before
keing sent into the field to determine 1 they have gragsped the
sense of their instmction., They zhovld be similarly instructed
in the use of the codes or cipher they ave to use. Lut once in
tho field the less there ig in veiting the better, and this ep-
pliecs to execntives as well a8 to the operatives.- Instructions

L]
1
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in the field, both to No. 1, and from him dovn the line ghould
be entirely verbsl, Under no circumstances by aeny mesng avold-
sble ghould any wiltton ingtmetions ever te glven the ectuel
egplonsge workers.

374. Anemy agents will almost occricinly scek employment
in our ovn orgenizations during wrr. Those who epprocch my
Attaché vith enemy information proffered elther gratis or for
sale should be looked upon vith grave susplelon, s#nd should be
thoroughly invegtigetod ond bo kept vader survelllsace wmntil
their sttitude cnd stetus ig truly determined.

375, The Atteché, an exwcutive, or cny cgent mist often:
rely upon his memory, for freyuently a person revesling valu ble
news in wvhat appesrs to be o cosunl convarsetion will cerase to
talk or will chenge the subject I he observes thet bis listener
is taking notes. The freming of productive questions, or pro-
longetion of n comversation on e wonbed topic is an srt in it-
sclf’s Lewyers cre often good ot it., Often voluable iaformetion
miy be goined by indircet questioning or firom negrtive replies
vihere nothing cen be gained by dircet interrogation. There ix
often & vust diff<rence betireen vhat people say smd vhat thsy
knov or think. '

326, lLvery operstive must thoroughly understand the impor-
tenee of knowing well, and practiclng always the three essential
factors of esplonsge ¢s glven in parcgreph 202, 0f these thres
the third is the most importent both for the snfety of the sgent
and the orgenization. Yvery spy of any conseguence captured
during the var ves teken beceruse of digregerd of the third es-
gential of espionage. 4 writer of o wvitriclie book on georet
service {Rowsn) states that "the longer a spy stays in one nlace,
the less secure he becomes. UOver-confidence and ecarelessness
pre the frtel digesses of resident aspionege." The best snd
mogt innocent attitude is that of the ordinary, alert, everyday
men Pintereated in everything but curious about nothing.t

327, Huleg for ifgents taught in a German School.

"ever hurry when approeching o polnt from vhich to begin
work; &ppear bo heve s quite different destinetlon as long es
possible.

"Colleet every swveileble bit of information, but without
ghowing interest in any of it, HNever Tasten upon some iten of
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Intelligence you think you can or jpuct obtain, and o go about
pursuing that gingle faot, maoking conspleunons inquiries, ex-
posing your detem:ination %o learn o particular thing.

"Conceal what llnguistie gifts you have, 1n order to oen-
courage others to talk more freely in your hearing., Remember
that o German agent speaks or writes no word of German whils on
duty abroad - and thie applice, even if (erman isg manifestly
1ot your native fongue,

"rain yoursclf at all timce to have ah impageive dounten-
ance and lelsursly manner. Foever talk or behave mysteriously -
except 1n this one instangs: a communicative person with matters
of genuine value to impart will poerhaps yield thom the more
rendily if hé, or she, has been told eomething - no doubt wholly
fictitious - in o flattoring and confilding way, with a elightly
mysterious air.

SONUIY [BUORER SX O SBUIPIOH PAILSSEAC] f JSUSSERUT) 94} WOl Peanpeidan;

CMAlwaye record your findings in terms of absolute innoesnce,
Piguree or dimensions you have to report may best be romembered
ag items of personal exponditure. In Poprtsmouth you have geen -
ten heavy naval guns on trucks, ready for mounting. But you
remember that ¢xccllont dlnncy of sca food you enjoyed at Ports-
mouth, costing you ften shillings,

"hen obtaining information by dircet bargadning, try 0
maks your informant travel as far as poseible away froa his
home - and away from your immcediate ficld of opcrations as well.
Hrve him travel the distance by a tedious rounte, 1f you aan,
preferably ot night. A tir<d informer Is lese cautious or sue-
picions, more relaxed and expansive, less disposed to lie or
bargain shrgwdly - all advantagpes in the trancaction which you
reserve to yourself,

"Do not burn a letter or other papcr and treat the charred ;
or aghen frogments ag unréadable, Liloroscopic examinaslon ean ;
do a gréat deal with paper agh. Tearing up papers and throwing
them away, in saceret ecrvice, doss not destroy them, Paper
seraps arc never disposed of with abgolute sesurity even in
lavatorics,

"Confide in mo one, and never ascociate a-display of admira-
tion or affection with trustworthincss. The most skillful
operatives of counter~cspiconage, whether men or women, are
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thove vhe can insgpire confideace svgily, pretend devotion, even
infctustion, yet remcin entirely immune Lo sontinent of eny
kind.

Mever be cereless eboub your personel posssssions.  Sone
really lacignificant article, misleid, or loft behind in trae-
volling, mey Leter on be turmed to covount cad helon your enemiss
to incriminabe you.

"HBe egually careful in hendling, recelving, or dishursing
any considerable cumg of monay. ey agents hove been troced
through cash runlbtances. Porticonlorly bevere of zmounts cut
of keeping ith the nert you howe elected to play.

Mot sejor blunders but berely oercepheble crrors of
judgment, tect or strategy will Letrey. ron. Be most conserve-
tive vhen relying upon 2n sssumed name or borpowed ldentity,
hovever triefly, or in adritting experiences of the past which
may be nccessery e the part you are pleying, yet guibe forcign
to your actucl pest experiencs.

MAvoid evory Leaptetion to be too originel or inventive
about communiceting tricks or other secred service dodges,
unleas you #re positive your notion is really new. In ¢ con-
tost of vits the sgent on Juby sbrovd 1ls bound to find himself
vorking agalnst enormons odds, " '

) UIf requlred to trensalt vritten asthter to a follow wpend
or confedervte, wmepape 1t so thet you and the other are never
o be found together, even momenterily. You both ney fecl
sure you ern ~rreangs on wobscrved seceting.  Tut you can be
certain only of your own precautiens. No sgent mmat risk the
success of hig miseion by linking it with the juite wpredict-
able cemblon, or crrelessness, or timidity of wnother.”
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Commemications .

40), Tho sceord principle of esplomige (sce Art.R03(b))
rcqu:’f:-o:s ropid and sure commnicotions To wvequire informetion is
afgon sinplc, but o get it mpecdily 1o onels suporlors withoul
violuting the third nxirclplc of osploacgo is the rock on which
weny agonts heve becn foundored (scs Art. 321, lugt scutence).
Cormmunterntion iy comsidered by many na both the most difficull,
most depgorous, and nt bhe some time the most importont phase of
the work,

-402. ODOI‘!L‘thS raports nre expectcd to bo sent To NHo.l

through "cover or "post offico" (Arts. 310(c), & 516 (e)).
They shouid be meiled to e nemo (usunliy fictitions) rnd address
seleeted by Neel, rrd nesssd to the sgonts via ¥o,Z, Mo, 1
ghould nover prer'somllly colleoct this medl Tor 3T o ropord were to
o1l into enermy hords, cnld the sover wevoe thon wetchad, npprehone
alon of No, 1 would urcovey the entire nots I is supgostod that
remorts, in busiress scylo, might be rwlled o some yogular busi-
ness eomeern, thore Lo bo obitnined ot ivrogular intorvels by o
e aserger, To avoid pogsibility of surwﬁfm aee it nny te necose

sary to brenk up tho channels of Pholr dolivory Yo Woe 1. ALL ro-
norts should be signed with :E‘J.cti’ciouss nnes, essigned To tiwe
O"‘Dl"\.ul\m& by Hoss 2, who supply Hoe. 1 with the rourld ond fulsc

wes of thoir men, Husbors, Aiks §-17 for cxumple, should never
ba uged to idendify aponbs. They ot vnee arouse suspiclon. Any-

thirg appecrbyg Vhoatrlenl or mysterious mast abweys be owvoldods

405, Whepre consorgidn, or obher barriors, mrke the uso of
the meil iaprocticable, the ingenmaitios of exocutives ond npents
musy be usad Lo devissc snfe r;und expeditious metheds of caumunione
tlone Codes, ciphors wnd seeret inks may boe used, bubt there are
sgores of othor methods, some oxamples of which, fram vhich ideas
r*-y come, ore glven below, The method used must depend upon the

i0ld vhorein the opor'u'cmrﬂ: are taking place, the noture of tho
sbstrcles to be hurd lad, nnd the capnbilities of the ngeints.

04, In the Britigh Wor Office musivm is a chopyod eopy of
the proer "LiBtoilo Belfre" of n dnte in August, 1914, A rogped
acle ig burned out of its combor, and the whole povor is £ilthy ond
disreputnble in apperrowes, It arrived in Erglazd eorly in the wor
wroppod arcund o pudr of old shoes corricd by on osbtonsinle Belginn
roi‘ug;c- butb wrs.t’ccn in drvisdble lemon-foynntior ink ~eross its
g;raasy paxges, lonwing off whoro thoe hoke begins, nnd o king up the

nesgoge on tho other odlgs, 18 o complote, nocurcto cecowst of all
Hu Gerzon troop and supply trains nassing through Licge uy to
Avguet 22nd, 1014. Tho mun who complled that in‘formvm'm hod ledn
hidden in o eulvert nlongelde the yallway for neorly twe weeks,
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counting the ears of every trnin, ernrefully ostimeting the rurber
off broops, wnd the character and queanblby of materisl going fer-
wirds, His informeation wms of inostimsble wvalue to the British
belore Mons, Becrct inks of theomseclwes, however, are not the
final cnswer, Throughouwt “hy war bhere wes n struprle bebwsen
such inks rnd the develoncrs used by consorship cnd sownbor-
espionage, and the dovelopors won,

405, ' Wor wre ciphers impregnuble. Cryptogriphors emphatie-
erlly daclere Bhat no eiphor hes yeb beon devised that cammot ba
prokon, glvon cencugh viwe end sufficiont moessages. Codss are
mch mwore difficult, but hove besn solved, Besides not bolng une-
deeiphorable, censorship usunlly prohibits their use, excopt for o
fow woll known codes, wiich are listed snd preseribod.  Any messagos
in «n wasuthorized eode, ond all cipher messuges navor got beyond
the censor, '

4068,  Boesides seorct inks, eodes and c¢iphors, tho countless
rethods of secret cormunicntion inelude scoret mobilo radio stae
tlons, earrier pigeons, truined doge, wisunl esigsels by lights,
holiogrsphs, brnlloons, uwss of windmill srms, whindow shutbors end
susdes, colorad clothing, plueing sipgnils on the ground to be soon
by cwvisters, mieroseonic nhotagranhy, floating wrtieles down abreams,
by wasvon or regged hews or soums dn clobhing, eolorid or ghaped
beids in necklnees or brocolebs, apparently hermloss denwloge
(capeeially whon eontnining brickwork or mosnles), nowsprper od-
wrtisoments, oto,

%

407,  Mumerous subburfuges hnve boon used to get mall
"arownd" & consorship. lLetters have boon sent to non-cxisbont
prisonsres of wir, und in the World War UGermm ngents In Inglend
ot soldlers returning Yo Fropee from lonve Yo post on Froneh
soil dotbors und small noekeges to "Irionds' or "roelavives” in
Trencs, beeruse Mocnsorship took oub the goodies’. Of eourse
Phe Inforuatior thon rocched Switzerland, verieps by hand, ond
from dhore it wes no breick ot oll to send anything into Gorminy,
evext brlos of eobton, machincry »nod foodstulfs, '

408, A Gormnn code bhat was broken wes in the Lorm of an
illustrated eigor cotologus, warious types of ravw 1 er:ft, Sray
orgonisations, munivions; obo., and thoir movements ~nd quunblbios
beirg represented by the nwiecrouws bypes nnd brands of elgarss Tho
trouwble wes thet the ostorsible offiec te which their vurious
oprders for consigmments nd doliverics wero gent wes found to be
o dohneco firm ot 2l
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409, An irntereeltiapg oxamplo of o code for tropsmittiog
moggapes to o confedorste by monns of the munbur ~nd dircetion of -
strokes in dryiwg windows by o cherwornun in sn embnssy ~brocd ig
given by Rowan (p.169), tho strokes boing obsorved by a confodor-
eto through binooulars, :

£10.  Reports, gencrnlly, should be as briel and sucelnet aa

possidble, and %o the grentost extent dodified, A soomiogly trite
business loticr should e oble to Be so enst ns to conbrin. o1l the
informntion desired cr necesscry, und also, an innccent cppenring
bugloogs doownent scems Lo arocuse bLhe lenst susplelons. Codes and
cipaers may not only bo seolvoed, bubt thoy ulwuys arouso suspleion,
Letters purporting to be sooial snd domostic aro next best afboer
business lotbers, It is dungerous for cn angent nlwnys to post his
meil ot the same vleess, L0 1s also of volus as protecting the
agent if the handwriting onn be chunped or albered. '

411, It is an importont fueticon of the hecdquartors o
vhich reports are balng tronsmiited, to keep the field informed
ne oronpbly, ond in os detailod menner os possiblo, as regords

eny now lastrueticns in order to avold confusicn, end to koep those

in the fleld vho may be eoffccted thershy, informed es to chonging
conditions in tho chunrols of trinsmitting informetion.

L3

SANUIIY [BUONEN 81 1O SBNPIOH PARISSEIRE(] 7 SRESSEIUIT SU) WOy PEInpclday

DECLASSIFIED

Authoritys s 7, Swﬂil




CaTwma?
Originel
CHAPIER I'IVE
Organizetion, Owcrotion and SBelpotion
Personaol of Counter-bapiconige,
Hoto. Wuoh of the substonco of this enepter cpolies cqully

to mottors of Esplonnge, snd should be se considercd
wad vesed where appliecble.

501,  Benicl of informetlon to tho entmy is 28 imporiant os
grining inCormetion from him. To mnintain the security of o
mationts’ frontiors wnd opersting boscs eagninst the attecks of the
cnomicat csplonsge forece requires the closely coordinnted of-
forte of tho censorship, eourter-osplonnge, radio listoning ond
erypt annlysis serviscs, The offect of cowmter-sspioncpe cammot
bo geuged Lhrough the positive results obbained, Indced, sxper-
iopee shows thet its grostost lumportneo lies 1ln its negitive cone-
sequences, The fiet thol counter-egplonnge oxists is alwnys o
doterraent Lo enomy -~gortes. Tho bobicer tho orgenizatiocn, the moro
successfully will it preovont the operctions of sples and suspests.
The mere foob Lhat one dovs not, in this kind of i“’wll:!.go;mc work,
setually suecosd in orpesting meny sples, and havles thom sopvieted
sl serbenced, must not be regoarded in the siighbest degree as dis-
cournging ‘

SOy ]EUO!]éN 2yt 1o sTUpIDH PaUISSEREQ f CYISSEIUY YL LIDY peonpaidey

502, The functlon of comber-csplonnpge is preveative ond
informationnl, rathor Lhin puaibive, Its MISSION is to collect
informetlon on osplonigs, trenson, s:botage, Sedition wnd subver-
give nebivitios, Unon this inforotion the nroper oxecubive auvw
thorities will then be cxpocted to ncte It does nmot presuae e
usurp the awthorlby of the Department of Jusblce In wurrests or
di. npOniLiOﬂ of eivil onson, aor thet of the Judge Advocite Genernl
in vroporing evidance for courts-martinl, though it doss collect
rnd turn i osuch ovidonoco. :

503, Counber-casplon:ige requires on ageney In the ¥avy So
shaarve sonstanhly whet is npublished in the vross, otes, and o
supprcss nows thems olbher Lo the press or movlcs thab dlsclose
socret motbters; also to consor artioles intendod for publiontion
Ly those having nceess to seerot matters to prevest Luadvertent
¢laclosuros, wnd o control visits to tho fleoy, to novoel smo:.rrm,
and Yo plonts daing confidoztial work for the Nsvy. This ls done
through the orpganizeatics of thoe 0ffice of Waval Intelligonces In
The o*aoratior-a oi‘ thae I” Q0% oounter-uspi.m:gu roguirces soouwrlby

tisd purts and cquz,pmonu of bh:& shipsay In the casc of o loree
opersting nt sen in stratogio arens ndequate sereenlng is necoessary
o deny informition of strength, disposition sud movewmsnts from
onemy seoubs,

Sl
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504 (a)., Cownter-cgpionage requires alsc close eoordimation
of all aetivitics ob all tiwws to provent tho diselosure of infor-
mation concorning tho eovﬁi‘biom within our nawel and milito
Torees, os Lo onur polltienl, sconomie ond psychologieal situation,
wnd to detoet any plens or a‘-;‘ceznpts ot sabobopge, trenson, or sub-
versive aetivities, With our form of govermment this iz clnost
inpossible in our sounlbry, but we cun bo nware of the netivitice
of oncmy or subyorsive ngoéneles, and be propared to ond ‘them when-
evor the twthority oxista,.

(b}« Tho matbor of entoring our maval gervice through
enlistment is coparatively eoasy, nond o man with any reusoensblo
anount of abllity ond teet would hovo lit tle trovble in bocomlng
e petby offiecr, IU Lo om oesy fleld Lor o foroisa agout, ¥No
ono vould reclize more thun he the possibllity of debechion, and
with this An nind he would alweys be propored for suspoction wnd
seorehs  Ho would hove ro iunerimincting ovidence on hmnd, Bub
with The surroundings encousterod in our servicc his tesk would
bo simple, As o redlo operclor ho could obioin dato =5 4o rogu=
lotlons, eodes, oguipmont, sethods ond row Improvonenbs, As o
guerber-masbor ho night eopy perts of signal books., &5 o fire
control mon he could obbuln infornniios os to methods, equipment
snd ecceurecy, ond gabher mmeh fron conversations of plebbiung roon
officers us to forms ond objechbs of vericus proeticss, and bthelr
resulte,  As o yemmur e might copy parts of oodes and geb tho
gist of confidenticl papors, if net the pepers thonselvas. In
the engineors departnmont he could chinin datn and methods as to
our onhpincering practicos, As o gurnorts mote ho could report
on cll ordmemec nmatiers eoming i Atimtﬁly undzy his anily obsere
vobion, ond might oven male eusy nrrangemonts for blowing qup the
ahip, Theso nre but a :"t.w h:l.n-l*s ng to what we should pguard
against in time of ponce, mnd must guard ugains*e in ver. And i%
s net nocesanry Ehat for“ign agents be nntionela. of the ginte
for whish they are working., A disgruntled or dislcyol'ﬁ.noriam,
or one in dire zeed of mopoy, or to whom money hig o strong appond
myy so aet, and such an ono oy boe someone alrendy in the sorviec.
(0uN. T4 hus at this dote o :C‘f‘por"b of tho salo of cortain unknom
jufornetion regerding onc of our newest orulgers by two of hop
erew do o Japonese agont during o shokedowm eruise sbrond foy the
roported paliry sua of 4B00400). Tt is doken for granted thot
of fioers wra Loyl to thelr sorvice, bub such is not alvnys rocos-
sarily trus, The czse of Cole Redl in Austris is o most glaring
oxople of bhe wporfidy thot moy oxist,

888, Wo eowiber=usplonoge is cifoctive that loavos siy pors
tlon of our nwvel or wilitary forces, or tho wndidwel wex offort,
open o nny wchsorved oporntiors of encmy sgentse  In tlwe of wmr,
ocr*’c..mmly, there muot not be loft cnmy loop=helo through which in-
formrtion moy roach the eneny, or through which he noy powr Cobili-
toking propagande. Honce, towtborecspionage rogquires sctivitles
net only at hone ond withln our nilitery forccs whorever tley are,

He2
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but alsc ot imporbont centors in noutrnl countrios whero esplonuago
setivities agrinet vs must bo discovored, ond the sources denied,

506, Cur long rad open border 1lines pormit cc#y ncecss to o
rad tronsmission of information by mauny routes by loxd, sou, or alr,
rod our heterogencous pooulntion froilitatos the opevction of meny
tynos of nationnls ageinst ws., Sone omalogy may bo hed in the oone
ditions behind the Western Fromtb in Fronco duriang the wer, Fronee,
nlso, is full of mery notionnlitios, snd during tho war thore wers
nl1eo thousends of refugses there,

507, The French were net nlive to the danger in this situne
tlon for o long time, bul the British wore, I their ense they
subdivided the aros uwndor théir contrel inte sovoral medin oroos,
ench in choarge of on officer, These arons were furthor divided
into dlstricts of sboubl f1f%y squore miles, and these wore furthor
poreellod out fate "eormumos™ of obout fivo squove wllos owch, The
division woe not rogulsr, but wms more on tho bosis of normel popu-
ledion than ackunl size, hoving on the avernge, sbout 4,000 in-
hobitants, Enoh cormmac wms vetchod by o trained intolligonce
of Picor, hoving uwider him Froneh civilisn "indicators® who had
slose porsonnl kmowlodge of the reguluy inhobitents, No neve
comer cculd onber, nor may repular inhobitont leave withoud tho
fooct bolng known to the "indicstors",  Those civilicn oporativos
worc olten the wayors of wvillages, perish pricsts, postal onpleyess,
tox office clerks, and cufd proprictorse In additiok cach sxocu-
tive hnd o fow spocicl oporatives dircotly under him for speoiel
viork, Theso men wore usually troined detoctivess Some were womon.

B08. Tho countor-osplonnge orgonization is olwhys sopereie
from the espivange orgenizotion, though they way both dome to o
head in o noutrel country in the persen of the noaval abbt-ohd,
though secrotly in ooch onsce In gonoral the orgenizotion for
cnunter~capionoge follows the principles of esplontge, visi-

(1) Docentrolizeticn, This rests wpon tho oxporioncs
loarned during tho war thet no execubive could comtrol offielently
nore thar olght to ten nherds, end ot the sume timo rbteh his aren.
hen 1% beocores necessnry to huve more thon ton operctives it bew
comes mecossury o malke o new subdivision, or ereate lowor ceho=
lons, ccch divisicn wnder o separntc oxooutive., The dogree of
decentrelizrtion noeessory will dppeed upon the demsnds of the
loenl situction, nmd must be dotermired by the ivitelligence offiw
cer on the ground,
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{(11) Scerecy. Unloss tho existenco of a counter-espionuge
orgardzation g socret its wrlue is vitintod, Surveillanec wmst
aover bo used in cay woay thot attructs public abtontlion, ond post
axperionee hes shown thet the moet succossful orgonizntioss aro
thogse in which tho merbers rre unkuovm cyen teo oneh other, oxeopt
that somotimos on oxeoutive may throw two or three togother ns o
grovp for continuons tracking op surveillonco, for o sonreh, or
for soro snccial job,

(III) Direet Communication, This is fastor them sossing in-
Tormation through mony honds, nresorves soercey, and roduccs to o
minimun the chances of compromishgihe orgrnisction, Of evurso,
agonts keop thelr immodlate oxcoutives informed ns te the progress
of work, but do not dolzy tholr woports by passing then through
Thelr hoands,

5094(o) This crgonizotion is rlso edupteble to, cnd is row-
comuended for ues within novn] dietriets, oporating hascs, of
shipse The hoad of the orgonizetian would be $ho Iatelligence
Officor {(corrcsponding to sttachd, Par's 608). The foobt thad
thore is such an orgonizntion oxists in the unit should be koph
soorob.

(b) Echolars of Cosbrol. Direotly cssoolnted with tho
Ickelligonce Cfficor, but absolutely wnder cover og such, sghould
bo an officor, dosignabod as Noul, Yo be tho sole point of diroct
conkret betwoeen tho Lnbolliguneo officer and his cownter-cspionago
orgenization, The oxoeubives of tho first ochelen, Hos. 2, sorve |
direotly undor Noe. 1, Ench Noe 2 will hove o designeted arece,

rnd will personally direct o Mmived number of subw=cxocutivos,
Noss B« Bach Noa 3 will combrel o fow operntives who would bo
thoe dirced contects for survelllonee ond Junvestigotions. _

(¢} Under this plan, e-ch operntive would know ouly
his perbicular No. 3, and no othor moiher of tho organizotion,
wmless two or threoo opercbives are put to work togothor for some
taske ~ Eooh Mo, 3 should kiow only his respoctive No, B, nnd
shonld know nothing cbout Bo, )}y Should ony ficld under o No. 2
or No. 3 become so aeblve ns to roquire more fhan ten cporatives,
there should be a roadjustront of ficlds of ondeavor, and the
erocbion of smaller £ficlds with now Nos, 2, Nos, 3, cnd oporntives,
to toke eore of the inercused loods

(2) Nos ) should hove wador him o2lso « fow spoeial
operntives for swecinl and poarticulor taska, and thoss oporatives
should be oxports;

{(¢) N¥oo 1 nasign the areus and/or tasks to Nos, 2, end
s0 on down tho lizme to the operciives.
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(f) Rovorts should be tremsmitted by oper tlves dircet
to a "eovor" addross or uddrosses, supplied by No, 1 wvin the

oehelong of eartrol, Wo.l must obtnin this meil seorctly, nore
hepe by using his spociol operntives, Ouo mothod is to hawo it
dropoed in o woste bruskot under wnste poper, This is ronoved by
eoehorman vho g on apgont, who slips it through o scoret pipo ine
to an odjolnizg basemont wion the apent nessenger roeaives 1t for
delivory, Tho method of roeolving the reports iﬂ a prohlem for
Hos 1 to solve on the spot, demending upon tho “eover". Wiero no
dangor to.the orgonjzntion onsucs fron packcts hoing too bullky, it
mey bo désirable for roports to bo submitted in duvwlieate, so that
woth the Chief Intelligence Officer ond Yo, 1 mny howe ¢onlss, or
to furnish o copy to 08,1, when desirable, Of couwrse, duslieste
cepies enp nlvnys be modo oxcetly and wory quiekly by the uso of
‘ho "Photoi‘lor“.

(g) The orgnization should lonve no lovv-holo for un-
dotected cnomy neblvity in oy nren din which the work is wndor-
tokon, T ig glven s on axlom by moamy wrdters thal two or moro
cgonbs, or proups of ngouts, should oalwnys bo sent af*&;er the somo
information, but wknown Yo cach othor, This ig used o o meons
of testing their accurvey ond 1oynlt;,r, of guording ng‘d us'b onayY
ogoents within omm ergendzation, and to proviw againgt tho possi-
bility of oro agont £olling or being npprchended, When thin ig
done theoy should be sont by difforont roubos or to differcat
gources for the s information,and ot difforont times $o avoid
tho 1ildihood of their mweting o of conparing notes if kiown to
onch other, Thoir roports sheuld be sont in Yhrough difforcut
coverss The use of sueh duplicatia: will rowvonl deublo dealing,
usuelly, nnd ombles the exccubtive to ovaluate tho woyth of his
2ifferont opurctivos. This reguires thot provision st be medo
Lo eovor ovorything twiec, which appours to be an wimeecsss
duplication, ond involva s lorge pursoinel, eoch additionnl oore-
sonr bolng nob only diificult Yo obtoln, bwb bocomiig on added
dongers  (Twotd counsny, threots o crm":d). Tt is no doubt o
wige and nieccasory procsution dn checking vp the work of row, wn~
tricd opornbives, or in choeking un on anyons susvoctad of double-
dending, bubk with dried rud drusted men it introduces anm wineoccoe
sery elomont of dongor - dhoro is double the ehonee of detoction.
Aldo there are ceses whoru 1t moy Do impossiblo, or nost unidesir-
wblo, os, for exomple, %ho ontry of a room or cffies Lo gorusc or
comy some documont, or to wscortain the mwture of documonbs in a
safe or desk.

{h) The ?chuul nunber of echelons of decentralizetion,
cwad the nawbers :nd dlgtribution of oporatives must be dolermined
by the intelligence officer himsgclf, deperdent wpou the latensity
of the sarveillance reguired in eny partioular sres, s must mmke
nhis dispositions to meet the situetion with whioch he is confronted,

Fel
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Obviovely the demands on an orgonization within o navel unit will
diffor moterielly from thet necessery in a larger industrial area,
a port of smbarkation, a large elty, or nn operating beso,

(1) Obviously, the intelligence officer must kaep his
list or enrd filo of the seteup and membership of his orgenizaw
tion, wnd any names of substibutes or other availeble eneoratives,
in a geeurs placo, preferably of 200088 only to himself nnd his
Ko, 1,

() If eny member of the organizetion bocomes kuown his
value is pgreatly decroassd or entirely lost. Tpon such compro-
mies his comnoction should be termimated ut once, but tuctfully,
vith dus regard to the faet that o Jdisgruntled operative muy tell
everybhlng he Jmows, This clso cuphasizes the nooed for decentral-
izotion, and for net having the various members ol the organisa-
“ion know ench other,

(k) The organization should also have o conbrel office
for sexrehing suspecets and their belongings. This offico should
function under o speeiel Ho. B, should be composed of experts,
have a laborstory for exrmining susvectod artleles, cnd mnust
hxve both nea znd women operctives, for suspeets st froequently
be exomined minutely in the nude« A nen and woman deotor sre
desirables pmong oxomincrs for the vhysionl exominudion of sus-
nects, (See Art, 615 below),

510. Tho above orgunization ig nob mendatory. It 1s row
conmended boesuse it hos stood the best of »ctual-warfara, and
elso beetuse it follows Tthe lines of the swocsssful seerot ser-
vices in operation in eivil deprriments that have proyed thair
worth. Tho purposo of the suggested organizetion is o provide
intelligence officors o plcturce of the framework for a counter=-
esplonage serviee, which mcy be revampéd to suit tho nveds of situm
rtions thit muy be oneounterod oither within tho nawel service, in
elvil arens within this couniry, or in neutral zonesg, Such an ore
genizetion will £it in with tho gono subdivisions of the Distriet
Intel Ligendo organizations as sontemploted in the "Intelliganeco
Menuely Articlos 3013 to 5017 inelusive,
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611, (2} Selsction of porscnnel who are officlent and trust-
worthy is the most dillicult pirt of forming the orgnrizotion since
the serviee will stend or foll, doperding om tho ability ond loy:l-
Yy ol its excouﬁives and oporativuu.

(v} It roquires norsomocl vossessing discretion, courngo,
ienec,, koen intellect, guick wits, rosource, imeglnotion, intui~
i n, iadustry, probity, and frequontly linguistic gifts, znd thils
from top to bottom in #s gront mensure w5 possible, Oporabives
should be good mixers, withoub being obtrusive or loquacious.

They should bo good lisbtensrs with the gift of inviting confldences.
Atbroctivenese to women 1z » grent assot, sinco much informotion
often comess from women with whom suspects associotc, or o women
herself mey be =n espionnge agent. Good memmers cnd doporimont
~re therefcre a need in meny cases.

{¢) Ono who thiaks himself o "gum shoe artist", or is
oifensively egotistienl, iz out of plnee in this work, Iis
"pussy-Looting", seerotivo smd furtive methods and actions alb
ones luy him open to suspicion on the part of those ho is trying
to wateh, Also, he is lioble, to sabisfly his own sonsc of selfw
inportance, to trump up, or "{rrae" o cnse of the expemso of both
The susvcet and the good zsame of the sepvice.

(a) Solection in time of peaes is a long stop ‘toviard
sifieiency, sinco timo is avoileble for earoful obsorvation nnd
1nqu1ry into gqualificovions, Mistokes have invarinbly followed
oo quick recrulting both of oxocutives and operatlvise

b
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512. (a2} Rank of Porsommel, Tt is inbonded bthok all cxeou=
tives wlll bo treined inbvelligence offticors, with the possible ox-
coption of lower ccholon chiofs in civilian areas, The usunl prow
gudurs of rank nnd eeniority would bo followed Insofar ns i% doas
not interfere with the peoulirr nweds of the countor-esnioncge sare
vico,

(b) It is not desirsble to employ petty officers os
oporntives among enliptod porsomncl, oxcept as observers of pebby
oificers, IV is casential thst on overctive in such clrelos bo
on most intimote torms with the group ho is observing, bolh on
duty wmnd off, so That no guestion of ronk or privilegus must be
21lowed to bar guch freoo intimncy. Thorpfore C.P.C.t's or FeOut's
1o should not be operatives,  Furthor, tho promotion of n mw in
recognttion of eounter-csplonage work is i‘—qt 1. Any promotion
must be won im the rogular course of his purely militory work.
Sueh o promotion moy destroy his further usefulness in ecountors
ciploncge, This must bo expleinod by his suporior inm cchelon,
sud his suggestions for saleetion of his successor should bo
sougltt, By tretPul handling hiz eooperition with the orgnnizas
tion mey be retajwved,
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(0) Uso of ocivilicn operatives in obscrving both fop
eivilion rod militory svereots aud subvorsive cetivities neer,
oy within, nawvel resorvovions is needods, The use of officers or
men in eivilisn oclothes for this work is dangerous becouse of
tho Mikbiliby of reocognitilon by thoir cumrndes in the scrvics,
which immediotcly compromises thome Contoon ond news sbtond
operators, and in genornl theso sclling supplics Yo the vessels
or men of the floct cre uswelly well placed to be chsorvers and
operatives. Bxbrome oonro should be tokon thet cvery individuul
selling to the fleoot, nortiocularly those with stonds or shecks nd
flocob basss for vonding feod, refreshments, tobuceo or liquor,
end the Joofors,pinps, wnd hogorseeon nround such places, be
rigidly and comprohongively investigoted, ond wetchoed constontly.
Such pleess are not anly excollont vontage points for our own sur-
veillnneo, bub aro usunlly the oyes snd cars of ensmy cgonts end
often tho bases Tor snhotoge ngents, Ostensible delivories of
soft. drinks in senlod eortons, ote,, mey actuelly bo bonbs or
chemionls or geras to poisen food und woter svpplics,

51%. (r) Instruction moy be in clavsos nfter hostilities
canmenco, but operctives from eny onc ores should not be in the
srme elags, Clagses must be small both for thet roason, cnd also
that tho instructor mey give intensive lastriction wnd ot the some
ine be able bo cwalwrto esch pupil corcefully, ond report oxn hinm
J‘:O Jo. l.

{(b) The Intelligorce OFficor is responsible for ade-
quwsbe Instruebion of tho ochelon exocutives and oneratives. Ho
mey propare mimoograph shects of simple lastructions, vorhuns
bosed on this pawphlet mnd otbhers, nnd ineluding any other ideas
of his own, to be distributed wiz tho ochelons of gontrol., Such
sheebs should corry o notloe that the instruetions srz to bo kenb
in o bhoroughly safe ploce until well leurned, snd then be burnod,
Instruction shoets for tho cxcoutives should exploin the dosired
motaod of sbtolning prospective operatives, menner of wwooring
thom in, and of impressing them with tholr mission; thelr pluce
of high trust; the absolubo necossity of socrecy; thu devico of
the use of fictltious namos by operatiwvess the "cover' o which
roports ara to be sontp end tho method of issuing necessory funds
o them, Lower echolon oxcoubtives mey instruet dtheir opsratives
verbolly o8 ncccssary.

{e) &t tho shurd -1l operctives must be wamed to keop
Thelr cyos and enrs opun, ond thoir mouths shvb, They will be
rlaead undor onth az to feithful serviee; cnd not fo discuss
Tholyr work with any norsw obther then thelr supcrior or desig-
neted by himg rnd Likerrlee net Lo revonl that thoy cre engaped in
sgeret soervico work, Thoy must bo cercfully warned ogolast indi-
cating in any way, by any olr of mystory or untowerd actlons
anong their rosocictes (evon immodinte family) thet thoy ere in eny
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vy comectod with such an orgnnizotions Thoy must bo trained to
bo notural, ond instructed almoys to huve o good ronson for tholr
prescnco anywherc, i.e,., to "i‘il: i=1to the picture" wherover -...hf):f
‘AW'Ce

(d) In ordor that intlligonce officors muy he trained
for thoir work they must be selocted during posco, rnd by study
propare themgolves for thelr duties, To aid in this troining the

-0ffico of Hewnl Intelligonce has propared o sorrespondence sourse,

In addition to which r thorough knonledge of this pemphlot would
be wuluablios.

5l4. Ldentifienbion, During the last war the 0ffico of
Newel Inbolligonce oropared ideptifilection cards thet were isaued
Yo oporatives ag regulred <o wsgist cortnin of them in cerdain
phosos of thelir work, Issw of thoso cerds was restricted princi-
polly to oporatives sent oub direotly from thot office, bub some
vere issued on request of District Inbelligence 0fficors in
soecind oasess This sysbem swould be follewed aguin ip case of

necossity .

COLLIBGT TOM OF TNFORMAT TON .

515, Couwrter-ospioncgo opoffa,tives foll into threo classcs
bythe nuturce of their work, as follows

(1) Regulor - operatives, assigned So a particular arcs,
or Yo definite Eroups et individuals, They ore oxpocted o be

Lanerally olorty To bo, or boecome, thoroughly fanilinr with tnoir ¥

agslgned aren ond all its netivities; and to seck particularly ©
loonte and know thoso thoy come to suspect of onemy “tralfic or
-subversive activitics, They moy or nay not beeomo nequailnted
with those thoy suspoet, but must bo able to point them oul.
They ere gosor:l obgeywers of all things within thoir small
fields, Thoy follew such investlgations as muy be dirsctod by
“wheir superiors, sad fnitiato invostigetions of sueh porsons ond

aevivities oz they coms to gwspoot, They are mows gathorers,and
-bmy must alvnys be eoroeffvl de maintadn thely sceret. s'tﬂ,uua,
xpdeh 45 vitel to thelr suceossful worlk, '

(11) Special ovoyretives &¥o those usually controllod
by oo 1 or NBose 2, They ard given speeial desks in any sren or
on speecinl casem Lo colloct gpoollic informetion on o purtisulor
povson, group, firm oor nebividy, Sometlmcs thoy will bo in o
roving stobesy offen they arn "planted" whors st‘bo’lm.go or esplons~
ngo hes ocoourred, or whore some partlieular act is #kpocted, Un-
Jliko the rogular oporubives, the discovory of their status as
apents is not noeessarily fabal to their usefnlnoss as they moy
Qisappear, o roappeor in some obhor ense or other arca. Such an
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wncovering 16 to boe deplored, ond evoided, (Sce prr. 208 (o)) .
gpoclal operatives should alweys bo sglosted from those who arxo
rogular, repubnble, and succcssful detoctives or scceret opera-
tives in tluc of poaco,

(111) Oceasionnl operctives are thoso not regulurly
commoctod with the counver-osplonage orgenizetions It is offen
dosirablo to enmploy somo individunl, os for exemple a member of
2 cormerceisl concern for o gingle ocousion, Such an operotive
covld be gmployed through his immediete suporior in the firm
without dompromising the counter-cspionoge sorvices Likewise,
by previous arrongement with the oxecutives of the firm, an opor-
ntivo noy be glven employment within the vlant or office,

QPERAT IVES REPORIS

616, Oparstives cro expeetad Yo roport promptiy 21l oceure
croes of importonee thot come o tholr noties, and to make rogu-
ler routine roports nt lecst weekly, ovon if it stnto "thore is
nothing fo report. Az gtoted cbowve (por,. 509 (£)), all roports

should be made direet, by mnil i possible, (and perheps in eipher -

if this iz considered desirnble in oortain onses), to No. 1,
through o "ocover” nddress, Orod roports to thelr immedirte super-
lors may be permitted in oxtroordinary eircumstances, but this is
not 4o bo encouraged, From time to Wime tho operstives contaed
Their exeoutive, nnd keep him informed of their cetivitios, bul
oaly ot the enll snd by arrongernent of the cxeecvtive. To provent
identificotion of operctives in ense tholr roports nre intereceptod,
operatives are usually nssigned fictitious names, but wmysticnl
clinsos are to be strictly oveided, (See par, 402). 4 complote
file of all oporatives, with tholse nlicscs, will be kept in the
Intclligenco Officcerts secret papore in hias own sofe, Reoporis
st be tronsmittod by o methoed thot will not only bo expeditious,
but w1l not ercate suepicion., Regulur mril servics uoy bo wtil-
1zdd, with tho possiblo oxcovbion of oporatives reperts from nou-
trol countrles, ospeciclly those showiag parbinlity to the crepy.
In such cascs soeret retheds of commaicotion muet bo usod Lo got
by the conser.

B17. Types of Reports. Four distinct types of reports soem
to hove ovelved from expericnoe. Tach of theso roletbs to o dif-
farent type of informction, nnd becuwuse of tho division of eifort
ix the Office of Muwval Imtolligonce 1t 1s undeairable do minglo
information of different nebures os this odds to the work of using
Ite The uswald tyoes of repords ore as follows i
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{1} Roports on Individuals, These should glve = (a)
the full nomo. (Initinls cuuse confusion) of tho suspocbed porson
or firmy (b} The nddress, or similar inforsmation if addross is not
cyrdiloblos (e¢) Citizonenip; (d) Profession or busincsssy (e) dis-
cription and othor nertincut informetiong (£) Closo associatos;
(g) Conercto facts, such us usunl cetivitios, chovecter of ofiunce
or suspieious rcbs, ploce ond dete commitiood, source und roli-
chility of informotiony ond sometimos (h) stops token, or disnosi~
tion mada, desired or covtomplated, TUaloss these reports arc moade
covefully, nd ovory cffort mrde for cceurncy, o lorge musber of
uscloss ‘sugpoct cards will rosult,

(I1) Situction Surveys, ELwery District or Force Imiellis
poneo OFPlenr will bs oxpescod to rewder to the Dircetor of Newval
Intelligonee na estimobe of the loeal situntion at roguler intors
yole to be deoeided by him, Thosu will onable the Director to form
en cdoquate idorn of the eiresumstancos undor which the sorvieo is
working, and 4f the scebivitics nnd work golng fovvrrd, District
offieors, (and thoir Hes, 1) mey roquiro such roports {rom thedr
subordinates all the wry dowa tho line ag noedod or desiroablo.

(IIX) Spoeial Reporbs oovor such matbors ns spooicl
engos vy dudden ohonges in the loenl situntion such g new ac-
tivitios, change ia morale, ropld changos in shinping, or wn ac-
ounlntion of mincr mnticors rone of whilch worrant o seporofo rie
port, Theso roports should be in sufficiont dotuil %o give o
zood proseatation of ithoe neow pleturo, oud in o form closely
spproximeting an individusl roport (M) so far ap 1% cpplive.

(1V) Swamarics, Those moy be roguired monthly by tho
Dircebor from Dishrict Lrkelligonce Officors and from those in
ghorgo in obher fioldn, giving o gencrcl sumary of cll countor-
coplonnge operationms for the poriod coversd by the rovort, . The
Pollowing subject elosslficention is suggosted, ot loust Lo bogin
+A%h .

A - EXEHY ACTIVITIES

I,

Laplonupo,

o) Politicnl ond cconcmic scerets
{(b) Mowvul ond Militory informotion.
(e) Trydo esploncgo.

{a) Genuerel informtion.

Bewll
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II. Sabobogc.
(€] ﬁgﬁfhst 1ife and hoelbh.
Le Clvilinn

Ze Novel norsonncl,

(b) Demego to fuctorics, shipping, docks,
wetorial, erops, ote,, by oxnlosion,
arson, ote,

,
III. Pt‘oez‘-,g&:}i-}_;
0.) Tolitionl

(b) Peifist

(e) Pro-cnony.

IV, Trasgen,
oY Tev-1 Poraonnol,
(b} Govermment cmployees,
() Civitimnms,

V. Industricl.
Glvldunl or orgonizoed,

(b) Lobor aglbotion or phstruction of indusw
Lpicl) offorte,

(o) Morked incfficioncy in productisn of naberinl
cr worformence of esongtruction work for tho
froveramont, for use diroctly or indiroctly
in eounoction with tho condust of the war,.

(2) Supplying tho onouy,

V1. Suspicious circumsbunces.
(n) Tioractor or comicotions.
(b) Activity of unusunl noturoc,
(e} Suspocted disloynliy.
(1) liseollaneous or unclassifiod mattors,

B = CRIMINAL ACTIVIT IES

Is Violniions of milikapy low reforable to
anyal aubhoriby.
(a) By aov ) or militery porsonnel.
(b} By clvilinns.

IT. Gnses wulor thoe Jurisdictlon of civil
ot hor i?x .

Bwl2
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IiT. Cnosog rofervsd or roforable %o Wapr Dopart-
ment, Departmont of Justicoe, or eny
othey propor Gevorinent Deparimont.

518, Funds Por »ey and oxpenses of operabives mey bo
suppliod %o ®hcm ot intervals of sovernl wecks by tholr supere
lerg in cohelon, those disbursoments bolng cortifiecd by roctipts
snd voushers beek to the Intelligence Officer wpwerd Through the
neious ec‘qolo“s, and oventuelly to tho 0ffico of Hownl Intelli-
gonee., IH is ewwooted bhet bhe District Intelligence Officors

w1l rocoive funds by ohoek from the 0ffice of Novnl Intollipence,

but tho funds for the lower echelons should proforably bo by onsh
and by hands The usc of chocks 1s apt to uwncower the organizotion,
Govormmont chocka wrc atrictly to be nvoided, The methsds of hondle
ing funds, their trinsmissiocn, receiph and accounting muy vary no=
cording to loerdl or speeicl conditions and oireumstances, 28 for ox=-
amplo, o lono egombt In e foroiga field may have to recoive his

Tunds through the assistonos of a business concern undsr color of
conmigsions, ote. In genersl, hovover, the nothed outlined chave

i considered desirablc,

519, Docml.l‘_hary Evidonec, Ovcrntivos will frequently come
lanto possossion of letbors and docwments thut are or wero the pro=
porty of swspoebs. Suoh wwberizl should be forwarded gquickly to
the "eover! addross, nad the Intolligenoe Officer, if he considors
1% ndvisedle, will forumrd such metier Lo the O0ffice of Nova) Toe
tclligence.  Muxy papors thut look hurmless to the inexporioncod
oye may contnin messnges in code or cinhor, or moy corry hidden
mesgeped in seerot imle,  IP pessible the origirnnld document should
bo forwarded, Yhen this is impossiblo photographic cdpies shounld
e goxt rother then o momuel eopys Curoeful notes should be mado
rad geont inwith the poper glving tdre, plreo and tThe elreuwastonees
of tho procuremont, sud all the popers should bo s¢ initizlod or
othoriise nnrked 8 te make loter idemtification pessibdle in eourd
if nocessory.

520, (a) Covering tho Heils, Comgorship will eordainly wmcovoer
nuch velurble infoivcbion on opemy aetbivitics, but thedr uuthority
for oxoninption mry be Mnited by the logislotion estnbilshing

thelir work to consorshlip of motbors leaving or entoring tho couwmtry,
The exandnntlon of dexwotic muidls o wnether motbor. o legol
right exists Lor ony verson Ho opon or bugpoer with first oloss mall
truvelling within the Tniltcd States, excopt in the "Do:d Istbor
offiee", without o senrch werrant, Army auwthoritics hovo contended
thet seldisrs nudl conmes within their jurisdictiom ds scoon ws 1 is
dolivercd to Army contrcl, but this moot guestdon yet remrins te bo
sotbled by competont sl rdfttharitdy in.ihé ovant ol & fvlugo “ray
" Bven
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Pogt Offiec Inspoetors or agente of the Depertmont of Justice
Bowe no authority to open mail, bub both have boon troined and
heve metheds of soeuring inforntion from the mails, and thoir
coopoeration 1s to Yo cxpoctsd whon neoded,

(b) Consorship is supposed to provent loaks vie postnl,
tolegrank, tolophove, enbdble cnd radic commundentionsg net only of
enony agoxts but in the comunieations of those vho nay simply
bo imocently indiscercet. It deos more than that, I4 dotsets
spics, thelr nothode, whorosbouts and netivities; locotos oncmy
goeds in storcgo; uneovers fraudulent snlesy wmasks illieit
trading with the oncuy; uwneovors artifieial »rico fixieg; gives
tips on sobodoge und propogenda efforts; and holps to provide
8 W-wr Trade Board with the pleturo of whore thore oro gtocks of
weterinls ond how thoy ero moving. It is o prolifie source of
i:ﬂ.f'uz'nta"."ci ont on 6 rmliitudo of pubjoets to the Intolligonece 0ffi-

ors Om the othor hend, Intelligenec must supply oo gsom‘ﬁp
ﬁ.*h Iets of swepsciec L-ﬂvidmvls ond firms, ond thoir notivi-
Yios, ond must froquo%ly moke luvestigotions of persocs, flrms
tnd eoblvitios rogquostod Ly couscrships The wo org,mizcﬁ*iors
are elosely allied, and must work togothor in elose sympothy
and hernony. This cooperation is eseontial to cach,
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5281l QOthor Sourcos of Informntion, Ab naval stations ine
foractlon on cnery cebivity iy bo geined by “oovering" ail visiw
s grouns, esnecl-lly froanent ‘h.si org end loitercrs; all
trodosmen repularly supplying the base or officors guarters or
oy messes; by exehange of Informetion with other nevel intellis
gence orgsuizationg, the loenl or noarcst Awy or'g'mizf tiona,
other govermment orgenizations (cspoecizlly Donartment of Justice
ngonbe, Secrot Service and Postal inspeetors), stato and municipnl
police, lMuch informetion, and many "londs™ have oome from vnich=
ing tho ¢lasscs ord posimorks on mnil shtering and loaving pogtrl
stotions, by inspeetion of newspopors and poriodicals reecived
ond sent by suspocets, nd by ostabllishing o weste bosikot eonsore
ghin, Two bodies of observers and infomantg are clroady ore
gunized in the Bey rmd 6irl Soouts, Through liaison with the
loenl Seoubt Loadors these srganizetions night be mest useful,
vut exireme enre ls nocessury in the comtnet and in the seleetion
of the imdividual children for gush work. Tho Ameriesn Protoe=
tive Lenguo night algo bo reorgmnized, (Seo Chap, IX, "Fighting
Gernonyts Spios", by French Stother), However, the Departmont of
Justico is opposed Yo this o5 they seom %o Hove found this auxile
ivry of 1ittlo »ractiesl weluo, and its opepntions eluttored up
tho comvbor-ospimmgo cheamels with avnlenchos of worthless roports,

Tholr desire would be te ompond Their own orgumization ns nuch as
NOCEBHAYY &
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522, {c) Dispcattion of Informelbion. It is obvicus that it
is irposaible Tor ony Bisgle Dletrict Laselligonco OFfficor, or
the officor in charge in sy forelpgn ficld, to collato the lu=
Tormmbtion exoopt In his own flold. Also, apporontly wrclobod
bits in any one fleld nmoy be noest Lllumianting when aatchod up
with somobhing from cnother ficld. This is the funotion of the
Offfice of Movael Intelligoncc, Aceordingly, counterwespionage
Irformetion nust be earefully eveluubed by each resporsible houd
in the fiecld, o elthor dircets further lunvestigetion, or for-
verds the infermetion o the Director of Nrval Iatelligones, or
both. It hlso ig wpporent thebt thore must be close cooperation
betreon Bistrict Imbolligorce Officers, and also betvem Lntcollis-
gonee heads {atteends) in countrics abrond, and botwoon similay
organizntions in sther Govermment Denoarimonts and Steto nnd Huni-
einel orgnnizations,

(b} Gront enro must ho oxereiscd in reporting suspoobs,
Duricg the World War the cord files on suspects grow to overwholmw
ing proportions, Therc wors more than 50,000 suspeet enrds on
file in the 0ffieo of Havel Toatelligone:. The majority of thoeso
Ceards concorned Lonnecont persons, go that offieient operatisn of
thet seotion was bloeeked by the {lood of neodless dntne In o
future enorgeney it ig oxieceted thet inbtelligonco officors will
welpgh corefully the ovidence ngoinst suspoeted persons or firms,
snd will not labol ernrdr "Sugpoet" without rensonablo grounds for
definite suspieions, At tho same tine it must be renlized that
informetior. on irndividunls and firms is o fund-amenkel requirenent
of Tho eonsorehip. The first informetion n consor vequires is,
"who is the sonder?™, moxt, "who is the addressec?’, and third,
Mwho are those nmentioned i the toXt?"; this bofore he cvon cone.
siders thoe subjeet mnittor of wuy cormmunieatisn, Therefore, cone
sorship cunnot have too mony information eards, Bub the informa=
tiom rmust bo acourcie, os full ns possible, and the cards nust
nol be elessed as sugnect eards ynless the reasen for susplelion
is well Pounded,

(¢) The forwmrding of suspoet informetion must, thoro-
fore be left largely to the diserebior of the rusponsible inbollie
gonee officors in the various fields, Districts, Porcos, Comunnds,
end obroid,  This meong thet iaformetion thet is indefinito or
thet cencorng only the leenl situntlon, should not be Tormarded
to the Offico of Huvnl Intollipence, On tho othor hond, sny in-
fornation that may in any vy affcet the genoral situation, or
of o oase vhoso romificstions gy extond beyond the jurisdiction
of an intelligenco officer, should be forwardod ot once, with
copics ‘bo the obhor intelligonge officors obviously lawelved as
speed and carly advieo 1s essonticl froquently to promot coopera-
tion,
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G23. Procavbloncry Measures, The first, best, and funda-
montnk rule, ospocinlly for those in the wmilitary or novel corvicoe
ig to "Koep your oyes rnd enrs open, and to keep your mouth shub,"
ALL persomnel must he wmrned froquently not to discuss the viar or
ray knowladge of any operetions thot thoy moy posscss in any placo
or wiy Thet Lt could possibly recch the enemy. This apnlics os
vell to tho writing of lotbors. ALl porsommcl must pordiculerly
avoid spoaking of shins movomonts, manoeuvers, or the nomes of
vessels in any loention within hesring of sny strongors, or aven
frionds o acqunintoncos vhose sbatus is not thoroughly known,
ospeeinlly within tho hecring of othors in cafbs, hotels, nr othor
public places, These wrecautlons should also be exbtonded to the
general publie, end parbloularly to empleycos within maval cee
tivitios, and tho norscmacl of the merchent shipping industry,

Tn Frence during the war the nobion was woll plecsrded with posbers
in torsc lanpuage, "Wolilez-voudl Toisoz~vousi™ ("Be on your
gunrdd Xeop your mouth shubl"), Thils noeessity for gusrded
siloneo should bo improssod upon the whole natlon, and perticuy-
lorly upon legislators and bhose in all goverment positlons.
Vives are prolific sources of leaks, "An ounce of preventilen

is worth o pound of curcs™ {Sec "Socret Servies" by 3ir George
CAston, pge 124, for an 1lluminating oxcmple of goszip).
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CHAPTER STX.

Hints as to metheds of Uncovering, Examining
and Searching Suspects:

860l. These notes have heen gathered from an examination
of many writings on Becret Serviee work, beth esplonage and
counter-esplonage, ineluding written reports, orders, printed
articles and books. -Seme of the sound materiel is froem Con-
fidential papers in the Archives of the Office of Nox¥d Intel-
ligence. ‘While these notes cannot cover the whole 4814 of
human ingenuity, thay will give hints, snd open up trains of
thought that will be productive in discovering who ere acting
85 espicnage agents, and should be a sort of "oheck off listv
in examining them and their belongings to discover evidences
of their activities., At the same time these notes may serve
to give our own espionage Cpetratlves help as to what teo aveid,
since Toreign counter-espidhags services have mire experience,
and probably a greater fund of wriftten meterial such as this.

LOCATING SUSPECTS

602.  Purscns engaged in espicnsge, sabotage, propeganda
or subversige aotiv1ties have becen located by the fellowing
mneens. —

{a) Reported by loyal ¢itizens as suspicious because
of their actions, activities, speech, and sssccimies. Intel-
llgence officas are Ffloeded with such reports from voluntary
sturces,; particularly when thore is a “spy scare.

(b) TUncovered by Censcership through thelr communicsaticns
by meil, telegraph, cable or radic.

(e) Discoverad by pest offPice autheritics beceuse of the
volume, charasoter, source, or sending addressgs ¢f thoir meils
or beeause of fiatitious namos or addressos,/gy reason of fall—
ure te recaive mail via "Goneral Delivery" from which it went
te the "ead Letior Office” whore 1t was oponed and studied,

(4} By obscrvaticn snd roperts of the operativeos of our
ecunter-aspionegs sorvico.

(e} Hoperts from citizens, police, postmen or cur agents
as teo lditorers or theso living vasily with no visible meens
of suppert.
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() Through the Red Cross.

{g) Reports from hespitals, hotels and shipping com-
panies.

(h) Treom newspapers and news agencies as to those
vho Insert, snswer Or inquire about advertisements that have
e suspicious air. The papers, by long expsrience, are able
fraquently, to spot and report any matter presented to them
thet is not bena fide.

(i}  From banks and banking ccnnecticns. ‘These in-
stitutions gquickly dete gt those making depesits and with-
drawals that are suspicicus, and also can Tolleow marked or
known currency that is under investigaticon or suspicicn.

w
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{i) Hetels. Rcom clerks, bell boys, perters, door
men, maids, and hotel detectives, are prelific sources of
infermaticn, and sasily fellow ihe movemsnta, contacts, ebe.,
of guests; and also scoen acquire the abillty 0 lecate and
rgport suspliclous persons and activities.

{k) Railway, Pullmen, Bus and Airplans services.
Their employess are observant and frequently ars keen scurces
of infermaticn as to identities and movements, and frequently
report suspicious or furtive travelers.

{1} Telephone and Telegraph Companies, Their oper-
aters and personncel overhear much, conatantly are on guard
for wire~tappers, and ars in and out eof buildings, working
on lines @tce, constantly. They are a most loyal and useful
body of cbservers and informers. Thelr recerds are s¢ com-
plets and meticulous as te afford much information as to
calls, perscons and lecatloms. Roquusts for special sorvices
are always secretly investigated. '

‘ !

603, After the finger of suspicicn peints o an indi-
vidual, & firm or activities, confirmation should he obtained
by caraful cbssrvation first, if pessible. YWhen the susple~
icen is confirmed, ¢r il there secms to be liability of the
porson or parsons invelved decamping, or examinalion and
scarch of the individumls 1s decmed necussery the arrests
sheuld be mado aithar by the police, civil or military, or
by rogular fodersnl agents. The civil suthcritivs usually !
cocperate In thuse arrests.
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EXAMYLATION QF SUSPICTS

6044 {a) The cral exeminaticn of suspzcts is an art ac-
quired only by experience and practice. Usaally lawyosrs ox-
perienced in cress-sxaminaticns in Ocurt, o police officiels
familier with the "grilling" of criminals meke the bext =x-
aminora. MNewspapor men, vorsed in the wiles ef "interviswing®
would seem alsce to be indicnted as dosirable for this kind cof
work, but the Department of Justice dcees nct find this berne
cut by their expoericnce. {see Art. 3L3(Db}}. "Sircng-arm"
metheds are to be avrided sbsclutely. Such metheds smlways
doe more herm than goed.  IC the uxsmination and search is
not ecnductad by officers of the intelligence crganizotion,
they shculd slways be prosent, and porheps guide the ccurse
¢ff the interrogobicn.

(b) Twe lnterviewsrs ore scmebimss, o very effectivg
ecmbinaticn, werking simulbanoscusly, ons of whem will bo scme-
whet severs, =nd the cther sympathotic, for the purpese of
gensacutively applying the differing methcds tc the psrson
interviswed., Such pairs, if cficn uswed teogether, develcp an
gxcellent and very effective termwerk, but must exsreise cerre
not e leb their metheods gel inbc s rat,  ALL individusls
4c not respond in the some way end the teamw rk must bs suited
te the Lndividual. :

(c) The interviewer shculd knew the rudiménts ¢f prac-
tical psycheclegy. Srms interviewers have the gift of being
able ovan bte gain the ccnfidence of ths suspect. Thers are
Taw Gimes whe=n -~ guspach can be Prpeed agninst his will to
reply to gquesticns, and even 1f this bo dene, the answers
are lisble nct H¢ be truthful. The interviewor shculd be
shle to "spegk the same lenguage" sc thot slong expressicns
and technicalities may be undoersticd in their proper menning.
An interviewsr shruld have & grocd momery s¢ thet he can revsrt
tc apparent discrepancies loter during sn interview without
raoferring tov nctes =8 such = roforence invoerilably puts the
suspact o gunrd. '

SBALDIY ]Euoneﬁ 2} 1o SGUIRIOH PaIpSSEIoa] / JSWISSERILY} Sy} LIOY PEonpaidsy

DECLASSIFIED |

Authoritysan G777, Sm{f ,.



ONL-22
Original

805, In examinations mcocuracy is peremount. The sus~
pect must be warned that "anything he may say may be used
agalnst him", end s stenographlc record should be carefully
made. The record may be recorded mechanically if dictographic
eqaipment is avallsble. The stencgrapher mey be out of sight
in ancther recom, either with the decor ajar or taking the nctes
orer a hiddsn dictophone, or threugh a thin partition. The
wall may have an opsning, covered by a lurge map, etce The
repert should be typed promptly while the memory of the in-
terview is fresh. Replies should be carefully studied and
compared, as discrepancies in statemsnts give the opening
for breaking down coften very pleusable stcries.

SHALLY {BUO] éN a4t 10 SBUIPI0H PRUISSEREC [ DSIISSBIOUT DY) V10 pRonpardsy

606, The first axiom of interviewing, and evaluating
the infermaticn received is Lo determine the abilities and
limitations of the interviewed, to determins his degree of
intelligence and competencs. This exlcom has many remifica-~
tions. The Luntesrviewer himsslf must bs sble to ask intelli-
gent questions which presupposes a general baslc knowlsdge
of the subject, must be alert to reccgnizs ths impert of
statements made and t¢ further develeop the theme, and to de-
tect avenues cpencd thelb may lead to new and unsuspected in-
fermation, Much valuabls infermation has been uncevered |
slmest accidentally by reoccgrnizing "indicetors'" or leeds that
unccver naw infermation and sources of development and in-
vestigation. :

807. The folleowing mental typss have bsen claqpifiad,
each of which requirses differant troatment asnd methed of ate-
tack., The mest dsngercuas suspects come under the first clas-
sifaticn.

(1) Imdividuals who are obssrvant, accurate,
and with educaticn and background sufficiently comprehensive
to eénable them to appreciate and understend what is seen.
With this type the interviewer will have no trcuble if the
suapect will talk and tell the truth.

(2) Individuals who are observant snd accurata,
but whose background dces not enahle them to realize the
import ef what is seen or heard. This type is usually ac-
curate in diseription, and will freguently reecnll things
s2on, but forgetten becansze ¢f lack of improssion. Preoper

Bued.
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use of leading questions will often help. This type is us-
ually not misled when their memories are stimulated.

(3} Individuals whose powers cf obasrvation are
not keen, and who have little abllity to understand. This
type 1s a rather hopeless one, but cannot be disregardsd
hocause corroborative information may be developed. They
are usually sluggish, and not very often dangerous 4s agents.

{4) Individuals with preconceived idega, whoge
minds are closed sagainst anything tending to conbradict
such idsas, ¢r who twist sll material inte such Torm as to
suppert such ideas. Thisg lg¢ the "Reformer" type, dangercus
as agents or propagendists because fanatical, and prone not
to eount ths cogt. Often self-sacrificing to the extreme,
blind teo what they de not want to see, but eager to pros-
elyie.

SBARUY [BUOHEY U O SOUIPIOY PRIISSRIDe] [ SSIISSEIUN Su) WO paonpaldey

() Individuals lacking in observaticn, but whose
imaginations supply suppesed facts, not only net seen, but
which frequently do rot, or cannot, exist., This is often the
type of wveluntary informants, often super-suspiciousz, and
who jump at cemclusions. This type, however, is peculiarly
gugceptable to leading questicns, but eare must he exercised
to aveid planting an ides that later may be Ilatly stated by
the individuzl to he & faect berns out by observation. Not
the "agent" typs, and should be mvoided as cperatives. !

(64Individuals expert in scme one field ahd keen :
and cempetent observers in that field, but who do not observe ¢
nor recoguize limitations in other fields. This type may
engage in spscial lines of activity or sabotage, and are usual-
1y very expuert in one speqgisl line to the extent of being i
blinded in ¢thers.

608 The above LTypes may aach be further classifiled
inte the following groups, dopqu1n6 upen the tendency to-
ward logquacjcusnsss or taciturpity of the individusl, and
thess characteristics slways Influoenced by self-inturest.

(1) Individugls who talk fruely, und state ac-
curately within the limits of thoir ebility, and who rgeog-
niz¢ and admit thelir limitatigps. This type ususlly is also
type 1 =hove, and usually pregents nce sreuble other than the
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willingness of the individusl te telk. (gee 6,9,10,12, 13
and 14 below)

(2] Individuals who talk freely ®s to what they
belisve, bubt withcut substentiation by facts or observaticn.
Types 4 end 5 abcve are often in this class,

(3} Individuale whe talk freely, but for the pur~
pese of cencealing facts or te prevent the gquesticner frow
directing the interview cr keeping it in a direct line. This
class usually is atbtempting to withhold information end is

the most wily type tc desl with. Rosal suspects are frequently
of this type.

(¢) Individuals who are too willing to tall, but
have ncthing te say, nor eny facts te disclose. They repeat
platitudes, or hearsay ststements they have accepted without

subsbantiaticn, Types 4 and espieially 5 above ars often in
this class.

(5} Individuals whe ars unwilling to talk, but
must be led cut by.direct or leading guesticns. Those pere
sens comprise the timid or shy whe hesitate te oxpress them-
svlvas for fear of argunent, redicule ¢r conitradictien. They

lack feree, and usually are harmleas and Tar frem helpful as
Béents.

(6) Individuals whe refuss te talk. These. psrsons
present the hardest pryblom. TheTe 18 no logitimate way to
ferce the porsen te talk, and if T.ore were there 18 little
assurance of thse statements being trus. Furthermers, under
duress the statomerts are usually eithor what the porascn thinks
the interviewer wants tc hear, or thet will cause = relaase ¢f
the pressurs without suy ¢ther Tegurd. Fertunately this type
is rorc. i

(7) Individuals whe have difficulty in expressing
themsolves, but who ¢f ton have kean pewors of observaticn sand
intuelligonce. fThese perscns can be drayn out by being put at
wass, by uslng cvesy ecnversaticnel styls rather than sbrupt
quzsticning, and by lesding questic ns.

(8} Individuals whe doliburately lie. This type is
usually quickly discovered, ond the truth oventually unocvored
by expesing the lie. Suspects froguently start in this way,

66
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and thereafier every statement made must be thoroughly veri-
fied.

(9) Individuals who aveid talking aboub themselves
gither through medesty or because the subject is dangerous or
unpleasant. This type will often rise te the bait of ccerrect-
ing misinfermation 1 the matter can be put in that ferm by
the questicner.

{10} TIndividuals who talk freely sc long as ques—
tiens do net impugn their metivies or actions. This classifi-
cation may generally be idncludsd in any and all others, as it
comprises almost all human beings who in general are unwilling
to tell or listen to anything tendimg to place the individusl
in a bad light, This characteristic is mest important psycho-
logically in drawing cut the truth, and is of frequent use in
dealing with difficult individuals.
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_ {11} Individuals whe resist direct questicning,
semoetimes bucause of pride or resentment, Thoese can usually
be drawn out by pursuing conversational or discussicnal lines,
tho questicns heing greduslly intreduced at intervals in the
interview, and the infcrmaticn being put tegether later,

{so5 12 Dbelow)

(12} Individuals whe hositate, or resist divulging
infermation he bolieves ¢f value or importance cither from
innate stubbermnness cor which fer soms roascen he dess net want
$¢ disclese. In such cases the difficulty is increased by any
appearance ¢f eagorness, but the infeormaticn muast be drawn cut
skillfully in bits witheut the perscn realizing ho is being
pumped. This typo is froquently the "dcuble-spy™ and usually
wants ccmpensaticn for his informaticon. (ssce 11 abeve).

{13) Individuals whe tnlk freely and reveal infer-
maticn readlly, even when he reamlizes hs should nct, whon the
intorviewer &ppoars t¢ have ceusideorsble informaticn alrsady.
This type <f intoerview usually partakes cof the charaster of
a twe-sided discussicn ¢r argument.

(14) Individuals whe divulge infcrmaticn, either
roadily, or with evmoe degrese of hesitancey or reticencs, be- -
case <f fear thet he will beeome {mplicated or sndsngered if
he dess net, Usunlly siuch informeticn is «f a nature thet in-
velyves cthers,

6~
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609« TFrom the sbvave 1t is evident that there is no uni-
versal rule in interviewing. HKach person presents a distinoct
problem. - The types given in paragraph 697 are seldem clear
gut. DBirdsr line cases are the rule, and their reactlons under
interviews usually introduce & blanding of several of the clas-—
siTications given in paragraph 608. Indeed, fregusntly indivi-
dusls will shift from one classification teo ancther during the
gCurass Oféan interview a8 their reticence is either broken down
or built ap. The interviewsr must have seme understanding of
psychelogy, and sh open mind. Some cases are insocluable because
of adverse persenal reactions between interviewer and inter-
viewed, in which case thse interviewaer must aveld ereating a
projudiee, and turn the case over t0 another interviewer.

610. While thers are ne fixed rules, there are well recog-
nized mothods of approach with which interviowers must be famil-
lar as fellowa:~

(&) The first nscessity s te get as much aceurate back-
ground infermation as pessible as to nationality, age, married
or single, children, place of dbirth, scheol attended, ususl reosi-
dence, names of frionds and sssceiates, business, perscnal char-
scteristics, porsenality, habits, hobbiss, proejudices, likes and
dislikoes. As much of this as possible should be known bofors the
intrrviaw as 1+t 1s inveluabls to the interviewer to enndble him
the bestter to develop his theme, end to 2id him in c¢hecking the
information iven, or to discevsr sn assumsd poss. It is alse
invaluable in oponing an interview, which is usually btet done
in a cenvarsationsl mannsr. Howevor, tho interviawor must be
careful to make ne claims te informetion thet he doss not fe~
tuelly possuss, .xeept under exceptionsl circumstonces.  Such
eledms or nttltuds tres elwmest & universal wooknosss of intor-
viow.rs, and froquently pormits the porsen being interviowed
to goin the distinet lmpressien that the interviewsr is bluff-
ing. ‘Vhen this ccours tho interviewer finds himself suddenly
st 2 greot disodvemtags. {sco Art. 608 [13)),

(b)  The intorviewor must pley up te the tompersmont
and choracterlistics of the interviswed. I his type is net
alreoady determined the intorviewsr must endsevor to make the
slossificaticon ss 1t 1s of great assistence in doVoloping tho
intorview, and an esrly detoerminetion of the type as given in

698
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paragraph 307, and a further determination of a classification
ez given in peragraph 208 is of m=jor value to the interviewer.

(e) The cconversational stert is of value in ali inter-
viewa. It places the interviewed at his easge, frequenitly breaks
down reticence, and tends tc cleoal the particular object of the
intsrview which iz sometimes necesssry or advisgable. It also
enables the interviewer to determince his methoed of attack with
difficult subjects, for some perscns will talk when they are
made angry, when they are flattered, when they are hsndlsd with
dignity, when the vesracity of their statements 1g challanged,
when they respond to the use of liquoer, or any other trick that
may be used to get them to talking.

SEMYY |Euog1éN 2 Jo sBupjey PamISSERaQ] f POYISSEOUN BU3 WO pRonpoIday

{d) The interviewer must have an open mind. He must
bear in mind that no two people over seoe the saws thing alike,
or have ths same roeactions. For oxesmple, «von two nows re-—
porters sent te cover the same story will differ in their re-
perts of en interview excopt where a written statomont is given
out that they can copy. Ancther peculiarity is fownd. in ths
observations and roactions found butwson ¢xpoeted and familiam. s
events and the unexpeeted. For oxsmple, a "fon® will uxpect,lﬁhﬁ
will see, many things at 2 basge ball game that will escape one
unfemiliar with the gams. Bscause of tho oxcitoment and tumult
eng unfamilier with the action will have ssen but fragments
whila often belioving ho has seen it sll. They are not mentally
tuncd t¢ the sudden happenings thet burst on thair minds, end are
not prepared te watehl tne entire fisld, even 1f they could. In
faet, the suddenness of an svent may pearalyze the powsrs of ob-
servation, and naturally dull their sceuracy, oven in tho cmse
of a veteran observer. Honce the interviower must net hs mig~
led, 2nd must dotermine what was actually chbssrved and what was
imagined.

(e} A participant has one viowpeint, a spectater ancther,
5¢ the interviewer met gut the porspeetive of tho intorviewcd,
and realize the bearing the intervisw may have on the froedom,
even the life of the interviewed.

(f) It is meeessary te be wary of infermation tec easily
chtainesd. It is usually transmitted for a purpcse. Detorminoe

~ticn of the metives actuating ths interviewsd is then necsssary,
and the interviewer should sesk that lino of infermeticn, tec,

6-9
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and very carefully, in order to determine the credibility of
the information, It is true that often "when thieves fall outv
truth begins to break out in many devious ways, but it is also
true that "red herrings" are often dragged cver %rails to break
the scent.

(&) As a peneral thing, information 1s more apt to be
disclesed when 1t can be made evident te the person interviewed
that his self interest will be bvenfitted thereby. Every affort
should be made t¢ emphasize this basic feature. Vanity or the
galf esteem or parscnal interest of the person intervieswed should
be appealed to and playsd upon whenever possible.

(h) ffrem the above it is apparent that interviewing is
primarily an art, to be nastarced only by each individual in his
OWIL MAnner.

(i) In connzetion with the interrogation of suzpects
an aoparatus known as the "K.eler polyaraphh, or "lig-deetorn
of the psychologists, may come into usa. This is prepcsed as
g regular part of ths equipment of the G-2 8acticn of the Army
ataffs. This apparatus, through very definite roacticons, indi-
cate whather or not the poersen under cxsmination is telling the
truth. ‘The ingtrument hos alroady besn used suceesslully in
hundreds of instancas in this country in the past few yeors and
hrs ecnelusively demenstrated 1ts weopths Tt 18 asg valuabla in
determining inncesnce as guilt, particeulsarly in cases of circum-
gtantiel ovidence. In this instance the guiltless person has
nothing to eccnesal, and has ncething te fear from the cporaticon
of the devies. Guilty parties, en the cther hand, when con-
frented by the evidence rscerded against him by the pelygraph
usually braak dewn and eenfess. '

61L. Evaluation;

(n} Poecpla, evoen these in jecpardy, are usuzlly willing,
¢r can bo inveigloed, te¢ dalks. The moin prcblem thereafter is
tr nppraise the infermaticon given. RBveoryone tends te ccoler his
statuments, (even whon given in all henesty), with vhat ho be-
lieves, fnd mest pocple are unsble tc detormine the precise
line betwsen beliuf nnd fact. Slmilaerly, cur inhibiticns and
projudices influsnce ¢ur acticne and rvocticns to scme dagroo.
The tendency ¢ ¢cler statements mey be dellberate ¢r sub-con-
scicus, :
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(h} The interviewer, to the best of his ability, snd
with tho loast pcssible distortion due to his own beliefs and
prejudices, must cull out facts. He must determine what the
interviewed c¢ould know, could have sesn or heard frem an su-
thentic source, his ability and / or willingness to transmit
his informotiorn accurately, and the bearing of the information
on the psrsen interviewed. '

{ef Evaluation ie based on background informaticn.
Without that there can be nc apprelsal or checking of reports
and informetion against facts. Much of this backgrownd is
dJopondent on the setivities and ebilities of the field oper-
atives, and the accuracy of their reperts. I these nre reli-
able and trustworthy, tests of valus have beon mads, or will be
made at cnce in their fields of netivity, for evalusticon mst
start with the gathering of information {facts) st tho source
in erder te check infermeticn egainst prebability, pessibility,
or their revarses.

(d} Tho infermatien from interviews, thon, must be
checked agoinst the genoral information ferming the backeround,
(knewn faets), and ths pessibility or probebility of ccrrebor-
~ative infermation en new p011ts.

(e) It is by pateching tcgether tho essentianls thnat the
acmplete, ccmprohoensive, and true stery i ebteined.

(NOTE. Metrcpclitan publleaticns have on thelr ataff's those
whe aro exp:rt sutheritics in varicus fi:lds sside frem their
newspaper werk, Those porscns are usod te appraise neows arising
in their ficelds to dstormine 1ts value nnd pags judgemont as to
whether ¢r net it is werthy «f nobice. One of their prineipsl
tastes is the sincority ¢f the scures. Other foaeters in the esp-
praisal arc the dopondability, ability rnd metives «f the scurce).

SEARCHES OF SUSPEOTS AND THRIR EFFHECTS.

61l2.{a) Thare ere listed below a number ¢f places whers
1llieit communienticons havo been disecvered in gerrches ¢f sus-
pecte nnd theiyr belengings. While this list is ne deubt in-
cemplste in thot hunen ingenuity will £ind new places and meth-
ods T ecncenlmont, novertheloss 1% will bo ¢f velue o8 8 stAPt-
ing peint fer axamlnqtrcns and chvek ¢ff list, #nd should init-
i9t¢ a line ¥ thdught s te what - exemine; for what human in-
ganuity may ovclve nnoew humoan ingenuity will discever.
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(o)

This list includes all places disclosed =¢ far in

a wide range of reports and books.

1.
P
D
4o
Ba
€,
7 e
8.
D
10.
11.
1z.
15.
14,
NEWSPADPET S,
15.
16.
17
bhooks,.
18,
15.
and cakes.
20
£l.
2R
3.
£
25,
826,
pipo bowls,
27.
28.
29,
30,
Sl

tebles. 'Thaose have also bwen used s ciphurs feor cncfiding mes~
soges thet wore never sclved until the key wos nccidentelly dis-

covarad.
28,
23

Talge botboms in btrunks, bexes and hand lugepage.
Pasted under trunk and hand baggege linings.
Inner linings cf clething.

Undsr hat ribbens and sweat bands.

Inside shirt cellar bands.

Inside scoft ccilars and cuffs.

In hollow canss and ferrules.

In umbrella handles and ferrules.

In kedaks and lkeodak films.

Under the hotel and baoggage stickers on baggage.
In and on the pocking sround fruit, flcwers, sic.
In the stiff beard ccvers cf books.

In netes hotwoen tho lines in becks.

Pin pricks marking letters in bocks, mogazinces and

On corset stocls.
In semples of all kinds.
In trade catalesmucs, which arc also scmatimes ccode

In toys.
Werked inte scap, soussges, stuffed fruits, candy

In bexes of laundry.

In medicine »ills and capsules.

In tocth paste and shaving cream tubes.

Ir jars of ccld cruam snd cosmstics.

In cans of lard, paint, otc.

In cigars and cipsrcties.

Uncer the dottlo in pipes and in specislly made

In pips stems, and clger spd ¢igaretto heldors.
In o hellovwi-tooth brush bandle.

By marked Qr speeial pleying crrds.

Pin pricks on peper mcnoy.

By spscielly made up and morked celendars.and time

In the fusl space ln cigarotte lighters.
In mochanicnl sencils,~foupbtein:prns wnd pocket

Tlash lights. '
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%4. Under linings of wallets and pocket bocks.

35 In hollow cuff links.

36. Inside buttons, especially cloth covered buttons,

37 In the rectum and in the vagina in women.

58, Inside false teeth and bridge work.

3T In ear, ncse end mouth cavities.

40 Under glusd downrwigs.

41 In furs and feather boas.

42, In the hollow quills of feather trimmings on hats.

43, In hollow stems of flowers.

Ay Tn womens' hat trimmings.

45, In hollow heels, under linings and in soles of shoos.

46, In ths metal tips of shoe laces.

4% In watch ceses, lockets, hollow rings, broaches and
trinketas.

48, In the head of a hat pin.

49, In a tiny glass tube, intended to be cerried in the
body, containing an autograph lstter from the Kaiser, reduced
photographically to slmest microscopic size, and Lo be enlerged
bafore delivery.

50 Unevenly cut homs snd seams in clothing, and scem—
ingly frayed or raveled threads in scsms have carried messages
in code; the spparently swkward offorts of a poor seamstress
or tailor heing really the result of most skilful snd painstak-
ing lahor by an exparit. : ]

5l. Under stampa on letters and in the seams o pasted
Jjoinings of envelopes. .

52. . On nigarette papers, both mads up and Loose.

B3, . On cigar snd clgaratte packagesa, boxes and wrappings.

H4. In tha "scores" of music, the words bheing some popu-
lar songz, but the pogition and walue of the notes hoing & code.
Try playing ths pisce. It may be unplayable or most discordant.
{s3e Rowan pe. 288 fTor an exsmpla).

55, Arvparently harmless "jinglss® on an editorial page
wera discoverad to contain code mossagas.

56. Be very suspicious of strings of beads or bracelets
of multicolorad besds or of diffurent shapes, cmbroidsries, or
pictures wherein therae sre mossics, hlocks, brick wslls, houses,
cattle, snimals, octe. in'repetition, or mpparent architects
designs. Such things may easily carry mwsssges in a "Biliteral
Ciphar" {see 0.N,I. Archives Reg. Ne.lllln, p-10-b)

57, Tho hosd has bocn shaved, written upon, tho hair
than allowed to grow, and on arrival at destination a reshav-
ing, dry, revealod the message. The body also has baen written
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up with invisible ink.  Therefcre, cause the suspect o be
shanpeoed, and to hathe, the water being treated with &
scivent. Lime cor lemon julce sradicates all tracings or
merkings., I the sesrcher can discover ncthing, be sure no
one else doss.

58. Buspect freshly painted metsl surfaces {in ships
tog). Often such surfaces had messsges scratched on them
wiich becove visible hy removel of the paint with & sclvent.

59 Any papers, handkerchiefs, collars, shirts,
undsrware, ete., can carry invisible writings. Exsmins
gugpacted articlas in strong sunlight, perhaps uvnder a good
magnifying glass or micreoscope, for suspiciocus merks, sub-
mit te heat tests, or have exemined by an expert. Ilodine
bringzs cut many secret writinge.

60, Starched ecllars, cuffs, shirts, ste., and neck
ties or searf can be treated with a chemical. They can
then be divped in warm wateor, and thus produce an ink for
seerst writings.

61, Buttons or pins sre zcmetimss identification
badges betwsen agents. _

62 Ixamine fruit skins and plant leaves for writings
in invisible ink or scratched with 4 sharp instrumont.

63. Inside hellow spectacle rims.

640 Under the rubbor eraser of a load pomeil.

65, A mossags may ho writien on & mirror with tailorts
French chalkj this is rubbod off, but writing becomes visiblo
1f eno breathoes on the glass.

€6, Bembs, both oxplesive and incendiary are,made in a
number of forams, and 8o gra vory paf.riul and dangerous.
Some are mads te leck like founteln pens amd poneils, end sim-
ilar oasily czrricd pocket feorms.

87. Similar to the skove, containere for poiscns and
diseasce gurms ary carriod, for use in conteminating water snd
fcod supplivs and scurcos, and for causing cutbresks of sick-
NuS8.

68, Lumps ¢f suger havs boon feound, centaining, in an
insido capsulo, guorms for spreeding fovers, aend causing death
te animals, ospacially herges and malas,

€9, Dangorous bombs, both explosive and incendiery have
buon made te 1sck oxactly like lumps of cceal for starting fires
in carge, and for dameging loccactives and for sabotage in in-
dustrial plants.
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70, Fish in an old trawler concealsd bombs for de-
stroying water front works, docks and locks.

71. A powder has been invented that cerries poison
gas, can be inconspicuously strewsed about, and gives off
lethal gases for days alter the action of air upon it,

72. An ordinary cendle may contsin dispatches, inks,
chemicals, sxplosives, ate.

3. A women's sewing kit may contaln contraband. Mes-
gapes were carrisd inside pin cushions, and also by the kind
and arrangement of pins in a eushion. '

74. A falge beottom in a bucket csrried a camera that
took pictures throuzh the bottom.

~ 75.  The photograph on a pasaport wag covered by a fins,
transparent, invisible film, on which were more than three
thousand words in code, accounting for recent German troop
movements. That photo was passed and stsmped by a German
visa ¢fficer and went to France.

78,  An ink of vinegar and slum is used on the shells
of hard boiled eggs. Theso, ineluded in a box of Presh eggs,
ostensibly zein. to market, are later romoved, the shells
opensd, and upon the s0lid albumen will bs found distinct,
dark brown lettering.

77 Etitehing on gloves hma carrizd codse messagos.

78, L stamp collector's album, and the mailing or
exchange of gtamps, somatimes rars cnss, was & code.

79,  Playcr piano rolls, ostensibly music, were con-
trived as a code, &nd whilc unpleyable or discordsnt, wore
sugeessful for a while.

sy ;euogéN a1 jo sBuipjo-] payssepac) ¢ DAYISTRIBUL SUY Loy paonpaIday
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80, Picture post cards have concealed messages within
the card, under the picturs.
81, gods messages havs besn transmitted by price tags

on articles in stors windews, to be raad by an "lntorestedh
shoppar, by the graduated Level of water in small tsnks and
aquaria in a pot shop window, and by the kind and arrangoment
of bottles and zlasses in a wineshop window.

{c) An oxamliner mist not be mislead by size. The Lord's
Praysr has besn legibly engraved on the head of an crdinary
pin. During the werld war great progross was made in micro-
photography, and sinc: then even grzater development has taken
place beth {n the technique snd in the material for reducing
and enlarging plctures. The rTule is to suspsct and examine
avery thing, revgardlsss of the apparent possibility or pro-
bability of the concealment of contraband.
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(d) There are handwriting, ink and photographic snec-
ialisgts whose expert servicss would be mest valuable, and
in many cases essential, in uncovering illicit correspondence.
An interszsting pamphlet en this matter is contained in tho
Office of Mavel Intelligence Archives, Repister Fe. 21001,
P-10-&a, which should be ropreduced and distributed when noeded.

618. During the werld war the fellewing instructions
were issued for sserching women suspcets. BTxcept for such
special parts of these instructicns as apply to women only,
the same instructioms are equally asplicable te mone. Thore
are quotod herc gs a guide in conducting such scarches of
the perscus and apparal of suspocts;-

SBAYLY JeuouéN a1 o SBUp|oH PeWsseive] [ PENSSERU 94} LUOL PSanpoidsy

{a) A1l cxaminaticns of fomele suspects sheuld take
placae in tho wvrosonce of at lcast twe female inepsctors,
inspeeter number 1 being cquipped with power te meke vaginal,
rootal, and cther cavity oxaminaticns, and inspector number
2 to aet as waieh while insoector numbar 1 is epparontly on-
gresased.

(b} Imspocting équipment to consist of sterile rubber
gloves, tube of "Ky* (o lubricanmt), a vaginal speculum, raectal
spoculum, & spenge stick with cctton sponges, nese and car
spaculs, 8 pcwerful poekst lens, a sherp penknife, and wide
cambel?'s hair brush.

2. (9) Sterting with the jewelry, all watchss should be
opsned and sxaminad on both innoer casevs with pocket lens fer
ccds mimsrals or othor marks, - ALl leckets and similar hellow
casss should be cpsned, centents remeved, snd the inside of
tha casas and the oontonts similarly cxamined undsr the lens
for the same ecde numosrals or marks.

(b} ALl torteise-shell combs and hair crnements or
pins cith silvar, gcld cr cther metal trim, sheould bo first
given the Intunsive light test, end if put togothor in sus-
picicus Ffaghicn, deccraticng should bo romeved.

% (a) Clcthing, hats, all inner linings rippoed with a
pen-knife, erincline undsrlinings remcved and tested for
sympathetic writing; all bends, ribben lreps, fur and trim-
ming cpaned, and if made of shoer meturizl, passed befire
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strong light for shadow test; if washable, tested for sym—
pathetic writinz; if deccrated with large ornapental buttens,
the buttons must be tested for possible cavities centalning
centraband, If cleth covered examination must be made that
nothing is conecealed under the cloth.

(b} ceats. All seams must be subjected to minute
bi-manual test, and light test if feasible, if there is
tha leqst uncertainty the seams must be opened. C(ollars,
lapals and all doublings require minute sxaminatien be-
mapually and by light test. ALl pockets must be opened for .
false bottoms, downlings or linings. All shields must be
openad &t seam for examine tion for sympathetic writinz of
shser miglin lining, which mugt be tested. A1l large buttons
mist be tested asg notzd abowe. Linings. If teo thick for
sabtile hand examination or satiafactory Light test, linings
migt ho ripped open.

sonuIy leuo_qém U1 0 sBUpIOH POYISSEDEQ £ DENISSRIDU] SU) Uidy PEONpoIE

(e} SMirts. All seams and hems must be subjected to
bi-manual and %fight tests if feasgible; if any uncertainty
gxists these parts must be opened. Double waist bands must
alngys be ripped. ALl large or Tancy buttons must be ox~
amined asg noted above., Washabla skirts must be subjected to
sympathetic writing tests.

(&) Blouses, Lf washable tested for sympathetie
writing, givan light tost, shis:lds e¢ponsd, buttons scarchad,
all alastie walst bande stretched apd twanged. If of @ik
or huavy matsrial, trimmed suspiclously, all scenms ars te bo
searched, shiclds opened, wire or erincline stiffening re-
moved from cellars, and all mstsl ornamonts romeved, snd all
minutely oexaminod.

(¢} Underwcar, All scams and homs are to be subjoeted
to light test, and all shadows inspectod by seam opening, all
patehas and doublings are %0 bo minutely sxemined, and opened
if nocossary., ALl olastic bands ars $o bo sxamined as in
blouszs.

{f) Sorssts, Must bo given thorough bi-manual and
Light tosvs; ¢ld elestic gariers oponod, stretehed and snap-
ped; all shadowas beyond bemos invostlgeted by ripping; all
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emall pads and dcublings remcved or opened; all corset bones
¢ stesls remeved and searched under lens.

(8) Btocklngs, All hems light tested.

(h) Footwear., Test {or false heels, false soles, false
linings,including inside of tongues. Careful examination
mist be made even down to the toes.

(1) A1l garments must be examined on heth sides, and
all must be turned inside out.

4, 1f suspect insigts on being protected while being
stripped, then exsmining inspector number 2 must stand in
rear wiile number 1 goes shead with the examination from the
front. The protecting towel or sheet must be held in place
by heth hands of the suspsct and she muist be required to
gpread her oot wide apart so thet anything she may have held
between the legs would fall.

B. Body sxamination. Hair to be taken down, unbraided
and ccmbhad. Framine minutely for wig Lied down; remove
false hair, curls, switches, ete., and examine minutely;
tost Tor sympathotic writing aleng all hair parts, hald spots,
and over old wound tissuc. Inspect oars with specoulum for
2a1 wads, examineg all creveeoss of the ears carefully. Inapect
ness with sgpeculum for nese packing. Romove false teoth;
axamnine mountings, particularly those of upper jaw having a
falga roof in tho mouth. Examine carofully under tongue,
and in all cul-de-sacs. Iramine cheek cavities aither with
speculum or finger. Examine axillas, arms and fingers,
eraases back of knuees, betweoen the ftoos, and under nails if

they are long. Dxamine crsases under beth bdreasts, Vaginal

and reetal sxamnination should be made uwaing sterdile rubber
gloves and specula, always being sure assistant is present
and veady to help. ALL sanitary napkins sheuld be inspseted,

-and if et all disturbed, tsted for sympathotic writing or

anelesed papors. Tests for sympathetie writing should be made
with wide c¢amol's hair brush, sepped on ovoer all bread oxpan-
gog of flssh.
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A, In extreme cases an intestinal test is also con~-
gidered advissble. This econsists of an ample enema, using
a gsolution of Epsom salts in warm water.

614, Notes and Instructions on the visit and =search of
chips outside of neutral or national waters are contained in
the "Ingtruciions Tor the Navy of the United States Governing
Maritimé Warfarae®, and notes to aid in the examination and
gearch of vesssls within our own ports are centained in the

tTnstructions and Orders for Port Guards and Waval Ship In-~
speetorar.
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SURVETLIANCE OF PERSOMS

815. (a) It is impossible to state any definite rules or
established procsedure for the condueting of a surveillance
of any person. Each cass requiring this type of activity is
different from every other case, and the eircumstances of
vach case require different tacties. It is possible, howsver,
to state s faw zenaral principles which should be considered
by persons sngaged in conducting a surveillance. These prin-
ciples are offered solely as suggestions and are net to be con-
siderad as constituting a se¢t procedure to bhe followed in each
cass, but it is belisved that those suggestlions in whole or

in part can be profitably applied in glving considersticn to
¢ach case &8s it arisocs.

(b} In cenduceting a survoillancoe there are two primary
consideratione to he kept in mind: firast, that the person under
surveillance should be within sight of the shadower constantly,
and seccendly, the poarson shadowad should not he aware of the
fact that he is being watched, and followed, and ho should not,

of course, know the identity of the person or perscens who ars
shadowing him. .

(c) It such procadure is possible bafore taking up the
survoillsnes of & parson, the oporatives should familiarize
himswlf with 811 known contacts, plscss of rosidenew, places
of business and rocroation, snd the goneral hebits of life of
the pzrscn shedowed, so that in ths ovont he does loac the
trail, he may be thoreafter able to again loecate the shadowed

g%ggggénoghgfogﬁgagﬁgﬁe%%O%%dh?%sgu%%%?Tﬁa%%@%liﬁg gﬁgﬁlahﬁnow
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in detail his faeial features, both front and profile views,
and should aleo be Tamilisr with the color and kind of cloth-
ing that the shadowed person wears, os well as being famil-
iar with the peculiarities of build and gait. Ho should like-
wige be familiar +ith the shadoved rerson's appsarance from
the ragr., If the oporative ig famllier with tho shadowsd
parson along all lines indicated above, he will bo able to
recognizs him from any angle, as well as from any distancs.
The dethils of appearancse set out abovs can, of course, be
best obtainzd only by aetual observanco of the subjeet of the
surveillance, although in :mergency mettors chssrvation of
photegraphs of the shadeved persen and o study of a furnished
phyeical degeripiion may be satisfactory. Wherever possible
the subjset of tho eurveillanoce should be peinted out to the
¢cperative by sémechs whe has netusnlly seen rnd is sequainted
with the subjeet of the surveillance.

(d) Bxecutives instructing suberdinates to conduct a
surveillance of o porsen sheuld ecnsider all ecirecumstancos
in esch case bsfere deciding wupen the number of cperatives
whe will be assignod to maintain the surveillanee in a parti-
cular situaticn, In o fairly ercevded oity, the best results
can gensrelly be ¢btainsd by the uwe: of three ¢psratives. One
cpermtive shoeuld fellow the subject clesely, 2ancther sheuld
fcllcw farther behind, while the third <perctive sheould follew
the subject ¢n the cppesite side of the sbreet. TIn the cvent
the subjoet becomws susyiclcous of any ¢perctive, this cperntbive
ghculd, of ccurse, immediately discentinue his surveillance,
permitting the cther cporeotives tc continue the assignment.

(<} If the perscn under surveillancc wscs an autemcbile
frequently, an <porative should be furnished vith an sutomebils,
s8¢ thet he con fellew whenever the sub joct usus this means of
transpertaticn. Oporatives having o parscn under surveilleance
should be preprred tc follew him wherever he gees. If the
shedewed perscn boards = public conveyance 0 gC te scme other
¢ity ¢r tewn, the cperntive should, of ccurse, be prepared e
fellew him. Qporatives sheuld always have pre-errangsd plans
ad te the meticn they will take im the event the subjoct uses
a differsnt medy ¢f transpertaticn than is his usual custom
Operctives sheuld, of ccurse alweys carry sufficient mcney
vith them t¢ pormit them t¢ trovel to sny' peint.
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(£} If the person shadowed 1s of a susplcious nature
or may suspect that he is being followed, the operstives
conducting the survelllance should be changed as often as
possible, Where automeblles are used in & surveillance their
drivers as well as the cars themselves and the license plates
should be changsd frequently.

(g} '™e fundamental censideration in maintaining sur-
veillance of & perscn is for the operative to a? all times
act naturally and 1o appear to he following some ordinary
business. The operative should not act suspiciously or be
self-conscicus, as such actions may be observed by the sub-
jects The operative should at all times be as inconspleuous
as pospible; this of course sntamils the wearing of ordinary
clothes of & style &nd type which will it in with the en-
vironment, community and pretexd which the operative 1s us-
ing in deding his shadow work. Under no circumstances should
there be anytbing unusual abeout the appearance of the oper—
gtive in relation toe his surroundings. Ik the cveni the sub-
jeect confronts the opsrative and demands to know why hs is
heing followed, the operative should cmphatically deny that
he is shadowing or following enycne. Mo hesitancy should be
shown in making this denial.

{h) In the #vent the subjeet of the surveillance entsrs
a huilding or dwslling eor public place inte whick it is net
deemed ad«<isabley for the opsrstive to follew, the operative
should, while awaiting the voappeasranco of the subject, ap~-
pear 1o bs sngaged in some type of actlvity which will neot
look umusual.

(1}  The utilizaticon of any protoxt making the opervative
appuar to bhe casually present at the particular peint should
be wncoursged. If there Is a strest car stop near, the oper-
atlve can gppear to bs walting for a struet car, or he can
be leoking inte sheop windows or ethorwise appear t¢ have a
good reascer for being in the noeighborhced,

(j) Whon it is necessary for en opsrative to fellow a
subject from one eity or town to anether ¢ity er town by
train or publie eomveyanes, errangements sheuld be made to
relisve the opurstive by encthor opevative immodiatoly upon
arrival nt the destination, since the subject will have be-
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come fairly familiar with the appearance cof his fellow pas-
sengers and should he therefore observe cne of them nt sev-
eral different places in the destinstien ¢ity, he will nat~
urally beccme suspicious.

(k) Cpuratives engaged in the surveillsnce of & person
should naver opanly contact one another or evaen recoenize
each ¢ther. Thuy should net congregate in groups and whon
one oparative relicves emother, it should be accemplished
without any sign of recognition. When two or more operatives
ars asngaged In thoe surveillence of e perason, they should ar-
range for some simple method ¢f communicstion with ono ancther
which will not be ncoticed by ths subject. Some syetem of
signale will b: nocessary for instsneo to indicate that onw
oporetive finds it necssssry to discontinue his surveillance
bocauss his idontity hes bocamo known or for some othor regsen
and thorefors? he dosiros his co~oporative to replace him.
Signals moy bo arranged te indicate thet the persen being fol-
lowod has meds th> expoctod centact and that it {s now time
te teke ths noesssary actien, which moy bo te causc his arrest,
or 1o gummen assistencs ¢y to discentinus the surveillmnce.
Any systom of communieation adopted sheuld bo as simpls as
peesibls and cemprohonsive oncush te provide for ths scerost
transmissicn from ne cperative e ancther of such informaticn
28 may bx Lound necossary in each caso.

(1) A procouticon thet sheuld always be taken in ecnduct-
ing a survaillance of a perscn ia to watch for end susrd ageinst
the shedowed porscn boing acermpsnisd by a eenfederate whe fol-
Llews at n dlstance or cn tho cppreite side ¢f tha stroet for
the purpess of doterunining whether anycne is shadewing the sub-
Jject.

SURVEILLANCE OF PLACGES

- 618 {2) In planning 2 surveillance ¢f » heusy, apartment,
reem op building, & corsful survoy sheuld be wade of the prom-
igsea tc be watched. Diservet inquiry sheuld be made to deter—
mine th2 cherneter ¢f the neighberhord and ¢f the hcouses cr
bul ldings sdjoeent te cr mercss the stroect frem the house te
ba wrtehod. Discroet offerts sheuld be mods by the cpsrative
te ebtain querters in o dbuilding frem which the premises in
questicn mny be cbserved. The utilizedicn of the dwelling

622
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house or other premises of a person known to bhe reliable

and who will pernit his property to be used for surveillance
purpeses is at times very valuable., Tn scme cases 1t is do-
sirabls to rent Quarters under a suitable pretext. Any pren-
iges cbtained for this purpoege should of course be as cleose
a8 possible to the building, apartment or rooms under sur-
yveillanece, and should be phyaically so situated as to give

8 c¢lesr view of all possible sxits and entrances Lo the prem-—
issa.

{b) In particular situetions consideration shculd be
given to the establishing of s means of ccmmunication between
the operative maintaining e surveillance of certain premises
and his associates so that informaticn dsveloped or asctivities
observed mey be promptly transnitted without abandening the
surveillance, The telephons is of course the best means for
such ec wmunication. If the cireumstances require such tne-
tics, considzyrsticn should bs given te the dosirability of
meinteining in the immediste vieinity of the premises oc-
cupicd by the operative, an automeobil.: or other appropriate
means of transportstion, for uss of the owrrative in contin-
uing & suvrveillaenc: of an individual who may come out of the
premiges undsr surveillonee.
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() In cecupying promisss whilo maintaining o surveil-
lence of & building, rooms, operitmonts or cthor proporty,
the oporative should se situate himself as to bo unobsorved
“by psresons on the cutsids. This procodure will gungrally
require thet thc shoades on the windows of & rcom occupled be
drawn nnd thet lights bo extinguished in the evoning. Oper-
atives ontoring snd leaving quarters occupicd for surveillance
purpesss sheould de se in such a mannsr =85 not te arcuse sus- i
pleicn. It hos boen found valusble for operatives to use |
sntrencss whoenever possible, ond when such action would net |
in 1te2lf excite suspicion. Opurstives should not errive snd
depsrt im groups, ner should thuy loave ond entur thelr cover
any mere freguently then e rheselutely nscesserys The house,
apartment ¢r room occuplaed by the opsratives should glve every
fppusrmmes of ccecupnney by roguler inhebitonts.

{a) Whsre the premisss under surveillonce are loested
£t somé distonee from the ventrge point, binoculsrs cen very
often be used to aldvantaze.
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(e) Where it is necessary to conduct surveillance of
an apartment or of a room in a hotel, it is often pessible to
secure the essistance of the management of the hotel whers
such managemsnt is konown to be relisble and trustwerthy. In
such cuases, assistance may be obtalned Trom switchboard oper-
ateors, bellboys, porters, elevatcr opsraters and other eme
ployees who are in & pesition to observe snd repert on the
activities and contacts of the occupants of a certain apart-
ment or room. Whare conducting a surveillance of a rcem or
spartmert from similar premises occupied by the opsrative, an
afTort should be made t0 obtain 2 room or apartment as nesr
as possibla to those under surveillancs, and preferably on
the =ame fleor, situated in such & mannor as to give a clear
view of as much as possible of the place under surveillance,
The ceceupancy of such guartsrs and entrances and exists there-
to should be made in such & mannar as not te arouse suspicion.
Thi rooms under surveillsncs can be obsarved through o tran-
san or by keoping a doér slightly ajar.

(f) Uhere the houss or building te boe watchsd is 1n an
iselated lecation cr so situstsd that no places are availsbhle
from which & surveillsance can bo maintained, the desired re-
gulta may be cbimsingd by havivs an oporstive ecruise past the
place pericdically in asutemcbiles. In such cases, it 13 im-
perative thet the automebiles and drivars be changed froguent-
ly sc¢ that suspleicrn will not be srcused. When ecnducting a
surveillancs freom an sutomcbils, it 18 net sdvisable tc kaop
tho csr parksd in cno lecation with soveral cecupants in it
a3 strengs men waiting in a parked autcomebile uswally arcuse
suspicicne.
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CHAPTER SEVIN

Inspection and Control of Pasagports
and Seamen's Tdeutity Cards
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701. A passeport is nothing more than an identificatioa
certificate, which, 2s & general mle, is unreliable in war,
The menufacturs of false passports, and the changing of gen-~
uine passports for use by persons other than those to whom
they had bsen originally issued beeane a very important act-
ivity of mll espionage organizations during the war. Meth-
ods wers developed by all the helligerents for counterfeiting
both military passes and passports so that they could not be
distinguished from the genuine., Habossed covers, water-marked
and engraved paper, leporello foldings, all were counterfeited,
and signatures were forged with astounding aceuracy, The (or-
mans developed a glus that prevented the removal of passport
rhotograph=s, and the French retorted by blobting out the pho-
tograph, re-sensitizing the paper, and then printing on a new
photograph. The ordinary, peace~time control of travel by
passports is not safe in war. Agents, especially, are cert-
ain to be provided with credentials that are to all appear-
ances, genuine. An illumineting report of such authentic
German activities is in ONI Archives, Reg. No. 4941 - B-l-a,
dated ¥ Aug. 1915.

708. In spite of the above ranarks, passport control H
iz a very important factor in preserving scourity, and its
various phases must be thoroughly studicd by those officers
vho may have Lo scan such papers and pass upon the desirabll-
ity of pormitting tholir bearcrs to enter the United Statous
guring war.

70%. Ceptain W. R. Sayles, U.S.N., in some notes from .
Paris while attache there roported that:-

"During the war every nation that I came in
contact with not only changed its form of passport,
but the mothod of obtaining them and thelir supervis-
ion seéveral times. It was woll nigh hopeless to
koop in touch with the wvarious rules and regulations
concorning thom, that were adopted by the various
Governments. Likewisce tho ncecessary visas to have
on themn to pass from ono country to anothor.

71
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"In one notable instance at least thoy
sorae a prolirfic source of graft for minor of-
fiecials. To discover a false one took very much
of an expert. As z method of preventing the
passage of an smemy agent thoy wero uscless.
They did serve, though, to stop and prevent
peoplo from travelling, at Jceast those that 4ld
not know tho mothod by which the official ways
might ha greased. In nanerous cases wo discov-
ored that they had besn left with hotel keopars,
saloon keupers, cte., as security for unpaid
bills. Thoy wore even usod as oollatoral to se-
gure loans.

SEALLY |eu0uéN U} o SHUIPIOH PAINSSEIE( { PESSEIUN B WO PRInpedsy

*It took over threo years and a half of war
to secure any roal abtompt at supervision or con-
troel over thom, Of course this is not primarily
a funetion that belongs to a Naval Attachd, or
an Intolligonce Servico, It is a State Departmont
paper, and as such the regulsting and control of
them should rest with a reprosontative of that De-
partment. The systom that was {inally uscd in
France afbor rspeated urgings by both Army and
Navy Intelligence Sarvices, soumed to work very
wall and spared the individusl as much inconvon-
ience as possible,

"A central burenn was establlshed undeor
State Departmont representatives.’ Brvery night at
Tive pam. & list was mado up of all applications
recelivoed during the day, sither for uvxtensions,
rencwals, spplications, or permission fo travel.
This list vas sent by messengsr t0 thoe Naval At-
taché vhere it was chocked over with tho card in-
dvx system, and tho old filus of tho same list.
If a pamo was not found in oither of thoso lists
it was passod, and the passport burcau informod
the next morning. In easa a name appuarod that
was on the Dlack list, suspoeet list, or suspected
natlonality list, the matter was held up for fur-
ther investigntion. Thua no visa could be seenrad
or passport issued until both Army and Navy Intel-
ligsuece had given thelr permission.
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"After & great amount of labor, Stats,
Army and Navy representatives working together,
a census was finally obtained of all civilian
American citizens in Prance. It was falrly ac-
curate and correct I think. I memory serves me
right it anounted to about nine thousand names.
Every American, civilian, that entersed France
from,anywhere was immedlately added to this list,
As sbon az he had obtained a visa to leave the
country his pamc was struck off the list after
he had been checked at the port or place of de—
parture, Theoretically under this system track
was kapt of every one of our nationals in the
gountry. It was an excellent sysbem and served
its purpose admirebly, bubt it took a long while
to make the authorities at hom: sce the necessity
for it. But if other nstions from the beginning
of the war had adoptod the same systoem in principle,
or had adopted any real system, 1t would have helped
tho Allied causs greatly. Under this syston a check
wag kopt on overy American citizon oneo in aix
menths, pasaporte belng issued only for that length
of time, TIf tho time of renewal had been thrao
months instsead of six, this would have jmproved the
control just so much more, ' '

"Anyons who was familiar with the work of |
the various Imntclligencs Departments of the various
Govermments knows the nocessity for rigld passport
control, This pertains whether your own couniry is
a ballig:rent or not; Americans .in large numboers
with Amorican passports, were used indiseriminately
by both partias to the war for sspionage and propa-
ganda work, especially during those years whon of-
Ticislly wo were a neutrasl nation."™ {Sec Lrchives
3699, Eul-d).

704, During the var there vas, for a time, some lack
of c¢ooperdtion on the part of U.8. Consulatos in regard to
travel control in general (S:u Arehives Reg. No. 11505,
U-4-b), and offorts twere mado to have Vice-fonsuls placaed
in Consulates who were to reopresent the Naval Atiachd for
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passport control work, and to be directly responsible to him
a8 the representative of the Ambasgador for passport control,
but this arrangement was not approved.

705. Under date of 5 June 1918, the State Department
issued a *Supplement No. 1 to General Instructions No. 535
of 268 July, 1917" to clarify and direct the "Control of Per-
sons Coming to the United States During the War.m After the
receipt of this Supplement in some instences the Naval At
tachés were designated as Passport Control Officers, and all
Consular 0fficers were directed to cooperate actively to the
fullest extent with, and to refer all applications for visas,
vorification of passports, new or emorgency passports and
rogistrations te, the Naval Attachd for his gpeecific rocom-
mondation. This, of course, slowed down the movements of
tyavelleors. Before that the Consulates had gonce on the as-
sumption that they wore to expeditc travel, while exactly
the opposite was deslrable. People who are in too much of
a hurry to ftravel, unless they be on official business, are
always immediately under suspicion. And if their $ravel is
official the Hmbassy will sec to it that tholr movemonts are
properly acceleratced, and made as easy as possible in fthe
natural course of ovunts.

706. (&) The first peint in passport control is the
consideration of the person scoking to travel, his roal sta-
tus,  He must bs checked agalnst a Llist of known coomy agents
or suspectsg, thoese suspoctoed of trading with tho Gnemf or
membors of firms under such suspicion, or thoss having symp-
athy with the enany. Such lists must oilther be on hand al-
roady, or must ba compiled or furnibhéd as quickly as possible,
and must therealfter be carefully koept up to date.

(b)) The nuxt point to consider is why tho sravel
is desired.

fe) If clthor of thuse points discloses reasons
for rofusing the visa or peomit it is withheld.

707, Under dato of 6 Auguat, 1918, the President of the
Unlted States issued a Proclamation to carry out the provis-
ions of an act of Gongress entlitled "An Act to Prevent in
Time of War Departure From and Entry Into the United 3tatos
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Contrary of the Public fSafety", approved E2 May, 1918.
The Proclamation stipulated in part that:-

"1, No citizen of the United States shall
receive a passport entitling him to leave or ent-
er the United States, unless it shall affirmative-
ly appear that there are adeguate reasons for such
depqrture or entry and that such departure or en-
bry is not prejudicial to the interests of the
United States.

"Z. No alien shsll receive permlssion to
depart from or enter the United States unless it
shall affirmatively appear that there is redson-
able necassity for such departure or entry and
that such departurae or entry is not prejudicial
to the interests of the Unitod States.v

708. (&) For carrying out the Presidential Proclamatiocon
mentioned above the Seeretary of State. was made principally
reaponsible, and he is turn issucd, under date of 8 August,
1918, confidontial instruections for the "Control of Foreign
Travel . "

(b) Art. 3 of these instructionsz, with regard to
U. 3. citizons, 2aid in part that "The Scceretery of State
upon roceipt of an appliecation for a pagsport shell forth-
with submit notice thoreof to ths Military Intelligenge
Branch, tho Officc of Nawval Intelligence, and the Bureau of
Invostigation of the Dopartment of Justice for such informa-
tion as said respectiveo intclligence services may hove
available upon the applicant and for such comments ng theoy
dosire to mako."

(e) Art, 27 of the instructions, with rogard to
alicnag, said "Phe Seeretary of State, upon recoipt of an
application to depart from ths United States transmitted by
a permit agent, shall forthwith submit copios thereof to the
Militaery Intelligones Branch, tho 0ffice of Nawval Intelligance,

and the Burcau of Investigoation of the Department of Justice
for such information as sald respoctive intelligoence sarviges
may hove available upon such opplicant, and for such rocommond-
ations as to granting or withholding permit to depart as such
services shall desirce to submit.m

B
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(d) Art. 49 of the instructions said, with regard
to the examinations of travelerd, "Representatives of the
Of fHi0e of Naval Intelligencs, the Military Intelligence
Branch, and the Department of Justice shall be entitled to
attend and participate in all examinations of allens or citi-
zens about to depart from or enter the United States. I
any of such represcnitatives objects to the departure or ad-
mission of an applicant the Control Officer shall temporarily
refuse permission to depart or enter and shall forthwith re-
fer the casc to the Sceretary of State for final deelision;
provided that no fmerican passport shall be taken up without
the consent of the Socretary of State.
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(2} The said instructions also gave a completc list
of the forms required to be filled out whom applying for visas
or permission t¢ travsl, and showed the roquiranenis for pass-
port photographs roguired to be submittsd with each such ap-
plication.

709, {a) The rulss above, whils applicable to the whole
subject of passport control, wore primarily desisned for ac-
tion in the Uniltod States at ports of ontry. In order to
obtain greator cooperation with this scrvice at homo, and to
obtain pettor coeperation of Censular Agouts abread, the sup-
plomentary instructions nmontioned in art. 70% above wore is-
susd.

(b) AT%. 1 of this supplemsnt said in part It has

" beon found advantageous to complement the Consular function

by coordinating therewith the coffective aild of cortain mili-
tary attachds, who are to be rugurded es cxperts having spocial
training and as boing in o position to take advantago of their
facilitios in the discharge of their particular funotion.

"It has boen found in practice neither ngedful nor
convenient that military and naval attachds have desk room in
the Consulates. Thelr rank and status classcs thawm with tho
diplomatic, rathsr than ths consular, branch. Their apzeial
function in thoe matitcor of Pagsport Control is cocadjutant, be~
ing neither subordinate nor dircectory. It is tholry provineo
to make spocial invoestigotion in cason relative to enamy
sctivitios, and it is oxpsceted, that in this rogard, they will
ba consulted by Consuler officers bofore visas are grented or
refused, in ordor that all information posscasod by or tocesa-
iple to the attachds may be before the Consul in cach casga,

DECLASSIFIED

Authorityan G477 Sg‘z)(f




CNI=~E8
Qriginal

This can be effected at each Consular Office by sending all
visa declarations to the Military or Naval Attaché {(or te
both at Missions where both are assiened) calling attentiom
by accompanying memoranda, to cases which may seem doubtful;
or, when such & course be practicabls, by affording to the
Attachégs opportunity to examine declarations in the Consul-
ates and %o gquestion the applicants for visas. In either
cage, recommendations by Attachds that visaus be refused,
which are based on military grounds, are to be followed by
Consular Officers, but cases which involve only the admini-
stration of the immigration iaws are to bhe decided solely
by the rezponsible Consular Officers. The latbter, moreover,
may refuse visgas in casos vhere the Attachds may not £ind
grounds for caftezorically recommmonding that visasg be refused,

. In short, Consular officers are charged specifically with the

due administration of the regulations, and Milltary and Naval
Attachds with thos collzetion and coordination of the intelli-
zonee upon which tho prescribed control may be proporly of-
feeted; and herain 1t should ho understood that the word
"eoontrol™ is used in its  primary, sind now-Continontal, scnse
of supervising, verifying or ascertiining the correctness of
certain asdministrativeo action, and not as indicuting the ex-
erelse of dircctory muthority or restraint. The functions

of poth Consular and Military or Naval officers in the mat-
ter of Pasgport Control are under the dircet suaparvision of
the heads of Missions. Those lattor arec oxpected o see that
Consular officcers and the Atbachds limlt thelr activitics o
the conscicntious and offscetive discharge of the dubtics re-
spectivoly assigned to tham, and to dscide in tho case of any
difforencos of opinion whiech may arise betwszen Consular of-
ficers and attochds, reporting to the Department of State in
the latter ocasc.®

(¢) Art. IT of ths Supploment sald in part "rhe Do-
partment expects that diplomotic and consular officers will
rofuse visss in &1l suspicious engas, whether or not there
is tangible avidonce bo support the suspicion that the boar-
er of o passport desires to preeced to the United States for
an enemy purpodge.t

(d) Art, III of thz Supplan:nt 8aid in part M- - -
Cuoag will, no doubt, frequently arisce when it will be noces-
sary for th: Consulate to refuse to vien pasaports of alions
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who propose to 2o o tho United States. In view of the
probablility that o person who desgirss o go to the United
Statoes for an inimical or objectionuble purpose, and who
hns bheen refused & visa by one Consulor officer, will np-
ply for a visa. to another Comsulur officer, you sre ine
structed to notify the Mission and the principal Consular
officers in the ¢country in which you are stationcd of your
rofusal of the wisa, and to furnish thom with the name,
notionality, age, passport mumhoer and & brief statoment of
the reason rfor the refuscl of the visa., Consular officers
will at tho stme time inform the Missions in the countries
through which it is8 possible for & travaler from thoir dige-
tricts to prnss, or wnonce he might sell for the United Siatos,
thaot he hus refuscd n visa in the ease undor consideration.
The Mission in vach such ecountry will thersupon inform tho
principal Consular officers in thot ecountry that the pass-
port visa has bheon refused in esch porticular case. A Con-
sular officer should, where possible, rotain for investiga-
tion the passport of an opplicant if the visn is to bo reo-
fused, for o gsufficiont length of time to onable him to in-
form the fmerlienn reprogentatives in the country in whieh
he is stationed. If the applicant for ¢ visa declines to
deposit thoe passport ot the Qonsulatoe, the Congular officer
will telegraph tho Miegsion and the principal Consuler ¢f-
ficers in the country in which ho is stutioned and inform :
them that a viso has beun refused, so as to prevent thoe ap-
plicant from obtaining o visa at onithor Consulate whot

has not btoon informed of the aotion taken."
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{d) Art., VI of the Suppliment said:

"In determining whether a passport should
bo visaed, 2ll Consulor Qfficers sh-ould take into ecnsidora-
tivn tho roal urgoney or nocessity of the proposed journey.
When thore is no satisfoctory proof thet the journey is
necessary, 0 visa should be refused. The Depsriment does
not deem it advisable to attompt to preseribe fized rules os
to tho lnterpretation ¢f the woird "nocoesssry® which will ecov-
ar all possible cusgs, bub prefers to grant wide discretions
ary powers to {msulsr 0fficers in determining vhether no-
cesslty exists in n porticular cmse. Ths following tules,
however, should be obhsoerved by officors:

78
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"a, Fmigrants, such a&s laborers,
skilled or unskiiled, farm hands, mechanics, do-
mestic servants, ete., should be permitted to
procesd to thig country unless reasons exist o
the contrary in particular cases. (But see para-
graph 14, General Instructions 536 July 26, 1BLl7,
and paragraph 7 infra.)

. “"h, Persons whose only, or c¢hief,
object 1n desiring to proceed to, or throuzh, the
United States, is pleasure or recreation, should
not he granted visas.

"o, Persons who wish to come to the
United States mersly to visit friends or relatives
or for reasong of health should ordinarily be re-
fussed visas, but unusuyal cases, particularly those
of persons desiring to obtain special medical treat-
ment. should be referred to the Dgpartment. In such
casus raferences in this country should he given,
and if a telegram is sent to the Department the ap-
plicant must bear the sxpense,

"d, Persons who allege businoss ag a
reason for ths journey, should be required to pro-
ducce =satisfactory ovidence, preferably dccumentary,
in support of their allegations; if such proof is
prasented, a visa may be granted, in the discretion
of the Consular Officer.

"o, Poraons desiring to come to the
United States to takes advantage of oducational
faecilitles not cbtainablo in thair own countries,
may bo granted visas unless reasons exist to the
contrary in particular cascs.t
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{a) Article XL of the Supplement stated:

flonauwler officers will not only turn over
immediately all suspicious visa applications, for invostiga-
tion, %o the Military or the Naval officor attached to the
Mission in the country In which thoy are stationed, but will
also refar to the Military Attachd all poersons having mili-~
tary intelligence to convey,

"Thy Military Attachd is to ba furnishod
az woell with all information of a military charaeter which
comes to the Consul's attontion. Thoe Department regards such
cooperation ss vitally important for safoguarding the United
Statog .

72
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(f£) The Supplement was preceded by some special in-
struections by cable to the American Legation at Copenhagen for
their further distribution, under date of 2 October, 1217,
which said in part:

"The Department has decided that the
no=called passport control shall be administ-
ared by Consular Officers and work of visaing
pasgports shall be performed by them as pre-
scribed by Circular Instruction five thirty-five
of July twenty-six lagt, now enroute. Diplomatic
Migaions will have general supervision of Consul-
ar Officers which supsrvisory asuthority heads of
Missions mey in their discrstion exercise throuizh
the #llitary or Maval Attachd in each country, - -

"ilitary and Naval attachds ars being
gimilarly instructed." (Sce O.N.I, files
20058 -~ 26).
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This despatch was evidently Iincorperated in modi-
fioed form as part of the provisions of the Supplement, which
superscded the despateh, and did not give the attachés as
gtrong o position in tho passport control.

710. (a} A confidential eircular letter from the Dircetor
of Naval Inbtelligenco was sont out to atitachds under date of
29 March, 1918, (ONI file Ne. 20974 ~ 12), in part as follows:-
¥
"Subject: TPassport Contrel.

1. - FPor your information a brief outline of
the msthod of handling crews and passcengors on neutral
ships arriving in and departing from this country is
horeby furnished. §
Undor the Espionage Act and the Trading ‘
with th: Enemy Act, the authority of ths law governing
all these matters is vested in the Troasury Department.
ILast Summer this office found that no atbtompt to carry :
out the provislons of these Acts was being mads by the
Treasury Doepartmont other than thoe usual stups taken in
time of peacoc. The Treasury Deopartnont stated that it
did not have sufficient force to proporly hendlo this
work and asked this office for assistance, whilch was
immediately given.
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Realizing from the beginning the
imporbance of this Contrel, continual efforts have
beon made to porfact tho aystem and it is boligved
now that these matters arc reaching o point whore
there is a¥ lonst partially perfected control. Ar-
rangements have heon made with the Treasury Depsrt-
ment wherchy the 0ffice of Naval Intelligsnce has
taken certnin classes of the work.

' 411 ships upon arrival in this
country are boardsd at Quarantine and upon oll nou-
tral ships a gucrd i8 placed which remains on board
during the vesssels ontire stay in port. Those
guards are for the doubl.: purpose of grotection of
the ship oand provention of smuggzling information
out of or into tho country. Wach mamber of the crew
is soarched and this soarch undoubtoedly zprevents the
carrying eshore of any uvxcept specially prepared and
elever!y conecenled documents.

The only method of preventing de-
sertion from the wvessel is to kcep the crew on board
during the vaessels stay in ports. This office has,
for some time past, beesn trying to put such an ar-
rangament intc offect. ALl members of the crew are
magtered and inspeocted and only thosge having the
proper identifiention papers are clliowed to go ashore
or to sall when tho ship leaves.

In addition to this, =n arrangoment
has beon made throush the State Department whoreby
tho masters of all veasels bound for tho United Statas
furnish to the U. 5. Consuls a crow list which is for-
warded to tho Naval Attnchd. The Maval Attaché by
thia tims should have o list of suspescts with which
the erew list should be compared, The U. S. Consul
will not issue 2 bill of health to the ship until the
Naval Attaehé roports that no members of the erew arve
on hiz list.

SAAILLY [BUCNEN B4 0 SHUIP|OH PRINSSE0a0] / HSIBSSERILN 2Y) LU0 paonpeidey

Tho broatment of passengers srriving
in and doparting from this country is as follows:

The nomes of 2ll persons in Secandinav-
ian countrics, Holland and Spuin cpplying for visa are
cabled to the State Department who rofer them to this
office before granting the visa. In this way, a numben
of persons suapocted &8s enomy ugents or enemy sympuathize—
ers hove boun prevented from coming Yo this country.
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The names of all persons applying for passporis to
leave the country are furnished 1o this office, Mili=
tary Intelligence Section and the Department of Jua-
tice. Any informastion at hand concerning those ap-
plying is immediatsely furnished the State Department
with & recommendation that the passport either be or
ba not granted. Upon the arrivel of a ship at port
from a_ foreign country, all pagssengers are exsmined
by whet may be termed a Committes consisting of rap-
resentatives of this Offiece, Milltary Intelligence
Section, Troegsury Department and Trmigretion RBureeu.
' 411 suspicious passengers ars thor-
oughly searchad.

The baggsgae of all passengers is now
searched in a very thorough mannor by the Customs au-
thorities. The same steps aro taken with rogard to
departing pussengers.”
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(Nototr In connection with the ebove sce the 0fflce
of Naval Intelligenco pamphlet "Instructions and
Orders for Port Guards snd Naval Ship Inspectorsh).

(b} The following information was furnished the
Distriet Intolligence Oficers under date of 5 April, 1918,
es shown in Q. N.I, files 80974 ~ 1Y7.

"l. This offico is now furnished by the
Dopartmont of State with a list of all porsons ap-
plying for passporis.

2+ The names of these persons are passed
through our files to ascertain if thoere is any in-
formation conceorning them.

"3. This list counsista of the number of
the passport, to whom issued, togother with witness
(the witness' name is always tho second name}, rosi-
donco, countries to be visited, the probable port of
departure and the object of the visit.

4, Thosc names will be furnished to you
from tima to tims in order that you may know what
persens intend departing fron the ports of your dis-
trict, When any information is on file concerning
these peorsong, this will also be furnished you.

%, These lists are also furnished to the
Military Intelligence Bureau and the Deopartment of
Justice,"

7-12

DECLASSIFIED

Authoritya, st ﬁZSLﬁDﬁf ‘
1




QuI~32
Original

Consular fomm.
dividual, excaept childran not over 12 years old accompanying
adults, such children being coveread in the adult's question-

alre.

(e¢) The following questions were contained in an
interrogatory form used at one station during the war (See
0.N.I. files 20974 - 473). It is more complete than the

T,

Separate forms were required for each in-

Family and Christian name.

“for women; maiden name)

i£18o nom de plume, artist's name, or other
alias.

Ghildggg.

Singie, married,
widowed, separated,
divorced.

Family pegition.

(for women: family name
and Christian name OF
husbund also).

gtation (Profession).
By‘ﬁhat meang ars you at presont making
your living?
{For women: profession of husband). .
Hameo, address and nationality of employer.
Por merchants and gimilar professions:
Pirm positicn filled, Xind of activity.
Yhat crodentials are available? (Should bo
attached).

YTaoar and date of birth.

Place of birth in detail.

gitizonghiy - Since when?

Did you formerly have ancther citizenship?

Which? Until whan?

(In casae of marricd people: eitizenship of
husband wile ?  Earlier
oitizershlp of hushand? i

7-13
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10,

11,

iz,

13.

14,

3.

16.

17.

18,

19.

Names and Netionality of parents?

Names and Hationality of grendparenta?

Toxmer religlion?

Religion?

Residence.

There are you stopping at present?

(Country; City; Street; House number)

Por how long?

(Police certificates of stay are to be
presented).

Name, address and citiwzenship of houss~
agent.

Did you formerly live in other cities of

the same country? ' .

In which ones? (Street and house numbers)

A% what btime? (Police certificetes of stay
are to be presented),

Address of parecnts.

Name, address, citizenship, profession,
and employers of brothors and slsters.

Where were you &% the beglnning of the w%r?

¥ere you befors the war or during the war
in _any. one of the countries now at war?
In which ona? From t0o
" For what purpose?
At what place?

In what places in fermany have you ever
At what time?
For wvhat purposes?

In wvhat places in Lusiriz, Hungary, Bul-

gardd . ond Turkey have you beon during
the wary

At what time®

For what purposes®

7-14
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20. In what neutral countries have you been
during the war?
At what time?
For what purpose?

21l. What Consulaté,'or other authority, gave
you your treaveling pass?

22, When did you leave your native country?
For what reason?
Route of {travel up to present place of
residence?
On what railroad systems or ses route?

03, By what authOTities was your paass granted?
Date issued? Numb ex?
Place of ilzsue? o Valid until®?

24. Do you possess any othsr passes?
By what authorities granted?
Dates of issus? Numbers?
{To be attached).

25, wWhat other wvouchers have you in addition?
(To be attached),

26, What is your milltary status?
(If on furlough, for how long and by
whom granted?)

2%7. Where do you wish to travel?
From to
{(Places, distriets, countries, streets,
house numbers),
Once {thers and back)? Several times?
Through trip?

28, Detailed reasons for the contomplated trip?
{Coneral statements such as "on business",
"Pamily sffairs®, "Inhoritance®, "purchas-
ing", "visiting relatives", "pleasure",
“hoalth", Yeducation", ctc., are not suf-
ficient},

SO ieuop,éN 817 Jo sBUIPCH paYISSEitaq f peyiSSERUL SU} ok paorpoidey
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Gertificate. I hereby state explicitly
that the trip is te be conducted solely for
the purposes given and that I will not make
purchases or conduct any business of a dif-
farent nature,

29. Time of beginning trip? Tarliest
Tatest

30. Route of trip?
Boundsrises crosged?

31. At what places is the trip to he broken?
Why?

SEAYLY |eu0uéN au) Jo SBUIP|OH PBINSSERe(] [ PEIESSEIRUN) B4 W0U; PRanpaidey

3%2. Length of stay at destination?

33. Ju the case of a return trip, when will you
start to return?

34. In the case of a “pageing through®™ trip,
whnt will be the duration of your stay in
egch country?

35. Do rolatives or acquaintances live at the
destination? Along the route?
Tholy names?
Addreascs? : s ;
Qccupations?
Nationalities?
Will you geg any of tham enroute?
Who? Whorse? Yhy? ¥Whon?
Do they expect you?

%6. What firme are to be visitod?

What io the busineszs of theso firms?

Thoir addrosscs?

What goods arg to be sold or purchased,
in what quantity, snd for what delivoery?

For how long have you had rolations with
these flrms? Did they exzist bofore
the war? Have you over visitod them
on husineass befers? When? Why?
{list each visit). As buyer or sellox?

What other firms in that country have you
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done business with? Does that
business st11l ¢ontimuie?  If not,
why not?¢

Any other pertinent facts?

37+ Have you proviously boon & resident at
tho destination of your Hrip?
I Whont
Addross?

38, Whore will you stop on arrival at destination?
Have you resorvations?

SBMNIY [2UOEN BU) 10 SOUIPIOH PoUISSEPa( / PESSERU} 9Y) W0y paonpasdsy

When mado? How?
Are they expecting you, if no reservations
made?

$9. Who, at this place, can identify you or vouch

for you?
How?
Can you identify yoursclf to any bank or
buginess firm hern? How?

40. Remarks.
(Money for travel, tickets, rcservations,
ate., ote.) -

Place Time .
- Address . Tslephone
Signature.

(In own handwriting).

711. {8} It will be noted in par. 709 (b) abovo that
the wording of Art. 1 of tho Supplement of 5 June, 1918,
made it mendatory for Consular officers to gconsult the at-
tachdés "in <ach case", bhut the final dscisions restod with
the Consular officers except that "reoommendations by at-
tachds that visss be refused, which arc based on military
grounds, are to be¢ tollowed by Consular offlcors - - -",
Hence it vas possible for visas teo be granted over the pro-
tasta of attachds. IHowever, the confidential instructions
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of 8 August, 1918, (see par. 708 (a) asbove) conbained, in

Art. 49 (see art. 708 {d) above) the provision for a further
action on the part of Waval Intelligence, Thersfore, if a
visa were granted against the advice of an attachég, & cable
from him either to the Office of Naval Intelligence, or to

the Nawval Intelligencse Offlieer at the port of arrival, would
put the Service in the United States on guard, and would re-
quire admission to the country to be held up at least until
the mattel could be brought to the attention of "the Secretary
of 9tate for final decigion." It is doubtful if such decision
would be counter to the strong recommendations of sithoer the
War or Navy Departmonts.

=T ieuouéN a1 10 sBUPIOH PRYISSERAC) / DSHSSRIOU S} WO peonpardey

(b) At the end of the World War the following sys-
tem was in operation in France, whorse it had beon evolved un-
der the heat and stress of actual war, and closc to the acene
of sction, and whore it providod rensocnable and satiefactory -
control, '

A traveller, when he prescnted himself at the
U, 8. Congulate for a visa for & port in the Unitod States
was put through the following routine:

I. He was made to £ill out the usual Con-
sular application blanks.

: TI. He was then sent te the officos of the

U. 8 Navy and U. 3. Army Intclligoence officors wherc he was
thoroughly examined, particulars token and filed, and his name
passed through the American and British suspeet lists., If
nothing was found against him $the Army and Navy Intelligonce
Officers indorsed a card stating that they saw no objections
to the applicant receiving & visa.

III. He wos thon sent bto the offices of the
"Police de la Wavigantion" whore he was cxamined and his name
was passed through the French suspsct lists. If nothing was
found against him these auihoritics ondorsed the same card
which the American Intelligencce Gfficers had alroady signed.

IV. with theso thres endorsoments bthe appli-
cand prosented himsolf again at the Consulats, and in two
woeks time {o Consuler regulation o permit time to submit
the case to the Attachd, tc Washington, or for othar inguiry
and investigati:n) he received his viax, (Soe Archivos, Rog.
No. 11830, C-10-j, report from Nantos of 7 Wuy, 1918). (For
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713, (a) Fundamentally, the State Department 1s respons-
ible for the detection of fraudulent papers permitting entry
into the United States, both in peace and war. In war, how-
ever, it 1s incumbent upon the Wavy to furnish all possible
asslstance in this work, primarily by furnishing all possible
information as to individuals, and secondarily in determining
whether or not the papers and documents submitted are genuine.
Only acityal experience in handling sueh papers, and collabora-
tlon with the repular trained control officers will give the
experience necegsary to ensble ono tc know the secret marks

~ {changed from time te time) =nd to get thoe "feel" of genuine
papers, evan though they be of foreign origin.

{(b) When passports were vxamined for visa, vhile
it was seldom that a fraudulent passport could be detected
from & genuine without & laboretory examination, yet cortain
things wera ofton noticeable. Any srasurs on & passport was
deemcd nost suspicious. Anything thet required a change was
erossed out and initlalied, not crased. Certain confidential
marks could thereforse be placed in predetermined places. (A
list of the mmrkings once used 18 given in 0N.I. file 20974 -
64). Such marks, mumbers, stc., will again play an important
part in passport countrol, and even today certein signs are
used on U, 8. passports o determine tho genuino,

713. {a) Tho Tassport Division of tho State Department
has no plans prepored at this writing for tho war-time con-
trol of passports or travel. So far &5 thet Department is
concernsd ne passports are required by U. S. citizens desir-
ing to travel abroad, though they issue grent rnumbers of them
to U. 8. citizons at their request to enable such persons to
maoct the demands of foreign officinls when travoelling.

(b) In case of war, or other emergency, requiring
stringent control of travel the Passport Division would im-
mediately bring out thelr mlss ond regulations, dependent
for their form snd reguirements on the Presidential Procla-
mation that would be issued. We might then expect to have a
Presidentinl Proclamotien, followod by zn ordsr from the Sec-
robnry of State combining, and bringing vp to date the pro-
vizsions that wore prsviously contoined in the Shtote Dopaxrt-
ment "Gencernl Instructions No. B35B" of 26 July, 1917; the
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"supplement No. 1 of General Instructions #535" of © June,
19158; and the confidential instructions for "Control of
Toreign Travel" of 8 August, 1918. (See arts, 707, 7083,
709 above, and Archives records, Reg. Nos, 1060L-4A, ¢-1l0-g
and 11830, C-10-1}. '

_{b) The Pagsport Division has changed the physi-
cal fTorm of Passports several times since the war, each
time making it morse difficult to counterfeit. This Divis-
ion maintains al=so a saction constantly engaged in study-
ing the matter of passport Crauds, detecting them, and de-
viging means to gomitt them. The Passport Division iz con-
cernad wholly with U. 3. passports. Forsign passport mat-
ters, visas, and immigration papers and visas are handled
by an entlrely separate divigion, covered below.

714.. (a} A section of the Passport Division of the
State Department is constantly engaged in studying matters
of passgport frauwds, and from time to time issues mimso-
graphed bulleting setting out frauds that have been diseov-
gred, and desceribing the diserepsncies that have led to the
discovery of the fraud. The detection of these frauds re-
quires the most minute examination of the fraudulent paper
and meticulous comparisen with a genuins passport, and us-
ually the original dotoction must be madoe by an export. Af-
ter detection and publication of a fraudulont paper, the
bulletin issued by the State Department glves sufficient
date to emable those in the field to detsct similar fraudu-
lent papers.

(b} A sample of the information given in such
a bulletin is gquotod from a bulletin of 11 Feb., 1lo3L:-

*1l. It has recontly boen brought to the attention
of the Department of State thabt American pass-
ports arc now belng counberfulitbed in their entirc-
ty. Tho ones found buve Doon numeboerod betweon
139,000 and 140,000, JSome dsfects in bthoe counbur-
Teit passports are as follows:

"The covers are shorter and the corn-
218 instead of boelng rounded have besn out
off squarcly; the printing on the inside of
the covers isg not clear; on page ono there

7-20.
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is no line under the "o" in the abbrov-
lation of "number", and the ztars in the
field on tho printed sceal arc irregular;
on page two there &re no comusa after

"7 gnd "andersigned"; no arrows in the
vagle's claw of bthy lmpression seal, and
no stars on the rim of tho seal; tho leg-
end machine impression on page four is ir-
srogular especially the "ok, "s"ts and
"ghtgs on pago five the "t" in the first
7limited"” 15 not crossod, while the "t®

in "shortor® and the "d" in "period” are
cut off at top; the watermark on all of
the pages is Loo ¢leoar and is of a groon-
brown color; anpd the numbors on thi poges
wore made from a different type than that
used on our pagssports and they ars uncven-
ly placed.” :

SEALDIY JeuogléN 2y} 16 SBUIRIOK PALISSERE) { DREISSEILY Sy} LIOY pEanpaiday

(Note: Sse 0.N.I. Archives 10651-A, C-10-g, for this and
other bullatins}. '

715. (a) The Visa Divislon of tho State Department is
goncaerned with the verification of visas placed on Toraign
pasgports by our Consular officials, and on lmmigration per-
mits issued abrosd., They detsrmine tha gonuine or false
character hoth of the foreign passports thomselvoes, of tho
substantiating paperz, and of the visas themselves. During 1
peacoe thoy find fow attompts to falelfy ordinary passports, 3
or visas therson, but frequent attempts to onter for perm-
anont residencs by immigrants beeause of the quote gystom
of controlling immigration from abroad, In this work the r
Visa Division of the State Department works in closoe co-
operation with the Burean of Immlgration of the Department
of Labor. Between them thoy uncover many attute¥ts ot fraud, : !
and have accumulated a2 large =mount of experience in detect-. ;
ing frauds or attempts at fraud, In this work they have not
only genuine U. 8. papers, bubt also genuine samples of all
foreign papers for purposes of comparisen to discover fraud-
ulent papers.

(b}  Among the mony mcthods of gaining edmission _

to the Unitsd States unlawfully, ussd by aliens, are tho use j
I

1
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of, (1) Counterfoit American pagsports; {2} genuino
Ameriesn pagsports fraudulently obtained; (3) gepuine
Amarican pasgports alitsrad or presented by persons other
than the rightful bearers without alteration; (4) frand-
ulent "reentry® permits; (5} valid resntry pormits fraud-
ulently obtained; (6) valld permits altercd through sub-
stitution of photographs and sometimes substitution of
ramoes; (7) immigretion visas {quota, non~quota and ro-
entry); (8) non~immigrent visss.({Diplomatic visas are
iseued by cur Diplomatic Missions obrosd for foreign dip-
lomatic personncl, and are considerod as falling within
the non-immigrant visa classification., No frauds havoe
over been discovered or suspected in diplomatic visas,
but are not impossible).

SBAILYY (RUONEN] Bt J0 SBUIBICH PREISSeRad { PAYISSEIUN AU} 10) peonpuitay

{c) only persons who enter as immigrants, olsher
gquota, non-quotsa or reentry, mwAay remain legally in the
United Stutes pormanently. Quota and non-quota entrants
grothoss enteriung for the first tims as immigrants to
talke up permanent residence in the United .States. such
inmigrants ere granted permission, on proper application
to the Department of Labor, to leave and return to the
United States. Such reentriss are under thres classifica-
tiong: (1) By Reentry Permit from the Department of Labor,
igsucd to any alien proviously lawfully admitted to tho
United Stntes for permancnt residence, valid one year; (2)
Feadmission without Roeontry Permit or visa, for aliens pre-
vigualy lawfully sdmitted who g2 abreoad for less than six
months to certain contiguous couniries only {Canada, Cuba,
Mexico); (8) Citizens of these adjacont countries, regard-
less of place of birth, without passport or visa for short,
tanrorary stay. Noon-immigrants are those from abroad, in-
cluding c.ountriss not cuntiguous, whose stay ln tho United
States is purely of & temporary naturc.

() The frauds in cascs (1)}, (28) and (3) in para-
graph (b) above nrs under thse cognigance of the pPassport Di-
vision of th: State Departmont (sec art. 714}, Reontry ror-
mits are issued by the Department of Labor as boing immigra-
tion mattors, to immigrants whose naturalization hasz not yet
boen completed, and whe have presumably enterod legally. Af-
ter naturalization regular passports must be obtained from
the State Depariment 2s for regular citlzens., Close coopord-
tion of the Immigration Burseau of that Departnent and tho
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Visa Division of the State Department is constent in uncov-
ering fraudulent use of reentry permits under cases (4],
(5) and (6) above and the atbtempts at entry into the United
States of aliens who claim to have been legally admitted
previously for permanent residence.

(e) The frauds undur cases (7) and (8) in para-
graph (b) &bove are the principal concorn of the Visa Divis-
ion. The largest nuwmber of visa frauds have occurred in the
quota visa category. These visas purport to have boon 1ls-
sued by an Ameriecan Consular officer, but werse not. These
frauds cen be classified as (1) counterfeit visa fomms fraud-
ulently filled out a&nd with forged signature; (2) genuine
viga forms with forged signatures; (3) fraudulent forolgn
passports with gonuine supporting doeuments, presentcd to ob-
tain genuine visas) (4) geonuine passports with fraudulent
supporting documcnts such &g birth certificates, police cer-
tificates or go-callced "certificates of conduct", milltary
records, ste.} and (5) variations in the combinations of tho
abovy, some papers being valid, end some fraudulent.

(£} Tho freuds above in {e) are detected in many
ways, by comparisons with genuine samples as to quality of
paper, orrors in printing, mothod of preparation of visas,
poor forgeries of signatures, and fee stemps. More frauds
are uncovercd from the fes stamps thar in any other way,
forgers finding it very difficult to counterfeit these
stamps that must be affixed in cortain ways to certain of
the papers. '

(g) Non-guota frauds have been principally through
impsrsonation by FPortuguesy, Spaniards and Ttalians as bolng
natives of Rrazll, Arzentina and othor South American count-
rios. Thesc frauds consist principally in the presentation
of frandulent birth certificates, the other docuncents being
gonuincy or in soms eascs the use of genuine birth certifi-
eatss balonging to othar persons actually born in non-quota
courtries, but the othur vapors being frandulent passports
and supporting documents. Othor aliensg havo obtained non-
quota vieas froudulently by clziming falscly to be the wives,
husbands, or minor children of Amoerican citizens., Frauvdulent
marriage cortificatos gand fraudulent birth certificates have
been used extensively, (ollusion on the part of hona fide
American citizons 1 nearly always proscnt in thosp cases.
Mala fidc ministers of religion, professors and students,
have gained admission, and are still attempting to do so.
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(h) Non-immigrant visas are presumably for
buginess, travel, study, medical help, ete., and ars
unlimited by guotas. Frauds are unnecessary, and none
are known. Howsver, no comprshensive system of checking
these visas has ever been instituted. It is known that
& rather large number of aliens admitted on thsese visas
glmply disappear. Thiz type of fraud sesms difficult to
stop, and, has been 4 matter of serious discussion bstween
the Deparhments of State gnd Labor on various occasions.
S0 long as the individual does not come under police no-
$ice, and have to sstablish his identity, he seems o be
gqulte safe unlesa this country adopts the "police card"
systema requlred in many foreign States.

(Note: See 0,¥.I, Archives 108B1l-A, ¢-10-g for further
discussion).

716, {a) The Department of Labor has cognizance of
imnlgration matters, and is active in its contrel. Bons
fide imnigrants are now lssued cards, and these have proved
to be exceeding difficult to counterfelt. Very few frmuds
have been discovered. By means of these cards an alien is
able to establish his legal status. Without such lLdenti-
ficatieon an alien is promptly suspect, and liable to ar-
rest for false sntry. '

{b) During the World War the Department of labor
had a lively sense of the dangers that might come from alien
sources. To carry out thelr part in safeguarding the United
3tates an order was issued, as quoted below. No plans are
known at this time, other than that the old safeguards would
be immediately cnforced, and great carc would bo exercised
in the admisslon of sny lmmigrants.

{¢} "o, 54374/Ceneral,

TS, Departnent of lLabor
Bureau of ITmnigration
Washington
July 16, 1817,

To Commissioners of Immigration and
Inspectors in Charge:
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It is of the utmost lmportance that alien
enemios, spies, and "slackers" shall be prevented
from lesving the United States ag geamen smployed
on véssels sailing foreign. Precautions are being
tbserved, through other means and by other methods,
to prevent this in cases of vessels of American
registry and vessels flying the flags of allied
countries. To prevent 13t in the case of vessals of
neutral registry the following instructions are is-
sued:

(1) Every veasel of neutral registry about to
sail foreign from a port of the United Statés shall
bs boarded by an immigration official who shall re-
gquire the Master of the wvessel to furnish the list
of seamen specified in Seetion 36 of the Immigration
Act, "containing the nemes of alien omployees who
vers not emploved thercon at the time of the arrival
but who will leave port thereon &t the time of her
doparturs," ate.

{2) Befors formally aecepting the list such of-
Ticial shall axamine tha comployces whosc names ap-
poar thoreon Tor thae purpose of ascortaining which
of them, if any, are not in possession of the sea-
men's eard of ideontification prescribed by BRuls 10
of the Immigration Regulstions, and who and what
those not in posscssion of such identification eard
are,

SBAYNUY [BUOIEN 24 10 SBUIP|DY PoIpSSERa / PEINSSEIRUN) B4 WoL peonpaiday

(3) If the immigration officisl ascertains that
any of such secamor are alion enories within thoe mean-
ing of the Presiderntts Proclamation of April 8, 1917
{(i1.0., are "natives, eitizons, demizens, or subjocts®
of Germany), not in possession of a permit to depart
igaued by the Attorney General, ho shall declino o {
sccept the list or to take stope toward the clearsnce ;
of tho vessel unlcss and until such alien cnomics are
delivored to his custody for convoyance to the local
imigration station and detontion until thoy mey have
opportunity to apply for & pormit to depart and such
application may be granted,

(4) If tho irmigration official ascertains that
any of such scamen are spics, or "slackers", or if
oxlsting facts or circumstancos cause hlm to suspect
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that they are such, he shall likewise decline

to accept the list or to take any steps toward
the clearance of the vessel, unless and until

such seamen are dismiessed from the vessel and

placed in custody of the proper officer of the
Department of Justics.

{5) In carrying out the foregoing specifiec
inst;uctions immigration officers will constantly
be upon the alert to discover incidentally any and
all insbances in which, in connection with the de-
parture of vessels of neutral registry, violations
or evasions of the laws and regalations that are
being enforced in various conunections with the pur-.
pess of furthering the ilnterests of the United
States and her allies in the war.
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Alfred Hempton,
Adcting Commissioner. General

Approved July 10, 1917.
W+ Be. Wilson
Becratary.

{(Note: See O.N.I. files 20974 - 128).

717. (a) The identiflication of seéwen is a serious mat-
ter as this is an avenus not only for the illegal entry of
nndesirable aliens, but is a frequent avenue for the detivi- i
ties of enemy azonts. (See art. & of 0N.I. - 18}, :

(b) All governments issuo corbificatos of identi-
fication to their seamen. The Unlited Statos namces the onos
lssued by 1t "Scament's Cortificate of Servico and Trotectbion.m
They arce called unofficially by various nawos, such as "Sea-
ments Passporbtst, “Scamen's Cards", and "Scamen's Identifica-
tions". These cortificates btake many forms, dopending upon -

of identifications for nationals of the same State. Howover,
the general purport and purpoese is identicel in every State,
i«2., to furnish a definite identification of the person and
nationallty of the seaman, and so ostablish his right to be
a member of tho craw of the vessel, and entitle him (o the
protection of the diplomatic apd consulor orficers of his
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Stats, and entitle him to such rights and privileges as may
be lezally accorded to him by the Fforeisn States in whose
ports his ship may touech.

(¢} The status of every member of the crew of
“incoming foreign vessels is determined Jolntly by agents
of the Buresu of Imnigration of the Department of Labor and
the Division of Customs of the Treasury Department. (See
arts., 56 to 79 incl. of ON.I. -~ 18).

(d) As to the control of alien geamen iu our
ports, the safest, and therefore most desirable, plan 1s to
require them strictly to remain aboard thelr ships. This
was a rule that Bnglsnd enforced rigidly during the war,
excepting only caertain of the principal officers of ships,
such as the Captain, First Officer, Chief lngineer and
Purser. Such an outery of profest was raised against a
gimilar rele in this country that it was never required,
as 1t should have been. Instead, the Customa! officers
igaued Alien Sesmen's Tdenbification Cards after an exam-
ination of the alien ard his papers, which card entitled
the alien seaman %o land for recreation, wte. Customs!
officers were slso authorized %o lssue identification cards
to alien seamen who bad absolutsly no papers of identifica-
tion (See 0.N.I. files 20973 - B, Treasury Department (ircu-
lar Lettesr No. 6 of April 1, 1918 and Dopariment of Commerce
lotbor of Nov. 23, 1917).
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{¢) Under date of 21 July, 1917, the Dopartment
of Commerco issued & gencral circular letbor #151 governing
issuo of Suamen's Curtificates, which in genvral reguired
closor scrutiny as to idenbity. {Soe Q.N.I. files 20973 -3).

718, {a} Two forms of Scamen's Papers are usod by the
Dapartmsnt of Comnoree for issus to U. S. scansn for identi-
Tigation. At this writing one form i1s Issuzd to porsons who
produce evidence of being bona fide citizons; =nother form
is isgucd to uliuns who produce proof of having filed a deo-
laration of bocowing a cltizon, and also prool of having
garved for 4t least threce years on merchant or fishing vos-
s0ls of the U. 8. of morse than 20 tong burden. . '
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(b} Both forms, when issued, bear a photo-
zraph of the person to whom issued, his finger-print, and
are sealed with the seal of the Department.

(¢} These papers are called officially a "Sea-
man's Protecbion Certificate™, for U. 8. citizeng,or a
rSeaman's Certificate of Service and Protection" for
aliens not yet naturalized. They are generally spoken of
as "Seamen's Cards" or "Seamen's Passports.t

{d) The Seamen's papers are issued by authority
of the Burean of Navigation of the Department of Commelrce,
but the actual issue is made for the Department of Commerce
by the Treasury Department through the Collector of Customs
at the various ports of entry.

(e) The issue of the papers seems to be rather
loosely run, at Least in .time of peace, and there is much
fraud in obtaining the papers. Furthermore the Department
of Comnerce reports that there is a regular factory in
Germany where counterfeit papers ars turned out so well as
to be most diffieult to detect. The Bureau of Navigation
of the Commerce Department is constantly uncovering fraudu-
lent papers, and, through the Immigration Bureau of the De-
partment of Labor, apprehending and obtaining the deporta-
tion of alieng illegally in this country with false scamen's
paApers.

719. {a) Agents guiekly find certain routes to thelir
objectives that free thom from observation, nnd relleve
them of applying for passport visas in any quarter that may
arouse suspiclon. Certain csnters soon become rocognized
hcadquarters for obtaining fraudulent passports, or whoro
visas may be obtained. FEventually countor-espionage locates
these sore spota, and leoarns the routes. During the World
War there was a vory lively movement of travolors, many of
them wder sugpigion, from Spain to Cuba, and thence bo Mex-
ico, and presumably to the Unitoed 8btates, Often now Cuban
pagaporks were obtained in Cuba, and the travellor coased to
be a gpanlard, and became a Cuban {our allyl}, Hollend was
o groat center, as well as Switzeplsnd, for the traffic in
false passports. From Iolland the routo was ofton first to
Argontina, and bthonec - snywhore. The Scandinavian countries
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wers also a favorite avenue for agents moving out from the
Central Powers. After the war Constantinople was a great
center for passport frauds, and was the principal avenue
for Red agents, propagandists, and orgenizers sent from
Russia to the United States.

.{b) In enother war the centers for such achbivi-
ties and ‘the avenues of travel will depend upon the location
of the belligerents, the nature of the war, politics, benev-
olent neutrals, etc., and are therefore very much matters of
conjecture. However, they will certainly exist, and thelr
Ajigcovery, and possible preventive steps, will be a function
of counter-espionege. The better the counter-espionage the
sooner will the activities becane knowvn, and the better will
the travel be controlled and enlry prevented at home.

SBNUDIY [BUONER 24} 16 SBUIPIOH PBLISSEIDEQ) / PEESSERIUT OU W0y PRonpoidey
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CHAPTER EIGHT

Teets and Mothods of Petoetion of Falss Paseports

801, The pasaports most ofiton falsified are those issued
by other countrics, Many of those countrics do not toke very
great procembtions in issulng thom, nor axe thoy very prool
oagainst forgery. Thoy axo ctsily obbtaincd by oncmy agents in
war, oithdr gonuino or spurious, [Howsver, our own passports
were forged during the World Wer, the copies being corcfully

forms were found in uso by CGorman agontse. Howevor, those for-
gorics wore evsily discovercd ae it is compsratively etsy teo
discriminate between a corefully cngroved documont and a litho-
grophic reproductions It is o mistoke, however, to beliove that
because crude folsificabions were discovered all forgerics will

be cruds. On the contrary, such obvious examples of crudcness must
put exominers even more on the alert. -

SenoIY feuone 6L 40 SBulpOH PLISSEB() { PAISSESU, SY) WOy peonposdey]

802, Tho dangors of undesirnbles entaring is not only from
travellers with possports, but forcign setmen ore provided with
a murber of papors (such g8 passports, shipping permits, dice
charges, Jdischorge ond continuous service books, aond identification
cards issupd by cur own customs asuthorities in the United Statos
to foreign seamon) anyone of which onables the scamon to sign-on
on any veagel other than American, bound for the United States,
Consequently many semmen, whon well suppliod with such popers for
hig own use, do not hesitate to soll thoso ho ¢an apare to others
who ugo thom illegaily, : '

803, JFramudulent passporis are of three kindg, depending
upon whethexr the (1) passport has been reproduced zs & vholel
{2) felasified in peart, or (3) secursd under falss pretences, In
aach cade the method of detection iz necemsarily different.

804 (a)a The reproduction of an entire passport, if carefully
done, will be wvery difficult, perhape even impossible, to detect,
An engreaving of such a passport csn be made that is an exaet like-
nesa of the originel document, or the passport can be photographed,
and & line cub made,.

{b) In such case the forggry is detected by noting the
smooth surface of the signature in the false passport as compared

8~ 1
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with an originals A drop of alcohol will aid dstection as writing
fiuid will smudge mueh more rapidly than printerts ink.

(e} In partial falsification the elements to be considsred
are mumerous; the hondwriting may be Falsifled, the photograph or
seal may he substituted, or the paper may be imitated. As o rule
the guality of papsr, type and watermork can be imitated pere
feotly, but in some instonces differsnces moy bo found by carcful
comporison with the gomuine., In some cosos, though rare, diffor-
snces from tho original have boen found in thoe wording., In some
forged Danisch passports the stomp on the edge of the photogroph
bore the word "Politileokasigol", whorsts the gzmuine passport hoad
the some word without the "K' in it, Alsgo ot the foot of the firsd
poge the prico was put b five kronor, whorcas tho gomine hod o
price of two kroner.

{d4)In the medber of imporsonntion the suspact will ofton
hove a sortificate of identificction which hes also boen cithoer
complotely or partinlly forged. To discovor imperaonation the des-
eription of the origimal owner muat be carsfully comptred wlth
the aetual bosrer, cspaielslly with rogard to thoe tradso rocorded,
and close ottention paid to the suspoetts dinleet or necont.

REPROLDCED PASSPORTS

805, (a) Thoe principel points to consider in oxAmining &

wholo document oarei-

L. Yoriatlion from gemiing forms in uu31gn, sgizo, completoness,
‘abbroviations.

IT, Arrangemont of mobter on thoe poges, including spocing botwson
linoes and words, mud all marglnu. '

TIL. COnthuity, consisboncy, obrupt cnd umnnotural chanpos in the
size, slant or rapidity in writing.

I¥e Undue abttention to unimportant dstsils as shown by labored
produstion of first and last sbrokes of words, caroful and uni-
LotV crossings, accurately ploccd "iM dota, coreflly dramm
Tlourishes, gracoful linss @& unnscassary sbrokos,

Yo Pon 1lifts ot unnatural places, or in what should b froc strokss
or curves and ovals, tha careful joining of tho onds of the
Cing atrokos at wmsucl plocss, unnaiurcl stops in the middle
ol lettors.

¥I. Patehing, rotouching, addoed shadings bo lotters First medo
withont chading.

Til.Glose pimilarity or oxact identity in repeatod words or con-
binatlons o letters, indiecating that one model wias used from

v
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which to trace several ports.
VilI. Charogter, frequency, smd exoact location of 0ll shadings,
IXe. Aligmment of words ond whole lines.

(b} Give attention to moterials, including paper, pen

‘pencil, ink, composition, subjoct matier, style, idioms, grommr,

spelling, usc of expituls, punctuntion, division of words, titlss,
use of numercls or words to express numbers, corrections, errors,
interlineations, abbroviations, folding, ¢roasecs, worn poltlons
of papor, machine cut, hand cut, torn edges of papoer, size and
shapo of papor, and watermarks,

{e) The watermark is mado by running the soft pulp on
a wire sercen on which a design of some kind is placed, Whon the
pulp is raiged out of the rut thore is less pulp over the raised
design then over the »est of the sheet, ulthough the subsequent
pressurc to which the poaper is subjeetod prevents the eye from
datecting the difforonco in thicknoss, Other marks aro introduced
by the "dondy roll) o light roll covored with raised wires in the
form desived prossing Jightly on the papor whilo #till moist,
vhile the othor z2ide hos o mork of thoe wirg cloth, If the "dandy
roll" be covered with wirc cloth the tvwo sidos opponr alike, asnd
the papor is eallod "wove®, 4ny such morks in the paper furnish
exocllent moans of eostablishing whothor or not one or more of
the sheels of tho documents have boon substituteds. Tholr cxoet
position with rofercmnce to the original should be measured and tho

water marks should be carefully serubinized to seo if thoy corros-

pond exactly with the originoal, This letter method forms an ex-
ccllont woy of detocting o reproduced document, ospaciglly vhen
a highly complex watormark, with or withoubt ciphor is usod,

FALSIFIED PASSPORTS

806 {&). When tho scrutiny of the conbents of the document
givoes no result, or only insufficicnt proof, we hove recourse 1o
the critical oxomination of itz exterior form. Usually an experd
only is copable of this, ho Imowing the various processes to be
employed. Bub it nuy bo necsssory that the imspector himselfl, far
oway from the help of cxperts, should rapidly decids whother there
hos been & TOTEETY.

(b) The proceodurs recormended is: (1) examine the wri-
ting with o good mognifying or ongravor'!s glags for any sudpicion
of changes, crasures or rewritings; (2) ropeat the full oxtmint-
tion, this time placing the writing over the pape of a window, so
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a8 to observo by transmitted light what has alrsady been seen by
refleeted light, The magnifying gless may algo be used in this
examination at susplcious places, 4 large percentage of this
type of fraud cannot withstand this serutiny; (%) exdmine the
writing under the microscope; {4) finally consult a chemiet if
desired for eclearing up any suspicious parta.

(¢} Hendwriting may be forged either by the art of
tracing, or by froe-hand writing, Freehsnd forgeries require
much greatgr skill than traced forgeries and are fer more dif.-
ficult to deteet boceuse thoy usually do not show the broken
lines of & tracod forgory, but have the smooth, oven-running
hand of an original. In free~hand forgeries the leotters, thouzgh
of thoe same holght snd width o8 tho originaels, are usually spoced
farther apert, moking the words longor thon the original,, This
lack of proporiion is gonorally tho result of mokinz the lines
that comneot tho lettors of tho copy longor than those of tho
original, If the original has o strong down stroke on the caplial
lotters tho movemont will bo free snd will looave the pen lines
with smooth odges, but the copylst who is imitabing such lotters
cannot trust himself to tho same free movemont of tho pen, and the
rosult under & magnifying gless or microscope shows hosltancy
and uncertalnty. Froe-hand forgerics by porsons not skillced in
the ert usually have & studied uppuarnnco a8 1f writton under res-
traint.

(d) Tracing ccn bo umployed only whon the signature or
writing is present In the exact or approximate form of the desired
reproduction, When the signature is an exact r@productlon tha
comparison with the original will reveal the forgery, since no
two signoturos by any individusl are ever identical in overy pol-
ticuwlar, To obviate this difficuliy the ¢lever forger will vory
the spacos betweon letters, but even the tracing forgery will bhe
evidenced by tho oxaet similarity of individual Lletters. When the
writing is present only in the approximatoe form of the desired
reproduction the forger may trace separate letters and connoct
thom together to form words, This method of writing shows uneven
heights amd uneven distances hetwoon the letters,

(o) Strong, smooth, free ond rapid writing is tho hardsst
to imitate becange it conmot bo roproduced by flow movemonts, Slow
rnd hesitating writing is most easily copied.

807 (a), Pwo 1o thods of tracing may be omployod, (X) The
writing to bo forged may be placed under tho papor on which the

8 - 4
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forgery is to be mafdo, and over a strong light so that thoe ocut-
line of the writing will oppeor sufficiontly plain to entble the’
tracer to produce & very occurate copy on the suporimposcd papor,
If the outline i& with peneil it is aftorword morked over with
inke (II) Trocings are nlso made by plocing transparent poaper
ovor thoe writing to bo copicd oand thon tracing the wriling ovor
with a peneil, This writding iz thon peneilod or blackonod upon
the roverse side of tho trecing papor, snd tronsforred to tho
desired poper by retracing the writing with a stylus, or othor
smoobth, haid point which impresses upon the paper undernesth the
falint outline which is then gone over with inlk,

{b} Bvidence of such forgery is manifest in:
Ts The broken, nervous lihes. -
IIs Uneven £low of the ink.
IIT, Often rebouched lines and shedes,
IVe Changsd relation and proporlions of letters.
Ve Slant of writing.

808 (&)e In the examination of & forgery it is of the ubmost
importance %o pay partlcoular attention to the lines made by the
pen nibs, visible under the microscope, since they differ for every
variety of pen employeds A stiff, Cins-pointed pen mekes WO cOm-~
paratively deep lines & short distence apurt which appear hlacker
than the space bebtween the btwo furrows. In this way retouching
or hesitancy on the part of the writer is clearly discernible,
Tracings mede by an untradined hand will appesr knotty and uneven,
whoress the trocing of 4 weak but trained hand will be uniformly
thin and generally tromuilous. ¥

(b) Tn addition to theso evidences of forgery by tracing,
whore pencil or corbon guide lines aro usged which sust be removed
by rubbersim slight frogments of the trocing lines usually romaln,
wnile the mill Tinish of thoe paper will be impudirod, nnd its fiber
more or loss torn out, S0 o8 to lic looss upon the surface. fhe ink
will bo more or less ground off from the papor also, thus giving
the lines a groy and lifoless appsoaronce; ond a8 retouchings are
usually made alter the guide-lines hove been romoved, the ink,
wherever thoy occur, will have o bloeker ond freshoer appearance than
elsewhore, AlL theso conditions ard plainly manifest undor the mie
CrosScopG,.
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as to observe by transmitted light what has already been sSeen by
reflected Light, The magnifying gless may also be used in this
examination &t suspicious places, A large percentsge of this
type of freud cennot withstend this serutiny; (3) examine the
writing under the microscope; (4) finally consult & chemist if
desired for ¢learing up any suspicious parts,

{¢) Handwriting may be forged either by the art of
tracing, or by froe-hand writing, Freehtnd forgeries requirse
much greatgr skill than traced forgeries and are far morve dif-
ficult to detect bocause thoy usually do not show the broken
lines of a traced forgory, but have the smooth, ovon-running
hand of sn original, In frec-homd forgorics the lobtiers, though
of the same height snd width as tho eriginals, are usuolly spocod
farther apoert, moking the words longer thon tho original, This
lack of proportion-is gonerally the result of moking the lines
thet tomnoet tho letters of tho copy longer thun those of the .
original, If the oxrizinal has o strong down stroke on tho efpital
lottors thoe mowemont will bo free end will loavo the pen lines
with &mooth edgos, but +the copyist whe is imitoting sueh lettors
connot trugt himself to tho samo freo movomont of the pen, and the
result under & mognifying glass or microscope shows hositoney
and uncexrtointy., Froeo-hond forgerics by porsons not skilled in
the ert usually havo z studied appoearomce as 1f writton undor ros-
traint, : .

{d) Trocing con bo omployed only whon the signature or

writing is prosent in the oxach or approximate fomm of the desirod

reproduction, Whon the signnture is an exdet roproduction the
comparison with the original will reveal the forgery, sinco no
two signotures by amy individuval are ever ildentical in ovory por-
tiounler, To obviate this difficulty the clever forger will vary
the spacos hetweon lettors, but evon the trocing forgery will bo
ovidonced by the exoct similexity of individuel lettors, When the
writing ie presont only in the approzimate form of fthe desired
reproduction the forgor may trace separate lotiors and connect
thom together to form words, Thisg nethod of writing shows unevon
heighta and unsven distances betwoon the Llotiers,

(o) Strong, smooth, froo and ropid writing ie tho hardest
to imitate because 1t canmot ho roproduced by slow movemenbg. Slow
and hesitating writing is most easily copiod,

807 {a)e Two mothods of $racing mey bo omployoed. (I) Tho
writing to be forged may be plmoed under thoe paper on which the
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ERASUHES

809 (&), An inspector exomining n poasport susgpoctod of fal-
sification muegt determine cavefully whether there have been any
mechanical or chemicsal orasures,

(b} Vhen writing has beon removed by mechanical erasure,
the erased spot is usunlly apparent to the neked eye on account of
the rough, wrinkled, fibrous aspect of the surface, which will alee
be thinme® then the rest of the paper, and therefore also troamsmit
more lights The actior of mechanical erasures on the paper will
depond largely upon the quality of the paper and the kind of ink
used,

SHAYPLY EUONEN 84} 10 SBUIDIOL PAINSSERA0) / DSISSEILN) Sy} W0y peonpaldey

{¢) If the paper is codrse erusing will uwsuully remove
o notiecoable wmount of paper, lsaving & rough surfoce oasily
detectod by the noked eye. Bspecially sgoinst & strong light the papor
will show the +thin spots whero eraosure has taken place, and there
is no way for a forgoer bto remedy this obvious indication tha® tho
document hes been tamporod with. A rumbor of passports are mede
¢of special paper, coarefully sized and often glazed, This paper is
usually s8¢ thick that an ernsurc doos nobt neticoably reduce thoe
thickness. Some countries have the surface of thuelir possports
marked with a fine design thot will disappear upon orasure, ond
is almost impossible to replacc. In Lhis case the offorts of the
forger usunlly prove unsuccessful, But where plein paper is uscd,
without ony surfoce design or water-marks, the forger con usually
force the documents swccessifully. In the easc of sizod or glozod
paper mechanicol erasures destroy the sizing omd the surfecoe of the
POpeT is mo longer wator or ink-proof. If a drop of water is
ploced on the suspected surface the srased spet will absord tho
weter soonar than the surface where the glazing has not been dige
turbed. This i8 coumed by the dig¥urbance of tho sizing which :
fills up the porsce or intorstices of the poper, produciang tho ;
comparativoly non—~absorbent queiity of the surfoco. This wator tost
is simple ond offectivo, and 1t has the advantege of not changing
the decumont provided the wator be promptly dricd,

810, Thoe clever forger, however, will ftry %o render the
surfoece smooth Ogoin, either by polishing the popor with o hurd
or cleode-grained substance, such s on lvory papsr knife or o
thumb-nail, or by pouring or spronding on tho surfacs various
subatancos such a8 o solution of gum, gelatine, starch, rosin in
alcohol, poraffine, olum, casein, or powdered sundarse (i.o. the
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resin of the Sandarac tree), or the old-fashioncd "Pounce of the
seriveners", When the erased surface has been thus prepered the
paper iz agein rendsred ink-proof, but without such resiving the
ink would run on the paper, presenting ito the eye a Jagged rough
linse These resizing operaliong can usuglly be detocted by the
neked eys, and still more clearly urnder & megnifying glass, for
the portion of the paper which haes been polished or resized ale
ways presents a differont appesrance from the reat of the sur-
facm. This is especially visible at the edgos of the portion
artificially proparod.,

8ll. Erasurcs on thick poper ore not quite so reoadily
detocted os those on thin pagor, such 48 chegques, bub the somg
mothods of exomination apply to both: holding the docucnt
to thoe Llight, or level with and horizontal to thu oyc. A very
effective application of the lotbor test is to bund or curvoe
the popor, moking oa crcs The bonding tends to stretch ond
widsan the rosised part, ond if ony smoothing substoncas, such
a8 atoreh or wix, has hoon applisd to rostoro thu glossy finlish
to the scroped portion, it will usuolly roveol itsulf by 80D~
arabing and coming awoy in dust or tiny flokes. Iodino vopors
show oll tracoes of crasurcs offacted by India rubbor voery ploinly,
giving their loecation with porfoct corininty, the cresed ports
agsuming & yellow brown or hrownish tint.
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8l2s TIf on crasure is cffocted by mernns of brewd crumbs
ingtend of Indic rubber, ond core 15 taken to crasc in ono d1ract10n
only, the chonge escopes notico; cnd it is genoradly 1mﬁob&1b3&
to detect it should the poper thus hondlied be weition upon neod
unlass cxposed to iodime vopors, which comsed tho papor to tuke
on & violet shode of groot uniformity. This poculiarity is due
to the fact that the uphonveol of thoe fibers coused by rubbing
craiotes o L&rgen absorbing suriface ~nd consequently o 1orger por-
tion of iodine econ cover the rubhod parts tham if thoro had beon
no riction,

8l%, If the erassd spot is not rucogniznble by opticcd :
nnd chomieal means, A photogroaph will wsunlly moka the irrcgulon- £
ities of the surfaco monifaegt by the uncoqual strongth of the shie : ;
dows.

814 {n). Besides orasures by seroping, cortain chemical
compounds will make writing disoppoor. The most importont chome
icole which obliterato ink oros
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I, Oxalie acid. Thisz is mixed with o little woter, applied
with o fine brush, ond ofterwards washed off,

I1. & mizbure off equal parts of carbonate of zine, common
salt, and rock alum, This is boiled for half an hour in white
wino in o perfectly oleon vessel ond cpplied with & fine brush,

ITT, A mixture of equal parte of saltpoter smd sulphurie
0¢id digsolved by heot end applied in a diluted solution with o
fine brush, '

IVe Any &lkali mixed with finely powdored sulphur, Thie is
onclosod in n small bag of vory fino motorial, and tho writing
rubbed thorewith,

Ve & solution of muriate of tin in doublso its quantity of
water, opplied with & brush and followed by & washing with puro
watere '

VI,HEypochlorite of sodo ond chlorinc. This is used ag in
Ve Ghove,

(b) A1l +hoso processos oxcept IV are dungerous for the
forgor becouse they loave & slight discoloration, usuadlly yellow.
Woreover, it is casy to ascertain their omploymont dy touching the
ploce in question with o picce of moist blue litmus papor, which
will turn red vherever there is & trace of geid, If tho neld has
to all appooronces offoced the writing, it c¢on bo medo to ro-
appear by careful peinting with ocmmonle dissolved in watow, It
iz also possible to roproduco erasod writing by woshing the
arosed portions with o 1-10 normal solution of mitrate of silver
and to ploce it for ¢ short timo in the dirget sunlight, which
brings out the old characters cleowrly,

815, Somctimos writing orased by mechaniecl tnd chomioal
means can ho roproduced by photography, Sines the forger dosires
to proserve the surfaco of the puper as intast as possible he
will cetsc to orose the moment oll viaikle treco hae disappsored.
But the highly scmmitized photegraphie plnte will ofton rucord
writing lmperceptible to the naked cye, In the euso of erasuro
by seratching, o hot ivon pussed over the eresed spot will couse
the vriting to rooppenv, If o chemical ornser hus beon usoed, in.
vigible purticios of oxido of iron will romaln vhieh cron be made
to rooppecr by thoe mpplication of a solution of gallie acid, But
both these nmoihods of debeotion have the disadventaoge that they
discolor the docuwment. Heonce photography is tho most available
means, In this it is absolutely nocessary to have the resistance of
on expart.
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816, A highly .sized and colondared papor moest ¢loearly re-
voals attomptod orasures, bocause the coatling is romoved and the
surfaco warpoed by the application of liguid oroasors, A thin,
highly sized and coalendared paper, such a2s is used for the
Mexicon passports, cannod bo succossfully manipulabod withoub
leaving tracocs elearly percoeptible to tho naked cyo. When such
paper, which hos been first paritially wet, ond then dried, ias
subjoected to the action of iodine wvapor, the parts which have heon
wot toke on a violet tint, while those which have not bosn wol
bocome 6ither discolorsd or brown, The intonsity of the colorsiion
naturally varics acecording to the length of time tho papor is
exposed to the fodine. Sometimes, the forgor, after he has warped
and taken the gloss off the paper by liquid crasure will dip
the entire documoent in water in order o conceal thoe evidonce
of erasure by romoving the gloss from the entire monuseript and
varping it, But oven ghould this pioce of paper be thoroughly
wot afterwards, thoe eraged portions when subjected to tho dction
of iodine will take oun a darker tint thon tho rest of the docu-
ment .,

By ieuogéN U J0 SBUIPIO-] PAYISSERAC] { DAYISSEIRUM SUY WOy PRonpoIday

ADDITIONS AND INTRRLIIGATIONS

817. In trying to remove writing with the 2ld of an oraser,
destroying the sized surlfaece finish ¢f the paper, such surfoce
oborbs the next ink applied. Consequontly lines written on such
surface will not hovo tho distinet, sharply marked edges of the
original writing, tnt will be torn and jegged beciuss of the
rorosity of the surface. An onlarged photograph shows this eon-~
dition Aistinetly. Tho more ink on the pen ot time of whiting, the
greater the overflow, Bven if the forger tokes the precaution to
uso little ink, ond to press very lightly with his pon, such
overflow will he visiblo in sn enlarged phoiograph, If the forger
hag rosized tho surface bofore writing theso marks will bs absent,
the only porceeptible differoncos in the apnzoaranee of the surlaco
will be a brighter or duller finish, in somo casce a slight dis-
coloration, depending upon the quality, kind, and quantity of tha
aizing usod, _

SUFBRIMPOSED WRITING
818 (a), If it iz mopoeotod thot writing hesg been added to
4 poasport, ond It 1la desirod to asceritain vhother the writing was
added ot the some time or at difforont times, cortain diluted
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acids should be applied. The more recent writing will react

more rapidly to the chemicals than . the older writing. Bub

this test will be unsuccessful if the inks are oither too

old or too young. Hence it is usually safer o resort first

to photography, whiich method will not affect the paper. Photo~
graphys like chemistry, will give no result if the writing is
too old, but it almost mlways permits determination of the come
parative age if the linss of the different writings cross at eny
poink. I

(h) Superimpositions are readily visible. The crossing
of two Linsg of different sges is most evidsnt when a lerge omount
of ink was used in writing. Superpositions can be detected by
& marked relief with the aid of a stereoscoplic apparatus, the
dagres of reliel varying aceording to the quantity of ink used and
the quality of the paper, & well finishod paper will give the
greatest ralisf; a poorly finished paper, though showing no rolief,
wtil usually roveal super-~position by the spreading off the super-
posaod ink, This is more noticeeblo if tho lincs which cross are
mode with different inks. Whoen ome lino crosses another of carlier
date, the light zone produced by the soperation of thoe pon nibs
wlll be darkoencd up to & cortoin distones from the point of crosg-
ing by the gpreod of the superpoesed ink along the older line.  The
guantity of thies spreading will bo dotormined by thoe quontity of
ink uged and tho prozsure exerted by the forgoer,

WAX SEALS

¥

819 {a). & wox soal over o phobograph or sealing a document
is no guarantee that thoe document has not beon tamperod with, or tho
rhotogroph changod, for the reason that it is o vory simple opor—
atlon t0 romove a wox sgnle In the majority of casos the soal may
be removed without in the least chonging its form und nppoarenco
by lLifting it off the poper with a cold knifo, tnd then rohoating
and roplacing it. & fow experiments will convinee an inspector that
sunch O #peal ia no guaranteo of vwalidity, In tho cose of Lottors the
rewovel cnd repownl of such soals, if corolessly done, con bo do-
tected by an oxamination of the innor side of the onvelopt or
paper to see il the popor had beon dmeged in the removal, I the
wox. hos beon pourcd upon very thin tissus phper 1t will be ime
possible 0 romove ths sealwithoub dostroying ond tooring the
paper becnuse the hot wax ig abzorbed to some extent by the popor
nnd becomrs part of it.

8 -« 10

SNy [BUCNEN Sut o SHUIPIOY PRuISSERE0 § DSISSEIIUN BU) LIDJ, pEonpalday

DECLASSIFIED

Authoritya s f{]- .3():1‘&




ONLw2d
Original

(b} Sometimss the sealing wax is heated somewhatb
before removal, bubt 1L the sealing hes boen done skillfully
it is very éirficult to remove and replace he seal withoutb
allowing the fact to be apparent on close inspechion, a8 rew
melting ueually rounds the odges left by the impress of the
saal, The stamp of a seal on & sufficient hody of wax presents
the appsarance of a depressed cup, at the bottom of which the
design of the die is produced in rclief, The sides of the de-
prossion ara precipitated toward the center towerd the lovol
of the paper. When the sealing wax is softoned or rumolied the
sharp edgoes of the imprint are always dostroyed and bocome rounded,
and if thoe softening has becn over a large pert of tho wix tho
dosign is distorted or particlly effaced, ond this is true cven
if ¢ hot blode has passod botwoon the paper and the lowor luyoy
of wox; the hedt from holow sorving to round off and dostroy the
gharpness of tho dosign,

820. Suals con be counterfoitod by moaking o now dic. For
thig work it is not nccessary bto bo an sxport engravor, Forged
dins neod not noecssorily be of metaly load with & cortoin quan~
tity of tin or %ine to randor it more duroble; wood; stealite
(Fronch choik such a8 tailors use); or slato will cnswer the
purposgc. Phe tool with whieh the forgoer works is often no mors
thon on ordinory sowing nccedle, tho oyo of which is cmbedded in
thae longitudinal scetion of o amoll piecce of wood ohout tho 8i%e
of o paneil to form o hondle for thz ingtrument.

821, 4 muech simpler mothed of removing and replacing a wax
sesal isg to carefully plaece & rim of wax arcund the sexl snd a pulp
of the best Ireshly burned plaster-of-Paris poured on the care-
fully oiled sgeald. Whon the plaster has get +the negative is silowly
ralsed, the seal is broken, and is afferwards renowed from the greas-
od moulds, Then the little plocoes of plestor must bo croyefully roe-
moved,. Undor thoe magnifying gless thoso sre gunorally found and bo-
tray tho process cmployed, The momipuletion is cosior whon instond
of plastor-of~Paris knoadod frosh brood crumbs nre uscd, Tho poste’
ig presscd on fiwmly, =mé the sonl is token up snd dried with hoot,
Chomiecdly, or with the mieroscope, truces of bread can be found
attoched to the seal, If the sool is not woll washod tho chomist
eop discover tho use of bdrood crumbs with ioding,

TNK SRALS
oee {z) Tndia rubburs stamps which can bo usad only in cone-

Junetion with rniline c¢olors con bhoe sopied ctnily. By progsing
8 - 11
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a frosh and well inked stamp upon an elastic, thick, half damp
substence, such as an epple cut in two, half & potato, the white
of @ hard boiled egg, half dry glue, eto., one obtains a clear
negative copy of the seal, which is particularly geod if the
substance has been slightly dempened with spirite. If one. now
prints the negative copy from the white of an segg, etc., oOn
dampened paper, & faultless reproduction of the true print of
the seal is obtalined, and there is no mwans of proving its spuw-
TiousnNess,

{b} Such & rubber stamp print may also be reproduced by
the simple meeans of painting. If woter colors are used They will
immediately run if moistened, but such evidence of forgery will
not bs present If India ink is used in making the copy. Thse ounly
way of detecting such froud is by careful scrutiny of the lines,
8oy on & photograph, amd whore thoy also conftinue on to the paper
of the document itself. Falgificotion is most evident in stomps
having human figures 4s port of them o8 the foeo and hands nre
copiad only with oextrome difficulty.

HEMBOSEED SRALS

883, In order bo remove o photegraph from o United Stotes
passport ond substitubte another without spoiling the cmbossed
toited Statoes geal, tho following method has been weed: tho ori-
ginal photograph was moigteonnd, and the new photograph, vlse domp-
oned, affixed by meons of adhesive tapo. Whon the new photogroph is
thus frsboned to the ptgsport thoro remaing 2 sort of voacuum in ’
spots bebtwoon the new picture and the old, decousce. of ridges mnde
by the sstl. Tho passport is thon turned upside down, ploced on o -
soft cushion or =gilk handkorchiof, fnd then with & dull-pointed -
paper cubior the lettors arc traced on the scal, The result is
that the noew photograph looks exasctly as if it had boon stemped with
the United Stttos seal, and coan bo substituted for the original
photogruph,

INVESTIGATION OF IDENTITY

824 Impersoncltion is o method usced widely to introduce
enemy dgents inbto o belligzerent country, To discover whothor o
perdon iz in illegal posscasion of & passport the deseription of
the bearer- should be carefully comparcd with theo description
given in th> possports By moking the opplicent for visa talk os
nuch a8 posalbic it is quibto likely that he may boetroy himsclf by
contredictions or statoments thot do not beor verification. It is
important to cscertain his %redo since the purson vsunlly hos
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certain distinctive marks indicetive of his trade. For example,
by constantly handling a plane the joiner becomes lopsided;
tailors and shoomakers from the zedentery nature of thair occu-
paticon develop & characteristic curvature of the chest and
shoulders; hair dressers have one shoulder higher than the othor;
handling tha reins produces wales on the inner sides of the
Tingera of coachmen; the chisel couses thickening of the skin be-
tween the forefinger and thumb of engraversa; the traces of the
last are sgon on the right thunb and upper part of the thigh of
eobblars; ghe skin on tho ball of the little Cfinger of printors
who tie their typoe together with string is thickened; writors,
students, clerks, and artists frequently have a wale on thoe right
midéle finger from holding the pen or poneil a8 well os on ime
perconptible thickening of the sldn of tho laft olbow; seametresses
have plentiful needle pricks on tho loft forefingor; glass blowers
havs soggy chocks, and musculor jews ond noek giands; printors ond
vornishors hove colouscs whera the hrush rubs betwoon thuwmb ond
infex fingers. Moroovoy, the dialzed, occont or usc of words [rcw
quent in o trade or profsasion often botroy both origin nnd recl
occupnbion,
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825, In secking to dotormine true notiontlity it is helpful
to remember that aach notion has its own peculicr sports ond pnet-
impg. Tor ocxomple, tha Gormeng foney fencing and duelling, tmd it
is considored an honor Gmong Gormon studonts to bonr morks of
honor. Few gradufite from tholr univorsiticos withoub these scors,

BZ6. An sxomplo of frowd discovory. A mon giving an Amoricon’
in Jersay City s a rofuronce, ond boaring o Swedish passpors,
applisd Cor n visa to onter ths Unmited Stotes. Not being sotisfied
with the oppliemnt, ond desiring to 3cc him ogein, the Consul wrote
asking for o call to "mike o dopositl." A fow doys later a young
nan about the somo oge tnd type, but somewnat differont in appenronce,
callod with the lottar, and asked why it wis dosirved to visa his
nosgport. Upon invastigation it apponred that on osdvertisemont for
work had beon inserted in o nowspopor by tho rocl epplicont who
raoceived 2 reply from a porson who gove an oddross but ne noms. A
mzeting followed, wnd the real. ownor of the possport wos oaskod for
his "Prosthotys" (oxtroet from the Purish Registor) ond, cmong
othor guestions, wns ookod whothar he know onyonse in Amorico cnd
That that porsgonts addrogs wos. Thinking that thoe purpnso was to
investigoate his reforenccs ho handed ovor the "Prastbetbye" ond gave
the noams of o fricnd in Jersey City, Tha protonded applicunt thon
took the "Prostbotye" ond His own photographs to the Governore
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Generelts office where o possport wos issued to him. His own
photograph was ghtached to the passport «nd the officicl stamp
of the offlcoe wos Imprinted on both sides of the photograph.
Underncath wos the pretended signaturs, Opporcntly in the dig-
guised writing of the fealse spplicrnb. The passport wig thus an
gfficial document issucd in the name of o ool porson to one
who was nolb cntitied To it The eoso with which the prssport
wos issued in apother nomo by the Swedish outhoritics in poerfect-
1y good foith indicotes the nccessity of rigorous inspoction of
poseports, nd carctul questioning of thoe boerers, to dotermino
if tho becror is really the legitimatce owner of tho document.

(Hotc: This chepter based upon notos in Archivos Rog.lo.
3699 Ay Bel-d, compilod by Lbe( Jege) TaVe Mortinok, U.SH.R. )
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" Intelligoenco Service, Pross ond Publie Opinion in the World
War® by Col. W, Nicolai. Berlin, 1980, Tromslabion in Archives
21464, B-l-c,

vVarioug Notes for Atbuches, and Reports on verious cotivitiss.
Archives, Heg, Nos, 3609, H-l-d; 3699-f, BE-l-d} 8699mP,y HE-l-~dy
and 3699-0, Bwl-qd, -

Wiscellanvous Notea, Lrchives 14574 L, U-l~i,
" Intelligence in the Puture" by Lb. Col. de Wattovillic, R,..

tekon from Journal of Royal Unitoed Sorvice Institube, fing., 1926,

and meny other articles and items in archives, rog. No. 9420,
E"“g""fcl

" Esplonage and Tts Prevention" Lieut, Field Marshol Urboaski von
Ostrymioez, 1932, Archives, Rog, Yo, 6156, CmlO-d.
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"Counter-Espionage Lews", compiletion published by Awericen
Protective League, 1918, And numerous other items and srticles
on Wepionage Archives Reg, No. 6186, C-10-d.

Organization of Office of Aids for Information, ete, as
it existed in World War, Archives Reg, Ho, 11468 B, F-8-d,

British Intelligence, brchives 11535, 2-9-a, Art, 7,
Notes on Intelligence in Dermark, Archives 10870 D, E-9-a,

Orgenization in Paris, Archives 10670 C-l, E-0-a,
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Work in Spein. 10670 B, Bedwa,

Work in Denmerl, 10870 F, BE-9-3, {See remarks re Pussport
Control.)

fWork in Argentins, 10870 G, B-9-a,

(see romarks re Cerman-Japancse, Chile,-Argenting, Mexico
rapprochement and expocted Commercial hloc, and Instruction fom
Agents going abroad,)

Work in Holland. LOS70 H, B~0~8, (Placing ond activities of
agonta)

Intelligence Section, Buropean Force Communders Heodquorters,
1917-1018 10870-K, E~0-0. {See Digest of Intelligence Information
available on roguest, and outline of Routine reoports)«(0.HeI.
gsection 18-B-1 should scon),.

Remorlks for Ned., Uruguoy. 10670 N, B-9-0 (Remarks on ideals,
characteristies of porsonnol} Thie is o very intercsting poper
for onyone @oing out to open up o now office.

Work in Sweden. L0670-0, E~9~n, Interesting remorks on .
Propoagondd,.

et mre—

Remorks for Future Cuidonee of Naval Altoches to Seandintovisn
Comntrios, 12261, C-10~j, (Much velus to officers going out to opan
up now offices),

Organization cnd work of Maval Attochs, Roms, 1919, Archiwos
10670-Y , BeOmir,
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Operation and Methods of Passport Control in Japan, 11503,
Tmdwlr '

Notes on Militery Intelligence Division (Army) 12478-D, A-6~b,
0T, and Naval District Organization 11460-B, F-6~d,

In‘h@lllgence Duty -~ Goneral Information 21204, F.-l-c
(Several very valuable articles)

Control of Foreign Travel 1065l-~A, C-l0-g,. (Several
valuable articles),

SO [BUTIEL, 54 6 SEUIPIOK PeuiSSeRag [ DRIPSSERUN BYL O PEanpeidey

Notes on c¢iphers and Cryphography 10463, P-10-b {3Jeveral
valuable articles)

Reporte on Organization and Service of Agents 21lH98,L-9-a
{Several valuable artieles, including one on Japanese in Hawaiian
Islands). )

German organlzation in Demmark 9734, U-&~a,

German organization in Scandinavia, etc. L0208, B-6~4
(See German Quesiionnaires and Instrustions).

"German Hspionage System" (Papsr prepared by 0..I.}; "How
I carried Zimmermants Letters o Coarranza end Villa"; "German .
Espionsge Instructbions™, "The German Spy System from Tnside"; "Notes on :
the German Spy Swetem in Europe" by M.I.D.; and obher notes. : !
{Vory interssting and valuable) 9919, U-l~j. ’

British Intelligence Service 9420, E-3~T, (Many and various
notes end orticles).

Ispionogs and Countor-fispionege in Navel Inbelligence &£1561, Be
dedly o
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O.uTs files

and Iinformation.

OqulI. filBS

248 ond others,

0.NIe
OuN.Ts
0. N Ls
0,1, Is.
0.4
ORI
0.N.I,

0.1,

files
f1les
Lilas
files
files
files
files

f1les

20974 « A11 sub numbers have valutble records
808964 ~ various sub-numbersg such as 20984-87 and

£0968-334 and othars,
20086~4
20073.3, 9 and 92 others.

&1636 - 542 and othars.
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21076 -~ 1 and othors.
S11l32-5
2LLD4=5

20983-8
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