From: Commander, Naval Investigative Service Command
Subj: Bulletin

There is a need for enhancing communications between headquarters and the field offices of this
Command. We can satisfy this need and increase our effectiveness in serving the Department of the Navy
by selectively publishing information of interest to the members of the Naval Investigative Service
Command. This bulletin is intended for use by all hands.
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Rear Adm. W.L. Schachte, Jr., JAGC, USN
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THE FACE OF AGONY

The face on a statue in Martyrs' Square in Beirut reflects the agony which has taken place
in that war-torn city. The photo was taken by one of the NIS special agents stationed there

during the early 1980s.
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20 July 1990

As Is the norm in our work, challenges are on the horizon for NISCOM. As we con-
front these challenges, | am delighted that we will have Special Agent Charles R.
Lannom assisting from the SES position of Deputy Director. Mr. Lannom, formerly
the Director of Career Services, NISCOM, has had extensive experience,

Including past service as RDO Europe Region. His administrative talents and leader-
ship will assist us in meeting these changing times with great success.

As many of you are aware by now, | have been nominated for the two star appoint-
ment as Deputy Judge Advocate General of the Navy. At this point, however, any
comment on this change would be speculation. As | write this, | am not sure when the
change of command will be.

My predecessor, Rear Admiral Ted Gordon, was in the same situation when he was
COMNISCOM, and remained with this command for many months after the U.S.
Senate confirmed his nomination and he was promoted.

By the way, Rear Admiral Gordon has been nominated for appointment as the
Judge Advocate General of the Navy. | believe the nomination of a former
COMNISCOM for such an important position is not only a tribute to Admiral
Gordon's many talents, but it is another indication of the Navy's high regard
for this Command and its performance.

We are accustomed to changes and transfers as a way of life in this business;

however, atthe moment we are facing more pressing issues such as the pending
budget cuts.

NISCOM, like many other Federal activities, will bear its portion of the funding cut-
backs. What that translates into is somethling we are already familiar with -- doing
more with less.

Dwindling defense dollars will make NISCOM's mission even more important,
especially in the areas of fraud investigations and security. We must ensure, through
our aggressive and very successful fraud program, that the Navy receives the
maximum benefit from precious resources.

At the same time, post-Walker security upgrades and programs must and will be
maintained, because the threat of espionage has not diminished. Despite recent
changes in the Soviet Union and Eastern Europe, the Soviet intelligence services
are more active today that they have been in the past ten years. The KGB is the only
Soviet component not to suffer a budget cut.

These are interesting times of change and even greater challenges, and | am con-
fident that we at NISCOM will continue to meet them.

W.L. SCHACHTE, JR.




By Gary M. Comerford
NISCOM Public Affairs

Two senior members of the Naval
[nvestigative Service Command, Col.
Wayne A. Coomes, USMC, and Spe-
cial Agent J. Brian McKee retired in
June.

Col. Coomes had been the Deputy
Commander of NISCOM since April
1988.

Mr. McKee had been the Deputy
Director of NIS since December 1986
and was a member of the Senior Ex-
ecutive Service.

COL. WAYNE A. COOMES

Col. Coomes was honored with a
retirement parade at the Marine Bar-
racks at 8th and “I” Streets on June
22, 1990. The ceremony is reserved
for flag officers or Marines retiring
with 30 or more years service.

During the ceremony, Col. Coomes
was presented with the Legion of Merit
by Maj. Gen. J.A. Studds, USMC,
Assistant Chief of Staff for Command,
Control, Communications, Comput-
ers, Intelligence and Interoperability
(C412), and the Director of Intelli-
gence for Headquarters Marine Corps.

The parade was attended by nu-
merous members of the command.

Col. Coomes began his career 1n
1960 and served two tours of duty in
Vietnam. Prior to coming to NISCOM,
Col. Coomes served as Head, Man-
agement Branch, Intelligence Division,
Headquarters Marine Corps.

Col. Coomes and his family plan to
remain in Alexandria, Virginia, for
the next year.

A crowd of approximately 350 people
turned out for Mr. McKee’s retire-
ment dinner and ceremony, which was
held at the Bolling Air Force Base
Officer’s Club on Saturday, June 23,
1990.

In addition to numerous members
of NISCOM, others attending Mr.
McKee’s retirement dinner included:
Rear Adm. Cathal L. “Irish” Flynn,
USN, the first flag officer tocommand
NISCOM: Brig. Gen. Francis R. Dil-
lon, Commander of the Air Force
Office of Special Investigations
(AFOSI); retired Brig. Gen. Richard
S. Beyea, former Commander of
AFOSI; Mr. Maynard C. Anderson,
Assistant Deputy Under Secretary of
Defense for Counterintelligence and
Security; Mr.Jack Donnelly, Director
of the Defense Investigative Service.
Mr. John R. Simpson, Director of the
U.S. Secret Service; Mr. Stephen E.
Higgins, Director of the Bureau of
Alcohol, Tobacco and Firearms; Mr.
Charles R. Clauson, Chief Inspector,
U.S. Postal Inspection Service; Mr.
Oliver B. “Buck Revell”, Associate
Deputy Director of the Federal Bu-
reau of Investigation; and Thomas E.
Walsh, Assistant Chief of Police of the
New York Police Department and
Commander of Patrol Borough Man-
hattan South.

Mr. McKee received letters from
President George Bush, New York
Governor Mario Cuomo, Archbishop
John O’Connor of New York, and
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COL. COOMES, SA MCKEE RETIRE

from U.S. Sen. Strom Thurmond (R-
S.C.), who had a resolution recogniz-
ing Mr. McKee’s 28 years of federal
service read into the Congressional

Record.

In addition, Mr. McKee was inducted
into the Honor Legion of the New
York City Police Department. It 1s
one of the highest honors bestowed by
the NYPD. One of the highlights of
the evening was a performance by the
NYPD Pipes and Drums.

The evening’s festivities were con-
cluded with Special Agent Dennis
Usrey, Deputy Director (Acting),
presenting Mr. McKee with a shad-
dow box containing his badge and

credentials

',i'
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SA J. BRIAN MCKEE

Mr. McKee began his NIS career in
1962 and has served as the Regional
Director for the NIS Northeast Re-
gion; Senior Staff Assistant to the
Director; Assistant Director for
Administration: the first Assistant
Director for Law Enforcement and
Physical Security Programs; and as
the special agent-in-charge of NIS
Resident Agencies at Washington,
D.C.,CampPendleton, and New York
City.

Mr. McKee now resides in Malone.
New York.



AGENTS IN WAR

THE SEEDS OF STRIFE WeBHE

The Naval Investigative Service (NIS) performed an

important mission in Lebanon by providing criminal inves-
tigative and counterintelligence support to Navy and Marine
Corps units which were stationed there.

The articles which follow describe in detail what these
agents experienced during their tours of duty in that part of
the world.

The series begins with one agent’s personal account of
his relief’s arrival (“Welcome To Beirut”) and is followed
by a historical account of NIS activities in the area. It
concludes with a retired agent’s recollections of the city
and its people (“A Look Back at Beirut”).

Yet in order to better understand the experiences of
these agents and those of the U.S. forces who were sta-
tioned there, it is important to first know something about
Lebanon and the events that brought them to it.

Lebanon was not always the war-ravaged spectacle most
people have seen on the nightly news 1n recent years. At
one time it something vastly different.

Beirut was once known as “the Paris of the Middle East”
and Lebanon boasted of one of the highest literacy rates
and living standards in the Arab world. It was an important
center of free trade, communications and finance.

Covering an area approximately 4,000 square miles,
Lebanon is smaller than the state of Connecticut and has
a population of about three million people. The climate 1s
similar to that of Southern California and rarely exceeds 90
degrees, although the humidity is high.

The population is divided into seventeen officially recog-
nized religious sects. Christian sects inciude Maronites,
Greek Orthodox and Armenians. Moslems include Sunnis
and Shi’ites. A sect called the Druze accounts for another
large minority.

Historically, Lebanon is the home of the Phoenicians.
Centuries later it was the site of numerous Crusader
strongholds. Following the fall of the Ottoman Empire

after World War I, it became a French mandate. |
Lebanon gained its independence in 1943 at which time

SOWN IN LEBANON'S PASIT

the Maronites and Sunni Moslems struck a political deal.
The unwritten “National Pact” of 1943 stipulated that the
Maronites would refrain from seeking Western interven-
tion if the Sunnis would refrain from seeking unification
with Syna.

A parliamentary republic was established in Lebanon,
with a unicameral legislature known as the Chamber of
Deputies and a president who was elected for a term of six
years. Governmental positions and parliamentary seats
were allocated on the basis of sectarian balance. The Presi-
dent and Command-in-Chief of the armed forces are
always Maronites. The Prime Minister must be a Sunni.
The Speaker of the Chamber of Deputies must be a Shr'ite.
And for every five non-Christian deputies, there must be
six Christians.

In 1948, more than 100,000 Palestinian refugees fled to
Lebanon, and by 1969 were operating with a degree of

autonomy.



In 1971, they were joined by the leadership of the Palestin- They were evacuated from B(?:il'l:lt with the help of a
ian Liberation Organization (PLO) and thousands of fight- Multinational Force (MNF) consisting of the 23d Marine

ers who had left Jordan. Amphibious Unit along with contingents of French and
The PLO formed pacts with various Lebanese factions Italian military units. |
to solidify its position in Lebanon. Internally, the country ~ The prospects for peace didn’t last long. In the span of

became polarized with Maronite Christians opposing the just a few days, three events occurred which set the forces

PLO and Muslims supporting it. Civil war ensued and by
1976 the central government of Lebanon ceased to exist in
all but name.

Syria, which supported the PLO and its Lebanese allies,
began to fear that a revolutionary regime in Beirut would
result in a war with Israel. So in June 1976, Syria inter-
vened on behalf of the Maronite militias and a stalemate
was created.

In 1978, in response to the PLO attacks on towns in
northern Israel, the Israeli Defense Force (IDF) occupied
a sector on the southern border of Lebanon 25 miles long.
After about four months, they were replaced by United
Nations troops.

The PLO attacks continued, however, and on June 6,
1982, going through portions of this same sector, the
[sraelis invaded Lebanon.

Within three days, the Israelis had reached the outskirts
of Beirut. By June 14, the IDF had linked up with the
Christian Lebanese Forces (LF) militia in East Beirut.

On June 23, 1982, the 32d U.S. Marine Amphibious Unit
(MAU) deployed to waters off the coast of Lebanon and
conducted the evacuations of U.S. citizens from the port
city of Juniyah.

The IDF set up a blockade of Beirut on July 2, 1982, but
an all-out battle for the city was avoided when a diplomatic
agreement was reached allowing some 15,000 armed Pal-
estinians and Syrians to withdraw from the city peacefully.

"When | arrived, the very
first thing | saw when the
aircraft touched down was a

- motion which would bring U.S. troops back to Lebanon.

They were the September 14, 1982, assassination of
[ ebanese President-Elect Bashir Gamayel; the IDF occu-
pation of West Beirut; and the massacre of Palestinian and
[ ebanese civilians in the Sabra and Shatila camps Septem-

ber 16-18, 1982.
On September 26, 1982, French and Italian contingents

reentered the city.
On September 29, 1982, the 32d Marine Amphibious

Unit began landing at the port of Beirut.

It was not the first time American military personnel had
been deployed to Beirut. U.S. forces were sent to Lebanon
on July 15, 1958, in response to a plea from the Lebanese
government after it was threatened by an insurrection.
The situation was resolved and U.S. forces were com-
pletely withdrawn by October 25, 1958.

Unlike 1958, this deployment of American forces would
be longer and costlier. It was into this situation that NIS
special agents were sent.

They came from various backgrounds. Some of these
were veteran agents who had served with NIS in Vietnam.
One was a young and aggressive agent whose primary ex-
perience had been in the field of fraud. Some volunteered
in hopes of getting their pick of a better assignment later.
Others found themselves being “volunteered”.

All of them shared with the Marines and sailors sta-
tioned there an experience called war.

bunker, with an American flag.

| said to myself , 'Thank God.
I'm not the only one here."”

SA Grant Mcintosh




WELCOME TO BEIRUT

By SA Ray Carman

“l] don’t think I like this.”

“Relax, you’ll love it. Besides this
was only a light shelling.”

[ wanted him to like Beirut. I mean,
[ really wanted him to like it. I had
been 1n Beirut for four months, and I
was ready to leave. Grant Mclntosh
was my replacement, and I wanted
him to like Beirut. At least, I wanted
him to like Beirut until I was on the
plane and out of the country. After
that, he could like or dislike whatever
he wanted.

I arrived in Beirut on April 6, 1983.
[ was there when the U.S. Embassy
was blown up on April 18 and assisted
in the crime scene examination. The
taxi I normally used was riddled with
bullet holes. I had been caught in the
middle of gun battles between various
fighting factions and took little conso-
lation in the fact that they were shoot-
ing at each other and not at me.

My dailyinvestigative activities took
me from ship to ship to ship in the task
force and from ship to shore and shore
to ship. I never knew where I was
going to sleep at night until I found out
where my head was lying at the end of
the day. Although I honestly found
Beirut a beautiful city and its people,
those with whom I had contact, kind
and considerate, I was ready to leave.

I knew Grant was arriving at Beirut
International Airport (BIA) on Pan
Am on Friday afternoon, July 22. I left
my home away from home, the USS
Iwo Jima (LPH-2), at 1430 hours and
caught a helicopter ride into LS Red,
the Marine Amphibious Unit (MAU)
helicopter landing zone at BIA. The
Marines of the 24th MAU were pro-

tecting the perimeter of BIA.
While T was at the 24th MAU, the

SPECIAL AGENT RAY

passenger terminal at BIA came un-
der artillery attack by one of the war-
ring factions. I callously and selfishly
wasn’t concerned about the falling
shells, damage or injury. The only
thing I could think about was that BIA
would be closed, Grant’s plane would
be delayed or turned around, and I
would be in Beirut longer.

After the shelling stopped and it
was safe to move about, I walked to
the passenger terminal. Broken glass
was everywhere, but the structural
damage was not too severe.

Outside the terminal I saw a car that
appeared to have taken a direct hit.
The body of the driver had been re-
moved by medical personnel, but the
driver’s hands were still frozen 1n a
death grip on the vehicle’s steering

wheel.
I found one of the terminal employ-

0

CARMAN IN BEIRUT

ees and asked him when the Pan Am
flight would arrive. He told me, “Maybe
later.”

I walked back to the MAU com-
pound and had a Coke. I knew this
was going to be another typical day in
Beirut. An hour or so later I decided
to walk back to the terminal and check
on the status of the plane.

AsI was exiting the main gate of the
MAU compound, I saw a taxi pull up.
An American-looking guy carrying two
suitcases cautiously emerged. Being a
trained observer of the obvious, and
praying that my luck might change, I
asked this guy if he might be an NIS
agent.

Yes. Yes, he was. Yes, he was
Grant MclIntosh. Yes, he was Grant
MclIntosh, my replacement.

My elation was crushed somewhat
when he first uttered those words, “I



had to walk through broken glass and
a damaged building at the airport. |
don’t think I like this.”

I told myself I was going to make
him like Beirut because I, not he, was
leaving in less than one week.

We picked up his suitcases, got into
a taxi, and drove to our hotel. On the
way we drove past the Sabrah Refu-
gee camp, past the battle-scarred sta-

dium and past countless checkpoints
manned the by Lebanese Armed Forces
(LAF).

Our hotel was the Mayflower Ho-
tel, off Al Hambra Street, in a busi-
ness section of Moslem West Beirut.
After checking in, we had a drink 1n
the lounge of the hotel and called it a
day.

The next day we walked outside the
hotel and found Zak and his bullet-
riddled taxi. Zak was a Lebanese taxi
driver, formerly employed as a driver
for the U.S. Embassy, who acquired
his business by waiting outside major
European hotels in Beirut. He seemed
to like driving NIS agents around, so
we used him regularly. He spoke
English well, knew his way around the
city, and had no fear of bullying his
way past LAF checkpoints.

When Grant saw the dirty, late-
model taxi full of bullet holes, I heard
him say something about not liking it.

That day, Saturday, we drove to the
remains of the old U.S. Embassy and
then to the current U.S. Embassy. |
introduced Grant to my contacts.

Then we took a short tour of the
city. We drove to Martyrs Square, a
once beautiful business section of the
city. Martyrs Square had become a
deserted, projectile-scarred wasteland
whose long since abandoned building
hulks stood as a sad reminder of the
real results of armed conflict.

Looking at the total destruction, I
heard Grant say, “I don’t like this.”

After our short but sobering tour of
Beirut, with running commentary by
Zak, we headed back to the MAU

compound. On the way through the
city we encountered an LAF patrol
getting ready to go into action. We all
agreed that we should not linger too
long in this section of town.

Zak let us off at the main gate of the

MAU compound, and we started
walking, Grant’s suitcases in hand,
toward Landing Strip (LS) Red and a
flight back to the ship.

While walking toward LS Red, the
MAU legal officer stopped us and
said one of the companies with the
battalion landing team (BLT) had a
Marine using drugs.

NIS does not normally handle simple
use and possession drug cases, butina
war zone NIS does what it has todo to
help the Navy and Marine Corps ac-

Grant and I were given an office to
use. When the Marine came in, we
asked him to leave his M-16 and all
other weapons by the door. Not only
did he admit using and selling hashish,
but also he implicated about six other
Marines in drug abuse activity. So
much for getting back to the ship.

After the first interrogation, we told
the company commander we had sev-
eral other interrogations to complete

would be working through the night.
The company commander was a

/

Looking at the total
destruction | heard Grant

say, 'l don't like this.’
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complish their missions.

I said to the legal officer, “No prob-
lem. One druggie, two NIS agents.
We'll be finished in half an hour.”

The legal officer then told us the
company was not one of the compa-
nies surrounding BIA. The company
was several miles away at an aban-
doned university. I said, “No prob-
lem. Put us in a convoy, drive us out to
the university, and we’ll be done by
evening.”

We were given flack jackets and
steel pots, put in a convoy of jeeps and
headed toward the university. On the
way to the university we had to drive
through several Moslem villages which
were less than friendly.

In the villages, on the sides of build-
ings, were posters of Iranian religious
leaders staring down at us with hard
eyes. Grant was bouncing around in
the back of the jeep, surrounded by his
suitcases, holding on to his steel pot. 1
heard him say, “I don’t like this.”

We finally arrived at the university
and met the company commander.
He told us he had one Marine dealing
in hashish and probably had several
others also involved.

6

rock-hard Marine and an excellent
leader, but he also had a sense of
humor. He said after we were done,
Grant and I could stay in the VIP
room. Grant and I found out that the
VIP room meant we had mosquito
nets for our sleeping bags.

Several hours later we finished the
investigation. We had one main drug
dealer who identified half-a-dozen other
drug users, most of whom confessed.
I knew the Marine Corps would take
swift action to correct this problem.

Later that night the company com-
mander invited Grant and me to an
observation post on top of one of the
university buildings. It was a beautiful
night, cool and calm. We were facing
the Shuwayfat Mountains and could
see the lights of mountain willages
several miles in the distance.

Then the shooting started. Chris-
tian and Moslem villages were trading
fire. All of the lights in the willages
went out as if on cue. I could hear the
chatter of 50-caliber machine guns
and see the red lines of tracer bullets
flying in steady streams back and forth.
I could see the red lines of tracer
bullets flying in straight lines until



they hit an unseen hard object, like a
buillding, and ncochet off into the night.
Spot lights 1n one of the villages
would come on, acquire a target in the
other village, and go out as soon as the
target was hit wath fire. Like clock-
work, spot lights in the other village
would come on, acquire atarget inthe
again darkened wvillage, and go out as
soon as that target was hit with fire.

This went on for 10 or 15 minutes
until the artillery and rockets were
brought into the action. To watch
multiple rockets fire at once, at night,
was almost as impressive as watching
them hit targets. The only problem
was that the targets, more often than
not, were buildings with families hid-
ing in them. I later learned from the
task force intelligence officer that
numerous people died 1n this engage-
ment.

After about 30 minutes of watching
the nighttime fireworks, the fun really
began. One of the sides decided to
have some real fun and started to walk
artillery rounds toward our position.
The company commander told every-
one to hit the dirt. Grant and I ended
up kissing sandbags on the deck of the
observation post.

Grant and I hit the deck pretty close
together. In the night darkness, with
artillery shells walking up to us, I could
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MARINES AT THEIR POST IN BEIRUT

THE MARINE BATTALION LANDING TEAM BARRACKS

hear Grant saying, “No, I don’t like
this one little bit.” The artillery shells
stopped short of our position. I knew
the Special Agent’s Association would
be thankful that they didn’t have to
pay out money for the fun Grant and I
were having that night.

When the shelling momentarily
stopped, the company commander told
Grant and me to go into the basement
shelter with the rest of the troops not
on watch. Grant and I went into the
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basement. That was about the darkest
place I have ever been 1n.

Grant and I stumbled around the
Marines sitting in the basement until
we found a place to sit to wait out the
rest of the shelling. At first I felt pretty
secure because we were surrounded
by all of the company Marines not on
watch. Then the main drug-dealing
Marine crawled up to Grant and me
and sat between us. He was nervous
and would not keep quiet.

As he rattled on in the darkness, I
began to feel a little uneasy. I thought
that we had just worked a narcotics
investigation at the company. The
person who informed on everyone else,
and consequently was not too well
liked, was sitting right between Grant
and me. Ithought that someone could
stick a knife 1in our backs and neither
we nor anyone would know who did it.

As I was considering the good and
bad points of the evening so far, I
heard Grant mumble something about
what he did not like.

The shelling finally stopped and we
were allowed to leave the basement.
Grant and I finally got some sleep in
our VIP quarters.

The next morning, Sunday, we were
anxious to return to the ship. I don’t
know why, but Grant wanted to un-
pack his suitcases and take a shower.

We had breakfast at the company



messing area and, after thanking our
hosts, returned to the MAU com-
pound. We went to the LS Red arca
and tried to catch a helicopter ride (o
the ship. We were told that the ship’s
ﬂightdeckmdosedsothatthccrcw
could rest from a heavy operational
schedule. I could understand that, but
[ was not too crazy about spending

another night on the beach.
[ told Grant we could spent the

night at the Mayflower and the next
day, Monday, we could meet some of
my Lebanese police contacls. Grant
was not too happy about that and
started to verbalize more than just his
likes and dislikes.
We walked, unpacked suitcases still
in hand, to the main gate of the MAU
compound and caught a taxi. In the
taxi | had a great idea. Instead of the
hotel, we would go to the Navy beach
detachment at Green Beach. The
Navy had a lot of boats there, and they
were always ferrying men and sup-
plics among the ships in the task force.
The taxiride was less than twomules,
but the taxi driver, probably thinking
we were tourists, tried to charge us ten
times the normal rate. I gave the taxi
driver what I knew to be the correct
fare. He and I had a brief discussion
on the pros and cons of business fi-
nancing. He was about to make a
graphic statement when the beach
detachment sentrywalked up casually
holding his M-16. Argument over.

Grant and 1 walked over the beach
detachment beachmaster, a crusty
senior chief boatswain’s male, who

<eemed to be enjoying a rare Sunday
break in the action. We told him we

had to get out to the USS Iwo Jima
’

'| was
beginning to
think this guy
had no sense
of humor or
adventure.’

———————.— SV
and asked him if he had any boats
going that way.

He said that he didn’t have any
regular boats running. He pointed to
a small rubber Zodiac boat and said
he could take us out to the ship in i,
although we might get wet. I could see
Grant’s eyes roll to the back of his
head. and 1 knew what he was think-
Ing.

| asked the senior chief if he had

anything bigger. He pointed to an
LCU anchored about a half mile out
and said he could crank up the LCU if
we wanted. Now we were talking. |
asked him how we could get out to the
LCU and he again pointed to the
Zodiac boat.

I guess we didn’t look too happy
about the prospect of a rubber boat
ride, so he next pointed to an amtrack.
An amtrack 1s a huge land vehicle
which can also swim about in the water.
We all climbed up into the amtrack.
The driver started the engine and raced
down the beach and plowed into the
walcr.

After being thrown forward by the
impact with the water, I asked Grant if
we were having fun yet. Grant wasn’t
smiling. I was beginning to think this
guy had no sense of humor or adven-
ture.

We drove out to the LCU and had
to jump from the amtrack into the
LCU. Thewater was a little bit choppy
and both the amtrack and LCU were
bobbing up and down. Grant almost
fell overboard, but I think he was
more concerned about one of his suit-
cases which almost fell into the water.

On Sunday afternoon, at about 1839
hours, we finally arrived aboard the
USS Iwo Jima. I knew the past few
days were business as usual.

| knew that Grant would come to
learn that fact also. Grant, I said to
myself, you're going to like this place.

The Cedar
of Lebanon

The Cedar of Lebanon,
a symbol of that country,
sits on top of a building
in Beirut.




NIS AGENTS HAD A CLOSE UP

By Gary M. Comerford
NISCOM Public Affairs Officer

Shortly after the American build up
in Lebanon began, it became obvious
thatthe Navyand Marine Corpsforces
stationed there would need criminal
investigative and counterintelligence
support.

While the initial recommendation
of establishing some type of Naval
Investigative Service presence in the
area originated at NIS Headquarters
in Washington, D.C., the responsibil-
ity for making it happen made its way
down the proverbial hill and landed
squarely on the shoulders of John
D’Avanzo, a wiry physical fitness buff
and former Marine officer.

As the Special Agent-in-Charge
(SAC) of the NIS Resident Agency
(NISRA) 1n Naples, Italy, D’Avanzo
would oversee the establishment what
would come be designated as 60XL,
the NIS Resident Unit (NISRU) in
Beirut.

“We had all of Italy, Eastern Eu-
rope, Turkey, Greece, Lebanon . . . |
guess you'd say most of the Middle
East,” said D’Avanzo, who ran NISRA
Naples from 1982 to 1985.

The first time D’Avanzo went to
Beirut, he was accompanied by Spe-
cial Agent Lionel Barker, who at that
time was the Deputy Regional Direc-
tor for the NIS Regional Office
(NISRO) Europe, headquartered in
London, England.

“It was late 1982 or early 1983 and
things were already heating up,”
D’Avanzo said. “American forces were

already there and we had identified a
drug problem, primarily hashish.

(Special Agent) Eddie Hemphill went
over first to assess the drug thing.
Then we decided to put an agent in
there on a full-time basis.”

Special Agent Walter Focht was the
first, followed by Special Agent Ray
Carmen, Special Agent Grant Mcln-
tosh and Special Agent Rod Staudin-
ger. The tours averaged four months,
and while the agents were technically
stationed aboard ships most of their
time was spent in Beirut.

“One of the things we had to decide
was whether to station the agent in
Beirut or aboard ship,” D’Avanzo said.
Rightbefore Raycame aboard, Lionel
and I looked at the spaces they were
thinking of putting us.

'Less than an
hour ‘s drive away
(from Beirut), the
affluent still
continued to live
the lifestyle they
were accustomed
0. ...

SA John D'Avanzo

“It was the old Lebanese Federal
Awiation Administration building. Half
of it was bombed out. There was water
leaking from pipes. There were no
plumbing facilities that were operat-
ing. Most of the Marines living in the
building were on cots and sleeping
bags. So a decision was made for
operational and safetyreasons to keep
the agent afloat.”

LOOK AT WAR WHILE IN BEIRUT

This decision was one of the most
important D’Avanzo would make.

The building was the Marine Bat-
talion Landing Team (BLT) barracks.
Within a year it would be destroyed by
a terrorist truck bomb.

War numbs the senses. No one ever
gets use to it.

And what seems to stand out the
most, to those who have witnessed it,
1s the unfairness of it all.

“The thing that sticks out most in
my mind was the contrast between the
internal war that was being conducted
in part of Lebanon, and the way some
other people were living in another
part of the country,” D’Avanzo said.
“Less than an hour’s drive away, the
affluent still continued to live the life-
style they were accustomed to when
Beirut was known as the Paris of the
Middle East.

“I had a hard time reconciling the
fact that here these people were en-
joying their yachts, champagne, and
the general rich and famous atmos-
phere, while just a short distance away
there were people whose homes had
been totally destroyed by war and who
were suffering from the devastation
war brings. It was my impression that
these people had little or no concern.
They were just enjoying life as they
had always done.”

Although most of the work done by
NIS 1n Beirut involved providing crimi-
nal investigative support to Navy and
Marine Corps commands, some of it
involved counterintelligence.

When asked about the NIS counter-
intelligence role in Beirut, D’Avanzo
would only reply, “It was understood
that all agencies would do some col-
lection.”



One agent who had quite a bit of
experience in that arca was Eddie
Hemphill.

Hemphill joined the organization in
December 1965, when it was still known
as ONI (Office of Naval Intelligence).
In the years that followed, Hemphill
somehow happened to gravitate to the
hot spots, including Vietnam. Sowhen
the call went out for someone to help
run NIS operations in Lebanon, no
one was surprised when Hemphill
showed up in Beirut.

From December 1982 until Novem-
ber 1983, Special Agent Hemphill made
periodic trips from the NIS Resident
Agency in Naples to Beirut to work
with the NIS agents stationed there on
four-month rotational assignments.

“I would spend from three to four
weeks in Beirut, then go back to
Naples,” said Hemphill. “I was there
from the time it was a Sunday school
picnic, when the Marines used to have
beer busts on the beach, until the ime
when it got so bad that you couldn’t
even turn the light on in a room.”

One of the places Hemphill and the
others frequently visited was the Marine
Battalion Landing Team (BLT) bar-
racks, which was located in what used
to be the Lebanese equivalent of the
Federal Aviation Agency. It was aboul
100 yards from the runway of the Beirut
International Airport (BIA) and had
at one time been occupied by the
Palestine Liberation Organization
(PLO).

“We had an office in the BLT, right
between the CO (commanding offi-
cer) and XO’s (executive officer’s)
stateroom on the second floor,”
Hemphill said. “It had been a PLO
stronghold.

That’s where they made one of their
final stands before the Israclis kicked

them oult.

“The building had been gutted by
fire. The overhead was gone and we
put plastic up because soot was falling
from the overhead. There was no place
to bathe. I didn’t like it, so [ only spent
a couple of nights there.”

Instead, Hemphill used to stay al
the Mayflower Hotel in Beirut. “We
used to call the bellhop Fred,” Hem-
phill said. “He was a Muslim and he

Just a short distance from Beirut, the affluent
continued to lead the good life.

used to ask us, ‘When are the U.S.
forces going to come into the city and
protect the people”

“1f 1 heard it once, I heard 1t a
thousand times from Muslims, “When
is the sleeping giant going to be awak-
ened?’ That was there term.”

Hemphill’s stated mission was o
provide support to the resident agent
in Beirut, especially in the area of
narcotics investigations. However, 1n
addition to doing that, he performed
other duties.

It was not unusual for Hemphill to
arrive in Beirut, assist the local agent
for a few days, and then disappear.

As one agent assigned there put it,
“Eddic was a phantom.”

Although still dlosely held, it is wadely
known among those stationed with
him that Hemphill was responsible
for developing some excellent sources
who provided information on a varicty
of topics of interest to the United
States.

To do that, he had to be able to
move freely among the population,
which required developing close fnend-
ships with the locals and an intimate
knowledge of Beirut and the surround-
ing area. And Hemphill did both.
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A favorite “hang out” was the
“Hamra”, the tourist district where all
the big, fancy shops in Beirut were
located.

But Hemphill’s travels took him to
scores of other locations, too, 1n an
arcas where the American presence
was not looked upon too kindly.

He was familiar with a variety of
sounds and sight, such as the abun-
dance large, yellow Mercedes trucks.

“They were from the Oger Liban
construction company, which was
funded by the Saudis for the purpose
of rebuilding what had once been a
beautiful city,” Hemphill said. “They
were the finest trucks they could buy.
You saw them all over the place.

“It was an Oger Liban truck the
Marines saw the morning the BLT
was blown up. That’s why they didn’t
get suspicious, because they'd seen
them a hundred times before.”

At the time of the October 23, 1983
bombing, Hemphill was in the process
of flying from Naples to Beirut. He
arrived only a few hours after 1t oc-
curred and assisted in the investiga-
tion. Some of the sources he had
developed would later provide key
information on events leading up to



the bombing,

Hemphill was not pretentious, which
1s one of the reasons he was able to
develop close relationships with people
{from various social strata. And some
of these were the people who helped
him the most.

One of them was short, squatty taxi
driver named “Zak”, who ended up
working almost exclusively for NIS.

“Zak was our driver and guide,”
Hemphill said. “He was there from 4
a.m. until we let him loose. He was
about 5-feet-4, 180 pounds and super
guy. He was married, had five children
and was a Moslem.

“Ivisited his home acouple of times.
He lived 1n a room about the size of a
one-car garage. There was a hole in
the wall of Zak’s home where frag-
mentation had come through from
[sraech artillery.

“In the afternoon, he’d like to sit
there and drink something called ‘lion’s
milk’ and tell war stories. Lion’s milk
1s made with anisette. It tastes like a
mixture of kerosene and paregoric
and has an octane rating of about 97.”

In an environment where trust was
found in few relationships, Zak turned
out to be a true friend. D’Avanzo,
Hemphill and other NIS agents who
travelled to Beirut came torelyon him
regularly.

MARINE BUNKER

SA Ray Carman investigated an accidental shooting
by a Marine sniper stationed in this bunker.

“Zak was like a passport,” D’Avanzo
said. “He was able to get us from
check point to check point without
undue delays or problems. When you
came to a checkpoint, you would have
guns pointing at you from all sides,
and it was a great feeling to see them
wave Zak through and not challenge
the vehicle and its occupants.”

SA JOHN D'AVANZO, ZAK, AND SA RAY CARMAN
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Hemphill has been called a lot of
things 1in his life, but “street cop”
probably fits him best. Few people if
any would ever dream of calling him
the “warm and fuzzy” type. .. at least
not to his face. Yet when he talked
about Zack, there was emotion 1n his
voice.

“When I left he put his arms around
me, hugged me and kissed me,”
Hemphill said. “The tears were stream-
ing down his face. He pulled a scroll
out of his pocket and told me to keep
it with me anywhere I went and Allah
would protect me. I still have 1t.”

Like Hemphill, Special Agent Ray
Carman 1s the type of person who
looks like he can hold his own when
trouble occurs. As a freshman and
sophomore, Carman played varsity
football as a tight end at West Chester
State University in Pennsylvania, but
the 6-0, 210-pounder had more than
just his size to rely on. He was smart
and a go-getter. He was onthe Dean’s
list his senior year and following gradu-
ation entered the US. Army. He
ended up in Army intelligence, where
he rose to the rank of sergeant.

He was just the type of prospect law
enforcement agencies look for, and



that’s exactly how Special Agent Blair
Gluba, the NIS liaison agent to Army
intelligence, sized him up. So Gluba
went to work and when Carman’s
enlistment ended in 1974, he joined
NIS.

Following Basic Agent School,
Carman had tours of duty at Annapo-
lis, Maryland, the Philippines and
eventually Yorktown, Virginia.

After about three years at NISRA
Yorktown, Carman decided it was time
for a change.

Italy, London...maybe something in
the Far East, like Japan. Carman
mulled these over and they allsounded
good. After all, that was one of the
advantages of being in this organiza-
tion. You did have an opportunity (o
visit interesting places.

So he put in a letter of request for a
transfer overseas in early 1983...a let-
ter that would later make him wonder
just how smart he really was.

et SR SRR R N S S

'‘Ray, | have
something | want
to talk to you
about. Do you
want to go to
Beirut?’

SA Hank Lingan
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“A few weeks later, I was sitting al
my desk one afternoon and our SAC,
Hank Lingan, called me up, and said,
‘Ray, I have something I want to talk
to you about’,” Carman recalled.

“I figured it had something to do
with that letter I had put in requesting
a transfer overseas...and it did. When
| got to his office he said, “Do you
want to go to Bewrut?”

Carman’s reply was instantancous:
“Hell no. They’re shooting over there.”

A discussion on the pros and cons of
“yolunteering” followed with the cus-
tomary “it’s career enhancing” pitch
thrown in for good measurc.

When that didn’t seem (O work,
Lingan fell back on the offer no spe-

cial agent can refuse. .
“He threw in the heavy artillery,”

Carman said. “He said, ‘The director
wants you to go to Beirut.’

“I said ‘Okay’, and about a month or
two later, I was headed for Beirut.”

Carman flew to Naples, first, where
he met with D’Avanzo and Hemphill.

“They bricfed me on Beirut,” Car-
man said. “Eddie Hemphill, who was
my friend when he worked in Norfolk
about a year carlier, had me over [0
his house for Easter weekend. Eddie
told me to look up a police contact
named Walid when 1 got to Beirut,
because he was the main man on nar-
cotics. Then 1 left on a flight from
Naples to Beirut.”

By the time Carman arrived in Beirut
in early April 1983, there was nol
much fighting in the city. The Israchs
had withdrawn to the outskirts of the
city and the Civil War, at least for the
moment, appeared to have subsided.

As soon as he got off the plane at
Beirut International Airport (BIA),
he was met by the man he was rehiev-
ing, Special Agent Wall Focht, and of
course, “Zak the Hack” and his bul-
let-riddled tax.

The turnover was accomplished
within a few days and by the time his
relief left, Carman had a good over-
view of the type of work he would be
doing. As the resident agent, he would
be providing criminal investigative and
counterintelligence support to the Navy
and Marine Corps lorces.

“Narcotics was minimal, because it
was a war zone and the Marines and
Navy personnel had no tolerance for
people who used drugs,” Carman
said. “Marine officers just came down
tremendously hard on anybody they
suspected or found to be using drugs.
They had to, because their hives de-

pended on the guy next to them, and if

that guy was stoned, they could get
killed.
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“The Marines were great. They
took their job as a serious mission.
They were very competent, very
professional...without question.
Whatever I needed, I got. When 1
went to see them they gave me any-

thing I needed.”

SA WALT FOCHT AND
SA RAY CARMAN

Suddenly, Beirut didn’t seem so bad,
after all. After the first week, it ap-
peared as if this assignment was going
to involve nothing more than routine
investigative support.

But on April 18, that changed when
a truck carrying a bomb drove into the
U.S. Embassy and exploded, killing 57
people.

“I was in country less than two weeks
when it happened,” Carman said. “And
| was the only federal agent there.”

Carman was working on a case at
the Battalion Landing Team (BLT)
barracks at the Beirut International
Airport when the explosion occurred
at the Embassy.

“There was a lot of excitement and
someone said the Embassy had been
bombed,” he said. “So they sent
Marines over to cordon off the area
around the Embassy and sent medical



assistance.”

Carman hopped in Zack’s taxi and
the two took off for the Embassy to
see 1f they could offer any assistance.

"1 was amazed by the destruction
that had taken place,” Carman said. “I
Just sat there and looked at it and said
'l can’t believe this.” T had been a
student of terrorism for a long time,
but there is a big difference between
being an academic student and seeing
first hand what terrorism is. The vio-
lence really hit home to me.

“I'went up to the Regional Security
Officer for Department of State and
asked 1if him if there was anything I
could do,” Carman continued. “I ended
up taking investigative photographs of
the structure. Then I worked with a
Navy EOD (Explosive Ordnance
Disposal) team looking around the
area.

“On the first day, there was tear gas
going off. The Marines at the Em-
bassy had tear gas canisters and some
were crushed in rubble. There were
sensitive spaces to be protected. We
didn’t know if the rest of the building
was going to collapse. You could call it
chaotic at best.”

That day, Carman got some unex-
pected help. Zak helped him with the
crime scene and even went out to get
more film when Carman ran out. It
wasn’t until a few days later that Car-
man found out why his new-found
friend had been so helpful.

“We were walking down the street
and he suddenly broke down and started
crying,” Carman said. “He was a crusty
old guy and the type of person you
wouldn’t expect that from. But it

turned out that he had lost a lot of

friends in the Embassy bombing. 1
didn’t know it until he told me.

“All T could do was put my arm
around him. What could I say to him.
What could I tell him about suffering.
He’d seen so much of it.”

There were other times, however,
when even some of the most serious
incidents seemed to have a lighter
side. One of them occurred a few
weeks later, when Carman was sum-
moned to investigate a shooting in
which two Lebanese soldiers were shot
through the legs.

"1 got called out to one of the com-
panies around the airport and the
company commander told me that
one of his troops shot two lebanese
privates,” Carman said. “It turned out
to be a Marine sniper, whose weapon
was supposed to have been on safe
and unloaded.

“ThisMarine corporal was on guard
duty and was following with his rifle
scope the two Lebanese Armed Forces
privates who were jogging around the
perimeter of the Airport. While fol-
lowing them through his scope, he
slowly pulled the trigger and it acci-
dentally went off.”

The single bullet had penetrated
both legs of each soldier. To the

Marines it was an unforgivable breach
of weapons safety and the command-
ing officer intended to court martial
the corporal.

So Carman went about the business
of conducting an investigation which
suddenly took an unexpected and

somewhat humorous turn.
“I went to my Lebanese Armed

Forces counterpart, a Major Shahib,
and told him I needed to talk to the
two privates to take statements,”
Carman said.
What happened next stunned him.
“Why?” Major Shahib replied.
“Because the Marine Corps is going
to court martial this corporal and I
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have to take statements from these
two people,” Carman blurted out.

“No, no ... no court martial,” Major
Shahib insisted. “One bullet. Three
hundred yards. Four legs. That Marine
1s an expert shot. No court martial.
We will take shooting lessons from
him.”

“You don’t understand,” Carman
argued, but with no apparent success.
“He shot two of your privates.”

“That 1s okay,” Major Shahib re-
torted. “We have plenty of privates.
We will take shooting lessons from
him.”

Since the two privates, could not
testify, all Specal Agent Carman could
do was wrap up his investigation and
forward it to the commanding officer.

Carman never found out what hap-
pened to the Marine sniper, who he

ZAK AND HIS BULLET-RIDDLED TAXI

described as an otherwise “good
Marine”.

Lebanon was a world of contradic-
tions.

“What used to get me was how
visitors would look at the buildings
and say how terrible it was that such a
beautiful city had been destroyed,”
Carman said. “But to me, the build-
ngs were immaterial. It was the damage
war does to people . . . that’s what
mattered to me.

“The Lebanese are great people,
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but they just got wrapped up in the
fighting. It was ‘My village bombed
your village’. . . “Your father shot my
father’. . . there were Christians fight-
ing Christians ... infighting . . . alli-
ances . ..Sunis fighting Shiites. They'd
been doing it for so long that I don’t
think they even really knew why they
were doing it.

“Individually, the Moslems and
Christians I met were very nice. It was
only when they got together that there
were problems.”

One of those Moslems who became
a close friend was the police contact
Hemphill had recommended -- Wahd
Kalalott, a captain with the Intergrated
National Police (INP).

“When I first got there, Walid was
in charge of the narcotics squad for
the city of Beirut,” Carman said. “They
had a major problem, not so much
from use, but with cultivation and
shipment. Some people speculated that
was why there was a war in Beirut,
because the Bekka Valley was so fer-
tile. But I think that’s a woeful simpli-
fication.”

Carmen first met Walid when he
went to ask for help on a case.

“l asked him for help on a case
involving the sale of a couple of grams
of hashish between military person-
nel,” Carman said. “He said ‘Sure,
just as soon as I wrap up a case involv-
ing a shipment of couple of tons of
hashish at the airport’.”

Capt. Kalalott wasn’t kidding. As
soon as he was able to break away
from his case, he went over to help
Carman.

“He bent over backwards to help
us,” Carman said. “Sometimes he
would even put his own work on hold.
He really liked Americans. I don’t
know whether it was personal or he
just viewed us as helping his country,
but he was always very nice.”

Others were impressed by Kalalott,
too. About two months later, he was
promoted and put in charge of the
body guard detail for Prime Minister
Shafik Wazzan.

This allowed Carman, who had been
trained in protective services, to re-
turn some of the favors Kalalott had
done for him. Serving as an adwvisor,

Carman would assist Kalalott in
mapping out protective service de-
tails.

The two would meet once or twice a
week and gradually their friendship
grew.

“I hate coffee and when I went to
visit him, he would give me this hor-
rible, thick coffee,” Carman said. “But
I drank it, because I didn’t want to
insult him.”

The feeling was mutual.

During one of their meetings, Kala-
lott overheard Carman complaining
about having to pay $140 for a three-
minute telephone call to his wife back
in the United States.

“After that, when I went over to the
Prime Minister’s palace, Walid would
point and say, “There . . . there is the
telephone. Call your wife’,” Carman
said. “At first I tried to refuse, but he
insisted, so I called a couple of times
and it didn’t cost me anything.”

With help from the Comodore of
the American Amphibious Forces,
Capt. George D. Bess, USN, Carman
was able to offer something to Kala-
lott that he had never imagined pos-
sible.

“I asked him one day if he had any
friends who wanted to visit the ship

SHIPBOARD TOUR

where 1 had my office, the US.S.
Guadacanal,” Carman said. “He

jumped at the opportunity.

“Walid brought the brigadier gen-
eral who was in charge of the INP and
his chief of staff to the ship. Capt.
Bess was a super guy. He invited us to
his private mess and we had lunch
with him. It was like a private audi-
ence.

“After that, we posed for some pic-
tures with the Comodore, Capt. Bess,
took a tour of the ship and gave them
lighters and baseball caps. It scored a
lot of points for me with the INP and
for Walid with his bosses.”

His relationship with Kalalott was
one of the few things he knew he
would miss when his tour in Beirut
came to a close.

“Before I left, he gave me some
worry beads and some of his patches,
a badge, and captain’s insignia, in-
cluding shoulderboards,” Carman said.
“He gave me his own captain’s stars.
They are hanging in my house now.

“I gave him my bullet-proof vest
when I left, because I knew he would
need it a lot more than I did.”

Unfortunately for Kalalott, it ap-
parently wasn’t enough.

With the help of the Navy, SA Ray Carman (third from right)
made some points for himself and his friend, Walld Kalalott
(second from left), with a shipboard tour for some high ranking

Lebanese officers.
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One of NIS Special Agent Ray Carman’s closest
friends in Beirut was Walid Kalalott, a captain with the
Integrated National Police (INP).

“We had a lot in common,” Carman said. “We were
both police. We were about the same age. He had a wife
and kids. I had a wife and kids. We were very close.

“We’d meet about once or twice a week. We'd go to
cafes along the main street, eat Lebanese food and talk
about our jobs, police work and our families. He and his
wife had a daughter and another child on the way.

“Walid was a very devout Moslem. He celebrated
Ramadan and in fact there were times we couldn’t go
out to eat because he wasn’t allowed to eat during
daylight. I’'m a Presbyterian, but religion was never an
1ssue with him.

“He hated the war, but he still had his job to do. Walid
told me that during the civil war, when the (Lebanese)
society fell apart, it was the police who held things
together when the army fell apart. He just wanted the
war to be over and wanted things to get back tonormal.”

After Carman left Beirut, he lost touch with Kalalott.

CASUALTIES OF WAR

MY FRIEND WALID

SGT. BATTLE, A
TYPICAL MARINE

When NIS Special Agent Grant McIntosh went to
the Marine Battalion Landing Team (BLT) barracks in
Beirut, one of the people he often relied on for assis-
tance was 1st Sgt. D.L. Battle, USMC.

“He was what you would think of as a typically out-
standing Marine sergeant,” McIntosh said of Battle.
“He had ability and the respect of his troops.

“He was in the H&S (headquarters and services)
company in the BLT and they took care of us because
they knew we were there to help them. When we came
to him and said, ‘First Sergeant, we need a place to
sleep . . . we need to talk to someone . . . we need
anything . . . he would make it happen. He was a good
Marine and a gentleman.”

Following the October 23, 1983 bombing of the BLT,
Mclntosh looked at the casualty list to see if anyone he
knew was on it.

“Checking the list, I found out that he had been
killed,” MclIntosh said.

SA RAY CARMAN AND WALID KALALOTT

“About a year later, I saw one of our intelligence spe-
cialists who had volunteered for Beirut,” Carman said.
“He said Walid had responded to a car bombing and
that when he arrived at the scene, a second car bomb

went off and killed him.”
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Although he had never served in
uniform, Special Agent Grant T.
Mclntosh was no stranger to military
life. A self-described “service brat”,
Mclntosh was born in Japan. His fa-
ther was a career Air Force pilot, who
retired at the rank of colonel after a
carcer which included flying tours
during the Korean conflict and Viet-
nam.
No, military life held no real sur-

prises for Mclntosh. .. or at least so he
thought. That was one of the reasons
he decided to try something a little
different.

Aflter graduating from Florida State
University in 1976 with a bachelor’s
degree in Criminology, he worked in
Miami, Florida, for two years as a
private investigator.

Through his travels he learned of
the NIS. It was just what he was look-
ing for, because it afforded him the
opportunity to be in a familiar military
environment while at the same time
allowed him to pursue a civilian law
enforcement career.

“In 1977, Bob Orme was the Spe-
aal Agent-in-Charge (SAC) at NISRA
Jacksonwille. He recruited me, screened
me and launched me on my NIS ca-
reer’, Mclntosh said of Orme, who
retired earhier this year as the Re-
gional Director of the NIS Southeast
Asia Region.

After completing the NIS Basic
Agent School, MclIntosh was assigned
to NISRA Naval Station in San Diego,
where he was assigned to general
criminal investigations.

Alter two years he received an in-
tra-district transfer to NISRA Point
Loma as one of four agents assigned
to one of the initial Fraud Dedicated
Squads.

“Bob Rende, who passed away this
past summer, was then the SAC and
Sam Knowles was the ASAC of Point
Loma. We reported to Sam since our
investigations pertained to fraud,”
Mclntosh said. “Greg Duffy was the
Regional Director and this dedicated
fraud concept was his program.

“We were allowed to cross all NIS
office yurisdictional boundaries in the
San Diego area in order to conduct

our fraud nvestigations. We spent about

eight months talking with prime and
subcontractors on the waterfront at-
tempting to get them confide in us
about who was stealing from the gov-
ernment. After a while some began to
trust us and we started to put good

fraud cases together”.
In 1981, McIntosh was transferred

to NISRA Okinawa where he would
spend most of the next 18 months. “I
returned to CONUS after 16 months
to testify in one of my fraud cases”,
Mclntosh said. “It was a two month
trial, which resulted in one of our first
convictions of a civilian contractor for
fraud. He received a 10 year prison
sentence’’.

‘My philosophy
was to experience
as much as | could,
early in my career
so that later | would
hopefully have more
input into my destiny,
rather than having
everything picked
for me...’

SA Grant Mcintosh

When Mclntosh left San Diego to
return to Okinawa, it appeared as if he
was settling into a comfortable rou-
tine. He was enjoying success as a
respected fraud agent. He and his
wife, Janice, were the proud parents
of a baby daughter.

[t would have been very easy for him
just to sit back, coast and enjoy his
tour 1n Japan, but he didn’t.

When he returned to Okinawa, NIS
was requesting for volunteers to fill a
billet with the Multi-National Peace
Keeping Force (in Beirut).

“My philosophy was to experience
as much as I could, as early in my
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career as possible so that later, I would
hopefully have more input into my
destiny, rather than have everything
picked for me by someone or by the
organization,” he said.

There was another incentive, too.
Those who volunteered were able to
choose their next duty station.

“My wife and I wanted to try living
in the northwestern part of the United
States, mainly because we had never
been there before”, Mclntosh said.
“We had a good friend from San Diego

who was a SAC in the area, Frank

Melia (NISRA Bremerton). I made
the organization an offer that if they
would PCS me to Bremerton, then I

would go to Beirut, Lebanon”.

Shortly after his orders for Leba-
non arrived, Mclntosh, his wife, his
nine-month old daughter, Dessica and
the family dog were on their way off
the island.

“I think we broke a record on the
island for departing”, Mclntosh said.
“We were packed out of quarters, had
sold our car, had airline tickets in
hand and had moved into the hotel,

without having a hard copy of my

orders. This all happened in seven
days. The Marine Corps was really
great, I just told them where 1 was

going and they did everything they

could to assist, they just made things
happen. As soon as the hard copy of
the orders arrived, we departed the
1sland”.

The Mclntosh family left on North-
west Orient Flight 4 on July 15, 1983,
They changed planes in Tokyo and
went on to Los Angeles, where Mcln-
tosh would leave for New York, while
his family would continue to San Di-
ego to stay with his wife’s parents.

“I had to say good-bye and leave
them in the boarding area at Los
Angeles, so I could catch my plane”,
Mclntosh said. “That was the tough-
est thing I had to do and once I started
walking away I could not look back.
My wife was trying to be very strong,
and she was. However, at that point I

just had to go”.

Had he looked back, he would have
found it even harder to leave. His wife

was crying and elderly couple was trying
to comfort her.



Mrs. Mclntosh later told her hus-
band that when they found out he was
leaving for Lebanon. the elde rly women
put her arm around her and just let
her cry.

From New York, McIntosh flew to
Rome, changed planes and proceeded
to Naples, where he stayed for a few
days of briefings prior to continuing
on to Lebanon.

At approximately 6:45 pm on July
22, 1983 the Middle East MEA air-
plane carrying McIntosh landed at
Beirut International Airport (BIA).

“When I arrived the very first thing
[ saw when the aircraft touched down
was a bunker, with an American flag,”
he recalled. “I said to myself, ‘Thank
God I’'m not the only one here.’ The
flag belonged to one of the U.S. Ma-
rine Corps rifle companies guarding
the BIA perimeter of the runway.”

It was here where Special Agent
Mclntosh received his baptism of fire
and his first introduction to life in a
combat zone.

“I got off the aircraft and every-
thing in the BIA terminal was crazy,”
he said. “It was the first time the
airport terminal had been shelled in a
year. The flight had been delayed in
its departure from Rome for three
hours and the passengers were not
told why. AsI entered the terminal, I
was walking over broken glass and
could see that many of the terminal
windows were blown out.”

There were several vehicles in the
parking lot burning which he later
learned had received direct hits.

“After I had retrieved my bags I
was looking for the NIS agent I was to
relieve . . . I did not see too many
friendly faces at the time,” Mclntosh
said. “I was talking with several taxi
drivers who were fighting over my
bags. There were not many tourists in
Lebanon at the time. I entered into
contract with a driver, who eventually
ripped me off. I said American Ma-
rines NOW!”,

“I knew the Marines were stationed
at the airport somewhere but I did not
know their exact positions. It was get-
ting dark and I did not care to stand
around and argue with someone I could
not understand. I ended paying the

equivalent of $28 in Italian lira, unbe-
Knownst to me, to go only about 700
yards. It was one way to exchange
currency but obviously not the best.”

The taxi left McIntosh at the gates
of the Marine compound.

companies in a forward position to
conduct a narcotic investigation.
Alter being led to a room in the
Berut University Library, the two began
questioning Marines. What took place
next was a real eye opening experi-
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HAPPIER MOMENTS

SA Grant Mcintosh (above) adapted quickly to the "Marine
environment" with the help of his partner, CWO Hank Bell, USMC.

“I grabbed my suitcase and ap-
proached the sentry, showed him my
credentials and he admitted me to the
compound.” Mclntosh said. “I was
walking down the road toward the
Marine Amphibious Unit (MAU) when
I observed a man approaching, wear-
ing a oxford shirt with a bush jacket. It
turned out to be the special agent I
was to relieve, Ray Carman.”

McIntosh’s welcome to Beirut had
only just begun, but it had already
dawned on him that this particular
career move may not have been one of
his wisest.

“My comment to myself,” Mcln-
tosh admitted “was, ‘I really screwed
up this time, I’'m a cop not a soldier,
and now I’'m right in the middle of a
real war.”

[t was nothing compared with what
he would encounter a short time later.
Before going to the NIS spaces aboard
the USS Iwo Jima, he and Carman
had to go to one of the Marine rifle
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ence for McIntosh, who had been
trained to observe certain standard
police procedures for agent safety.

“The thing I kept saying to myself
was, nobody is ever going to believe
this,” Mcintosh said. “We were using
a make-shift armory for an interroga-
tion room to conduct the interviews
and we were sitting on ammunition
crates which contained live ammao.
There were other types of munitions
in the room, like dragon rockets and
crates full of hand grenades.

“We were calling young Marines in
for interviews from their fighting holes
(fox holes). Prior to talking to the
Marines you would ask him for his M-
16 or .45 cal pistol (rendered safe) his
K-Bar, etc. Then I would make a joke
and asked them if they had anything
else like bazookas or hand grenades?

“Now while all this is going on,
gunfire started and could be heard all
around our position. The gun fire was
sporadic and lasted throughout the



artillery shelling would start. Well, we
read the Marines their rights, con-
ducted the interrogation and obtained
many sworn confessions.”

In most circumstances, the next step
would be to place those who had con-
fessed into confinement. But this was
a combat zone and there were more
pressing problems at the moment.

“Different rulesapplied. Youwould
say, ‘Here 1s your M-16, your K-Bar,
your .45 and anything else you brought
with you. Now go back out and jump in
your fighting hole,” MclIntosh said.
“It sounds ludicrous and crazy, but
there was nothing else you could do.”

Obwiously the Command would and
did take swift action, with any Marine
who violated a law, especially, in a
combat zone. Subsequently, the iden-
tificd Marines were relieved of duties
until adjudication. But it still left quite
an impression on McIntosh.

“lt was very vivid in my mind, giving
the weapons back to the suspects after
interrogation,” he said.

It took three days for Carman to
turn over the office to Mclntosh. Then.
true to his word, whether Mclntosh
liked it or not, headed home.

S e s Jre e P T et s

'Some of
those Marines
were in their
teens, but they
were fantastic.
| have the utmost
respect for them.'

SA Grant Mcintosh

It was just about this time that
Mclntosh met someone who eventu-
ally would become one of his closest
friends and working partners. . . Chief
Warrant Officer (CWO03) Henry
“Hank” Bell.

“The Marines called him ‘Gun-

ner’. Hank, was a Marine Criminal
Investigation Division (CID) Agent
who had been cross assigned to NIS at
Camp Lejeune and had been a cre-
dential-carrying NIS agent for seven
years,” Mclntosh said. “It appeared
everyone of the Marines in Lebanon
had served with Hank at Camp Lejeune
at one time or another, from the
Commanding Officer on down.

“Hank knew everyone and that really
helped make our job easier. The work-
ing trust, respect, and professionalism
between the agents 1s what makes the
combined team concept of NIS and
USMC CID Agents work in this type
of situation. If the two personalities
are compatible, then the concept will
work. The team can be very effective
and you feel as if there 1s no task you
can’t tackle.”

This one worked.

“The MAU commander, Col.
Timothy Geraghty, used to jokingly
refer to us as the ‘Brothers of Doom’
or the ‘Doom Brothers,” Mclntosh
said. “He gave us a free hand to do
our jobs. That enabled us to bring him
the results of a completed investiga-
tion, so that he could do his job in
admunistering the appropriate action.”

What McIntosh saw during his tour
in Beirut left him with high regard for
the Marine Corps.

“I take my hat off to those kids,”
Mclntosh said, referring to the young
Marines he served with in Beirut. “At
the time I considered myself a kid. |
was 29. Some of those Marines were
in their teens, but they were fantastic.
| have the utmost respect for them.
Oh, there were a few problem chil-
dren, but for the most part they were
top notch people. I was proud and
honored to be in their company and to
have served with them.

“The greatest honor I received was
a piece of marble from the BLT with
three .50 caliber and three M-16 rounds
on it with a plaque to ‘Grant Mcln-
tosh, 60XL, Honorary Grunt’. It was
presented to me by Hank which com-
Ing from him really meant a lot. “Some
of our best friends turned out to be the
Marine Corps helicopter pilots and
the Navy surgical teams stationed
aboard the USS Iwo Jima.”
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When it came to crime in Beirut,

MclIntosh described it by saying, “The
scam is the same. Faces change and so

does the terrain.”

It appeared
as If every one of
the Marines in
Lebanon had
served with Hank
at Camp Lejeune.’

SA Grant Mcintosh

The Navy and Marine commanders
were very supportive of the NIS inves-
tigative efforts and very strict if nar-
cotics were involved, McIntosh said.

“The Marine commanders would
not tolerate any Marine under the
influence of any drug on duty, in a
fighting hole or on post, because the
other Marine in the hole with him
would have to do the job of both
Marines,” he said.

“Wherever you were at night you
stayed. You didn’t move throughout
the aty or between Marine compounds
atmight,” Mcintoshsaid. “We’d spend
several days on the beach and then go
to other ships in the area to conduct
business, then we would return to the
USS Iwo Jima in order to get out our
reports.”

The situation in Beirut was bad,
but it soon got worse.

“In August the situation began to
escalate . . . more sniper fire, artillery
duels and more Marines were hit,”
McIntosh said. “Then on the morning
of August 10th, The Marine positions
at BIA on the beach came under heavy
attack . . . with incoming mortar and
artillery rounds.

“At that time Hank and I were in
the ward room of the USS Austin
having breakfast when we heard over
the IMC . .. ‘SAC Alert, SAC Alert.



the IMC . .. ‘SAC Alert, SAC Alert.
Snake Hot, Snake Hot’ . . . and then
the sounds of the cobra gunships being
launched for cover and air support for
the Marines on the beach. From that
date on things really began to escalate
and you did not know from one min-
ute to the next what to expect.”

Meanwhile, McIntosh and Bell con-
tinued about their business and took
everything in stride. On the evening of
October 21, 1983, their duties took
them to the Marine Battalion Landing
Team barracks, where they found time
to visit with friends after conducting
business. |

“We used to refer to the BLT as the
‘Beirut Hilton’ because that is where
most people stayed overnight when
theywvisited the beach,” McIntosh said.
“Hank and I slept in the building sev-
eral times a week.

“We had been on the beach all week
up until about 1600, Friday. That af-
ternoon we were on the fourth deck of
the BLT talking to a Master Gunnery
Sergeant, “Top Lemnah’. . . relating to
him a story that had happened aboard
the USS Iwo Jima.

“Approximately two weeks earlier,
about dusk, Hank and I were aboard
USS Iwo Jima watching the Marines
on the beach take a particularly bad
beating at BIA from incoming artil-
lery and mortar rounds,” Mclntosh
said. “It seemed that all onboard ship
had gathered to the rails to watch the
beach, knowing the Marines were under
fire. We aboard ship were frustrated
and helpless to do anything else but
watch.

“Then, spontaneously, a small pocket
of sailors begun to hum ‘God Bless
America.” Soon everyone began to
hum and sing it, louder and louder.
Then the singing just trailed off and
we were back to watching the war.

“I know it sounds corny, but 1t hap-
pened. It was an example of the feel-
ing for the Marines on the beach and
for the support the sailors had for
them.”

After Mclntosh related the storyto
Top Lemnah, the Marine got tears n
his eyes and had Mclntosh tell the
story to several other Marines, includ-
ingBLT1/8 H&SIst SGT D. L. Battle.

As they were talking, McIntosh
snapped a few photographs of the
mterior of the BLT with a 35mm camera
he carried with him. “I just wanted to
be able to show what the building had
looked like, everything was marble,”
he said, “Little did I know that the
photos would be used as briefing

matenial for years to come.”
Mclntosh and Bell had thought
about staying the evening because there
was a USO show that was going to
perform for the Marines at the BLT
that Friday night. They decided against
staying, because the USO troupe was
due to put on their show the following

THE INTERIOR OF THE BLT

These pictures were taken by SA Grant I\{Iclntosh
the Friday evening before the Sunday morning

bombing of the BLT.
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evening aboard the Iwo Jima in the
hanger bay. So they caught last rou-
tine helo flight back to the ship.

Had they stayed, it would have meant
waiting a day or so for an unscheduled
helo back to the ship, or waiting until
Monday morning for normal flight
operations to resume.

So they left, leaving their friends to
watch the USO show which was held
just in front of the entrance to the
BLT.

Although it didn’t seem important
at the time, their decision to return to
the ship was one of the most impor-
tant they would ever make.

In less than 38 hours from the time
they left, a terrorist driving a truck
carrying a bomb with an explosive
yield of more than 12,000 pounds of
INT crashed through the perimeter
defenses, drove over the area where
the USO show had been held, and
went through the entrance into the
interior covered atrium of the BLT,
where it paused for one or two sec-
onds and then exploded.

Since the truck bomb exploded in-
side the building, the effect of the
explosion was intensified because of
its confinement and the resultant
convergence of force vectors.

The explosion initially hfted the entire
building upward, shearing the base off
its upright concrete columns, which
were 15 feet in diameter and rein-
forced with iron rods. At the same
time, the bottom of the building was
blown out.

The force of the blast created an
oblong crater that measured 39 feet
long, 29 feet wade and eight feet, eight
inches 1in depth. To create such a
crater, the explosion penetrated a one
inch marble floor, atop a four inch
thick concrete slab which contained
three-quarter inch steel reinforced rods.

The building then imploded upon
itself and collapsed, killing 241 Ameri-
cans and two Lebanese nationals.

On the morning of October 23, 1983,
McIntosh awoke to the sounds of
helicopters being launched for mede-
Vacs.

“The flight deck was right above us
and I could hear chains and breaker
bars on the deck, helos winding up and
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THE AFTERMATH

The top photo was taken by SA Grant Mcintosh
from the door of a helicopter about five hours after
the bombing of the BLT. In the photo below was
taken by Marine CWO Hank Bell and shows
SA Mcintosh standing in the bomb crater.
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generally all hell breaking loose,” he
sald. “We had no idea what had hap-
pened but it was not unusual to hear
these sounds at any hour when they
called away flight ops for medevacs.

“When we got to the wardroom, we
learned the BLT had been hit, but
nothing of the magnitude. Everyone
had been hit before. By that I mean
the Marine positions that have come
under attack. AsI said, we heard the
BLT had been hit. .. not destroyed
... but hit.”

At the time they were not aware of
the total devastation and loss of life
that had just occurred.

“We went up on deck to see what
and who the helos were bringing back
from the beach,” he said. “By now the
medical and surgical teams were set-
ting up battlefield hospital stations in
the hanger bay to receive the wounded.
Corpsman were loading medical sup-
plies onto helos to take to the beach
and assist the wounded. When you
looked toward the beach you could
not see anything and it looked as it did
every morning.

“Then you sawthe choppers return-
ing with the wounded. They would be
taken from the helos and be placed on
the elevator and then lowered to the
hanger bay where the surgical teams
were set up for the wounded. It was
not long before we knew the Marines
had sustained heavy casualties.”

McIntosh went to the chief of staff
to offer assistance and approximately
five hours later, after most of the
wounded had been transported to the
ship, he and Bell were on a helo en-
route to the beach.

“I hung out of the helo door with a
camera to take aerial photographs of
the crime scene,” he said. “I know
what the building looks like in my
mind but I don’t see it. I keep looking
for the building and still don’t see it.
I’m saying to myself where the hell 1s
1t?”

Then Mclntosh saw what was left of
the BLT and he began to take pic-
tures. They turned out to be the only
aerial pictures of the devastated BLT
taken that day. They were later for-
warded to Washington, D.C., where
they were used in briefing the Presi-
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RECORDING THE DAMAGE

NIS Special Agent Eddie Hemphill (far left) and Marine CWO
Hank Bell(center) record measurments at the scene of the BLT

bombing, while NIS Special Agent Grant Maclintosh (kneeling

at right) looks on.

dent and other officials on Capital
Hill, who held hearings into the bomb-
Ing.

“We were allowed only one pass
because the aircraft was needed for
continued medevacs and the delivery
of rescue workers from the ships to
the beach,” he said.

Once on the ground McIntosh and
Bell went right to work securing and
photographing the crime scene just as
Carman had done several months
before when the U.S. Embassy was
bombed.

“While I was taking photos of the
crime scene I was describing each shot
using a hand held tape recorder,” he
said. “When I played it back later, I
could hear the stress in my voice. It
would crack. It was about three oc-
tave higher than normal. I could also
hear the emotion in my voice and see
each photo again, as if I was looking
through the camera lens.

“T could not help thinking of the
friends Hank and I had in the building
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and how many times we had slept in
the BLT ourselves.

“Hank and I roped off the crater
and stationed armed Marines at the
crater to protect it. We protected the
crime scene for nine days until the
bomb experts could arrive and as-
sume responsibility for the technical
aspects of the bomb crime scene in-
vestigation.”

Weird things happened,” Mcln-
tosh said. “Some of the stories were
unbelievable, but those who were there
insist they were true.

“One Marine reportedly awoke and
went to his third floor window when
he heard a truck revving up as it en-
tered the front of the building,” Mcln-
tosh said, recalling one of these sto-
ries. “He was standing there at the
window wiping his eyes and it (the
truck) wentright underneath him. The
blast reportedly threw him out the
window 75 feet into the parking lot
where he landed on his feet, turned



around and watched the building drop.
“Another Marine was reportedly
blown from the building in his sleep-
ing bag, about 120 feet. Other Ma-
rines responding to the BLT from the
MAU HQ saw the sleeping bag with
something moving inside. They un-
zipped the bag to find a dazed but
uninjured, Marine who shook his head
and then asked for a soft drink.”
“The most distressing aspect to me
was that the American personnel who
were killed in the bombing died in
their sleep and were not able to de-

fend themselves. Reportedly, many of

the Marines who were up and awake

survived the blast and were able to

talk about it.”

A few hours later, after photo-
graphing the crime scene, Mcintosh

and Bell decided to return to the ship
to make their initial report. They

waited for a helicopter at landing zone
(LZ) Brown (the Marine helo pad at

BIA), where, for the next several hours,

they assisted with the loading of body

bags into metal transfer coffins and
the stacking of the confines onto pal-
lets in preparation for the shipment
home,

“Alter we had worked the crime
scene and returned to the ship, we had
informed Commodore Morgan France
that we needed expert help in the
bomb scene investigation,” Mclntosh

said. “We apprised NIS Headquarters

of our initial findings and measure-
ments which they then passed on to
the FBI.

“The FBI bomb experts first thought
we were wrong and that there had to
be a basement where the crater was
now located. Itold them no, and they
kept saying this can’t be...it’s too big.
My response was, I need help folks.
This 1s real...and it’s big...I am not a
bomb expert and we need help.”

By now, however, the agents had
another problem. Word of the bomb-
mg would be reaching the United States.
if 1t hadn’t already, and it would be all
over the newspapers, radio and televi-
s10n.,

Mclntosh and Bell had to let their
families know they were safe. But
telephone and radio traffic was tied up
with official notification, so they had

to find another way to alert their loved
ones.

It was while drafting a priority
message to send back to NIS Head-
quarters in Washington, D.C. that
MclIntosh found a way to do it.

The priority message that Mcln-
tosh sent to NIS Headquarters on
October 23, 1983 contained several
extra addee’s...NISRO San Diego, and

NISRA Camp LeJeune.

Paragraph three of the message read
as follows: "Both 60XL agents were
not on the beach at the time of the
explosion and we are safe and in good

health."
N e e e

1 had made
a lot of friends
over there and
many of them
are now dead.’

SA Grant Mcintosh
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Sam Knowles, who was then the
Special Assistant to the Regional
Director at NISRO San Diego, was a
family friend of both McIntosh and his
wife. As soon as he received the
message, McIntosh knew he would
advise Mrs. McIntosh that all was well.
The same was done at Camp Lejeune
for Hank Bell.

“Nine days later, (NIS Special
Agents) Dick Cook and Wes Schuyler
arrived in Beirut with two FBI bomb
experts,” Mclntosh said.

The investigation into the bomb-
ing would continue for the several
months. In late November, McIn-
tosh’s tour in Beirut ended and he
returned to the United States and
transferred to his new duty station at
NISRA Bremerton, in Washington
state, but his Beirut experience was
not over,

“I had made a lot of friends over
there and many of them are now dead.”
Mclntosh said. “These are people 1
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lived with under very adverse condi-
tions . . . and they were friends. In the
beginning we would have a few beers
and virtually watch the war...with tracer
rounds, rockets and artillery impact-
ing in the Shouf mountains.

“It was some light show, however in
reality there was something terribly
wrong . . . there were people on the
sending and receiving end of all those
fireworks and the devastation was in-
credible,” Mclntosh said.

“I was frustrated and angry at what
I had seen in Lebanon and for the
most part came away with a feeling of
helplessness after the bombing. I was
troubled that I could not bring all the
Americans home with me when I left.
When I came home I felt like I was
almost betraying them, espeaally Hank
Bell and my replacement, Rod Staudin-

"

er.
y Then there were questions from
friends and acquaintances who found
out that he had been in Beirut.

“People would want to know what
happened, why we did this or why we
did that,” McIntosh said. “I don’t know
why, I wasn’t there for the politics or
to change international relations. I
was there to do my job and help those
Navy and Marine Corps commanders
with their problems as they pertain to
criminal and counterintelligence mat-
ters as they arose.

“I'just happened to be there, doing
what NIS agents do all over the world,
when this bomb was detonated and
changed many peoples lives. Ray
Carman wrote a humorous article,
which continually mentioned that I
did not like it in Beirut. You’re damn
rnght, I did not like it. But I was there
originally of my own choice and I had
a job to do.

“As for the bombing I never want to
see anything like it again. If I had my
way, 1 would instill in the American
public’s mind, the motto... Remember
the Alamo, Pearl Harbor and Beirut

MclIntosh still had one more road
to travel, however, before his road
home from Beirut came to an end. It
happened while he was temporarily
assigned to the old NIS Headquarters
in Suitland, Maryland.

“Approximately one year after 1



came home, I was a counselor at a
Basic Agents class and I was asked if |
would be interested in talking to the
new Agents about my experiences in
Lebanon,” McIntosh said. “I thought
about 1t for a while and decided to do
it. My wife sent me all my photos, tape
recordings, and papers which pertained
to Beirut.

“When the items arrived. I had a
few drinks and toasted my friends who
were with me and to the ones that are
no longer among the living. I had one
hellofacry...and I am not ashamed

of that. I then put the presentation
together,” Mclntosh said.

The following day, he was sched-
uled to give a one-and-a-half hour
presentation. It lasted a little over two
hours.

By the time 1t ended the audience
had grown considerably with other
NIS personnel from other divisions in
headquarters, who had come to listen.
Everyone was silent.

“It was a final healing process for
me,” Mclntosh said. “It was like a
welght had been lifted off of me and 1
felt relief. I truly believed in what I was
doing in Beirut, Lebanon in support to

the Multi-National Peace Keeping
Force.

“I felt 1t was important to tell my
story to the new agents and for them
to know that by doing their jobs they
could be caught up in some crazy

situation in some crazy part of the
world.”

NISRU BEIRUT . . . 60XL

i by participants in wars going back
Group shots, like the one above, have been taken |
to Cir\?inWar times, and those sent to Beirut were no different. Three NIS special agents
are in this photo: Dick Cook (standing on the far left), Grant_ Mcintosh (standi.ng second
from the left), and Wes Schuler (standing far right, just behind the Marine with the M-16).

In the background are the remains of the BLT barracks.
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By Mr. Allen J. Kersenbrock
Retired NIS Special Agent

After scrambling over the crum-
bling ruins of a Crusader fortress just
up the coast from Beirut, I paused at
an overlook to survey the ancient site
from a panoramic perspective.

How incredible, I thought. What lay
before me had been built over eight
hundred years before. It was an ar-
resting notion given that the whole of
America’s history encompassed little
more than three centuries.

As 1 stood there reflecting on the
intrepid Crusaders and their “Holy
War”, my thoughts turned to the armed
conflict in modern day Beirut. There
were striking similarities between the
two despite the passage of all those
years.

Shiny eyed religious zealots leading
their forces, many of them children,
against the similarly constituted forces
of the adherents of a differing reli-
gious belief, fanatics on both sides
laying waste in the name of their God,
horrific savagery serving as an affirma-
tion of their faith.

How sad that eight hundred years of
civilization and progress had resulted
in a hideous upgrade in firepower, and
the efficiency of the modern machines
that nowspewed out miseryand death,
but had been unable to abate one whit
the religious intolerance that lay at the
root of the continuing carnage.

Before leaving the fortress site |
stopped 1n at a nearby curio shop,
devoid of non-existent tourists, where
| purchased several “genuine” old
Roman coins purportedly found in the
arca, the Crusader fortress having been

built over an earlier Roman settle-
ment.

I bought the coins as mementos
only, but was nevertheless surprised
to later learn that these ancient and
authentic looking artifacts were proba-
bly no older than the change in my
pocket and considerably less authen-
tlic.

[t seems that certain local entrepre-
neurs stamped ouc and honed down a
variety of “ancient” coins which were
then force fed to acamel. As the coins
travelled through the animal’s intesti-
nal tract they were bathed in gastric

He then
tactfully
responded,
‘Allah does
not like war.’

e e

Juices and other internal acidic secre-
tions, giving them the lovely patina of
a genuine old coin. Antiquity on the
hool, as it were. Enterprising and
quite thorough, I thought, since my
odorless coins did have a lovely patina
and as mementos they were just as
intriguing having travelled through a
camel as they would have been had
they travelled through time.

My wisit to the Crusader site was a
sidebar to an official trip to Beirut in
June 1983 in my then capacity as
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A LOOK BACK ON NIS IN BEIRUT

Regional Director of NISRO Europe.

For some seven years as a result of
that trip I have carried with me a
number of impressions, lingering
reminiscences not of the official sort.
[ rid myself of those in a lengthy de-
tailed trip report shortly after my re-

turn.

No, these impressions are in the
nature of a private stock, shared if at
all with only family or close friends. I

now welcome the opportunity to share
these memories with the NIS family.

Ray Carman was our man in Beirut
in June 1983 and I was accompanied
by John D’Avanzo then SAC at Naples.
Eddic Hemphill plugged into our

journey in Athens and materialized

and disappeared at various times during
our stay.

Our first two days were fairly well
taken up with official visits within the
city, at the airport and to the Commo-
dore’s flagship anchored offshore. It
quickly became apparent that Ray
Carman was performing his lonely
and dangerous duties with imagina-
tion and aggressiveness as the compli-
ments were consistent and numerous.

John D’Avanzo’s first couple of days
were uncomlortable at best since during
that time he was forced to wear the
same suit, shirt and underwear in which
he had arrived due to a baggage snafu.
This unpleasant circumstance, exac-
erbated greatly by cloudless days of
high heat, dust and coastal humidity.

Our accommodations arranged by
Ray were in a small downtown hotel
that served as the regular residence
for a sizeable contingent of the multi-
national officer corps of the UN Peace
Keeping Force.

In more peaceful times the hotel
catered to business travelers, espe-

cially those from the United King-
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THE 'BEAUTIFUL PEOPLE' AT THE ST. GEORGE'S YACHT MOTOR CLUB

dom, and the hotel bar, “The Duke of
Wellington”, was decorated in the style
of an English pub.

A few such business travellers, many
of them in fact English, were guests at
the time of our visit. Salesmen for the
most part, most were surprisingly
upbeat about general business condi-
tions and the money either available
or “in the wings” in that sad and crippled
city.

One young fellow was there to ob-
tain contracts for rebuilding structures
damaged or destroyed by the fighting.
This when buildings were being dam-
aged or destroyed almost daily. An
odd war indeed, deadly and tragic for
some, little more than a business
opportunity for others.

As an agent I cynically suspected
that some of the salesmen who spent a
quiet evening over their Pimm’s cup in
the Duke of Wellington were likely
selling products more associated with
destruction than reconstruction.

Shortly after our arrival we hired, at
Eddie Hemphill’s recommendation,
the services of a short, pudgy, Leba-
nese Muslim to provide transporta-
tion and guide services during our
stay. His name, or at least the name

he preferred, was Zak. He and his
well worn sedan were always there
when needed and he knew the city of
Beirut like a deer knows the forest; he
knew where to find food and drink and
knew well the shifting boundaries of
protected havens and areas of danger.
He was generally dependable but in
late afternoon became less so because
of his habit of sipping “tiger’s milk”
during his downtime. This frequent
libation was anise liquor, which when
blended with water turns a chalky color.
As the average day wore on his Eng-
lish became more tortured and his
driving more maniacal, but he seemed
otherwise trustworthy and his knowl-
edge of Beirut was indispensable.
Zak was usually careful not to of-
fend, seeming to tailor his occasional
philosophic remark to suit the sensi-
bilities of his patron of the moment.
One remembered example was
contained in his response to an idle
question about what he thought about
the then recent Israeli invasion and
sweep through Lebanon. Knowing
that America and Israel were allies he
paused and obviously considered his
reply. He then tactfully responded,

“Allah does not like war.”
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While Zak was careful not to risk
offense with his clients, any pretense
of timidity stopped there. He was
willing to go anywhere or do anything
within reason to satisfy the customer.
Had we asked him to drive us to
Damascus, he would have headed East
at a high rate of speed, especially if
such request was made in late after-
noon.

[t was because of Zak that I was able
to see so much of Beirut and environs
in such a short period of time and the
impressions are vivid and lasting.

Beirut was and remains a sadly be-
leaguered city. Once beautiful, cos-
mopolitan and bright, it was known as
the Paris of the Middle East and that
former elegance could yet be glimpsed
even in those sections totally ravaged
and abandoned.

Street traffic was heavy and hectic
but other than the occasional sand
bagged checkpoint that brought move-
ment to a crawl, one could travel
through the city with relative ease.
Many of the cars were old, all were
dusty, and an incredible number were
Mercedes. One gets the impression
that the last owner of all the world’s
Mercedes 1s a Lebanese. Catalytic



converters being unknown, a more or
less permanent haze of smoke, ex-
haust fumes and dust hugs the road-
ways like fog.

In the occupied sections of the city
shops of all sorts are open for business
and the streets are choked with push
cart vendors who offer for sale all
manner of merchandise (blue plastic
buckets are apparently a hot item)
and some of the most beautiful and
tempting produce I've ever seen; giant
sized figs and pistachio nuts, dates the
size of kiwi fruit and a great variety of
melons, pomelos and citrus fruit.

Prepared meat snacks and sand-
wich shops abounded. Cholesterol
count and general hygiene did not
appear to be a big consideration in
such places but the grub was great.
My favorite was a meat sandwich called
kebabs -- ground lamb or chicken
rotated vertically in front of hot char-
coal.

After the outer surface is cooked 1t
is sliced away and large slabs of this
crispy lamburger are stuffed into a
type of pocket bread along with greasy
pieces of tomato and leafy vegetable
that have been long marinating in the
drippings catch basin under the rotat-
Ing meat.

‘An odd war,
indeed, deadly
and tragic for
some, little more
than business
for others.’
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It is oozy, hot, delicious and cheap,
with a salmonella count that would
probably stun the scientific world.

Other items offered for sale, 1n-

doors and out, included gold jewelry,
clothing, booze and cigarettes. Some
liquor prices were quite low, compa-
rable to military exchange prices, al-
though prices varied widely due In

part to heavy black market activity,
and the hit or miss method of tax
collection by a government under siege.

Most of the shops necessarily ca-
tered to local trade, tourists being few
and far between, but shopkeepers were
obviously pleased to serve the occa-
sional foreign visitor, something that
Beirut as a one time Phoenician trad-
ing center has more or less specialized
in for over three thousand years.

Having travelled in many parts of
the world during my career, I have on
occasion met with so-called “anti-
American” feeling. Political and dis-
information considerations aside, I
believe that the principal ingredient of
such feeling is not dishike.

It is envy, envy expressed as resent-
ment, and the overseas American
becomes “ugly” when he deals with
that resentment with too little grace. |
believe I have travelled wisely in this
regard, reining in my natural exuber-
ance and keeping my American ac-
cent to a whisper when circumstances
call for a low profile.

[ was then pleasantly surprised by
the treatment accorded me in Beirut,
especially during contacts of a casual,
unofficial nature. I was routinely treated
in an openly friendly manner, and on
more than one occasion the friendli-
ness became more pronounced once
my status as an American was con-
firmed.

This was contrary to expectations
and in all probability had more to do
with the U.S. Marines who had se-
cured and were keeping open the air-
port, than it had to do with me.

One evening John D’Avanzo and I
were returning to our hotel after din-
ner at a nearby restaurant. Walking
down a side street we chanced to pass
one of the ubiquitous Beirut flower
shops. Theywere almost as numerous
as plastic goods vendors.

The shop was open fronted and as
we stepped around the plants and
blooms on the sidewalk, I casually
noticed the young couple and several
of their children at work inside. We

nodded, smiled and exchanged a “good

evening”,John and I in accents unmis-
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takably American, and walked on.

Thirty yards or so past the shop one
of the children, a little girl, ran after
me, tugged on my coat and presented
me with a long stemmed flower.

I was confused for a couple of sec-
onds but looked back to see the girl
run back to the flower shop couple,
obviously her parents, who were now
standing on the sidewalk facing us.
They were smiling and nodding indi-
cating that the flower presentation
had been their 1dea.

I held up the flower and with an

ZAK AND AL KERSENBROCK

echoing smile nodded our acceptance
and we continued on to our hotel.

A humbling experience to be se-
lected as the agent to receive a gesture
of appreciation. I felt touched and not
a little guilty.

Just that day we had spent several
hours with the U.S. Marine peace
keeping contingent positioned 1n a
defensive perimeter around the Inter-
national Airport, and had seen up
close how these young Marines coped
with being exposed to the oppressive
heat, pervasive dust, and the hostile
artillery that ringed the hills overlook-
ing their positions.

We walked on that evening to our
hotel. Once in my room I placed the
flower on the dresser. It disappeared
the following day, presumably thrown
away by the room cleaner.

A few months later over two hundred
of those young Marines whose pres-
ence had been so appreciated were
killed in their sleep by a suicidal reh-



gious fanatic who drove his bomb laden
vehicle into their makeshift barracks.

Several sections of the city of Beirut
have been fought over and through so
many times that damage and danger
have forced permanent evacuation of
all residents and businesses. One such
sector 1s near the area of the PLO’s

last stand before they were forced out
of Beirut.

It encompasses some twenty or thirty
square blocks. Walking through this
areais an eerie, unworldly experience.
It 1s a dead city, like those presented
behind the opening credits of a movie
about survivors in a post nuclear war
world.

The empty socketed, incredibly
pockmarked stone and mortar build-
ing stand in absolute silence lining
streets and squares that are devoid of
movement, sound or life. The few
weeds struggling up through cracks
and low mounds of rubble offer only a
feeble hope.

One 1s overcome by a feeling of
overwhelming sadness, very much akin
to that which creeps into your very
bones when walking through the
Dachau holocaust camp memorial.

Apart from the eerie stillness there
1s yet another dimension of strange-
ness.

Nearly all the buildings are essen-
tially intact. Artillery and other high
caliber damage is evident, and they
are chewed up and defaced with win-
dows and doors gaping, but their one
time beauty, now disfigured and marred,
is not completely obliterated. This
contrasted with scenes of the total
destruction of cities during World War
11.

It would appear that waging war 1n
one’s own back yard moderates the
compulsion for the scorched earth
strategy.

It was obvious that much of the
damage was the result of what must
have been atorrential barrage of small
arms fire. The entire facades of some
buildings were literally pinged and
pocked away. Many of the upper floor
windows, used as firing positions most
likely, were chewed round by returned
ground fire, all sides of the window
openings eaten away by thousands of

bullets.

It proof were needed, it is provided
amply in Beirut that we live in the age
of the fully automatic rifle in the hand
of every combatant, be it AK-47, M-
16, Uz1 or Kalashnikov.

In one of the abandoned squares I
saw two bronze statues riddled with
bullets, a rather good example of the
cruel and insane excess brought about
by the machine gun mentality instilled
in the minds of far too many camou-
tlage clad, third world teenagers.

mean, jJam packed back streets and on
the outskirts of the city.

We drove through a number of such
places during our stay. At the time I
thought Zak was merely taking short
cuts across the city, but I later was
quite sure that he had driven through
these areas so that we could share
some of his dismay and unease. For
all T know he lived in one of those
arcas we blithely drove through as
sightseers.

Like all such places of human habi-

A BULLET-RIDDLED BUILDING IN BEIRUT

However blasted and blinded, these
now abandoned and silent buildings
still showed traces of their one time
porticoed and colonnaded elegance,
and in their state of forlorn disfigure-
ment stood as ametaphor tothe sense-
less and never ending savagery of the
Beirut war. They stood also as an
ironic reminder of the tens of thou-
sands of the displaced who live 1n
squalid camps, and the many thou-
sands of others who have their free-

dom but little else, living in the dirty,
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tation where too many people with
too little money are crammed into too
little space, a slum 1s created. All
greenery disappears giving way to dirt
and dust.

The families brought with them only
the dearest and most necessary pos-
sessions, so the place abounded with
children, dogs, goats and sheep, black-
ened cooking pots and the ubiquitous
blue plastic containers, now stashed
under blue plastic tarps. Twice I saw
a tripod of sticks with a chunk of meat



suspended from the center, this at-
tended by a travelling butcher who for
a price would cut off a dusty shce.

I also saw boys playing a game iden-
tical to that I had seen young boys in
Vietnam playing nearly fifteen years
before. Sitting on their haunches they
would skip-lag stones off of a wall
trying to come closest to a line drawn
in the dust. The Lebanese-Vietnam-
ese connection was not surprising.

When making do with nothing, op-
tions are reduced to a common few.

Unlike the abandoned areas, these
settlements of the displaced are noisy;
animals bleating, children yelling and
people arguing. Plenty of life but not
much joy.

It was hurtful to be there, although
shame ful might be a better word. There
is something censurable in remaining
but an onlooker amidst such misery.

A related feeling came over me a
day or so later while having a midday
sandwich at what remained of the St.
George's Hotel on the seafront In
downtown Beirut. The hotel itself was
unusable: bombed out, burned out,
extensively damaged, it loomed as a
dark shadow over the immediately
adjacent “St. George’s Yacht Motor
Club”, where we were having our
sandwich.

An incredible scene presented it-
self. There in the bright sunshine,
yacht club pennants snapping in the
sea breeze, the beautiful people were
taking a respite from their day at shore
and club.

This was an upscale crowd, bikini
clad deeply tanned beautiful young
women. similarly well tanned men with
gold chains, neck medallions and Rolex
Oysters, being served by white coated
waiters as they ate, drank, chatted and
<unned themselves. Certainly these
people had every right to live in the
style they chose and could afford, but
the incongruity of it all was staggering,

Just down the street young boys
were playing in the dust using stones
for Loys.

Emotion defensively overtakes cog-
nition in the face of such clashing
contrast. Sentimental feelings helped
‘o mask and mute the untidy realiza-
tion that I too had extended my hand

t0 no one.
Then came the day I had to leave

and John D’Avanzo accompanied me
to the airport to catch my MEA flight

back to London.
Now I am not unfamiliar with the

vagaries of air travel. | have survived
the controlled crash of a carrier land-

ing. As a young very frightened sol-
dier in Korea I threw up in my helmet
(actually the helmet belonged to my
unknown seatmate) during a bumpy
combat airlift, and I have sat on the
tarmac in 120 degree Vietnamese heat
aboard a C-130 crammed with armed
troops and their dependents, includ-
ing pigs and chickens. Bul [ was 1n no
wise prepared for the Beirut boarding
procedures.

#

'Emotion defensively
overtakes cognition
in the face of such
clashing contrast.
Sentimental feelings
helped to mask and
mute the untidy
realization that |,

too, had extended
my hand to no one.’

—

Check in was no problem. It was the
checking of passports, boarding passes
and hand baggage that reduced me to
a cringing spastic. My flight was called
about thirty minutes before departure
time. so bidding John Aloha, I walked
confidently to the preflight inspection
area.

All passengers on all fhghts were
first channeled to the passport inspec-
tor. The crowd of checkees were
funneled to the inspector by ropes or
similar barrier and this was not on the
order of an English queue.

It was more like a group ol angry
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[talian soccer fans making their way
into the stadium where their home
team was vying for the World Cup. It
was a crushing, elbowing mob. The
inspector, who 1 could barely glimpse
over the heads of the sea of people 1n
front of me was of course taking his
time, making a thoroughly accurale
assessment of all documents.

I fully appreciated the need for se-
curity, but a second inspector would
have been nice, or one with an attitude
a little less like that of Marie Anto-
inette.

It took about fifteen minutes to work
my way forward and get my passport
inspected only to discover that T hadto
repeat the entire procedure twice more
for boarding pass and hand baggage

check.
My flight departure time came and

went while I was still in the last funnel.
[ was soaked with sweat, not all of 1t
my own, and my clothes werc worn
out from the outside. Final check
concluded, I snapped by briefcase shut
and ran the last few yards to and
through the door outside of which the
last tram waited.

| jumped aboard literally as the
accordion door whomped close be-
hind my backside. At that point I
began to yearn for the good old days at
Tan Son Nhut.

Once aboard I noticed that the plane
was only about half full, but I was sure
that many of my would be fellow pas-
sengers were still elbowing and fun-
neling back in the airport.

The doorswere closed and the plane
moved off only to stop so the captain

could come to the passenger cabin to
settle an argument between the stew-
ard and an impeccably attired, very
impressive looking woman with a most

regal air who occupied a seat forward
and across the aisle from my own.

I had not seen this woman in the
airport and she was not a woman who

would have gone unnoticed. She looked

as if she had just stepped out of a Via
Veneto boutique. I looked like I had

just finished the Boston Marathon in

my street clothes.

[t was obvious that this now arguing
vision of loveliness had bypassed the
check-in procedure, at least the one |



had experienced. The argument in
which she was haughtily embroiled
concerned her demand that she keep
aboard her pet dog which was caged
and occupied the seat next to her own.

Blue blood and bankbook being not
casily refuted, she won out, the cap-
tain returned forward and off we flew.
[ presume the dog enjoyed the in flight
snack. I did not notice, being occupied
with attempting to dry out under the
overhead air nozzle.

The plane dropped briefly in Swit-
zerland where a number of well dressed
Lebanese boys, probably commuting
students, and the regal dog owner
deplaned.

Money and privilege were mani-
festly the best means of keeping suf-
fering and violence at bay.

On the last leg of the flight my mind
was a jumble of images. I thought of
the two bullet riddled bronze statues
in the abandoned square, of hearing
small arms fire simultaneous with the
wailing loud speakered muezzin call
for Muslim prayer one afternoon as
we barrelled through Beirut with a
tiger milked Zak at the wheel, and of

the boys skipping rocks off the wall,
and of my “genuine” old roman coins.
[ also thought of the poignant scene
[ had witnessed earlier that morning
shortly before we left for the airport.
[ was sitting at one of the sidewalk
tables outside our hotel in the bright
morning sunshine waiting for Zak to
arrive. Across the street was a private
residence and in that same morning
sunshine two little girls, five or six
years old I would guess, were playing
In the grassy sideyard of the house.
On top of a wooden crate they were
arranging and rearranging tiny sau-
cers and cups and glasses and teapots,
and decorating their “tablke” with leaves
and bits of greenery, playing the game
of mother that little girls of all cultures
and countries have played forever.
As 1 watched them making sure
everything was just so, and talking to
one another with great seriousness, I
wondered if the promise represented
in their innocent play would ever be
realized, or whether they like so many
others would become merely anony-
mous statistics of an insane and tragic

wadr.

EPILOGUE

31

[ did not return again to Beirut but
[ have oftenrevisited that beleaguered
city in my mind. One would like to
believe that the death and destruction
have diminished and that the sales-
men at the Duke of Wellington are
now engaged in the commercial traf-
fic of the implements of peace, but I
know that such is not so.

My morning paper of March 4, 1990
reported that 766 have been killed and
2,087 wounded in the fighting between
Christian factions that began January
30, fighting that according to the ar-
ticle, has forced one million Beirut
inhabitants to “flee their homes to
relative safety elsewhere.”

The paper additionally quotes Syria’s
“President Assad in calling for a Jihad

or “Holy War” to last “as long as
time.”

I would like to believe that Zak has
somehow survived and that the boys
skipping rocks, the flower seller and
his family, and the two little girls have
found a place of “relative safety.” Given
the continuing state of terror, one can
only wonder.

Like the Marines and sailors they served with, the
NIS special agents who served in Lebanon emerged
with a better understanding of themselves and of the

grim realities of war.

Author Stephen Crane, whose book “The Red Badge
of Courage” looks at the American Civil War through
the eyes of a young Union soldier, described the

experience as follows:

"He had been to touch the great
death, and found that, after all, it was
but the great death."”



By Mr. Jerry Oney

Director, Information Systems
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On August 17, 1989, The Washing-

ton Post printed an article by Robert
J. McCartney entitled “Computer
Hackers Face Spy Charges.” The
article indicated that three West Ger-
man computer hackers had been in-
dicted on charges of supplying Soviet
KGB intelligence agents with data
obtained by “hacking” U.S. and other
western military, research and com-
mercial systems.

During the course of their two year
“Computer Espionage” activities they
accessed 450 computers 1n 12 coun-
tries and actually succeeded 1n pene-
trating 30 of them. (Author’s note:
These computer systems were unclas-
sified, however, when data 1s aggre-
gated it can become very sensitive and
could reveal classified information.)

The Bonn government character-
ized this case as one whichrevealed “a
new dimension” in East Bloc intelli-
gence gathering activities.

Countries with computers that were

installations as the Lawrence Berkeley
Laboratory in Berkeley, Calif.; Air
Force Systems Command at El
Segundo, Calif.; Naval Coastal Sys-
tems Command in Panama City, Fla.;
Anniston Army Depot in Huntsville,
Ala.: the Army’s Fort Brucker 1n Ja-
pan; the Los Angeles Air Station and
the Mitre Corporation in McLean,
Va.

Computers and their connecting
networks are catalysts for changes in
the foreign counterintelligence arena
for they represent a very rich, easily
attacked information target. The fol-
lowing information is intended to in-
crease the security officer’s sensitivity
to and enhance his understanding of
computer attacks by providing insight
into how the West German hackers
were detected and tracked, their ac-
cess methods, and their methods of
avoiding detection after gaining com-
puter access.

All information provided has ap-
peared in public print.

THE HUNT

In August 1986, Clifford Stoll, an
astronomer at the Lawrence Berkeley
Laboratory in California, was alerted
to a potential problem when an ac-
counting error was discovered on one

balance the computer accounts. He
was further alerted upon receipt of a
message from the National Computer
Security Center that someone from
their Laboratory had attempted to
break into the Lawrence Berkeley
computer. Initially, laboratory person-
nel thought it was a hacker student
from the nearby University of Califor-
nia. In order to catch him in the act
they attached local printers to moni-
tor the intruders keystrokes and to
determine his mode of attack.

It was soon determined he was us-
ing a subtle bug in a text editor pro-
gram to gain system manager privi-
leges and to search text files and elec-
tronic mail.

The intruder soon began to explore
the computers network connections
and began to leapfrog about comput-
ers using Advance Research Project
Network (ARPANET) and a subnet
of the Defense Data Network.

Printouts indicated the intruder was
searching file structures looking for
key words such as “nuclear,” “SDI,”
“KH-11,” and “NORAD.” At this
time the Air Force Office of Special
Investigations was alerted and subse-
quently the FBI and NSA were brought
in. The hunt began 1n earnest.

Tracing the path of the intruder was

penetrated include the United States,
Japan, West Germany, Britain, France,
[taly, Norway, Austria, Spain, the
Netherlands, Switzerland, Canada and
Hong Kong.

Those computers penctrated in the
United States included such diverse

exceptionally difficult because he
crossed so many networks, was active
for a very short period of time and
accessed the computer systems at
random times. Computer alarms were
established on the Lawrence Berkeley
computer to automatically alert the

of their computer systems. On inves-
tigation he found that a new computer
account had been created without a
corresponding billing address which
resulted in a discrepancy report be-
cause a locally developed automated
accounting program was unable to
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systems managers and network con-
trol centers whenever the intruder
appeared 1n order to allow network
tracing.

The intruder was eventually traced
to a Tymnet port in Oakland, Calif.
(I'ymnet s a private world-wide packet
switching network). A court order
was obtained and Pacific Bell traced
the call back to dial-out modem be-
longing to the Mitre Corporation at
McLean, Va.

Mitre had a modem pool which al-
lowed anyone on their Local Area
Network (LAN) to access a variety of
networks toll-free. These mechanical
“call directors” even provided a last-
number redial capability for those who
did not know the access code for the
remote systems.

THE BAIT

The Mitre Corporation’s long-dis-
tance telephone records were ana-
lyzed and cross referenced with other
audit trails to determine other attack
dates, times and targets. The Mitre
Corporation subsequently tightened
their security, however, the intruders
continued to access the Lawrence
Berkeley labs through the Tymnet
system.

Tracing by Tymnet and the Bunde-
spost eventually pointed to the univer-
sitiecs 1n Bremen and Karlsruhe.
However, the intruder would not stay
on the line long enough to narrow the
trace to an individual telephone.

The investigators decided to bait
the intruder into a longer connection
by creating a bogus file that explained
how computers were to support the
Strategic Defense Initiative (SDI)
research. This file was hidden so that
only the owner and the systems man-
ager could access the file. Alarms
were then set to detect the intruder.

During a subsequent intrusion the
hacker found the bogus files, took the
bait and spent more than an hour on
the line allowing the technicians to
trace the call to a house in Hanover.
This led to the detention in March
1989 of Markus H., 28, and Peter C,,
of Hanover and Dirk B., of West Berlin.
They were charged with having met
with a KGB agent known as “Serge”

who worked in the Soviet trade mis-
sion in East Berlin.

West German prosecutors believe
they have enough evidence to support
spying charges against the hackers.

As a sidelight, the investigators had
a bait within a bait. The bogus file on
SDI computer research contained a
mailing list and a form letter for ob-
taining additional documents by mail
from a nonexistent secretary. This bait
was also taken since several months
later a letter arrived, mailed in the
U.S., asking for the additional infor-
mation.

THE ACCESS METHODOLOGY

It took over two years and the
combined efforts of many organiza-
tions (FBI, CIA, NSA, OSI, DOE,
AT&T, Pacific Bell, Tymnet, the
Bundespost and the Bundeskrimi-

nalamt (the West German equivalent
of our FBI) to track and finally iden-
tify the computer spies.

The investigators
decided to bait the
intruder into a
longer connection
by creating a bogus
file that explained
how computers
were to support the
Strategic Defense
Initiative (SDI)
research.

The hackers were patient, knowl-
edgeable, and used known methods to
exploit security weaknesses. The most
common hacker access methods em-
ployed were as follows:

Method 1. Some computer pass-
words are stored in publicly readable
but encrypted form. The hackers
downloaded these encrypted password
files, encrypted common dictionary
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words, compared them to his down-
loaded files, and successfully extracted
those with English words, common
names and places thus revealing the
passwords.

Method 2. The hackers constantly
browsed through electronic mail files
looking for text which described log-
on sequences for remote computers
which contained account names and
passwords. When found the hackers
had easy access to a distant system no
matter how secure that system.

Method 3. A text editor included its
own E-mail system which allowed one
user to forward a file to another user.
This movement facility allowed the
intruder to write a shell script, move it
to the system root level and, when run,
grant the hacker system privileges.
He then renamed his script to mas-
querade as a system utility.

Method 4. The hacker created sev-
eral programs to give him system
manager privileges and hid them in a
system library file. He returned al-
most a year later and activated that
file even though the operating system
hole had been patched.

In addition to these common meth-
ods, the hackers also planted Trojan
horses to capture passwords and ex-
tracted passwords from files where
users had stored them.

AVOIDING DETECTION

Once the hacker had gained access
to a system he used a number of
common techniques to avoid detec-
tion. The most common were:

Technique 1. Once the hacker had
gained access and achieved system
manager privileges, he would imme-
diately scan the system to determine if
the real system manager was signed
on. If so, the hacker would immedi-
ately sign off. He would also scan the
electronic mail system to determine if
there was suspicion of his activities. If
suspicion existed, he would cease
hacking that system.



Technique 2. The hacker never ad-
vertently or intentionally destroyed data
or files on systems he accessed. Doing
that would have alerted users to his
presence.

Technique 3. The hacker’s calls
were of short duration, he constantly
changed connection pathways, and he
varied the time at which he accessed a
system.

Technique 4. The hacker employed
unused or old computer accounts 1o
hide his activities.

HACKER DEFENSE

Democratic institutions are
strengthened by the availability of

information, therefore, the advent of

the computer and its interconnecting
communication links are considered
the most significant event in democ-
racy’s evolution since the Gutenberg
press.

These computer links, however,
stretch across international bounda-
ries and provide easy access to the
information in our computer systems

HACKER DEFENSE

by distant intelligence forces. Ths tangle
of connections from places we have
never thought about allows our sys-
tems to be attacked from many direc-
tions and exploited by foreign sources
at the weakest point of entrance.

The following are common proce-
dures which would have helped pre-
vent these hackers from exploiting our
systems:

Procedure 1. Change passwords on
a regular basis. It may be appropriate
in the majority of circumstance to pul
an expiration date on passwords so
that the systems administrator or uscr
is forced to address the problem.

Procedure 2. Do not allow common
names to be utilized as passwords.
Dictionary names, words, and places
can be easily guessed or decrypted.

Procedure 3. Delete all expired
computer accounts. Intruders can casily
avoid detection by using existing ac-
counts. This can easily be accomplished
by including this in a termination/
transfer checklist or reviewing the

1. Change passwords on a regular basis.

accounts on a recurring basis, or both.

Procedure 4. Users must be edu-
cated to the dangers of computer in-
truders. The users are our best de-
fense against the computer spy. They
must be properly educated to report
discrepancies or anomalies 1O the

Procedure 5. Examine the entrance
and exit to your communication sys-
tem. Pay particular attention to dial
modems which employ a redial capa-
bility or which do not employ the auto-
matic call back feature.

CONCLUSION

Analysis of the hacker’s actions and
our responses to their various attacks
lead me to two constantly recurring,
well documented conclusions.

First, a determined, patient, knowl-
edgeable individual can, potentially,

penetrate any computer system.
Secondly, we are confronted by

and ill prepared to deal with the modern

“computer spy.”

2 Do not use common names as passwords.

3. Delete all expired computer accounts.

4. Examine and protect the entrance and exit to your
computer system.

5. Educate the user.

a computer spy.

He or she is the best defense against

6. Call your NIS Regional computer specialist, your local
ADP security officer or your NARDAC representative if

you suspect computer spy activity.
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SA KARSHNER TAKES FIRST PLACE
FEDERAL SHARPSHOOTER CLASS

NIS Special Agent John P. Karshner finished in first possible 1500 points. SA Karshner finished second in the
place in the Federal sharpshooter class at the National sharpshooter class in the Virginia State Championships
Police Pistol Shooting Championship held September 25-  held September 16-17 at the FBI Academy 1in Quantico,
28 1n Jackson, Miss. Va., shooting a score of 1439 out of 1500.

The championship, sponsored annually by the National
Rifle Association, attracts the top pistol competitors from
Federal, state, municipal and county government and
industry. This year, 733 of the nation’s top shots competed
in the high master, master, expert, sharpshooter and
marksman classes.

The competition is broken down 1nto six separate matches
for the practical pistol competitions (revolver). They are:
Match 1 -- two strings of 12 rounds from the seven yard line
in 25 seconds; match 2 -- 18 rounds from the 25 yard line 1n
90 seconds; match 3 -- two strings of 12 rounds each at the
25 yard line in 35 seconds; match 4 -- two strings of 12
rounds each at the 25 yard line in 35 seconds; match 5 -- 60
rounds fired across the course, seven yard line, 25 yard line
and the 50 yard line; and match 6 -- the aggregate of

matches 1 - 5.
SA Karshner’s first place honors in the Federal class

helped him place second overall in the sharpshooter class.
He also placed third in the semi-automatic pistol in the
sharpshooter class and finished 69th overall out of the 733

competitors for the grand aggregate for all weapons fired.

He scored 1452 with 65X out of 1500 possible points.
SA Karshner also competed in the Four Queens Desert WINNER IS CONGRATULATED

Regional held September 7-9 in Las Vegas, finishing 9th SA John Karshner is congratulated by SA J. Brian McKee.
overall in the sharpshooter class. He fired 1423 of a
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SECOND

By SA Matthew E. Parsons
Special Agent-in-Charge
NISRA Patuxent River

NISRA Patuxent River sponsored the second annual

“Southern Maryland Law Enforcement Shootout™ on Oct.
6. The event was designed to establish long-term haison
with local law enforcement agencies.

NISRA Patuxent River operates in southern St. Mary's
County, flanked by Charles and Calvert Counties. The
regular working environment within the tri-county arca
routinely involves contact with numerous law enforcement
agencies. The agencies invited to participate in the shoot-
out included: Calvert County Sheriff's Office; Charles
County Sheriff's Office; LaPlata Police Department;
Maryland Department of Natural Resources; Maryland
Forest. Park and Wildlife Police; three barracks of the
Maryland State Police; Maryland Toll Facihities Police;
NAS Patuxent River Police; Naval Ordnance Station In-
dian Head Police: St. Mary’s County Sheriff’s Office; and
the U.S. Coast Guard.

Participation and interest in the shootout grew from 55
competitors and a total of 78 attendees in 1988 1o 83
competitors and a total of 141 attendees this year.

The shootout consists of a fircarms competition at the
Patuxent River Range followed by a cookout social gather-
ing at the base recreation facility which overlooks the
Chesapeake Bay. A 160-pound pig was roasted and served
North Carolina style with all the accompanying side dishes.

The shootout was initially structured to span an eight-
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NISRA PAX RIVER SPONSORS

ANNUAL SHOOTOUT

year period. To accomplish this, the focal point of the
competition is a team plaque which rotates on an annual
basis. In 1988, cach participating agency provided a
uniform patch which was mounted on a plaque-grade piece
of wood and covered with numerous coats of polyurethane.
A brass plate, labeling the plaque, was mounted beneath
the patches and below the label. Eight individual brass
plates were mounted to recognize the winning team each
year.

By prior arrangement, as soon as the top team was
identified a telephone call to the woodshop at NAS Pax
River permitted immediate engraving of the name plate
and delivery to the cookout where it was mounted on the
plaque prior to presentation. A nice touch.... This year,
individual plaques were also presented to the winning
tcam members.

D T I e

The shootout consisted
of a firearms competition...
followed by a cookout....

Additional presentations included plaques recognizing
the “Top Gun,” second place, third place and “Low Gun”
based on individual scores from the first round of compe-
Lition.

The key to the shootout’s success 1s prior planning and
input from each department. The most signmificant aspect
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of the event is the perception of fairness with regard to
individual and team participants and the actual course of
fire. During the first year, a series of ground rules were
established to determine competition eligibility in an ac-
tive effort to eliminate the “ringer factor.” By total
agreement, only those full-time law enforcement officers
regularly assigned to the southern Maryland area on a full-
time basis were eligible to compete. It was also ruled that
the only TAD personnel eligible were those who had been
TAD to the tri-county area for 30 full days prior to the date
of the event.

Because many agencies in the tri-county area have
converted from the revolver to semi-automatic handguns,
the course of fire for the
shootout had to address the
capabilities of each. The

2ND ANNUAL

only weapon permitted for
use during the competition
1s the individual officer’s
service weapon. The course
of fire itself is created sev-
eral weeks prior to the
event. A meeting is held at
the range and each team
representative, usually a
firearms instructor, pro-
vides his or her input for
the joint revolver/auto-
matic course of fire.

Also 1nvolved in the
course planning are U.S.
Navyrange personnel who
are used as range masters
on the day of the event.
The course ultimately de-
signed 1s unique to this
event. This year it was
expanded to 48 rounds. The
course 1s timed fire and includes reloading drills, weak-
hand and barricade shooting, as well as a series of physical
stressors including pushups and jogging. Perhaps the
biggest stressor is the aircraft takeoffs and landings which
seem to begin as soon as the competition does. As always,
the number one rule on the range is safety.

During the expansion of the 1989 event, a logo was
designed that ultimately made its way into the sale of T-
shirts, sweat shirts and coffee mugs. A nominal charge was
added to each shirt and mug sold. Because our function 1s
a non-profit event, all proceeds were donated in the name
of the shootout to the National Law Enforcement Officers
Memorial Fund, Inc. in Washingt<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>