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From the editor:

Since last issue, I've received a lot
of positive response from the fleet
concerning the changes and expansion
of Sentry. This issue reflects even more
changes, expanding into arcas of
Industrial Security and Technical
Security, and the growing Legal Issues,
Information Security and Personnel
Security sections.

The command is also growing and
changing. As of 1 October 1988, we are
now the Naval Investigative Service
Command (NISCOM), and have a new
headquarters building to go with the
new name. Qur new location is at the
Washington Navy Yard, Building 111.
This move has not affected our mailing
address with the exception of a slight
change to the +4 zip<&de. Mail going
to Code 24 (Law Enforcement &
Physical Security Programs) will go to
20388-5024. Submissions for Sentry
should also go to this address. Mail for
Code 21 (Information and Personnel
Security) should be addressed to 20388-
5021. Our move is still in progress so
allow extra time for mail to catch up

New point of contact phone num-
bers will be provided next issue.
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FROM THE

COMMANDER

nthe lastissue of Sentry, I talked
I about doing more with less.

Now I want to expand on that
theme and talk about having an
impact in the performance of our
work.

Having an impact mcans that
we are getting the expected, or
greater, return for our efforts. It does
not mean just "getting the job done.”
In terms of the many security and
investigative disciplines we represent
at the Naval Investigative Service
Command (NISCOM), it means
better trained security people be-
cause we had animpact on the quality
and availability of the training, In the
fleet, it means you attained com-
mand-wide security awareness -- full
time. Itmeans asuccessful Inspector
General inspection because you
knew the regulations, implemented
effective and efficient security proce-
dures, detected security vulnerabili-
ties and corrected them before a
breach of security could take place. It
means we recognized a fraudulent
practice and saved the Navy, and the
US. government money. It also
means we ensured that the security
and investigative clements cooper-
ated in atimely and effective manner
to preclude an opportunity for espio-
nage. And, it also means that our
security forces provided not just
protection, but deterrence,

You will notice that this edi-
tion of Sentry is more balanced in its
application to all the Navy security
disciplines represented by NISCOM.
You may be a representative of a

Making an impact

smaller community which previously
received more attention in past edi-
tions of Sentry, and may feel that
"your" newspaper is being adulter-
ated. Stop and reflect, however, on
whatI'said last issue about the impor-
lance of serving all personnel. We are
here to complement each other and
many of our individual tasks go hand-
in-hand with other sccurity aspects.
Together, we are a total security
concept.

Securitystarts at the perimeter
of the basc and ends with a single
picce of classified paper or weapons
component. Law enforcement re-
sources enforce security require-
ments. Everyone involved in sccurity,
investigations, and law enforcement
work within their respective areas of
responsibility, but work together in
the "big picture.”

Let’sensure that yourccognize
where you fit intothe "big picture” and
who else is there working with you.
You are Sccurity Managers, Top Se-
cret Control Officers, CMS Custodi-
ans, Contracting Security Officers,
Technical Surveillance Countermea-
sures Technicians, TEMPEST Con-
trol Officers, watchstanders, roving
patrols, Masters-at-Arms, Special
Agents, ADP Security Managers,
NATO Security Officers, dog han-
dlers, personnel in the Nuclear
Weapons Personnel Reliability Pro-
gram (PRP), gate guards, Marine
Corps Sccurity Forces, MP’s, and
also, security-conscious Americans in
the Navy or Marine Corps.

) [ad
Rear Adm. John E. Gordon

Future editions of Sentry will
continue to be more broadly di-
rected to everyone who works in
security or is impacted by
security...that is all of us!

Sentryisnews, itis guidance, it
is kudos, and it is advance notifica-
tion of policy. Mostly, Sentryis a tool
for each of usto use tolearn or share
idcas. Make Sentry work! Make it
part of the impact I've been talking
about. Pass it around. Call special
articles to the attention of your ship-
mates. Post them on bulletin boards.
Use them in your daily work. Tell
your CO or XO that you want to
"have an impact!”

And when you’ve succeeded,
when you've had that impact, let us
know so we cantell others about it in
Sentry,
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MA

MATTERS

Advice from the Detailer

What can you do
when ‘they’ won’t
let you do your job?

by MACM C. E. Cochran
MA (E-6/E-9) Detailer, NMPC-405C

ne of the worst phone calls a
Odclailcr can receive from the

fleet is the one with a member
saying, “Master Chief, I nced to transfer
because the command won't let me do
my job.”

My first inkling is to ask, “Whois at
fault?”

Ifyou have not provenyourselftobe
the most professional petty officer or
chiefpetty officerat that command, then
something is missing on your part. (See
MAI Hurley’s article next page)

If, on the other hand, your com-
mand has a misconception of the func-
tion of today’s Master-at-Arms, then we
need to educate the command.

No longer arc we the biggest and
meanest guy on board who is simply
expected to hand out linen and monitor
the liberty line and chow linc. The fact
of the matter is we are as technical as any
other rating in the Navy when modern
police tactics are cmployed as a daily
routine for problem solving.

With the present terrorist threat
and political unrest worldwide, each
command must be rcady, willing and
able to respond with swift and decisive
action to counter any threat. The only
way that can be accomplished is for the
command torealize that the Masters-at-
Arms on board arc professional law
enforcement and physical security ex-
perts, and cach Master-at-Arms must
rcalize that the only way the command
will know that is for us to project that
professionalism 24 hours a day, seven
days a week, both on and off duty. *

Woving up

Congratulations to the following personnel who were promoted to
their present ranks during the latest promotion and advancement

cycle.

Ricky D. Bogle

Timothy G. Mueller

Orlando B. Cacao
Laurence M. Hick

Gerald E. LoPorto

Lieutenant (6490)

Steven R. Cole

Jimmic G. Jolliff

Michael E. Crawford David B. Durham

Thomas L. Johnson

Timothy M. Peckham Robert P. Rehrig

Joseph D. Vetro

Cesar F. Adan
Joseph C. Bernardo
Charles G. Boggs
Sue M. Cunningham
Patricia C. Hix
Romulo F. Ignacio
David M. Mendoza
Alan E. Powell
Robert R. Ruger
Gordon F. Starr
Billy J. Woodruff

George J. Ball

Bay Berromilla
David W. Broadway
Robert D. Fulton
Larry L. Huddleston
Jeffrey T. Johnson
Karen D. Parker
John W, Reid
Ladonna R. Seiby
Janice L. Svee
Randolph L. Wright

Michacl W. Kohler
Robert P, Sailler

William A. Bentley
James R. Bishop
Donna L. Caddis
Ronald E. Griswald
Patricia A. Huntley
Boyd Kecle
Maurice L. Parks
Donald C. Roberts
Thomas G. Sidel
Ronald L. Wiebe

Lieutenant Commander (6490)

Peter J. Mullin

Master Chief Masters-at Arms

Ralph S. Herzog
Michael Koutroubas
Richard K. Spring

Senior Chief Masters-at-Arms

Christopher Berit
Ron Blankenship
Richard P. Chancy
Jimmy Hammond
Anthony F. Hurban
Albert C, Lawson
Robert G. Porter
Jesus Rodriguez
Mark H. Sicbernt
Robert L. Wimbley
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Gerald Anagnostou
Emilio Balmaceda
Mecivin P. Brege
Francis C. Cherry
Louis S. Conway
Matthew W. Davis
Jerry A, Eicker
Edward P. Fulk
Paul A, Hardesty
James M. Head
Linda C. Horne
Larry R. Jones
Phillip S. Lafrance
Edwin C. Mateo
William Moriarity
Rodoifo H. Pangan
Eduardo Ramirez
Herman J. Redding
James Siegel

Frank G. Stoeffler
Steven A. Szalo
Dale E. Tuttle
Jacquelyn D. Webb
Daniel T. Wright

Chief Masters-at-Arms

Mark Anderson
Francisco L. Batac
John Cavanaugh
Steven F. Childs
Bonnie K. Criswell
Frederick R. Dichl
Jeffrey T. Elkins
Richard Furmaniuk
Mark W. Hardin
Robert D. Herbert
Brian D. Jacobson
Frederick Kalmbach
Charles J. Little
Archic C. McArthur
Hans M. Nagorr
Taresa L. Phillips
Elien K. Ramsey
Jacquelyn Rochelle
Michacel R. Smith
Robert G. Stover
Stephen D. Thomas
Robert J. Utter
Elisabeth J. Weier
Christine L. Zunkel

Lawrence G. Baginski Robert L Baldwin

Richard C. Berry
Robert L. Chaney
Etsel V. Cole
Walter K. Croxton
Patricia L. Duwel
Gerry S. Feild
Robert L. Goldfinger
Jenilee K. Harris
Anthony Hernandez
Raymond S. Jahnke
Steven R. Kinder
Eddic J. Lyons

Sara G. Miller
Everett E. Newsome
William A. Pitard
Jerry D. Ranger
Robert A. Rook
William H. Spangler
Billy R. Stroups

Jon P. Thompson
Adalberto Vasquez
George A. Willis

John J. Bicknell
Leonard Chapman
Charles Compeau
Glenn P. Davis
Vaughn M. Ehrman
Danicl Ferris

Paul R. Hahn
Miles J. Harvey
Robert K. Hill
Thomas G. Jessen
Lance Kleinsmith
Robert Maldonado
Cheryle L. Mills
Bobby W, Ozley
Tony A. Ramey
Wayne A. Reay
Mary A. Seymour
Mike L. Springsteen
Ronald Suggs
Ronnie L. Tumbull
Russell H. Wagner
Mercedes Wilson

First Class Masters-at-Arms (SEP 88 Cycle)

Kenneth T. Aanensen
Kathleen Avery
Ronald Bouldin
Cathy L. Cooksey
Betty Feeley

Bruce O. Girkin
Richard Hayman
Richard A, Kerckhove
Shannon Lovejoy
Ronald Mayfield
Glen E. Mendenhall
Michael Newell
Donald K. Powell
Jaime R. Rodrigucz
James R. Searles
Mark D. Sterling
Kenneth Thompkins
Edward Whittington

Anthony M. Allen
Richard J. Banks
Quinton E. Brown
Catherine L. Drezak
William A. Fenby
Edward C. Golmond
Hugh B. Hermitage
Eric L. Lashley
Christian MacHidon
Mark McCready
Timothy H. Mocs
Jeffrey A. Nickerson
Victor W, Quiroga
Victor R. Rule

John D. Segrest
Anthony R. Stewart
Renato Tiongeco
Theodore Young

Michael Anders
Donna Baptiste

Eric J. Collins

Clyde W. Dunaway
Debra A. Flynn
Tracy A. Gonzo
Richard A. Hewitt
Brian W, Lawn
Vincent S. Malgioglio
Arthur B. Mead
James W. Moon
Louie J, Osborn
Larry H. Ramos
Walter P. Schmid
Jerry M. Singer
Pamela A. Stout
Gregory A, Trumbull

Patricia L. Appleton
Nancy K. Bobo
Michael W. Conn
Cheryl Etherton
Gerald P. Gioavgnoli
James W, Harrington
Denise Hill

Kenneth Lazorchak
Dorrise J. Maxwell
Pamela Medearis
Gary S. Morgan
Pauli Pickering
Eugene Richley
Jeuel F. Seal

Edward M, Stack
Debbie S. Tamlin
Karen L. West

Advice from the Rating Advisor

Overcoming
the Stereotype

by MA1 Thil D. Hurley
Former NISCOM Asst. for MA Programs

ince the Navy was established
s over 200 years ago, many
changes have taken place. The
Master-at-Arms (MA) originally was a
senior petty officer aboard a sailing
ship who was responsible for the safe-
guarding and issuing of fircarms and
weapons.

As the Navy matured, the role of
the MA expanded to include the en-
forcement of Naval law, maint¢nance
of berthing spaces, and general crew
welfare. With the reduced emphasis of
crew’s marksmanship, the MA’s role
began to be overlooked and the posi-
tion cvolved into one of simply han-
dling linen and supervising chow lines.
Of course, the individual assigned to
this job was normally someone not
greatly needed clsewhere, and as a
result, MAs soon became stercotyped
as “‘less than average sailors” whowere
MAsonlybecause theydid not perform
well in their own ratings.

In 1973, the Master-at-Arms rat-
ing was cstablished as a separate entity
in response to an increased nced for
trained law enforcement and physical
security specialists. Todaythe MA is as
completely different from his sailing-
ship ancestors as man is from his Ncan-
derthal counterparts.

Unlike the MA of old, applicants
must now meet stringent selection cri-
teria and be evaluated as top-perform-
ersin their field. Formal law enforce-
ment training is demanding, both
physically and mentally, and promises
to remain tough.

In today’s environment, the job of

(Continued on following page)



STEREOTYPE

(Continued from previous page)

an MA has become everything but low
priority.

Since OP-09N assumed rating
sponsorship of MA’s in October 1986,
the “new” MA is trained to work
closely with NIS agents involved in
druginterdiction efforts and felony in-
vestigations, as well as the routine
duties aboard ship and shore stations.

To further enhance the profes-
sionalism of the rating, guidclines
have been developed to cnsure that
appropriate quality controls are main-
tained on MAsin the fleet. They must
maintain impeccable service records
after conversion. MAs not perform-
ing up to standards will be removed
from the program and reverted back
to their former rating. This ensures
continuance of the high standardsnec-
essary to provide the fleet with trained
law enforcement professionals.

T_—
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Today's Master-at-Arms - professionél ia enfrcemam and
physical security. MAC John F. Phillips, NAF Washington DC,
processes a crime scene. (Photo by JO1 John S, Verrico,

NISCOM)

Unfortunately, some people still
characterize today's MAs as insignifi-
cant. Because of this, some MAs may
have to start at the ground floor in
obtaining the professional respect of
their commanding officers. This pro-
fessional trust and reliability is abso-
lutely essential for MAs to do their job
correctly, and it is up to each MA to
change this damaging image of the
rating,

If you are trying to improve rap-
port with your command, there are
some things you need to keep in mind.

The attitude with which you ap-
proach a situation is %)% of the battle
and as a senior petty officer it is your
responsibility to obey your chain of
command, ¢ven if it does not function
like you think it should. There issome
truth to the axiom that “the squeaky
wheel gets the grease,” but the old
saying that you “can catch more flics
with honey than vinegar” often works
better! Butting heads with your senior
officers is not the best
interpersonal com-
munication skill to
use.

Instead of con-
frontational tactics,
try proving your pro-
fessionalism and re-
liability through the
superior performance
of whatever tasks
you're assigned. Ex-
pand your responsi-
bilities by requesting
collatcral dutics in
arcas that you want to
improve, and make
those areas better.
Don’t lose patience
due to slow progress
since it may take time
to establish credibil-
ity. Remember that
each accomplishment
that you achieve will
cause that command
to take notice and will

P
(383

build that all-important professional
trust.

Another aspect of professional-
ism is the desire to continue your
training and development. Just be-
cause your command docs not fully
support your training program does
not mean that your professional
growth has to stop. Take advantage of
the opportunities available to you to
continue your training during off-duty
time through affiliations with profes-
sional groups, local law enforcement
agencies, and civic organizations.
Becoming involved in reserve police
units, fire or rescue departments, or
even Little League baseball teams,
displays your desire to develop profes-
sional and lcadership skills through
communily service.

In addition to efforts in the local
community, there are innumerable
law enforcement related correspon-
dence course from all branches of the
service that can enhance your job
performance and knowledge. Oppor-
tunities for technical or college-level
education should be taken advantage
of as well.

Remember, the only person who
can stop your professional growth is
you.

Through dedication to service
and continued development, both
personal and professional, your value
to the command will become evident
and you will begin to sce the improve-
ments in attitudes, which will make
your job more satisfying and reward-
ing. Through your leadership ex-
ample, you can change the image of
today’s MA force. Even if you never
reach your ultimate goals, your cfforts
will greatly benefit your relief, who
won’t have to start at the bottom all
over again, Think positively! There
are no problems -- only solutions! *
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Manpower shortage
in MA rating

by MA1 Thil D. Hurley
Former NISCOM Asst, for MA Programs

he results of the recent selec-

I tion board pointed out a con-

cern that nceds to be rcad-
dressed -- applicant recruiting,

The Master-at-Arms (MA) rat-
ing is currently manned at only 76%
overall and the fleet continues to be in
desperate need of MAs, especially
Second Class Petty Officers and Third
Class eligible for advancement. For
the past few years, the rating has been
onc of only a few allowed to increase
its manpower end-strength. This was
permitted in order to mect the Navy’s
requirements for professional law
enforcement and physical security
personnel.

But the trend is in jeopardy of
changing -- for the worse. The MA
community, like many other ratings, is
trying to maintain its growth due to
our cver-increasing  commitments
worldwide, but applications for con-
version to the rating have been declin-
ing. This means that we can not even
fill current billets, much less those
projected forthe near future. Because
of an inability to fill billets, some billet
cuts are already scheduled. If this
trend continues, the MA rating maybe
forced to make additional cuts which
reduce your chances of having a
trained MA partner and could ad-
versely impact future promotional
opporlunities.

In order for the MA community
to continuc to meet its expanding re-
sponsibilities, we need to convert
many more applicants than we arc
doing now; however, the high stan-
dards that have been established for
the rating cannot be lowered.

This nced is very clear. MAs in

Charles Abron Mark Anderson
Austin L. Bentley Jimmie W. Brown
Joseph L. Casey Kenneth Davenport

Dorinda K. Dodd
Richard M. Eaton
Steven C. Flynn
Kathy D. Goetz
Kevin K. Klar
Thomas E. Miller
Jeffery T. Parron

James W, Dennison
George P. Doyle
Joseph D. Felker
Bran Gibbons
Daniel Kiliszewski
Reginald D. Madison
Joseph A. Paradise
Gary L. Prebyl
Barbara A. Schmees
Joseph R. Stratton
Halekila Tuipelehake
Carol A. Wedeman

Raymond Simoncau
Otis S. Sutheriand
Paula J. Uecker
Kerry D. Weeks

Thomas Reichenbach

MA Conversion Board
(October 1988)
Results

Congratulations to the following individuals who were selected for conver-
sion to the Master-at-Arms rating by the October 1988 Selection Board.

Mary K. Bamey
Robert A. Burgett
Frank W. Davis
Steven C. Doire
Jimmy E. Elam
Eugene D. Foss
Roger L. Hilliard
Gerald C. Laverty
Sandra J. Moore
Clifford W. Partin
Jacqueline Santillanes
Steven Smalkowski
Vat L. Thompson
Richard T. Voss

Robert J. Benson
James W. Cain
Wayne M. Demoga
Jon E. Doliana
Mark A. Emerson
C. F. Franceschini
Daniel A, Hines
Kicth L. Lowe
Todd G. Mutchler
Thomas H. Poston
Jim Schellenberger
Mark J. Smith
Kenneth Trantham
Robert Wadsworth

Jeffery T. Wright

the flect need to make recruiting pro-
spective applicants a high-priority in
their day-to-day contacts. Carcer
counselors arc being made awarc of
the need and are becoming helpful,
but the major emphasis is placed on
MAs in the fleet to seck out qualified
candidates and help them achicve a
career in the Master-at-Arms com-
munity. Being a “recruiter” may
sound unappealingto some of you, but
itis essential for the well-being of the
rating and it's easier than you may
think.

How many times have you run
acrossashipmate who appeared inter-
ested in what you do? There’s a pro-
spective candidate right there! Now
all you have to do is make sure that
they are up to the standards required
of an MA, provide them with a good
background in preparation for con-
version, and assist them with their

application package.

Don’t be concerned about be-
coming an expert on the conversion
process -- that’s our job and you can
contact us with any questions, Most
importantly, don’t let anyone tell a
prospective candidate that they can't
convert until you've checked it out. A
lot of prospective candidates failed to
apply because they were misled about
requirements -- that’s a mistake that
shouldn’t happen to anyone.

Asrated MAs, we have aninterest
in seecing that only qualified candi-
dates become MA selectees.  Our
rating is at a critical point in its devel-
opment and everyone needs to make
their best effort to support its contin-
ued growth and professionalism. We
can’t afford to lose the progress we've
made.

Sentry
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Navy's largest shjpyard
olfers unigue police auty

by James J. Reaves, Chief of Police,
DoD Police, Philadelphia Naval Base

gress, meeting in Philadel-

phia, Pcnnsylvania, provided
for the outfitting of two small wooden
sailing vessels to protect our coasts.
That work was also done in Philadel-
phia, and ever since, the city has played
an active role in the U.S. Navy.

The nation’s first naval shipyard
was established in Philadelphia in
1801 on an ll-acre tract purchased
from the city for S1.0O0. With the
advent of the iron-clad ships during
the Civil War, it became apparent that
the shipyard needed more space, and
in 1865 it moved toits present location
about three miles south.

Now situated on more than 2000
acres within the city’s southern-most
boundaries, Philadelphia Naval Base
is, in actuality, a small city within the
city, More than 7,000 military person-
ncl and their dependents live in the
base’s residential district while an
estimated 17,000 vehicles enter the
base’s business and industrial areas
cach day, bringing the workday popu-
lation to over 50,000. Within the 10-
mile perimeter are 52 miles of street
and 4.5 miles of busy waterfront.

The Philadelphia Naval Shipyard
isthe Delawarce Valley's largest indus-
trial employer with morc than 9,000
civilian workers, five drydocks, and
over 1300 buildings offering more
than 7 million square feet of shop
space. The Shipyardis also the largest
of the 36 separate naval commands
aboard the Naval Base. Other major
activitics include the 226-prisoner

I n 1775 the Continental Con-

Naval Brig (second largest of all serv-
ice brigs in the nation); the Inaclive
Ships Detachment, which maintains a
‘mothball fleet” of WWII and Korean
War ships; the Naval Damage Con-
trol Center for shipboard firefighting
training; and the nation’s largest Na-
val Reserve Center complete with the
largest fleet of Naval Reserve ships.
Over the years the shipyard has
built 125 ships, cverything from
wooden sailing vessels to the battle-
ships New Jersey and Wisconsin. In
the early 1970's its mission was
changed to overhauling, refitting, and
converting the Navy's conventionally
powered warships. Currently, it spe-
cializes in overhauling sophisticated
surface ships and aircrafl carricrs,
Now the bulk of the yard’s work-
load is the highly complex Service Life
Extension Program, which by rebuild-
ing aircraft carriers, can stretch lim-
ited taxdollars by extending the life of
each carrier a minimum of 50% for
about 25% of the cost of a new onc.
With this much going on, the arca
poses some unique
lawenforcementand =
security problems. L
The Depart- RS \ \
ment of Defense | \,\
(DOD) Police De- [y \4'
partment uses a
combination of civil-
ian DOD police offi-
cers and Master-At-
Arms to provide po-
lice protection for
the entire base com-
plex. At 150 strong,
it's one of the largest
DOD Police Depart-

ments in the nation, and in scope and
size ranks as the 17th largest of 1326
Police Departments in Pennsylvania.

The department which is broken
down into three divisions: Patrol,
Special Patrols and Administrative
Support.

Routine police protection is pro-
vided around the clock by the Patrol
Division, handling most of the 200
daily police calls, which range from
parking tickets (over 1100 per month)
and moving violations (over 300 per
month), to major accidents and seri-
ous crimes,

A special security problem is
posedby the base’s 4.5 mile waterfront
and a number of warships sitting in
drydock or at pierside, which are
completely vulnerable. The answer to
the problem is a 15-member Marine
Unit, part of the Special Patrols Divi-
sion, that patrols the waterfront 24
hours a day in maintaining a 100-foot
security zone around the ships and
piers. The unit also provides assis-
tance to the Philadelphia Police Ma-

US. DEPARTMENT OF DEFENSE - F\:
POLICE g

EMERGENCY SERVICES UNIT

Used by the Tactical Unit for eapons and equipment transpo.
the Emergency Services Unitis equipped with a star-scope which
enables police to see in the dark (Photo by Piim. Jerry Welsh)



rine Unit and the Gloucester City, N.J.
Coast Guard Unit. Working out of a
33-foot steel-hull police boat
(equipped with radio, flood lights, and
fire fighting cquipment) the unit has
assisted in waterborne emergencies
such as shipboard fires, explosions,
and pleasure craft rescucs.

An Accident Investigation Unit
handles allvehicle accidents, complet-
ing and filing the Pennsylvania Police
Accident Report for more than 700
reportable accidents each year, and
operating radar to ensure compliance
with the speed limit.

Another Special Patrol unitis the
K-9 Unit. Using two*“‘explosive dogs”,
two narcotics dogs and two patrol/
tracking dogs, this unit performs
searches for controlled substances,
responds to all bomb threats, and
provides additional security for visit-
ing dignitaries. Theteamis frequently
dispatched throughout the Northeast-
ern United States to assist in bomb
and narcotic searches and special
operations, such as Philadelphia’s
“We-The-People 200" celebration,
the President’s visit to Dover Air
Force Base, the Pope’s visit to Texas,
and the Pan American games in Indi-
anapolis.

Tasked torespond to the increase
interrorist activities around the world
and an increase in serious crime at the
Naval Base, the department has
formed aTactical Operations Unit (or
SWAT team). This unit of the Special
Patrols Division performs when addi-
tional sccurity is needed, such as pro-
tective service details for visiting VIPs,
sccurity for Army-Navy Game Day
and ship arrivals or departures.
Members receive extensive training
from a variety of federal, state and
military tactical operations teams, as
well as continuous in-service training
on all aspects of special tactical opera-
tions. As part of its regular training,
and as a communily scrvice, the unit
sponsors a semi-annual Police Com-
bat Tactical Pistol Match at the Naval
Base which is open to and attended by
over 100 arca police officers as well as

-

POLICE

Philadelphia’s Mobile Communication and Command Postbusis equipped witha 12-person
conference center and a communication room with police, fire, ambulance, military, ship-
board and aircraft radio equipment, cellular telephones and two reof-mounted high-powered
videocameras forviewing and recording accidentand disaster scenes. (Photoby John Long)

DOD officers.

The Administrative Support Di-
vision controls the Armory, which
maintains the department’s 212 weap-
ons; the Tow Squad, which retricves
over 50 abandoned and recovered
stolen vehicles per month; the Crime
Prevention Unit, which presents 16
different crime prevention programs
cach year to base residents; Commu-
nications, and thc Automotive Serv-
ices Unit, which maintains the fleet of
23 vehicles including police patrol
cars, paddy wagons, mobile communi-
cation/command post, tactical unit,
and motorcycles.

In today’s “bottom-line” con-
scious society, one of the more diffi-
cult tasks facing any police depart-
ment is tying everything together into
a mcaningful report that accurately

reflects the dcpartment’s activity.
That task falls upon the Crime Analy-
sis Unit. The unit identifies and plots
crime trends through computer analy-
sis of all police and investigative re-
ports and also produces a monthly
management summary that measures
the productivity of each officer, pla-
toon, and special patrol unit.

The members of the DoD Police
Department at Philadelphia are
proud of their accomplishments. A
deep sense of responsibility to provide
professional police services to the
community, and a dedication to main-
taining high standards, have helped
them develop intoone of the most pro-
gressive police departments in the
Navy., %
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contains timely and informative ar-
ticles concerning crime prevention ef-
forts. Every security department in
the Navy should be on the mailing list
of NCPC. Their address is National
Crime Prevention Council, 733 15th
Street N.W., Washington, DC 20005.
The phone number is (202) 393-7141.

AMERICAN ASSOCIATION
OF RETIRED PERSONS
(AARP) -- Primarily organized to
represent the interests of retired per-
sons and the clderly, the AARP ac-
tively promotes crime prevention
programs to reduce opportunitics for
their victimization by con artists and
others. Their awareness programsare
equally as informative to the gencral
population as to their target groups
and the AARP produces excellent
material. Camera ready prints for
photocopying, pamphilets, films, video
tapes and other information can be
obtained from them on a loan basis,
for free or, in some instances, at a
nominal fee. For information, write
to: American Association of Retired
Persons, 1909 K Street N.W., Wash-
ington, DC 20049 or call (202) 728-
4363.

NATIONAL CENTER FOR
MISSING AND EXPLOITED
CHILDREN -- The National Cen-

ter for Missing and Exploited Chil-
drenisanational clearinghouse for in-
formation collection, storage and dis-
semination regarding missing or ex-
ploited children. Under grants from
the Department of Justice, they have
published numerous pamphlets en-
titled JUST IN CASE..., dealing with
missing, abused and exploited chil-
dren. Additionally they publish infor-

mation pamphlets on runaways, deal-
ing with grief over the loss of a child,
parental kidnappings and an assort-
ment of other timely and important
topics. Everylaw enforcement agency
in the United States, including every
Navy security department, should be
aware of the Center’s offerings and no
crime prevention coordinator should
be without copies of their material.
The address is: National Center for
Missing and Exploited Children,
1835 K Street, N.W.,, Suite 700, Wash-
ington, DC 20006. Their information
telephone number is (202) 634-9821
and they have a toll-free hotline for in-
formation that could lead to the loca-
tion and recovery of a missing child, 1-
800-843-5678.

OTHER RESOURCES --

Crime prevention is a bonding agent
between all segments of socicty.
Crime on a Navy installation affects
the surrounding civilian community
and vice versa. Civilian law enforce-
ment agencics, for the most part, have
dedicated programs that they will
share with your department. Addi-
tionally, local community groups,
state sponsored programs, private
industry, professional organizations,

service clubs and other organizations
can assist you through volunteer ef-
forts or through crime prevention
materials that they will donate to your
program.  Soliciting funds from
sources outside the Navy is expressly
forbidden by law and regulation. If,
for instance, a service group such as
the Lions International,a Rotary Club
or cven once of the wives clubs on base
wanted to give your department
money for crime prevention, you can-
not accept it. Many clubs do fund the
printing of crime prevention booklets
and will donate them, as a service
project, to law enforcement depart-
ments. Check with the base legal
officer for guidance on these matters.

To meet the needs of your
department’s crime prevention pro-
gram, more than anything else, the
coordinator must be enthusiastic and
dynamicindelivery of this service. For
this reason, the coordinator should be
a self-starter, reliable, experienced in
law cnforcement and have a track
record as one of the hardest working
members of the organization. Build-
ing your program around such a per-
son guaranlces success. K

TAKE A BITE OUT OF

GRIME
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Awards available for
crime prevention efforts

by Cariton A. King
NISCOM Administrative Assistant for Crime Prevention Programs

120 member organizations, including the U. S.

Navy, recognizes outstanding crime prevention
initiatives during its Annual Awards Program. Sclecteesin
each category are flown to Washington, DCto be honored
at an awards banquet. This year there were almost 100
nominations submittedto the Awards Committee onwhich
I was priviliged to be a member.

Nomination packets had been sent to most major
claimants and to nearly 100 Naval activitics identified as
having crime prevention programs. Unfortunately none of
these Navy nominations were submitted. Through daily
telephone conversations with chiefs of police, security
officers and crime prevention coordinators throughout the
Navy, it isapparent that we have an abundance of dedicated
people and effective programs in the field that would have
qualified to receive a national award. Hopefully, next
ycar’s awards committee will have several nominations
from Naval activities so that those who work hard to
prevent crime can be recognized for their efforts and their
successes can be shared with others.

Sitting on the judging pancl was an cducational expe-
rience. Should your security department ¢lect to submit
nominations for the 1989 selection process, the following
advice might benefit youin the preparation of the nomina-
tion packet.

T he Crime Prevention Coalition, composed of over

FOLLOW THE INSTRUCTIONS

This warning is as important as those in the last issue
of Sentry, where two articles (one dealing with the selection
process for LDO/CWO and the other with Master-at-
Arms conversion) highlighted the importance of neatness
and completeness when submitting packages for consid-
eration. If, for instance, an instruction or application
requires three reference letters, submit three and don’t try
to bolster your application by submitting five or try to
abbreviate the process by submitting two.

FOLLOW THE FORMAT

Enclosures or attachments should be arranged in pre-

cisely the order required by the application, During the
screening process an initial review is conducted toverifythe
eligibility of nominees and to ensure that packages con-
form to published requirements. Thisis prior to the formal
review for awards determination. Your application, re-
gardless of content and quality, may be discarded for
“Failure to follow directions." Again, this advice is similar
to that given in the above referenced Sentry articles.

PROMOTE ONLY THE PERSON OR
PROGRAM NOMINATED

Your narrative is limited to a set number of pages or
words. Use this space wisely by directing the reviewer’s
attention to the person or program being nominated. Sev-
eral of the packages we reviewed spent more time promot-
ing the department or the company than the key person or
the program they were nominating. Remember, bigger is
not necessarily better, especially considering that the panel
has many applications to go through and limited time to
review packages, whichiswhy restrictions are placed on the
number of pages or words in the first place. Unnecessary
information detracts from more important material and
blurs the vision of reviewers when considering the totality
of the nomination.

BE HONEST

Awards arc gencrally not granted for routine perform-
ance. Do not submit a nomination if your only motive is to
boost the morale of a person or program. Competition for
these awards is stiff and ordinary performance will not be
sufficient for an award. Instead, ask the following ques-
tions: What was donc above and beyond that which is
required? One nominee considered by the recent Awards
Committee is a deputy sheriff assigned to patrol duties with
collateral duty as a crime prevention officer. In the course
of a year, he worked more hours on crime prevention
programs off duty than hours worked for salary. When the
ncw budget allowed for him to be compensated for some
of his accumulated overtime hours, he requested that the
money go toward purchase of crime prevention material
rather than personal reimbursement. Without question
this is an exceptional example, but it illustrates a situation
where a nominee exceeded the norm.
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INNOVATION AND CREATIVITY specificd time periods, hours spent in crime prevention

In the sclection process, nominees who either tailored efforts and anything clse that quantifies the program effort

established programs tomeet unique needs, or created new will help in the decision proccss.
programs, were given a lot of consideration for their
efforts. This trait could be excellent justification for an
award. What, for instance, has a Master-at-Arms done to
reduce theftsaboard his vessel? Howhas thereported theft
rate declined as a result of the effort? How much moncy
was saved? How can the program be implemented aboard
other ships?

The quality of crime prevention in the Navy is rapidly
increasing. Onc main clement of professionalism is recog-
nition for contributions toward the improvement or en-
hancement of the carcer ficld. Therefore, it is important
that supervisors take advantage of the benefits derived
from awards programs of this nature and nominate people
deserving of recognition, such as crime prevention coordi-
STATISTICAL DATA nalor§, block capt:gins, OMBUDSMEN or othf:rs who
contribute to making the Navy a safe and crime-free

Whenever possible, nominations should include a ommunity.

summary ofstatistical or numerical data. Information such
as population of the activity, crime comparisons between

Two Navy commands receive awards for National Night Out programs

by Cariton A. King, NISCOM Administrative Assistant for Crime Prevention Programs

T he National Association of Town Watch, Inc. (NATW), a non-profit membership organization dedicated
to the development and promotion of organized crime prevention operations, recently recognized two
Navy activities for their contributions to, and participation in, the 1988 National Night Out campaign.

Of the five military awards given this year, two were received by Navy installations. This is indicative of the
progress that Navy security departments are making in the field of crime prevention.

On 9 August 1988, over 18.5 million people in over 7,000 communities participated in National Night Out.
Concerned citizens, business groups and law enforcement departments participated in a joint effort to cnsure a
crime-free night by keeping porch and patio lights on, hosting block partics and working together to convey the
message that neither crime nor criminals would be tolerated in their neighborhoods.

Naval Air Station Memphis, Tennessee was one of the national award winners. The Chicef of Police at NAS
Memphis, Master Chief Master-at-Arms Charles R. Kellogg, related that a tent had been set up behind the
security department in which there were various displays of home security devices. The security department
provided avisit by McGruff, the Crime Dog; served snacks; and sponsoreda crime-free evening for NAS Memphis
personnel and their familics. Crediting Chief Master-at-Arms Sidney Bonhomme with a dynamic and dedicated
effort to promote crime prevention and safety, Kellogg estimated that between 75 and 100 participants joined with
the security department to celebrate National Night Out.

The other Navy recipicnt was Naval Weapons Station Charleston, South Carolina. Chiefof Police Steve Gagat
and Crime Prevention Specialist Sgt. Linda Sumey made a special effort to “turn on the lights and turn off
criminals.” In two separate housing areas of 20,000 and 5,000 personnel, Gagat and Sumcy organized parades
andattended approximately 35 block parties celebrating National Night Out. As asymbolicgesture, base residents
joined hands while standing outside their homes. This, in effect, established a “shicld of neighbors™ unified to
support one another in an effort to rid their community of crime. Gagat and Sumey credit their success to the
support they received from the Commanding Officer, Executive Officcr, OMBUDSMEN and Block Captains
who were instrumental in the organization and logistics efforts. Sumey said, as with previous National Night Out
programs, there were no reported crimes that night. %

National Night Out will take place next on 8 August 1989. If your department would like to participate, contact the National Association

of Town Watch, Inc., P.O. Box 303, Wynnewood, Pennsylvania 19096.
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INFORMATION
SECURITY

by R. R. Gorena, Deputy Assistant Director,
NISCOM Information and Personnel Security

‘ ‘ Have you seen the new Navy Security Manual, you
know, OPNAVINST 5510.1H? What, you have 40
copies? It’s dated 29 April 1988! Well, I don’t have
mine, nor do other commands on this base. How do I get
copies?”

How many times has this conversation taken place in
the last few months? Why didn’t everyone get their new
security manuals even though they are on the Standard
Navy Distribution List (SNDL), Parts 1and 2, or on Marine
Corps Distribution Code DL? How do we get our desper-
ately nceded manuals?

Distribution of OPNAVIST 5510.1H has been com-
pleted. That’s what the Naval Publications and Forms
Center (NAVPUBFORMCEN) claims and all ships and
stations should have received their copies.

So, what happened to them?

The Naval Investigative Service Command (NIS-
COM) Information and Personnel Security Directorate
looked into the matter and sought to trace distribution.
They found that in some cases, distribution copies were

mrnrennnenEnnInrnIRNneInEnn NN
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received by the command, but were retained by other
offices, rather than being routed to the Security Manager.
Some copies were rejected and shipped back. In other
cases, they may still be in supply centers or mail rooms in
cartons.

Distribution was made according to the SNDL. The
copies are “loose leaf, three hole punched, clear plastic-
wrapped, and 1 1/2 inches thick.” Multiple copies were
shipped in corregated cartons of 12 cach and were ad-
dressed to individual commands.

All Sceurity Managers should check with their supply
clerks, mail rooms, or loading docks to ensure that their
1H’s aren't sitting there, unrecognized. When all these
channels have been exhausted, order copies directly from
the NAVPUBFORMCEN -- don’t call OP-09N as no stock
is maintained in Washington.

Change ONE to OPNAVINST 5510.1H is ready to go
to the printer.

There are many security policy matters in “1H” and
Change ONE, BOTH of which require Security Manager
and Command attention. Don’t wait any longer for the 1H
to get to you. Make a local survey, then take steps to get
NAVPUBFORMCEN to send you a copy. %

Mailing Address:
Commanding Officer
Naval Publications and Forms Center
5801 Tabor Avenue
Philadelphia, PA 19120-5099

Customer Service Phone Numbers:

Autovon: 442-3321

Naval Publications and Forms Center

— Specifications/Standards Requisitioning (Emergency orders only - limited to five (5) line items)
Comm: (215) 697-3321

Message Address: NAVPUBFORMCEN PHILADELPHIA PA
Hours of Operation: Mon - Fri, 0800 to 1630 EST. Refer to NAVSUPPUB 2002 prior to ordering.

Unit Identification Code (UIC): N00288
Routing Identifier: NFZ

TELEX Number: 834295
Western Union Number: (710) 670-1685
Telecopier: Autovon: 442-5912

Comm: (215) 697-5914
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New phong numoer

SECURITY ACTION LINE

New numbers

AV: 288-8856
Comm: (202) 433-8856

The Security Action Line is available for imme-
diate assistance on INFORMATION AND
PERSONNEL SECURITY problems.

During duty hours, you will be referred to
the member of our staff who can best answer
your particular questions. After duty hours,
your message will be recorded and answered the
next working day.
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Same 3 security infractions top the list...again!
Each year, the Information Security Oversight Office (ISOO) issues a report to the President
on how the Agencies of the Executive Branch are managing information security. We provide
detailed statistics from the Department of the Navy.
Again last year, the same three security infractions appeared at top of the list:
Mismarking -- over 50%
Improper storage -- nearly 28%
Unauthorized transmission -- over 11%
Look at your information security program. How do you stack up against thesc national
G statistics? % )

Original or derivative?!

by R. R. Gorena, Deputy Assistant Director
NISCOM Information and Personnel Security

he headline carries both a question mark and an ex-

I clamation point. It could also carry other symbols,

such as #@&*$?! Why, because the words Origi-

nal versus Derivative, in the context of sccurity classifica-

tion, causc many pcople to rack their brains trying to

determine exactly what or who is the classification author-
ity for Department of the Navy classified information.

LeUs start with a good source of informatiom. Chapter
6 of OPNAVINST 5510.1H is an excellent “primer” on
classification. Every person who applics a classification to
Navy or Marine Corps information should be fully conver-
sant with this chapter. Strict rules must be followed each
time a classification is applicd. Make sure you consult
Chapter 6 and you won’t go wrong.

And, what about downgrading and declassification?
The same chapter applies; particularly Article 6-6.

Who is an Original Classification Authority, you ask?
Exhibit 6A lists the ONLY officials in the Department of
the Navy who may classify original information. There are
107 TOP SECRET and 353 SECRET Original Classifica-
tion Authoritics. CONFIDENTIAL classification authori-
tics are not specifically designated.

These are the people who designate the original clas-

sification, but over 90% of all classification markings are
“Derivative!” Anytime you use someone elses classifica-
tion, inword, phrase, sentence, line, paragraph, etc, you are
deriving your classification from theirs. Therefore:
“Derivative.”

The Department of the Navy has Classification Guides
for almost every program, weapon system, plan, operation,
or platform. The OPNAVINST 5513 Series provides
derivative classification to minute details.

Everyyear, the Information Security Oversight Office
(ISOO0) requires statistics on how we are classifying infor-
mation. You may have been tasked to complete the data
report which the ISOO uses to compile its report to the
President on how we're doing in our mandated cfforts to
classify properly, and that means, knowing how to classify
and not overclassify.

Thisiswhere over 50% of the security infractionsin the
Navy occur. If we all understand how to classify, imagine
how we can SIGNIFICANTLY reduce the infractions in
the Navy and Marine Corps -- BY HALF! %
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"Trash Ops" in the Philippines

by S/A Richard J. Sullivan
NISCOM Damage Assessment Branch

oS

FADE THEME MUSIC, FADE IN -- A soaring Philippine Eagle lazily rides the on-shore breeze, searching
foramorsel of food amidst the quickly dryingroad-kill on the “Zig-zag" National Highway far below. Barelytwo hours
past dawn, the bright tropical sun flares into the camera’s view over the tops of the swaying coconut palms on a nearby
hilltop as it coaxes the dry temperature into the high nineties.

SLOW ZOOM -- Three Filipino scavengers, who, wearing only cut-off blue jeans, soiled T-shirts, wom
shower shoes and the eternal air of the optiniist, are working the landfill site at the U.S. Naval Station, Subic Bay, R.P.
These scavengers, known as “dumpster divers,” pick their way through the mountain of fresh moming garbage just
delivered by a driver from Alava Pier. As we watch them sort the accumulated and soggy daily debris of fleet opera-
tions, one of the three comes across a wad of papers with familiar markings. The papers are in the unclassified trash,
mixed in with old Plans-of-the-Day, Navy Exchange and AAFES promotional fliers touting yesterday's sales, last
week’s Pacific Stars & Stripes newspaper, and an unspeakably smelly combination of coffee grounds, broken plastic,
twisted wire hamesses, spoiled eggs, used grits, aircraft parts, and rancid cooking grease. Carefully separating the pa-
pers from the othervaluable recyclable goods, the men discover an over-stamp with the English word “SECRET" on
the top and bottom of each page. They carefully pass the papers (o their “boss,” a time-wom and weather-beaten
caucasian.

Heisasilent, privateman who could pass for Crocodile Dundee’s best friend. He's Hollywood’s idea of the “Bam-
boo American,” who scrapes out a living balancing between two cultures in this tropical island nation. He has been
doing this furtive work for over a dozen years, always on the lookout for the classified document or the aircraft part
ortool which in the "dynamic” economy of Olongapo City translates to quick and easy cash. He recognizes the forms
as classified U.S. Naval Messages, containing perhaps the schedules of Seventh Fleet submarines, or amphibious task
force ships. This is the fifth package of classified material his scavengers have “recovered” this week, and it’s still only
Tuesday moming. He is pleased and knows that his “case officer” will also be pleased, not just with the documents,
but with the nineteen hundred dollars worth of thermocouples he has stashed in the bed of his beat-up pickup truck.
Decidingthatitistimeto “getrid of the evidence,” he smiles to himself as he drives offtomeet his case officer. ... FADE

IN THEME MUSIC, SLOW FADE TO BLACK.

Sound like a spy movie? Well, it’s not. IUs a real-life occurrence! Does this mean that a bunch of classified
information was just turned over to some foreign government? It could -- but not in this particular case. NIS
and the Commander, U.S. Naval Forces Philippines, with the support of CINCPACFLT, have been doing
something about this hemorrage of classified information. It's atrash recoveryoperation designed to salvage "lost”™
government property from the trash at the sprawling U.S. Facility in Subic Bay, Philippines. The operation has
recovered thousands of classificd documents over the past 15 years. Local Filipinos, who are illiterate in English,
are enrolled and trained to search the UNCLASSIFIED trash at the dump and recover classified documents which
Navy personnel improperly disposed of in the garbage. When they find a document with appropriate markings,
theyturnit over to an American citizen -- a full-time NIS civilian employee who has been working the “Trash Op”
since its inception (and who does indeed look like he’d be at home with Paul Hogan’s popular bushman character).
He supervises the scavengers and brings their treasures to NISRA Subic Bay. The responsible commands are
identified and contacted, and COMUSNAVPHIL and CINCPACFLT arc apprised. By now this program is no
secret, Incoming ships are warned of the operation. Nevertheless, most visiting ships and local commands have
been “hit," Perhaps this accounts for the rumor that some skippers have banned the off-loading of trash in Subic. %
(SN e T = = e e ———————— e — e e s — . — U,
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Unclassified but sens/tive

by Christina Bromwell

Head, NISCOM Security Review Branch
n 1985, Navy commands became responsible forim-
I plementing a new program which limited distribu-
tion of unclassified technical data with military or
space application subject to export control. Only “individu-
alsand enterprises that are determined to be qualified U.S.
contractors...request[ing] the data for alegitimate business
purpose...” may receive such information.

Certificationoccurs when anindividual or firm wishing
to participate fills out a DD Form 2345 and submitsit to the
Defense Logistics Services Center (DLSC) for approval.
The form isa contract between the Department of Defense
and the submitter which states that the applicant isa U.S.
citizen, that he requires certain export-controlled technical
data in pursuit of a legitimate business purpose, and that
the datawill onlybe conveyed to other certified contractors
and will not be exported without a license.

After checking to see if the requestor is on the de-
barred bidders list, and/or if the person or company has
had anyexport control violations, DLSC approves the form
and the enterprise can receive the unclassificd technical
data.

In 1986, the program was expanded to include Cana-
dian contractors.

"Unclassified technical data with
military or space implications
cannot be released, except to quali-
fied U.S. contractors for legitimate
business purposes.’

Originators must identify technical documents con-
taining export-controlled, militarily critical technology and
mark them with the appropriate distribution limitation
statement and “notice of export control” in accordance
with Chapter 12 of OPNAVINST 5510.1H. Commands
can only distribute technical data according to the distribu-
tion statements marked on the documents. Upon receipt of
arequest for technical data with military or space applica-
tion, a command must determine if:

A. Requester is a qualified U.S. or Canadian
contractor (verified by a DOD approved DD Form 2345).
B. Request is consistent with the business activ-
ity as described on the DD Form 2343,
(Refer to OPNAVINST 5510.161)

Freedom of Information Act (FOIA) requests for this
type of technical data will be denied citing 5 U.S.C.
552(b)(3). Other requests from non-certified individuals
or firms will be denied, offering a fact sheet (provided in
OPNAVINST 5510.161) and a DD 2345 to be filled out by
the requester and submitted to DLSC if so desired.

Requests from foreign nationals or entities must be
referred to the Naval Office of Technology Transfer and
Security Assistance (NAVOTTSA-10).

Navy Nuclear Propulsion Information (NNPI) and
technical data concerning submarine matters will not be
released without the prior approval of OP-OON and OP-
02,

To date, approximately 20 denials of controlled tech-
nical data have been made to requesters. Problems have
arisen due to some confusion on cxactly what data falls in
the restricted category, and at least one enterprise has
taken the Navy to court for denying the information.

Conversely, the president of Newport Aeronautical, a
certified contractor, was arrested for attempting to illegally
convey controlled technical data to the Government of
South Africa without an export license. The Navy tempo-
rarily suspended the company's certification but did not
submit a recommendation, as required, to the Office of the
Under Secretary of Defense, Research and Engineering
(OUSDR&E) for finalrevocation. It waslater learned that
the information seized belonged primarilytothe Air Force,
who had never suspended certification and continued to
provide Newport Acronautical with technical data, even
after the president’s arrest.

There is still confusion about the program, but
OUSDRA&E is presently drafting a revision to the Depart-
ment of Defense directive, to identify more clearly what
information is protected by this program and emphasizing
the legal aspects and reporting requirements.

Specific policy and procedures can be found in
OPNAVINST 5510.161, “Withholding Unclassified Tech-
nical Data from Public Disclosure™ dated 29 July 1985.
Questions may be directed to the Chief of Naval Opera-
tions (OP 09N2), Washington, D.C. 20350-2000. %
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by Raymond P. Schmidt, Head, NISCOM
Classification Management Branch
‘ ‘ marked "NATO CONFIDEN-
TIAL. What’s that mean?”

“Show me, Jim. I haven’t seen
that classification in five years. I don’t
think we have anyone onboard cleared
for NATO.”

This scenario, or one like it, takes
place several times a month. The
Chiefof Naval Operations (OP-09N2)
wants to make your job casicr, and
reduce the time needed to brief Navy
personnel about NATO classified
material. Navy personnel are guided
by instructions from the United States
Security Authority for NATO Affairs
(USSAN) -- the Secretary of Defense.

“NATO material is covered un-
der a special access program, Jim. If
we get classified messages marked
NATO, we're supposed to briefevery-
body who needs to see them.”

“Where do I find that informa-
tion, Chief? I never got that training,”

“First, check the Navy informa-
tion and personnel security manual,
OPNAVINST 5510.1H. See, it says
that we need OPNAVINST
C5510.101D to brief our people for
access to NATO classified informa-
tion. But we wouldn’t need the brief-
ing if we only got 'NATO RE-
STRICTED’ and nothing higher.”

The Secretary of Defense has au-
thorized Navy commands to handle
NATO RESTRICTED information
in the same manner as we store, trans-
mit, and control U.S. FOR OFFI-
CIAL USE ONLY information.

NATO RESTRICTED informa-
tion may be stored in filing cabinets,
desks, or other containers located in
rooms where government or contrac-
tor security is provided during non-
duty hours. Locked buildings or
rooms usually provide equal protec-
tion if internal building security is not

Chief, I just got this message

Handling
'‘NATO'
documents

available.

U.S. unclassified documents that
contain NATO RESTRICTED infor-
mation must identify it by appropriate
markings on each page, and on the
cover or first page.

Documents that contain NATO
RESTRICTED information will be
packaged and single-wrapped, and
mailed via U.S. First Class Mail.

These and other procedures for
safeguarding NATO RESTRICTED
information are explained in OPNAV
NOTICE 5510 of 17 November 1988.
They are also being incorporated into
OPNAVINST 5510.1H.

For classificd NATO material,
OPNAVINST C5510.101D is re-
quired. If your command needs this
document, a letter request must be
sent via your administrative chain of
command to the Chief of Naval Op-
cerations (OP-09N), Department of
the Navy, Washington, DC 20350-
2000. (If you need to talk with some-
one at OP-09N, call the Security Ac-
tion Line: A/V 288-8856 or commer-
cial (202)433-8856.) The letter must
explainwhyyou needthe NATO Secu-
rity Procedures Directive. While
awaiting the requested Confidential
instruction, classified NATO mes-
sagesshould be scen only by those who
need them for action, and should be

stored in a proper security container.
Most important is to maintain control
of the NATO classified material and
store it apart from U.S. classified
documents, even if locked in the same
safe drawer.

“Chief, I see the bricfing here in
the NATO instruction. Looks casy
cnough. So now I get everybody to
read this bricfing, and that’s it?”

“Right, Jim. But we need to keep
arecord of who gets the bricfing and
debricef them when they don’t need it
any longer. The OPS Officer is trans-
ferring in a few months, so we should
be sure to debrief him when that time
comes.”

Once the basic bricfing for han-
dling NATO classified material has
been given, no additional action is re-
quired for accessto other NATO clas-
sifications, suchas’NATO SECRET.

The USSAN is currently prepar-
ing a revision to the basic instruction
governing NATO sccurity, and the
Navy will provide copies to all who
need it when the new instruction is
approved. Meanwhile, OP-09N2 is
providing appropriate unclassified
portions of NATO guidance to all
ships and stations. That guidance
should reach users by late 1989.
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'But those are

my personal/ notes!’

by S/A Richard J. Sullivan
NISCOM Damage Assessment Branch

ave you ever...
H ..attended a Navy school which let you take your

classified notes “home™ to the ship (or office),
provided you marked them, wrapped them and addressed
them to yourself at your command?

..prepared a classified document or message and then
kept your own “personal” copy “just in case?”

..wondered, a year or two later, just what exactly
happened to that copy or those notes you never used?

..looked at your classified notes from a school and
wondered just why in the heck you kept them in the first
place, or decided that they were never really classified after
all?

..held a classified inventory in which you found a
packet of “Personal Working Papers” or “Class Notes” for
some shipmate you never heard of before?

..heard a shipmate jealously grab a classified corre-
spondence course textbook from someone clse, because
“that’s my personal copy!"?

If you have been in the Navy for more than a week or
two and have had anything to do with classified material,
chances are you answered “yes” to at least one of these
questions. It's common enough: the exercise planner, the
author or editor who forgets the simple fact that informa-
tion, which is properly classificd, is never the property of
those to whom it is entrusted, and it may not be declassificd
arbitrarily.

In the past year a number of instances have been
discovered in which Navy and Marine Corps personnel
have risked the compromise of classificd information en-
trusted to their care. You must wonder if they would
deliberately risk their own careers and personal freedom
the same way, because that's exactly what they are doing.

just

Time and again, classified correspondence courses are
foundin vacated apartments, garages, and mini-warchouse
storage sites. “Sample messages,” tactics notes and study
guides, and even sensitive compartmented information
have turned up in household goods shipments and pack-
ages mailed home. Improperly retained classified material
has been discovered by spouses or neighbors in someone’s
closet, or basement, or even in public dumpsters. Those
who have a gripe against the “owners” of the classified
matcrial, cventually turn them in,

And these are only the events we hear about. How
much more is lost without a trace, and what happens toit?
We don’t know. So, what is being done to control these
unofficial classificd documents?

Recently, some training commands have limited the
practice of “sending home” classified course notes.
OPNAVINST 5510.1H makes it clear that classified infor-
mation, in whatever form, remains classified and is never
anyone’s “personal” property. But there are still a lot of
“personal working papers” out there for which no genuine
need exists and over which we have no real control. Andit’s
not just the recent student or instructor who likes to have
apersonal copy“justin case.” Rareis the security manager
who hasn’t experienced the mixed emotions of having to
remind “the old man” that he can’t really take classified
matcrial home with him, or keep those old messages for
“his book.”

And how many of us assume that with the passage of
time or public exposure through open press, what was once
classified is now “UNCLAS?” Unless information is
specifically and officially declassified, even if it has ap-
peared in your favorite newspaper, that information re-
mains classified and must be protected.

If you have such “personal files” of classified material,
you must understand that they are not yours to do with as
you plecase. They must be properly protected, and, if
nccessary, controlled. Finally, ask yourselfif you are willing
to risk their compromise and your career in return for your



personal convenience. Unless you can properly control
and protect that information, the risk outweighs the gain,
and your clear responsibility is to properly destroy those
“unofficial” and “personal” copies of classified informa-
tion. Now is the time to seek them out, and destroy them,
(Properly recording the destruction, of course.)

DoD and Navy policy are clear on the point that the
security of classified information rests with every person to
whom access to that information is granted, not just with
the “security manager.” You are responsible for compli-
ance with policy. Executive Order 12356 requires that
classified information will be “used, processed, stored,
reproduced, transmitted, and destroyed only under con-
ditions that will provide adequate protection and prevent
access by unauthorized persons.” It also provides that
“Officers and employees of the United States Govern-
ment,and its contractors, licensees, and grantees shall be
subject to appropriate sanctions™ for disclosing classificd
information to unauthorized persons,

What sort of sanctions are applied in the real world?
A retired senior chief who removed classificd messages,

Entry and exit

iInspections...

...many benefits

by M. F. Brown, Head,
NISCOM Information Security Division

NN RN

“for his own information” while employed as a GS-05
reproduction machine operator, was recalled from retire-
ment by the Seerctary of the Navy, tried at a General Court
Martial, and convicted. He lost all retirement benefits, was
fined, and imprisoned. Oh, yes, he also lost his job as a
repro-clerk. Was this an extreme example? Not really, for
such carelessness happens far too often. Just watch the
headlines for the nextexample. Orbetteryet, dosomething
about it, and destroy those old notes today. *

confiscate any contraband, classified
or unclassified, that is discovered
during such inspections. The proce-
dures to be followed are the same as
thosc normally used by sceurity offi-
cers upon the discovery of a person
removing facility property without
authority.

Has an entry and exit inspection
program been established at your
command? Did you know that con-
victed spy John Walker told federal
investigators that he would not have
taken the chance of being caught by
such a program. That if the Navy had
presented him with even a random,
remote possibility that he would be

Il Department of the Navy ac-
Alivitics are required to estab-

lish an "Entry and Exit Inspec-
tion” program. Animplementation of
a Stilwell Commission recommenda-
tion, it is required by DOD Informa-
tion Security Program Regulation
DOD 5200.1R, and OPNAVINST
5510.1H.

A problem, or at least a potential
problem, mayoccur when carrying out
this program. What do you do when
you discover the unauthorized re-
moval of other-than-classified mate-
rial when conducting inspections?
Can it be confiscated even though the
purpose of the inspection is to detect
classified material?  Yes, you may

searched, he would not have removed
classificd documents from his
workplace. And would have been
forced to use other more conspicuous
means of obtaining documents...and
may have been detected sooner.

Who knows? You may discover
that it has beneficial side effects, like
reducing pilferage. %
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by S/A Richard J. Sullivan
NISCOM Damage Assessment Branch

retired CPO working as a GS-5

A "reprographic” clerk at acommu-
nications facility had a curious

22

interest in classified messages. Was
that an Intelligence Information Report
he just put in his wallet?

A sensitive photograph of the latest
Soviet aircraft carrier appeared on the
frontcoverofa British Defense Industry
magazine. Thiswasn't a case of “spying
for the enemy” but of someone selling
classified information to a news maga-
zine. The source of the photograph was
identified as a highly trusted employee
of the Office of Naval Intelligence
(ONI).

Classified information is turning
up in trash dumpsters, in private ga-
rages, in publicarchives, in the posses-
sion of “friendly” and hostile foreign
powers, in the public media, and in
case-loads of the Naval Investigative
Service (NIS) everywhere. Proper
control and handling of classified
matcrial has become, in some cases, a
nightmare.

Whois responsible for safeguard-
ing this information, who is respon-
sible for losing it and who is supposed
to do something about it?

In all cases, the answer is You !

OPNAVINST 5510.1H requires
all Navyand Marine Corps commands
to report all sccurity violations which
involve the loss, compromise, or pos-
sible compromise of classified infor-
mation to NIS immediately upon ini-
tiation of the Preliminary Inquiry. If
there is no loss, and a compromise is
ruledout, the Preliminary Inquiry may
be the only step necessary, but the
incident must be reported.

Well, that’s what “Navy Policy”
says, but is that what really happens?
The answer i1s “Yes, sometimes, but
not often enough.”

Security

violations..

..Who's responsible

Classified material turns up in the trash, public archives,
the media, and in the hands of foreign governments.
And You are responsible!

In the case of the retired chief, an
enlisted watchstander became suspi-
cious of the repro clerk at an QUT-
CONUS comm center in WESTPAC,
These suspicions were relayed to the
Officer-in-Charge who began a Pre-
liminary Inquiry and immediately
notified the local NIS Resident
Agency. The Inquiry suggested there
might be some actual basis for the
suspicions, but there was no “solid
proof” that the clerk was doing any-
thing wrong. While the chain of
command was being notificd, NIS
requested that all other command
investigative steps be held in abeyance
so as not to alert the suspect, who had
daily access to SECRET traffic. NIS
began along-term undercover investi-
gation which led to the arrest of the
retired chief who was caught leaving
the base with a classificd message in
his possession. Searches recovered
other classified material from his off-
base residence in the host country. He
was subsequently convicted by a
SECNAV-approved court-martial for
passing U.S. Intelligence information
toasccurity service of the friendly host
government,

Amazingly, while this first investi-
gation was going on, another em-
ployce at another comm center at the
same command reported similar sus-
picious activity by yet another GS-5
repro clerk (this time a retired E-8).
Another undercover NIS investiga-

tion was followed by a SECNAV-
approved Court-Martial of a retiree.
Another “trusted employee” was
convicted of passing classified U.S.
information to foreign nationals.

Incidentally, as a result of their
General Court Martial convictions,
both men lost all their retirement
benefits and were sent to prison.

In the case of the ONI employee
who "moonlighted" as a photojournal-
ist, the situation was a little different.
It seems that he irritated some of his
co-workers who either knew or
strongly suspected he was violating se-
curity regulations. But whose job was
it to report his actions? “It’s not my
job” became a common, but sad re-
frain. One of his co-workers later
complained that counterintelligence
was too slow. “What took you so
long?” we were asked. “Everyone
knew that he was a stringer™ for the
British journal, said the co-worker,
who claimed he had been waiting for
somcone clse to do something about
it. He himself, of course never told
anyone.

Despite the policy, few com-
manding officers truly relish the pros-
pect of putting themselves on report
by notifying the NIS of the loss or
possible compromise of classified
material, so, some conclude “If we
can’t prove it was lost, then it wasn’t
lost, it’s just ‘unaccounted for’ until we
find it.” That linc of reasoning lcad



one ship, which could not account for
over 100 classified documents, to
conclude that the documents were
“probably inadvertently” destroyed.
The Type Commander was neither
impressed with nor amused by that
argument,

At the other end of the spectrum,
we do have the folks who leave a safe
unlocked for a short time or leave a
classified document out on the bridge,
when uncleared personnel are pres-
ent. In those cases, the command
must make a judgement call as to
whether or not a compromise was
possible (assuming nothing was miss-
ing or “unaccounted for”) given all the
circumstances.

So, what kind of violation is seri-
ous enough to warrant an investiga-
tion? The COMSEC and Sensitive
Compartmented Information (SCI)
communities use various terms for the
distinction they make between “inse-
curities” or “discrepancies” and “seri-
ous” violations.

An Insecurity (COMSEC) or a
Discrepancy (SCI) usually means a
breach of the security regulations
which govern thos¢ communities, but
do not necessarily amount to a loss or
compromise of classificd information.
For example, a simple violation of
“Two PersonIntegrity” isa COMSEC
insecurity which must, according to
CMS 4L, be reported, but may nof re-
quire a Preliminary Inquiry or JAG
Manual Investigation unless there is
also a loss or compromise. An inad-
vertent disclosure of an SCI proce-
durc may not necessarily also involve
a compromise as defincd in OPNAV-
INST 5510.1H. For example, suppose

a CONFIDENTIAL document is
mailed "registered” mail but is not
properlywrapped. Itarrivesatitsdes-
tination intact, seals unbroken, but the
recipient should report the discrep-
ancy by mailing an OPNAYV 5511/51
“Security Discrepancy Notice” to the
originator, with a copy to CNO (OP-
09N).

You must take notice of and re-
port both major and minor violations,
but more serious violations, specifi-
callythose whichdo involve the loss or
possible compromise of classificd in-
formation must be investigated.
There are three basic types of inquir-
ies or investigations.

A PRELIMINARY INQUIRY is
an administrative step, intended solcly
to initiate damage control. Itis not a
formal fact-finding body, and it is not
acriminalinvestigation. IntheInquiry
you must dctermine whether classi-
ficd material was lost or possibly com-
promised. If so, find out exactly what
was compromised and how, and im-
mediately tell the “originator” of the
classified information. This is akin to
a“MAN OVERBOARD?” operation,
reversing the ship’s course and taking
muster while the motor-whale boat
crew is assembled. Then you notify
the ships in company. So too, the
originator, CNO (OP-09N) and NIS
must be notified as soon as a loss or
compromise is suspected. Other de-
tails which ar¢ “nice-to-have” include
identifying the responsible party, get-
ting written statements from wit-
nesses, identifying security weak-
nesses and recommending corrective
steps.  But the Preliminary Inquiry
Report must never be delayed beyond
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three days in hopes of answering all of
thosc questions. A supplemental
report, if necessary, is perfectly ac-
ceptable. If the originator cannot be
identified, the message report must be
sent directly to CNO (OP-(09N).

The NIS INVESTIGATION is
responsible for resolving questions of
criminal culpability or counter-
intelligence interest. If there is a loss
or possible compromise, NIS must
have an unhindered chance to gather
and examine evidence. Even if NIS
declines investigative jurisdiction, the
command is not relicved of the re-
quirement for either a Preliminary
Inquiryor JAG Manual Investigation,

A JAG MANUAL INVESTIGA-
TION is an informal fact finding body
(usually one officer) designed to re-
solve specific administrative concerns
such as what security weaknesscs cx-
ist, how they can be corrected and
whether punitive or non-punitive dis-
ciplinary action is warranted. The
primaryobjectiveisto prevent arecur-
rence of the same error or violation in
the future. The JAG Manual report
follows the administrative chain of
command but is addressed to the
Chief of Naval Operations (OP-09N)
and not to the Judge Advocate Gen-
eral. The report may use information
developed by an NIS investigation, in-
cluding statcments (prior coordina-
tion with NIS is necessary), but it may
not incorporate the complete NIS
Report of Investigation. Two impor-
tant steps most often omitted in the
JAG Manual Investigation arc the
Classification Review and Damage
Assessment which are done by the

(Continued on following page)
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Violations
{Continued from previous page)

Original Classification Authority or
the originator of the lost or compro-
mised material. Requesting these is
the responsibility of the investigating
officer,

Frequently, when classified mate-
rial is reported as lost or subjected to
compromise, it is later found in the
custody of cleared personnel who did
not know they had it (“lost in the
safe”) or who missed it during the
“inventory.” Recently, a classified
item, missing for over a year, was
found in the “wrong” vault within a
classified space. There was a general
sigh of relief, but not much interest
shown in finding out how the packagc
came to be misplaced, and most im-
portantly, if it had been there the en-
tire time it was “‘unaccounted for.”

“Okay, so those arce nice sea sto-
ries, but that stuff doesn’t happen
every day, and it doesn’t happen here
in this command.”

Well, unfortunately, loss and
compromise of classified material
happens in the best of families. No
community, no ship-type or air-wing,
gator or bubblehead, ship driver,

planc flyer, scagoing operator or land-
locked staffmember is entirely with-
out suspicion.

A classicexample of that is the co-
worker of our ONI-photographer
friend -- the one who complained
about how the counterintelligence
folks were so slow, Some time later,
he found out how the system should
work. The co-worker had been as-
signed to a different work center as an
intelligence analyst. He was highly
trustedand appropriately cleared with
all the “tickets” punched, and he had
access 1o a considerable variety of
classified information which he was
passing to another “fricndly” foreign
power. But one of his co-workers
couldn’t understand why the analyst
was collecting information which had
nothing to do with his duties, for which
he didn’t really have a “necd toknow.”
This co-worker didn’t wait for some-
one else to take action, but reported
his concerns to their supervisor. Asa
resultofthe subsequent NIS investiga-
tion, the curious analyst and his wilc
were tried in U.S. District Court and
convicted of passing that information
to another “friendly” foreign nation.
Both are in Federal Prison.

It scems to be a problem every-
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where, but very much like most other
diseases, if recognized in time, it can
be treated and cured; but if ignored, it
festers and grows, becoming more
painful and life-threatening. Preven-
tion techniques are important, and in
the case of classified information,
prevention is education, awareness
and individual responsibility. After a
loss or compromise, the prescribed
treatment is an objective investiga-
tion,

Rather than viewing a security
violation as a headache and devising
excuses or rationales, commanders
and commanding officers must exam-
ine their own procedures for handling
classified material. Then they must
convince all hands that responsibility
for identifying security violations rests
not solely upon the classified custo-
dian, but with everyone.

If you saw a shipmate fall over the
side while underway, you wouldn’t
wait for the fantail watch to report a
man-overboard. Similarly, you can’t
wait for “the other guy” to report a
violation or discrepancy either. Not
only can it happen on your ship, on
your watch, but the odds are that it is
alrcady happening. And on your
watch, too!

SO, HAVE WE LEARNED ANYTHING YET?

We've learned that the gravest threat to our security comes not from “Boris the Byelorussian Tractor Salesman,”
but from our own carelessness and complacency. Frequently the weakest link is our unswerving trust in anyone who has
not yet been convicted or suspected of espionage.

With the initiation of centralized review of all Navy security clearances at the Central Adjudication Facility,
something is being done about standardizing Navy-wide criteria for clcarances and access to classified material. We are
doing the same thing with security violations and discrepancies.

John Walker completed his carcer without having been subjected to a full-blown security re-investigation. Each of

his new commanding officers had no reason to question Walker's conduct, and each new assignment gave him a clean
slate. After the arrest, a common observation of his peers was that, in hindsight, "something” looked "funny” either in
Walker’s conduct, his handling of classified material, or in the command’s classificd holdings; yet no one thought that
any single event, taken by itself, was serious. Several people thought it strange that Jerry Whitworth’s wife came to pick
him up in a Rolls-Royce, but no one asked a few simple questions. As a result, no one was able to put more than one
picce of the Walker puzzle down at any one time. Thus, no one even knew there was a puzzle to be solved until it was
too late, and the ring had moved into its second generation of espionage within the U. S. Navy.

Another thing we’ve learned is that it is imperative that every actual or suspected loss or compromise of classified
material be properly investigated and reported. We must take our personal responsibility to protect classified
information, and to recognize insecurities and discrepancies seriously.

A cooperative effort involving both the command and the NIS counterintelligence professionalsis the first step. They
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EXTRA! EXTRA! Read all about /I,

n compromise in the public media s the disclosure

of classified material in newspapers, magazines, by Suzan A Cox
books, pamphlets, and radio or television broad- ~ NISCOM Security
casts. (Refer to OPNAVINST 5510.1H, Sec 4-11) Review Branch

How do these compromises occur? Most recent
disclosures have been through printed media. They can
occur when Navy personnel or contractors who have
access to classified material , are approached by report-
ers for comments on various defense-related subjects,
and they inadvertently, in the course of the interview,
give away classified information.

Compromises also occur when individuals, consid-
ered as experts in their various fields, give presentations
to open and closed audiences, write opinion papers,
articles or studies on topics within their areas of
expertise, and include sensitive or controversial facts
andfigures. The Navy has amultitude of these "experts,”
ranging from technical subjects such as clectrostaticion
instabilities in various conditions, to broader subjects
suchas therole of the fleet in the 1990s. These ’experts’
are scattered throughout the Navy and its contractors.

Often such people are under the impression that if
theycite unclassified sources, itis alright to publish what
theywish. Wrong! Just because, for example, the range
of a new missile appears in Jane’s Weapons Systems,
does not mean that the information has been officially
released.

The situation becomes dangerous when a well-
known "expert"in a particular ficld, whether consciously
or unconsciously, sclects sources which come closest in
accuracy to classified sources, and inadvertently lends
credence, by virtue of his position, to information in the

N

public domain that the Navy considers classified.

Anyone having access to classified information
should be aware of the risk in dealing with the media.
The smallest, most seemingly inconsequential piece of
information may enable an adversary, who is following
the program closely and can view that information in a
larger context, to thoroughly understand a concept,
developing an unfair advantage over the U.S. and an
ability to develop countermeasures.

It is essential to the effectiveness of our Informa-
tion Security Program that when preparing for an
interview or gathering material for inclusion in an
article or other product for the public domain, that only
officially released facts and figures be used.

Once a compromise has occurred, the Chief of
Naval Operations (OP-09N2) must review the material
for a damage assessment and recoverability estimate.
Depending on the amount of the material and level of
classification, it may be necessary to completely
recvaluate an entire program to determine if the dis-
closedinformation canbe officially released. This takes
many man-hours away from more productive and posi-
tive efforts.

Observe proper prepublication security review
procedures. It’s one way each of us can do our part to
enhance the Navy’s Information Security Program. *

7

can provide a plethora of advice and support from sccurity briefings, to the Pro-Active Counterespionage (PACE)
program, to full scale investigations.

When there is a loss or suspected compromise, OPNAVINST 5510.1H requires that a Preliminary Inquiry be
initiated and that NIS be notificd, and that the report be forwarded to CNO (OP-09N) whether or not NIS investigates.
AL OP-09N all the reports are reviewed, analyzed, and contrasted with the JAG Manual Investigation, NIS investigations
and other available data to determine what has been compromised. The compilations of losses, compromises and known
or suspected hostile intelligence service Essential Elements of Information can identify areas which require greater pro-
tection and may well identify heretofore unknown vulnerabilitics to espionage. From this data, we expect to learn what
our vulnerabilities are and how we can proteet ourselves, not just from “them” but from ourscelves, too. Once identified,
weaknesses must be corrected, for if ignored, they can devastate us.

Tomake this system work, we need arealisticunderstanding of the policy, and Navy-wide compliance with that policy.
And “Navy-wide” starts with you and me. *

Sentry
Fall 1988/ Winter 1989 25



NN R R s e N

Wy a securty review?

by Janet Vaccaro

NISCOM Security Review Branch

Why is security review so cumbersome and com-

‘ ‘ plex? I'm just trying to have my article published

in next month’s journal, Is it really necessary that

my draft go through the scrutiny of a security review? I

don’t think there's anything in it that would pose a threat to

national sccurity if it's printed. Besidcs, it always takes so
long to get an article cleared for public release.”

These are the words of a frustrated Navy Commander,
anxious to have his written work published. His arca of
expertise is mine warfare, and even though his article only
speaks in general terms about his work, it must be submit-
ted through the chain of command before it can be ap-
proved for publicrelease. Much of his frustration about the
security review process stems from a lack of understanding
of it.

The origin of security review is Executive Order 12356,
which gives the Department of the Navy (DON) the
authority to protect from unauthorized disclosure any
classificd information. Anything submitted through the
proper channels for a sccurity review will be approved for
public release only if it is consistent with the interests of
national sccurity.

Technical papers, speeches, manuscripts, articles,
films, and videotapes are among the materials the DON is
responsible for reviewing prior to public release. Active
dutyand reserve components, DON civilian personnel, and
DOD contractors must submit proposed works for a
prepublication review. Retired persons are not subject to
this requirement, but are encouraged to utilize the security
review process.

The first step in this process is an internal command
security review. Many documents can be examined at the
command level and found suitable for public release with-
out any higher level consideration. Each command has an
official who is responsible for making certain a proper
review of this material is completed. In most activities, it is
the duty of a public affairs officer (PAQ) or a security
manager. If clearance cannot be granted at the command
level, the PAO or security manager will submit the material
to the Chief of Naval Operations, OP-09N2, or the Com-
mandant of the Marine Corps (Code INTC) for Marine
Corps matters, for further review.

OP-09N2 coordinates the review of the information
with cognizant authorities. Cognizant authorities are offi-
cials who have program or technical knowledge of the

matcrial proposed for release. OP-09N2 tasks such offi-
cials to examine the material and identify any classificd
information. Reviewers are instructed to use classification
guides provided by the OPNAVINST 5513 Series and any
other relevant source material when deciding if security
amendments are required. OP-(9N2 also provides an
analysis of the information in light of the reviewers com-
ments to assure consistency with the classification guides,
to prevent arbitrary decision making, and make the fewest
alterations necessary to ensure protection of national
security.

Inmostinstances, theinformation will requirc areview
by the Office of the Assistant Secretary of Defense Public
Affairs (OASD/PA). OPNAVINST 5510.1H lists the
categories of information which require review and clear-
ance by OASD(PA) prior to public release. OASD(PA)
works closcly with OP-09N2 and functions in a similar
manner. OASD(PA) provides the final determination as
to whether material will be released to the public.

Any individual has aright to appeal decisions made by
OASD(PA), or a lower authority. The appeal should
include a justification of why the material is suitable for
public release as well as official unclassified sources of the
information.

The DON cncourages its personnel to generate ar-
ticles, manuseripts, etc., and no author should feel this
process will infringe upon his creativity. The following
suggestions will facilitate the security review process.

Familiarize yourself with the directives. Applicable
guidance is found in OPNAVINST 5510.1H, SECNAV-
INST 5720.44A, and MCO 5510.9A.

Don’t assume that because something is in print, it's
unclassified. There are many published works which never
received a security review and were never officially ap-
proved for public release. Such documents are not valid
unclassified sources.

Submit all work proposed for public release. Re-
member, even ifit remotely dealswith a Navy topic, it could
have security implications if rcleased to the public.

Conform to submission requirements. Submit six
copies of the work for review.

Allow enough time for an adequate review. Allow at
least four weeks (not including mailing time) for a security
review to be completed. Length of material, complexity of
content and other mitigating factors impact review time,
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New security specialists in place

Information and Personnel Security personncl have
been assigned to the Naval Investigative Service Regional
Offices (NISRO) in Pearl Harbor, Mid-Atlantic (Norfolk),
and London. Their duties include organizing security
training seminars, conducting bricfings, supporting IG in-

George L. Jackson
NISRO Pearl Harbor, Hawaii

Box 76, Pearl Harbor, Hl, 96860-7200
AV:431-0111 (ask for 471-8473)

Comm: (808) 471-8473

RANKIN update

spections, interpreting security directives, visiting activities
in assistance roles, and developing security plans. These
Information and Personnel Sccurity Specialists comple-
ment the Law Enforcement and Physical Security (LEPS)
Assistance Teams in their respective regions.

Robert C. Allen
NISRO Mid-Atlantic Region

Norfolk, VA, 23451-6498
AV: 565-2247

Comm: (804) 444-2247

Ronald Bell
NISRO Europe

Box 11, FPO New York, NY 09510-3000

AV:01-868-2457

New and revised directives

by Ronald Marshall
RANKIN Program Manager

S

revised;

o far this year, the following
classification guide series
have either been created or

OPNAVINST 5513.14, Depart-
ment of the Navy Sccurity Classifica-
tion Guidance for Space Programs,
dated 10 March 1988.

OPNAVINST S5513.4C, Depart-
ment of the Navy Security Classifica-
tion Guidance for General Intelli-
gence, Cover and Deception, Security
and Investigative Programs, dated 13
July 1988.

OPNAVINST 85513.13A, Depart-
ment of the Navy Security Classifica-
tion Guidance for Non-Acoustic Anti-

Submarinc Warfarc Programs, dated
19 September 1988.

Thenext series tobe promulgated
will be OPNAVINST S5513.8B, De-
partment of the Navy Security Classi-
fication Guidance for Electronic
Warfarc Programs. That series is
nearing completion and should be
distributed about March 1989. The
revision will include new guidance on
the AN/WLQ-4(V)1, an advanced
signal cxploitation system, and the
AN/WSQ-5(V), a countermeasures
receiving set. Two additional guides
implement new JCS guidance on
Wartime Reserve Modes and new
DOD guidance on HighPower Micro-
wave Technology.

Following the revised OPNAV-
INST S5513.8, guide users can expect
arevised OPNAVINST S5513.6C, Se-
curity Classification Guidance for
Communication and Satcllite Pro-

grams around May.

Copics still remain of DOD
5200.1-1, the DOD Index of Sccurity
Classification Guides. This index is
useful to program managers to deter-
mine whether there exists classifica-
tionguidance that may be relevant and
adaptable to their systems, programs,
plans, and projects and, if such guid-
ance exists, where tofind it. Use of the
Index is necessary to avoid divergent
sceurity classification determinations
between the components over like
information.

If you need assistance regarding
DON classification guidance, or
would like a copy of the DOD Index,
the RANKIN Program Manager, Mr,
Ronald W. Marshall, may be reached
at Commercial (202) 433-8861, or Au-
tovon 288-8861. #
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PERSONNEL

SECURITY

by Mary Ming, Head
NISCOM Personnel Security Division

nly U. S. citizens are eligible
o for a security clearance.

Immigrant aliens and non-U.
S. citizen (foreign national) personnel
may not be granted clearances and
should not be employed in dutics that
may require access to classified infor-
mation.

Enlisted foreign nationals may
not enter ratings or Military Occupa-
tional Specialitics which generally
require security clearances. In the
past, Philippine nonimmigrant alicns
onactive duty were authorized, by ex-
ception, to be considered for Confi-
dential security clearances. Under the
newpersonnelsecurity policy, theyare
no longer cligible for such considera-
tion -- however, they may be consid-
ered for a Limited Access Authoriza-
tion (LAA).

Each security clearance that was
granted to a Philippine nonimmigrant
alicn or other foreign national under
previous policy must be reviewed to
determine whether the conditions for
LAA apply. If an LAA appears to be
justificd, a request may be submitted
in accordance with paragraph 24-6 of
OPNAVINST 5510.1H as soon as
possible. The clearance entry on

OPNAYV Form 5520/20 must be anno-
tated with the date the LAA request
was submitted and clearance may be
retained until response to the LAA
request is received. If the command
cannot justify an LAA, the security
clearance must be administratively

withdrawn immediately and the
OPNAV Form 5520/20 annotated
accordingly.

When there are compelling rea-
sons to grant access to classified infor-
mationtonon-U.S.citizensin further-
ance of the Department of the Navy
mission, including special expertise,

forcign nationals may be considered

for an LAA under the following condi-
tions:

1. LAAs must be limited to the
Secret and Confidential levels only;
LAAs for Top Secret are prohibited.

2. Access is limited to classified
information rclating to a specific pro-
gram or project.

3. Disclosure authority deter-
mines that access to classified infor-
mation is consistent with releasability
to the individual’s country of origin,

4. Access is based on favorable
completion of a Background Investi-
gation (BI) scoped for 10 years; where

full investigative coverage cannot be
completed, a counterintelligence-
scope polygraph examination will be
required.

5. A foreign national employee
must agree to a counterintelligence-
scope polygraph examination before
being granted aceess.

Requests for LAA must contain
the identity of the individual for whom
LAA is requested, including name,
date and place of birth, current citi-
zenship, social security number (if
held), status (immigrant alien or for-
eign national); date and type of most
recent personnel sccurity investiga-
tion (If a BI has not been completed
within the past five years, the forms
required for BI must be enclosed);
level of any security clearance granted
under previous policy; the position
requiring access and the nature of the
specific program material (delinated
as precisely as possible) for which
access is requested; the compelling
reasons for the request; the expected
termination of the LAA; and a state-
ment that the candidate has agreed to
undergo a counterintelligence-scope
polygraph examination when needed.

These requests must be submit-
ted to CNO (OP-09N2). %
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by Mary Ming, Head
NISCOM Personnel Security Division

ersonnel sccurity investiga-
P tions overseas are difficult to
complete in a timely manner.
To expedite these investigations prior
to deployment or transfer overseas,
the Defense Investigative Service
(DIS) has developed the “Catch ‘Em
In CONUS” (CEIC) program to re-
duce completion time and number of
overseas lead requirements on Special
Background Investigations (SBIs),
Background Investigations (Bls), and
Periodic Reinvestigations (PRs).
This program facilitates dirccet
communication between the com-
mand sccuritymanager and the servic-
ing DIS office. It enables DIS agents
to conduct military reference inter-
views and command related inquiries
on ships/squadrons preparing to de-
ploy and aimed at accomplishment
prior to the individual's departure for

an overscas permanent change of sta-
tion (PCS) or long term deployment.

Security clearance request pack-
cts should be submitted at lcast 90
days prior to any scheduled long-term
deployment or overseas PCS. How-
ever, those requests that become
known to the command with less than
90 days remaining may be submitted
by utilizing CEIC procedures. DIS
advises that the “Catch ‘Em In
CONUS” program can and should be
employed even when almost no ad-
vance notice of a movement is pro-
vided. In many instances, DIS maybe
able to have an investigator on the
scene immediatcly.

To assure consistent and orderly
case processing for any personnel
making a long-term deployment or
overscas PCS move requiring a Top
Secret clearance, the following proce-
dure should be followed:

The personnel officers, com-
manders or sccurily managers must
identify personnel eligible for “Catch
‘Em In CONUS” SBI, BI or PR as
soon as possible.

The individual scheduled for
PCS overseas or long-term deploy-
ment should complete Personnel
Sccurity Questionnaire (DD Form
398), Applicant Fingerprint Card
(DD-258), and Authorization for
Release of Information and Records
(DD Form 2221) and submit them to
the requester of the investigation.

The base-authorized re-
quester should initiate a security

clearance request packet 90 days prior
to departure.

The request packet consists of the
following forms:

a. Original and two copies
of Request for Personnel Sccurity
Investigation (DD Form 1879);

b. Original and four copies
of DD Form 398;

c. Original and two copies
of National Agency Check (NAC)
Request (DD Form 398-2) for spouse
if request is for SBI and a prior NAC
had not been conducted previously.
(No spouse NAC s required for Bl or
BI-PR);

d. Two copies of DD-258;

e. One copy of DD Form
2221,

The requester initiates a CEIC
request for investigation by notifying
the Jocal DIS agent by telephone. A
suspense copy of all request forms
should be retained for forwarding to
the gaining command in the event the
SBI, Bl or PR is not completed before
the subject’s PCS move.

The DIS agent will pick-up pack-
ets and review them for accuracy and
completeness, conduct the subject
interview and follow-up local leads.
The agent then forwards the request
to DIS headquarters for processing
and completion of other nccessary
lcads, *
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STOP/
Don't use SF-86...yet!

he Office of the Under Secretary of Defense for

I Policy has advised that Navy activities should not

usc the new Questionnaire for Sensitive Positions

(SF-86 (Rev. Oct87)) pending a final decision by the Office

of Personnel Management (OPM) concerning the listing

of five vs 15 years for the background investigation. SF-85

(Rev. Feb 66) Questionnaire for Non-Sensitive and Non-

critical-Sensitive National Agency Check Investigations

(NACIs) should be used until guidance is provided on the
new forms.

The Office of Personnel Management (OPM) issued
Federal Investigation Notice 88-6, which extends the date
for required use of the SF-86 from 16 Sep 88 to 1 Apr 89.
Beginning 1 Apr 89, all SF-86s completed in conjunction
with a NACI for a noncritical-sensitive position will be
submitted to OPM-FIPC, Boyers, PA 16018.

SF-85 (Rev. Dec 87) was recently approved by the
Office of Management and Budget (OMB). The new SF-
85 is expected to be available for use by 1 Apr 89 with a
revised required use date of 1 Oct 89. In accordance with
the Federal Investigation Notice 88-6, all NACI requests
for nonsensitive positions submitted via SF-85 must alsobe
accompanied by a copy of the Application for Federal Em-
ployment (SF-171 (Rev. 2/84)).

Commands should order these forms through their
FEDSTRIP/ MILSTRIP ordering system per NAVSUP-
PUBs 437 and 485, and DODINST 4140.17M. Also see
NAVSUPPUB 2002 (available on microfiche only).

SF-86 (Oct 87) should be used after resolution of the
5vs 15 years question or by 1 Apr 89. The stock number is
7540-00-634-4036. The stock number for the Continuation
Sheet for Questionnaire for Sensitive Positions (SF-86A)
is 7540-01-268-4828.

“Requesting OPM Investigations” (Oct 87) (Pamphlet
OFI-15) has been designed to answer questions on the
automated system and contains instructions on how to fill
out the “Agency Use Only” block on SF-85 and SF-86. If
you have not received this pamphlet, contact OPM-FIPC,
Attn: Supply Clerk, Boyers, PA 16018 or call (412) 794-
5228.
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The importance of

DD-398

efense Investigative Service (DIS) is the single

personnel security investigative agency for the

Department of the Defense (DoD) including the
military departments, defense agencies and DoD contrac-
tors.

The term Personnel Security Investigation (PSI) de-
scribes an inquiry by an investigative agency into an
individual’s activities for the specific purpose of making a
personnel security determination.

To conduct the required investigation, it is necessary
that the investigative agency be provided certain relevant
data concerning the subject of the investigation. It is
incumbent upon the subject of each personnel security
investigation to provide, to the greatest extent possible,
required personal information.

At a minimum, the individual must complete the
appropriate investigative forms (DD 398 for conduct of a
Background Investigation (BI), Special Background Inves-
tigation (SBI) or Periodic Reinvestigation (PR) and DD
398-2 for conduct of a National Agency Check (NAC) or
Entrance National Agency Check (ENTNAC) for first
term enlistee), provide fingerprints of a quality acceptable
tothe Federal Burcau of Investigation (FBI), and sign DoD
Authority for Release of Information and Record (DD
Form 2221).

DIS claims that they have encountered a problem in
completing questionnaires by members of the Reserve.
Frequently, no information is included on the forms con-
cerning unit of assignment, duties or locations, in conjunc-
tion with the conduct of a NAC, BI, SBI or PR.

Item 12 of DD Forms 398 and 398-2 must reflect each
current or former military assignment of all Reserve
members. The directions for this item stipulate that full or
part-time employment be listed. The inclusion of this
information on the sccurity questionnaire is cssential in
assisting DIS in conducting a comprehensive and timely
investigation. Otherwise, investigation requests may be
rejected or an incomplete investigation will be conducted,
which may result in inaccurate findings. In both instances,
it could cause delay in the investigation processing, *
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MILITARY

WORKING DOGS

by JO1 John S, Verrico
NISCOM Public Affairs Assistant

nApril 1988, armed intruders were discovered on the
Arraijan Fuel Farm, four miles from Naval Station
Panama Canal, Rodman, Panama. Members of the
Marines’ 3rd Battalion, 4th Regiment, "I" Company en-
gaged the intruders in an exchangeof fire. One Marine was
killed. This was the second incident of hostile fire in 1988.

Naval Station Panama Canal, located in the center of
political unrest, had been experiencing frequent incidents
of unauthorized entry. In some instances intruders were
*jumping the fence’ in the surrounding jungle in what is
believed to be attempts to burglarize the Marine Corps Ex-
change and other facilities. But other intruders, some of
them armed, were sighted near the fucl depot. None of the
intruders had been captured and their identities were un-
known, as were the motives behind the intrusions near the
fuel depot.

Marines from the Atlantic Fleet Antiterrorism Secu-
rity Tecam (FAST) were deployed to Panama to beef up se-
curity and began making regular patrols of the jungle area
surrounding Arraijan.

On 15 May 1988, four Navy patrol dog tcams were sent
to assist with sccurity throughout the Naval Station.

First Class Master-at-Arms Joseph D. Whipple and
his Belgian Malinois, Rex, from Naval Air Station Fallon,
Nevada; First Class Boatswain’s Mate Frank W. Downs
and Dejone, a Belgian Malinois, from Naval Air Station
Miramar, California; and First Class Master-at-Arms
Linda R. P. Cornett and Robby, a Belgian Shepherd, from
Naval Weapons Station Yorktown, Virginia, were among

O o o o e o e

Navy dogs /mvaode

Panamanian /ung/e

MWD teams aid Marine patrols
defending Arraijan Fuel Farm,
in skirmishes with intruders

the first to arrive. First Class Master-at-Arms Edward T.
Croissant, between duty stations at U.S. Naval Air Station
Bermuda and Naval Air Station Oceana, joined the group
later with J.J., a German Shepherd. The teams would
remain in Panama until the facility received it’s own MWD
teams in late August.

The dogs’ superior sense of smell and hearing enabled
security patrols to find things and detect intruders where
they could not do so before and the advantage of having
patrol dogs was soon realized. Whipple, Downs and
Croissant, with their dogs, joined the Marines during day
and night patrols at Arraijan. Cornett, the only female in
the group, was not initially allowed to participate in the Ar-
raijan patrols because it was a potential hostile-fire arca.
She and Robby at first performed perimeter patrols and
other security functions at the naval station, and later was
given opportunity to participate in jungle patrols.

The jungle was a completely new experience for these
sailors and their dogs -- it was hot, humid, thick with
undergrowth and slick with mud from frequent heavy rains.

"The Marines don’t be-
lieve in following trails,"
Downs commented, on the
Marine Corps habitual
avoidance of established

¥ ANavy dog alerts toward an area

of thick brush during a jungle
patrolin Panama, BM2 Harold W,
Garms and his Rottweiler are one
of the permanent MWD teams
now assigned to Naval Station
Panama Canal. (Photo by BM1
Frank W. Downs)



trails and preference for moving through the roughest
terrain. "They make their own to avoid ambush and booby
traps..The mud was bad. You would climb half way up a
hill, then slide all the way back down again.

"I lcarned a lot down there,” he said. "It was a whole
newenvironment forus. WhenIfirst sawthe jungle,Iswore
my dog wouldn’t do it...but it wasn’t the dogs who needed
to adjust -- it was us!"

"Robby made abeliever out of me!” Cornett said of her
dog’s performance in the jungle. "He even climbed a
tree...A dog will do anything!"

Rex earned the title "Wonder Dog™ in Panama.
Whipple and Rex performed many night patrols, and in the
jungle, night is synonymous with black, as the canopy keeps
out any traces of moonlight. Whipple related his first night
patrol where he had actually bumped into the man walking
in front of him in the darkness. "I stopped and apologized
and he had said 'No problem,™ Whipple said. "I only had
turned away for a moment, then looked back at where I
knew he was standing and waited for him to move again.
But he didn’t. After several minutes I finally asked him
what the hold up was and why we weren’t moving on. I got
no answer. That’s when I realized I was looking at a tree."

In the jungle at night sound is distorted and Whipple
had not heard the patrol move on. "I was scared...the first
thing they had told me was not to get separated and here I
was far behind them, Iturned to Rex and said,’Find them.
Rex put his nose to the ground and we were soon back with
the rest of the group.”

On several occasions, Rexwas used to find people that
had become separated from the rest of the patrol, a
common occurrence in the blackness of the jungle. "Rex
just put his nose to the ground again, backtracked and
found them, then brought us all back to the group
again...cveryone just started calling him "Wonder Dog,”
Whipple said.

The ’excitement’ didn’t stop with being in the jungle.
During a routine night patrol on 19 July an accidental dis-
charge spooked a group of intruders who, in their attempt
to run away, ran into another platoon of Marines. Shots
were exchanged between the groups until a grenade ended
the skirmish. When the smoke cleared, Downs’ dog,
Dejone alerted again in another direction and another
intruder was found. When he realized he had been seen,
he ran, Shots were fired, but the intruder escaped. Downs
was present during a similar skirmish on 22 July. Both
Downs and Croissant were involved in another fire-fight on
2 August whena 12-man patrol fired at another group of in-
truders. Croissant himself fired 20 rounds in that incident.

Although Whipple and Rex did not get directly in-
volved on the front line during these situations, they did

MA1 Edward T. Croissant and J.J. stake out an area in the dense
jungle area surrounding the Arraijan Fuel Farm at Naval Station
Panama Canal. (Photo by BM1 Frank W. Downs)

help byplaying an important role. Whenever ahostile force
was engaged in fire, Whipple and Rex would go with a
another group of Marines into the jungle in an attempt to
locate possible points of retreat.

It was very exciting, all the handlers agreed.

A temporary kennel had been set up at the naval
station for the visiting dogs and plans were in the works for
a permanent facility to be built for future MWD teams.

"The can-do attitude and professionalism of the men
and women of the Navy’s Military Working Dog program
were exemplified in the performance of this mission,” a
CINCLANTFLT representative stated. "We can all be
justly proud of the work and cfforts of these individuals who
with almost no notice were placed in combat vs law
enforcement positions."

By mid-August the naval station’s permanent MWD
teams started to arrive and after turn-over and training, the
temporary teams began cycling back to their regular duty
stations. *
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by JO1 John S. Verrico, NISCOM,
as told to by MA1 Linda R. P. Cornett,
NWS Yorktown

hen I arrived at 3rd
Battalion’s main camp for
the morning’s briefing, I felt

a little ridiculous -- covered with body
armor and web gear, a .45 caliber
pistol on one side and a MK-3 knife on

34

the other, a camouflaged steel helmet
balancing on my head -- sort of like a
child playing ‘soldicr.’

But as I sensed the weight of all
the gear loading me down, I rcalized
this was not a game. It was a time to
pull together all of the training T have
received and put it to work.

The briefing covered the route we
would be taking and our mission ior

5 4
A,

A
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the day. Departure time was sct for
1200. After the briefing I practiced all
the appropriate hand signals with my
Belgian Shepherd partner, Robby,
and the rest of the group. By 1145, 1
was gobbling down my MREs and
starting to apply masses of green and
brown paste all over my face.

At noon, camouflaged and ready,
I got in line with the patrol and began



our journey along the east side of the
fuel depot. There were eight of us,
each with their own special job to
perform.

When we reached our first check
point and radioed that we were enter-
ing the jungle, the tension and excite-
ment mounted. "I was really going in
there,"I thought as the significance of
the mission struck home. Naval Sta-
tion Panama Canal was in an area
plagued with political unrest and
armed intruders had been seen on

One dog handler’s
rewarding experience

several occasions. No one was sure
who the intruders were, nor the ulti-
mate purpose of the infiltration. The
Marines who were stationed here to
protect the Arraijan Fuel Farm were
making regular patrols of the jungle
surrounding the base. Now I was
joining them,

The jungle was a hot, humid and
dreadful place. Little light penetrated
the tangle of vines and branches in the
jungle’scanopy. Atnight it was an inky
void -- the trails couldn’t be seen at all
in the endless blackness. And it was
quiet. You could hear a monkey rus-
tling through the thick branches or a
snake slither along its belly in the
heavy undergrowth. A myriad of in-
sects provided a continuous buzzing in
our ears.

“Watch out for that snake,”
someonc whispered almost too late.
One of the many local varicties of
poisonous snakes was only inches
from my foot. Almost instinctively I
reached down and decapitated the
reptile with my knife before he could
do any damagc.

When we reached the next check

point, the group halted. Several of the
others had encountered a nest of fire
ants and had to cast off some of their
gear to shed the insects.

I positioned Robby upwind of the
rest of the patrol and watched for any
changes in his behavior signalling the
approach of intruders. You couldn’t
sce far into the jungle around us and
you never knew when or if anyone else
was nearby. The presence of patrol
dogs, like Robby, gave us more of an

edge.

The humidity was trapped under
the jungle foliage and we all needed to
cool down and drink some water be-
fore we moved on.

We hadn’t gone far before Robby
gave an alert down a trail off to our
right. I signalled for a halt and in-
formed the patrol leader of Robby’s
reaction. I took one of the Marincs
with me and we started down the trail
with Robby as point.

He led us to an area which ap-
peared to be a central campsite used
by intruders. As Robby took us
around the site we found a palm tree
that had been cut about twelve feet
from the basc. The leaves had been
used to make a shelter for protection
from the rain. Robby led us further
where we noticed a spot on the ground
where fires had once been built. Sev-
eral trails led away from the spot in
different directions.

By now I had lost my sense of
direction and had to rely on Robby’s
ability to take us back to the patrol.

“Okay, boy. Take us back.” He
looked around and darted up onc of
thetrails. Afewminuteslater we were
back with the rest of the group, our
findings plotted on the platoon
leader’s map,

The humidity was takingits tollon
allofus asevidenced bythe sweat drip-

ping from everybrow. My camouflage
blouse was soaked and the body armor
was getting rather uncomfortable.
Each step we took was more tiring
than the one before, but our mission
wasn’tover. As we continued tofollow
the main trail, up and down hills and
through the thick jungle brush, mylegs
began aching. Robbyalsoappearedto
show signs of wear, as did the Marines.
When we finally reached our last
check point the camouflage paint had
been practically washed from our

troll

faces by sweat,

Aswe came out of the jungle I felt
a great sense of accomplishment.
Robby and I had really seemed to
make a difference -- to add to the out-
come of the mission-- and Iwasproud.

As Necal Armstrong once said,
“One small step for man, one giant
step for mankind.” Or should I say
‘womankind.’ *

Becausc she is female, MA1 Cornett was
faced with many concerns about her par-
ticipation in patrols of the jungle around
Arraijan Fuel Farm, which was consid-
cred a potential hostile-fire zone. During
the first month of their assignment to
Panama, Cornett and Robby mostly spent
their time performing perimeter patrols.
But the success of the other teams proved
thebenefits of havingdogs assistin the pa-
trols, and the insistence by the other dog
handlers that Cornett’s abilities were
equaltotheirshelped convince the officer
in charge that she could handle the situ-
ation. Eventually, she wasallowed tojoin
the Marinesin the jungle at Arraijan. She
proved their faith in her, completing four
successful jungle patrols, and became the
first known Navy female dog handlertogo
into a potential hostile-fire area. She
thanks her fellow dog handlers for their
support in giving her the "opportunity of
a lifetime.”
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Rex covers one suspect while MA1 Joseph D. Whipple searches another in this dramatizatibn of a recent incident where the patrol dog may
have saved his handler's life by locating and covering a second man hiding in the sagebrush at night - enly eight feet away from the unwary
sailor searching a prisoner in the Nevada desert. (Photo by Jim Ricks, NAS Fallon)

Dogs in the desert == training's the key

by CDR Olin D. Briggs
Public Affairs Officer, NAS Fallon

verybody knows the old saw about a man’s dog
being his best fricnd, but if you're a Navy dog
handler that adage is engraved in steel.

Take the recent case of First Class Master-at-Arms
Joseph D. Whipple who took his patrol dog into the sage-
brush desert aboard Naval Air Station Fallon to find a
suspected felon who was hiding in the sand. He found his
manin the dark, butit was his partner who found the second
suspect that no one knew was there,

“Standing out there in the ficld covering my man, I had
probably the most scared moment of my life when I finally
rcalized that Rex was covering a second suspect no more
than cight feet away,” Whipple said.

By doing all that a good Military Working Dog
(MWD) is supposed to do, and finding the other man,
there’s a good possibility that Whipple owes his life to his
Belgian Malinois partner.

36

When Whipple works with Rex iC’s hard to tell who's
in charge.

“We don’t work that way, we're ateam,” Whipple said.
“Each of us takes turns leading. We play off against cach
other to accomplish our mission.”

After a six-year stint in the Army, Whipple cameto the
Navy specifically to work with the Military Working Dog
Program.

From the moment he reported to the MWD training
school at Lackland AFB in San Antonio, Texas, the six-
foot, 215-pound Whipple knew he had found his milicu,

“We learned the psychology of the dog first -- what he
needs, when he should cat, sleep and become a kind of
mini-veterinarian so that we could take care of our partner
the right way,” he said.

“Most is plain common sense. The bottom line is
simply that the better the handler responds to the dog, the
more valuable the team is to the command.”

The Fallon assignment was a tough start. The station
is gcographically isolated and Whipple was originally the



only person working in the MWD program.

His first dog, Flash, a straight drug detector dog who
now works with Second Class Aviation Structural Me-
chanic (Equipment) Kerry D. Wecks, the other MWD
handlerat Fallon. Weekswas scelected for conversion to the
Master-at-Arms rating by the October 1988 selection
board.

Even though there have been few actual arrests on
drug offenses, Capt. Ray Alcorn, Fallon’s Commanding
Officer, is convinced that the MWD drug prevention
program is a Success.

“The presence of the MWD team is an active deter-
rent,” Alcorn said. “In law enforcement terms, it’s compa-
rable to the patrol officer parking his police cruiser in his
driveway at his home -- just knowing the law enforcement
presence is there discourages wrong doing.”

Continual training is the key. The prerequisites for this
training: (1) patience; (2) knowledge; and (3) practice.

Under an arrangement with the Nevada Drug En-
forcement Agency, weekly proficiency sessions are held in
a cooperative training program.

The dog handler for the El Dorado (California)
Sheriff's Department, Terry Fleck, also jumps into this
training cvolution with his dog, Dirk, whenever he’s not
busy with Search-and-Rescue (SAR) missions in the Sierra
Nevadas.

Rex also gets occasional SAR training, but is not
provided any training on sniffing out explosives.

“You could teach a dog to find explosives as well as
drugs, but you would not know which one he has found. You
don’t cross the boundaries here!” Whipple commented.

Rexand Whipple concentrate on crowd control, crime
suppression (patrol), building scarches, riot control, and
similar functions.

“When patrols find an open door in a building, they
send for us,” Whipple said. “That’s the scariest moment for
a patrolman, having to go through an open door into a
darkened room.

“We announce that anyone in the building should
comc out immediately or we will release the dog,” Whipple
said. The spicl goes like this: “The dog will find you and
he will bite you. There’s no use in hiding.”

Whipple said he would much rather conduct a building
search with Rex off a leash than with a fellow patrolman.

“If I had to go through an open door I would present
atarget 6-feet tall and 215 pounds wide,” he said. “Rex is
one-third my height and body mass -- he'’s a smaller target.
In addition, the dog strikes a spasm of fear in a felon’s heart
that a patrolman doesn’t...it’s the morbidity factor, the
gruesome consequences of being attacked by the dog.”

If the incident in the sagebrush was the scariest one for
Whipple, an incident in Hanger 300 made him the angriest.
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“We were scarching a locker with Flash when the
suspect, who had been very nice up to that moment, came
unglued and kicked my dog and assaulted me,” Whipple
said. “It didn’t bother me that he shoved me, but it did
tighten my jaws that he lashed out at Flash...He was lucky
that it was the drug dog that he attacked and not Rex. Rex
would have amputated his foot.”

Among the many experiences with the dogs, there are
incidents that MWD handlers would just as soon forget --

such as the time that Flash answered the call of nature on
a sailor’s sea bag while a drug check was being held at the
transient hanger. The sailor turned out tobe adog lover and
was tolcrant and understanding.

During another incident, while on a joint training
venture with California and Nevada law enforcement offi-
cials, the group was having lunch in a fast-food restaurant,

“One of our group always takes care of the drug
training aids that we use with the dogs,” Whipple recalled.
“The place was packed and while we were at the counter
ordering, one of the civilians came in and asked: ‘Who has
the aids™?”

“I've got the aids,” one of our guys said, (and) boy, did
that placc empty out in a hurry. By the time that we
understood what was happening, we tried to explain, but
nobody was listening,” he said.

But the scriousness of the mission overrides the
moments of levity.

“Fallon’s tough on us and the dogs,” Whipple summed
it up. “The extreme heat of the summers and the extreme
cold of the winters are challenges, but the toughest factor
to deal with at Fallon is the altitude. At 4,000 fect neither
the human body nor the canine body works as well as they
do at sea level. It’s obvious in just routine patrol work, but
it's amazingly obvious when Rex and I go out and run
around the 9.6 miles of perimeter fence at the air station
four times a week.” %

Flash, NAS Falion's drug detector dog, locates drugs hidden under
the bumper of a car. (Photo by Jim Ricks, NAS Fallon)

Sentry 37

Fall 1888/ Winter 1989



Privacy

A relative term

by Lt. Robert C. Wyda, NISCOM Asst. Staff
Judge Advocate & MA1 Thil D. Hurley,
Former NISCOM Asst, for MA Programs
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carch and seizure is an impor-
s tant tactic in investigating and

prosecuting crime. While this
all-important investigative tool may
seem like an invasion of privacy, pri-
vacy is a subjective term. What one
person may feel is a violation of their
rights is not necessarily what the gen-
eral public would feel in the same
situation.

The key to conducting lawful
scarch and seizure operations rests in
the ability to identify what a legitimate
expectation of privacy is, and what the
general public will feel is objectiona-
bly rcasonable.

In two recent cases, the Supreme
Court said no search warrant was
required because the "expectation of
privacy” was not reasonable and there
was no violation of rights.

In California v. Greenwood, 486
U.S. __,1088S. Ct.1625(1988), the po-
lice, acting on information that
Greenwood might be involved in nar-

cotics trafficking but lacking probable
cause to obtain a scarch warrant for
his residence, arranged for the re-
trieval of Greenwood’s garbage. Po-
lice found that the garbage bags, which
had been left on the curb in front of
Greenwood’s house for regular trash
collection, contained evidence of drug
us¢ and on this basis were able to
obtain a warrant to scarch his house
where quantities of cocaine and hash-
ish were subsequently seized.

At trial, Greenwood contended
that the search of his trash bags was
unreasonable and therefore illegal.

A two-step analysis is now being
used by the Supreme Court to deter-
mine if an unconstitutional search and
scizure has taken place. The first step
asks whether the defendant has a
subjective expectationof privacy inthe
area being searched. If the answer is
“yes,” then the next step asks if that
expectation is acceptable to socicty as
objectively reasonable. A “yes” to
both questions indicates that an un-
rcasonable search has occurred, un-
less a valid search warrant had been
issued.
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In Greenwood, the Court con-
ceded that the defendant may have
had a subjective expectation of privacy
in the contents of his garbage bags.
But, since the defendant voluntarily
left the trash for collection in an area
particularly suited for public inspec-
tion, his claimed expectation of pri-
vacy was not objectively reasonable.
The Court noted that it was common
knowledge that plastic garbage bags
left on the street are readily accessible
to "animals, children, scavengers,
snoops, (or) other members of the
general public.” In addition, the rea-
son the refuse is placed on the curb is
for conveyance to a third party -- the
trash collector -- who may sort
through the garbage himsclf, or per-
mit others, such as the police, to do so.

The Court noted that the police
cannol reasonably be expected to
avert their eyes from evidence of
criminal activity that could have been
observed by any member of society.
By exposing his garbage to the public,
the defendant gave up any reasonable
expectation of privacy forits contents.

In another case, California v,
Ciraolo, 476 U.S. 207,211 (1986) ade-
fendent had built a 10-foot privacy
fence around his home to conceal
marijuana plants. Police, suspecting
that he was growing marijuana, flew
over his yard in a chartered private
plane and were able to see the plants
with the naked eye. The Supreme
Court ruled that the police overflight
did not intrude into the defendant’s
privacy any more than that of an occa-
sional civilian casually observing his
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yard from a private plane, thereby
removing any “reasonable” expecta-
tion of privacy. Since the police acted
in the same manner as any member of
the flying public could have and the
defendant had failed to take measures
to prevent a casual observance from

The absence of “legitimate” ex-
pectationsof privacymeans that inves-
tigative activities do not violate the
Fourth Amendment and the normal
pre-requisites for a search -- probable
cause, reasonable suspicion or search
warran(s -- are not required.

the air, their “scarch” did not violate If the public has access -- so
any legitimate expectation of privacy,  do the police! *
and was legal.
r?
)
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TECHNICAL
SECURITY

The requirements and responsibnies

of e Navy mstrumented TEMPEST Frogran

s a Navy manager you may get
A involved in purchasing an

Automated Data Processing
or other electronic system to process
classified information. As managers,
we are mainly concerned with ensur-
ing funding is available and that the
contracts arc inplace. However, there
is a greater responsibility -- to system
seeurity.

While most sccurity concerns
occur after the purchase of equip-
ment, security for electronic proces-
sors of classificd information must be
considered prior to even ordering it.

Electronic equipment, by nature,
gives out unintentional ¢cmanations.

by Michael |. Dunnington
Head, NISCOM TEMPEST Division

These signals, known as Compromis-
ing Emanations or TEMPEST, if in-
tercepted and analyzed, may disclosc
classified information transmitted,
received, handled or otherwise proc-
essed by any information-processing
cquipment.

Navy implementation of the Na-
tional Policy on the Control of Com-
promising Emanations is found in
OPNAVINST C5510.93E dated 22
February 1988. This instruction ap-
pliestoall activities of the Department
of the Navy, Coast Guard and Navy
contractors.

The directive implements, for the
first time, an evaluation process, out-

lined in enclosure (3) of the instruc-
tion, that determines specific counter-
measures that must be used inorder to
process classified information clec-
tronically. The evaluation takes into
account command location, equip-
ment used to process the classified
information, and the level and volume
of the information processed.
Countermeasure evaluations are per-
formed by the user command with the
assistance of the command or local
TEMPEST Control Officer.

After countermeasures are im-
plemented and the equipment is pur-
chased, the evaluation is attached as
an enclosure to the TEMPEST Vul-



nerability Assessment Request.

This Request is required for all
shore fix-plant or transportable classi-
fied information processors (specific
exclusions are listed in the instruc-
tion), and is used to determine
whether or not an Instrumented
TEMPEST Survey is required.
TEMPEST Vulnerability Assessment
Requests, in letter format, should be
submitted to Commander, Naval In-
vestigative Service Command, Code
0026T, Washington, DC 20388-5000,
and must contain information out-
lined in enclosure (4) of the instruc-
tion. (COMNISCOM is the Exccutive
Agent for CNO TEMPEST Policy.)

Navy TEMPEST policy for ships,
aircraft and prototype systems are
also outlined in enclosure (4).

OPNAVINST C5510.93E also
implements the Navy TEMPEST

Control Officer Program for the
Commandant of the Marine Corps,
the Chief of Naval Opecrations, and
sccond echelon commands, These
commands are requiredto designate a
TEMPEST Control Officer at the
headquarters level; however, it is rec-
ommended that TEMPEST Control
Officers be designated at all command
levels. By having these individuals
designated at the facility or station
level, the command ensures a detailed
knowledge of all classificd informa-
tion processors under their responsi-
bility.

TEMPEST Control Officers as-
sist equipment users in the perform-
ance of countermeasures evaluations,
coordinate TEMPEST Vulnerability
Assessment Requests, and maintain a
library of TEMPEST-related docu-
ments. They also ensure the com-

MEASURES

TEMPEST ¢ oNTAIL

mand implements TEMPEST re-
quirements and conducts periodic
checks for compliance, and maintains
an awareness of all new procurement,
development, or installation pro-
grams, ensuring that TEMPEST input
or support is obtained.

TEMPEST security is not just the
concern of a chosen few. TEMPEST
Control Officers and TEMPEST
Program Managers cannot do their
job without the cooperation and vigi-
lence of day-to-day equipment users.
It is the responsibility of all those who
process classified data electronically.

(Copies of the instruction may be ob-
tained from the Navy Publications and Forms
Center, Philadelphia, PA. Stock number is
0690-1P-001-0920.) %
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How can you avoid the devastating effects
of the loss of critical computer data?
A good back-up system can save the day!

by Jerry T. Oney
Asst. Director, NISCOM Information Systems

he last several months have seen a number of

articles in newspapers and magazines describing

the dangers of computer viruses and the need to
vaccinate our equipment against the AIDS of the computer
world. These storics make for spectacular copy, but the
actual threat posed to individual microcomputers by vi-
ruses is fairly negligible, especially in comparison to other
threats.

Intruth, more damage is done to computers by leaking
roofs and clumsy-fingered Personal Computer (PC) users
than by all viruses, worms, trojan horses, trap doors and
logic bombs combincd!

Based upon observations, the most overwhelming PC
sceurity problem is the loss of critical data due to inade-
quate back-ups. The major culprit in most fiascos is the
internal hard disk -- the famous “C” drive. All of us learn
a hard lesson when we inadvertently format the “C” drive
or experience a hard disk failure that results in the loss of
critical data. For many of us its like the first visit to the

woodshed with Dad -- after the first trip, there is a great
desire to avoid the same fate again,

For a variety of reasons, users do not learn to make
back-up copies of even their most critical files. The process
of copying large hard disk files to multiple floppy diskcttes
canbe exceptionally frustrating. Under the best of circum-
stances, copying 20 megabytes of data to a large number of
floppies can be very time consuming,

Because of its convenience, the hard disk has made it
difficult to develop a good back-up habit until it is too late.

We all tend to believe “it can’t happen to me,” but
when disaster strikes and we spend several hours explain-
ing how it happened to our supervisors, reprogramming
and re-creating files, then data back-up assumes the status
of a religion.

There are a number of tactics you can employ to
develop better back-up habits.

TACTIC 1-- Beaware ofthe threats against your system.
Shown at Figure (1) is the one-minute manager’s guide to
information security threats. Allitems are athreat against
you; however, items 3-6 can be prevented by establishing
good back-up techniques.



Analysis of the causes of
Computer Data Loss

DATA DAMAGE

DATA MODIFICATION (RANDOM)
DATA DESTRUCTION

DATA MODIFICATION (SYSTEMATIC)

DATA DISCLOSURE

NATURAL '
AND }
NON-MALICIOUS | MALICIOUS
ACTION | ACTION

1. DISASTER | 2.VANDALISM
3. MISTAKES i 4. PRANKS

5. ERASURE : 6. SABOTAGE
7. INCOMPETENCE: 8. FRAUD

o. EXPOSURE | 10. THEFT

(Figure 1)

TACTIC 2 -- Attend a class on back-up management
procedures. Everyone who uses a PC should attend back-
up management procedure training. Back-up training
should cover the use of both hard and floppy disk systems
and provide instructions on how to back up and store
programs and data via strcaming tape and floppy diskettes.

TACTIC 3 -- Use astreamingtape to back-up your data.
If your computer configuration includes a hard disk, it
should also include a streaming tape unit. Ifit doesn’t, then
acquirc onc at the earliest opportunity. Back-up to a
streaming tape on a daily basis, alternating days with a
minimum of two tapes.

TACTIC 4 -- Assess values to data to be protected and
develop a system accordingly. The importance of your data
can normallybe grouped into three categories and backed-
up accordingly on floppy disks.

A. Scratch-Pad Data. This data is not important
to your operation and there is no concern with losing it.
Make a back-up copy on a weekly basis.

B. Important Data. This data is important, but
not critical to your operation. Make two back-up copies
and an archive copy. Make back-ups on Tuesday and
Thursday, labelling the disks accordingly. Make the ar-
chive copy once a week and store it in another location.

C. Critical Data. This data is critical to the
success of your operation and without it you would not be
able to accomplish your mission. Make daily back-ups and
a weekly archive copy.

TACTICS -- Supervisors should perform periodic back-
up procedure audits. PC security and data back-ups arc a
management responsibility. When was the last time your
supervisor checked your back-up procedures?

If microcomputer users and their supervisors employ
these common-sense tactics, we may be able to accept an
optimistic view of the PC world, and avoid Murphy’s law.

Until these tactics are widespread, however, a large
number of us are doomed to a trip to the woodshed. %
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Security classification

labels for ADP media

by M. F. Brown, Head,
NISCOM Information Security Division

rccent OPNAVNOTE di-
Arccled that Standard Forms
706 through 711 be used for se-
curity labclling on floppy disks, cas-
settes, cartridge disks, reel tapes,
Winchester disks, microforms and
other ADP media.
As commands began using the
labels, these questions arose:

Q: Do the labels fit on 3 1/2"
diskettes? Does their placement inter-
fere with the operation of the diskette in
the computer system?

A: Thelabels fit on the 31/2" as
well as the 5 1/4" and 8" disks. How-
ever, care must be used to avoid inter-

fering with their operation,

Q: When should the SF-710,
UNCLASSIFIED label be used?

A: The SF-710, UNCLASSI-
FIED label is to be used only when
both classificd and unclassified mate-
rial is processed in the same area. Its
purpose is to help differentiate ADP
storage media that do not contain
classified information from those that
do. Inaspace where all work isunclas-
sificd, the labels serve no purpose.

Q: Can color codes and/or pre-
stamped diskettes and other media be

e | Classification
= ===\

I

Optional SF 711 label placement
(When manufacturer's label is necessary)

Suggested label placement
Always place the classification level label at the
tep of the diskette.

Exhibit B - 3-¥2"" Diskette

Place the top edge of the SF 711, Data Descriptor
label, at the top of the indented paortion of the
diskette. (This is on the side of the diskette without
the hub.) Place the appropriate classification level
iabel, SF 706, SF 707, SF 708, SF 709, or SF 710,
directly below the SF 711, Press the bottom of the
classification level label around the bottom edge of
the diskette, so that the bottom edge of the label
adheres to the side of the diskette with the hub,
(When the diskette is placed in the computer's disk
drive, you will be able to see the label coler if the
edge of the diskefte protrudes.}

used without seeking a waiver?

A: A waiver is necessary only
when using alternative labels. The use
of color coded (blue for CONFIDEN-
TIAL, red for SECRET and orange
for TOP SECRET) and/or pre-
stamped diskettes is permitted with-
out prior approval.

Q: Are “Classified By” and “De-
classify on” labels needed on ADP
media?

A: No, such labels would serve
little purpose, since that information
is subject to constant change depend-
ing upon the use of the media. %

Exhibit A - §-%" Diskette
Place the SF 711, Data Descripter label, on the upper
leRt hand corner of the diskette, approximately 1/8
inch from each edge. Within approximately 1/8 inch
from the right edge of the SF 711, place the ap-
propriate classification level label, either SF 708,
SF 707, SF 708, SF 709, or SF 710. Be careful not to
place the classification level (oo close to the right
edge of the diskette. If a manufacturer's label is
already in the upper left or right hand cerner of the
diskette and the information on that fabel is
necessary, place the SF 711 on the side of the
diskette, as shown in the cut-out. The classification
level label must remain either on the upper left or
right hand corner of the diskette.

c
Civem:
Compe- C ond

Agemy CHuce

Coment

Commeon

T4 1A IO R

Fold and wrap the classification label around
the bottom edge of the diskette,
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ln the Spotlight...

MACS James A. King

Counterterrorism ‘expert’

by Barb Conrardy
Public Affairs Officer, Naval Air Station Barbers Point, Hawaii

hen you want to know about something, the best
w source is an expert in the field.

When you want to know somecthing about
counter-terrorism, one such expert is Senior Chief Master-
at-Arms James A. King,

King, a veteran of over 21 years in law enforcement, is
the Command Senior Chief at Naval Air Facility, Midway
Island. He has been studying terrorism since his tour of
combat with the U.S. Army Special Forces in Vietnam
from 1968 to 1971.

“We called it guerrilla warfare and insurgency back
then,” King said. “But it was terrorism in its purest form.”
King said he became interested in terrorism after secing
the effects of terrorism in combat, and seeing the effects in
Europe.

“It scemed as if no onc in the United States was
interested,” King said. “(Terrorism) was something that
happened in Europe or Asia-- it doesn’t happen here. But,
of course, it can at any time.” So King began studying
terrorism and its effects.

During a recent assignment to Naval Air Station
Miramar, California, King developed a curriculum for its
Crisis Response Force training.

He taught a graduate-level course on Terrorism and
Hostage Response at San Diego’s National University, and
wrote his doctoral disscrtation on terrorism.,

King has an impressive library of books on terrorism,
including two he wrote, “Terrorism: A Practical Guide for
Police” and “Providing Protective Services for VIP Protec-
tive Details.” The books, published on 30 October 1988,
arc nestled among a large collection of video tapes and
about 400 slides on the subject.

As a member of the National Tactical Officers Asso-
ciation, a nationwide police organization for special tacti-
cal forces, King recently had an opportunity to take part in
a tour of Europe’s top counter-terrorist teams that in-
cluded a special unit of the Isracli Border Police, the
French GIGN, Germany’s GSG-9, and the Special Weap-

ons Unit D-11 of the London Metropolitan Police. King
also went through the diplomatic security driving course
taught by the German Bundeskriminalamt -- the BKA -- an
organizational equivalent of the FBI and the Secret Service
combined.

“Drivinga Mercedes-Benz at 85 miles per hour, on wet
pavement, and then slamming on the brakes, is like an ‘E’
ticket ride at Disneyland,” King said.

Butall joking aside, King said the culmination of his 21-
year law enforcement career came when he was given a
birthday dinner in the special functions room at Scotland
Yard.

He said he had made lots of friends on the security
training trip, including the Deputy Commander of GSG-9
who was recently King’s guest in San Diego.

King also said he especially enjoyed watching the
changing of the guard from inside Buckingham Palace.

Because of his extensive background in the ficld, King
is uniquely qualified to teach counter-terrorism, among
other subjects. Besides his graduate degree, he also holds
a California state teaching credential, and was awarded the
title of Master Training Specialist while assigned as an
instructor at Master-at-Arms Afloat and Shore Patrol
School, Fleet Training Center, San Dicgo.

King is a certified PR-24 police baton and fircarms
instructor by the U.S. Navy and the State of California, and
as a defensive tactics instructor by the FBI.

King was recently rewarded for his efforts in the train-
ing of crisis response and auxiliary security force personnel
with a Navy Achicvement Medal. %

PROYINING PROTECTIVE
SERVICES
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SECURITY OFFICER

by Larry N. Welch
NISCOM Law Enforcement and Physical Security Programs

Stall Assistant

ligator Muldoon,” the guy who wants to cmploy

low-tech base defenses with the installation of a
moat. Ironically, though, he is nothing like America’s
answer to “Crocodile Dundee” and the security of his
base is very high tech, in fact, it’s a model.

“Alligator,” whose real name is Dick Mulhare, is
the security officer for onc of the Navy’s more unique in-
stallations -- Naval Sccurity Station (NAVSECSTA).

One factor which makes this station unique is an
unusually high degree of harmony and support between
the major claimant, commanding officer, security officer,
and security department employces. But it’s the
installation’s location that presents some of the more
unusual challenges.

Located in the prestigious Northwest suburbs of
Washington, DC, the station’s 38-acre site is surrounded
by such neighbors as the Ambassadors from Sweden and
Japan, the American University campus, an NBC-
affiliate radio and television station, and The National

H is employees affectionately refer to him as “Al-

We operate a ’fair and friendly
securily service’
— Dick Mulhare, NAVSECSTA

Presbyterian Church. NAVSECSTA occupies the
highest elevation in Washington, DC, but less than onc
mile away is the newly constructed Soviet Embassy.
With a rooftop of antennas, the Soviet’s are sited on an
elevation near equal to the station -- convenient for
clectronic cavesdropping.

As host installation to the Headquarters of Naval
Security Group Command, Naval Telecommunications
Command, Communication Security Matcerial System,

Dick Mulhare, NAVSECSTA

7 op-nofcﬁ security
> officer, programs

and Naval Electronics Systems Security Engineering
Center, security for the station must be as flawless as
humanly possible. Although Mulhare uses both Federal
Service and Contract Guards, he far extends the human
factor with over 200 Electronic Security Systems which
arc literally everywhere.

Included in his state-of-the-art defenses are elec-
tronic “sniffers” to check for explosives, X-ray screening
systems for the mailroom and visitor centers, CCTV sur-
veillance and anti-intrusion infra-red motion detectors,
and conventional Intrusion Detection Systems (IDS) on
fences, windows and doors.

It is a matter of pride to Mulhare that
NAVSECSTA’s electronic defenses have kept pace with
technology. He recalled that upon arriving at the station
in 1963, “...all we had were burglary alarms on doors --
that was the extent of our IDS. And now with the strong
support of the commanding officer and our major
claimant, COMNAVSECGRU, we are in a position
where we can point to an integrated physical security/
antiterrorism defense which is model.”

In addition to electronic security assistance,
Mulhare has worked closely with public works for design
and installation of less sophisticated, but no less impor-
tant, automatic antiterrorist vehicle barrier systems,
bullet-resistant shields in the guard and visitor’s centers,
and high-security lighting.

With 1,300 employees working in 20 buildings,
Mulhare’s small internal security force of 29 Federal
guards -- cven with augmentation by external contract
guards, could not possibly hope to provide reasonable
controls on physical security without use of technology.
Mulhare stressed that NAVSECSTA's Electronic
Security Systems are 100% operational at all times.

“We have a very capable work group which main-
tains our systems in an cver-ready condition,” Mulhare
said. “I have been to many bases that use various
electronic sensors but half their gear doesn’t work.”

Physical sccurity operations for Mulhare and
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NAVSECSTA have not always been smooth-sailing.
Recounting the most difficult periods in his 25-ycar
tenure, Mulhare solemnly recalled the 1977 conversion
to a contract guard service and the subsequent loss of
their Marine Guard Company. The Marine departure
from security assignments at NAVSECSTA was part of
a well-intentioned restructuring effort to better employ
Marine asscts.

“It was an emotional experience which was exacer-
bated by our forced default of three guard-service
contracts for failure to meet specifications. This
resulted in our use of NAVSECSTAs crisis response
teams to fill gaps until new contracts could be negoti-
ated.” He added, “Contract guard performance is
better now but we'd still prefer a Marine sentry manning
our external guard posts.”

Some of the problems mentioned by Mulhare are
commonly shared concerns of others in sccurity. He
said, “We operate a ‘fair and friendly security service’
but it is always a challenge to sustain employee aware-
ness for the need to closcly control base access, perform
vehicle inspections, and check briefcases.” According to
Mulhare, “...this is a difficulty which requirces continuing
effort to create and then maintain proper employee
attitudes regarding the importance of security -- infor-
mation as well as physical.”

Over his 25 years in a sccurity role at NAVSEC-
STA, Mulhare’s success story is typical of stalwarts who
persist in working hard toward professional growth, and
possess the flexibility to change with the times. Report-
ing to the station as a Damage Controlman in 1963,
within a relatively short time he married, turned in his

“Alligator Muldoon "alias Dick Mulhare, and the sngn map of Naval Secunty Stahon ssa—acte
site in Washington BC. Formerly the Mount Vernon Seminary, a school for girls established
around 1910, security for the station’s 20 buildings present unusual challenges, (U.S. Navy

STATION
D.C

scabag for civilian scrvice and went
on to spend eight years apprenticed
in maintenance of security systems,
high security vaults, locksmithing, and
fire protection. This was followed by
six years as deputy security officer
before taking the Security Depart-
ment helm in 1977. Since that time
the sccurity program has been rated
as ‘outstanding,’ likewise Mulhare has
been the recipient of outstanding
achievement awards year after year,

Exceedingly modest, Mulhare
- again and again attributes his profes-
sional growth to supervisors and co-
workers who patiently explained the
nuances of technical security as well
as such sound management principles
as organizational behavior, budget
processes and the importance of planning.

James A. O’Hara, formerly a sccurity specialist with
the Naval Security Group Command and now Director,
Law Enforcement and Physical Security Programs on
the CNO Staff, said, “I've known Dick Mulhare for
thirteen years. Upon meeting him in 1975 it was my
initial impression that, ‘...this guy is onc of the best in
the security business,” and if anything this opinion has
been strengthened with the passage of time.” O'Hara
continued, “Mulhare is thoroughly professional regard-
less of the situation. He is an intelligent planner, fair
supervisor, and totally dedicated to the security mission.

"This guy is one of the best
in the security business’
— James A. O’Hara, NISCOM-24

I know of a no more capable sccurity officer within
DOD.”

Reluctant to accept credit for the remarkable plan-
ning, organization and installation of high technology
security equipment and unusually well-executed day-to-
day routines, Mulhare sincercly defers praise every-
where except to his own skillful management, He
prefers instead to highlight commanding officer and
major claimant vision for ESS adaption and funding, and
his team of professionals for maintaining an even keel
on security training, equipment maintenance, and the
myriad of other details associated with NAVSECSTA
sccurity duty.

(Continued on following page)
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’Alligator’ (Continued from previous page)

Although now gray at the temples Mulhare contin-
ucs to draw on the strect-smarts of his youth in Newark,
New Jersey. Whether walking the fence line, watching
contract builders pour cement at NAVSECSTA’s new
Sensitive Compartmented Information Facility, or
overseeing the escort of a disgruntled employee off-
base, his eyes are alert for the unexpected -- that
something that is out-of-place, or just not right. When
asked whether his attention to such details is a result of
growing up in a tough Newark neighborhood or 25 years
in security, he laughed but was noncommittal.

A former NAVSECSTA guard licutenant under-
scored the professional leadership advocated by
Mulhare. “I never worked for a more fair-minded

supervisor. Mr. Mulhare was always a constant source
of inspiration in the way he encouraged all of us to learn
and grow, both personally and professionally,” said
Marshall Schenck, who worked on the NAVSECSTA
force between 1977 and 1986. “It seemed he was always
anticipating trouble and, with fair accuracy, had us
prepared for the unexpected.”

Speaking of anticipating the unexpected, Mulhare
simply smiled slightly when asked about the “Alligator
Muldoon” moat. He later disclosed that members of
the neighborhood’s conservative architectural control
committee would probably find the idea an impossibility.

Something tells us, however, that if he really thought
it would help the security of his installation, Mulhare
would fight for a moat. %

NAVSECSTA Commanding Officer, Cmdr. Jay Wilkinson, with members of the security department following the presentation of 1987
outstanding performance awards, (From left, back row) Ray Toone, Deputy Security Officerand Roy Parker, Destruction Technician, (Second
row) Dick Mulhare, Security Officer; Ray Anania, Criminal Investigator; Thomas Hendry, Guard Captain; and Dale Jones, Technical Security
Specialist. (Front row) Annie Swindler, Assistant Security Clerk; Cristine Brown, Security Administrator; Carolyn McCoy, Assistant Security
Clerk: and Officer Francis Smalls. {U.S. Navy photo by Ray Humenik, NAVSECSTA)
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Model Base Security Plan available at Echelon II level

by Lt. Ron Rusek
LEPS Assistance Team Atlantic

All Naval activities arc tasked by OPNAVINST 5530.14(series) with producing a unit

security plan. The plan is to include day-to-day security operations as well as contingency
plans for how the activity will defend against various adversities, including bomb threats, terrorist ac-
tivities, etc. The key point is that the plan must be feasible.

The Law Enforcement and Physical Security (LEPS) Assistance Team Atlantic has developed
a comprehensive model Base Security Plan that can be adapted to your installation. The model plan
was developed at the request and with the assistance of CINCLANTFLT,

The detailed plan, patterned after a major shore installation, is intended for use by commands
ranging from large shore stations to the smallest tenants. It is not a “fill in the blanks” document,
since only you know what elements are essential for your particular environment, but is intended as
a guide to assist you in producing your own security plan and complying with the directive,

D 0 you have a Security Plan? Just as important -- is it complete and workable?

\

The document has recently been made available to Echelon 1T commands, %

The Compendium... finally/

A compilation of reference and training materials
for law enforcement and security programs

by Robert R. Bozzelli
NISCOM Antiterrorism Doctrine & Tactics
Branch

avy law enforcement and secu-
N rity professionals in the ficld
have long expressed their con-
cern regarding the absence of infor-
mation on training and refcrence ma-
terialsinthe arcas of law enforcement,
physical security, antiterrorism, low
intensity conflict and crime preven-
lion.
In answer to this need, the Chief
of Naval Operations (OP-09N) and

the Naval Investigative Scrvice Com-
mand (NISCOM) have developed the
Compendium of Reference Material,
intended as a ready reference docu-
ment for security officers on courses,
films and publications available for
career development and training in
these areas.

The information contained in the
Compendium does not, by inclusion,
imply that the course, film or publica-
tion hasbeen approved for use by each
sccurity department. Requests for
course attendance or film use must be
submitted through the appropriate

chain of command.

The Compendium, expected to
be out sometime in March, will be
distributed to security officers Navy-
wide, with updates planned annually.

Comments and recommenda-
tions concerning the quality of the
courses, films or publications listed
are invited. Additional entries, dele-
tions or other contributions may be
provided to Naval Investigative Serv-
icc Command, Code 24X32, Attn:
Robert R. Bozzelli, Washington, DC
20388-5024. %
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by "Andy” Anderson and Jetf Ross
NISCOM Physical Security Plans and

Assessments Division
fyour activity nceds anintegrated
I sceurity system to safeguard a
critical readiness asset, how does

that need become a reality?

Let’s examine this hypothetical
situation,

You have coordinated this need
within your activity and it developed
into a $175K OPN project for a turn-
key contract to buy and install the
integrated security system. This issue
is ranked with other funding require-
ments at your activily in accordance
with guidelines provided by the major
claimant (e.g., CINCLANTFLT,
CNET, NAVSEA, etc.) as part of
establishing Navy program objectives.
These issues are forwarded, through
the chain of command, to your major
claimant for consolidation with other
resource requirements.

Each major claimant preparcs a
Program Objectives Memorandum
(POM) submission, which includes
their sceurity requirements, and sub-
mits it to the appropriate resource
sponsors within the office of the Chicf
of Naval Operations (CNO), such as
OP-03 or OP-05.

Every security issuc is also for-
warded to us -- CNO (OP-09N) -- as
assessment sponsor for physical secu-

rity. We review securityissues fromall
major claimants and develop a
Baseline Assessment Memorandum
(BAM) which we forward to cach
resource sponsor for funding consid-

eration, Bascline assessments are
estimates of program costs necessary
to meet CNO goals and ensurc devel-
opment of a balanced and consistent
program. In other words, we assess or
present a “bill” to each resource spon-
sor for security “services” nceded for
the Five-Year Defense Program.,

The resource sponsors then de-
cide how much of that bill can be paid,
in relation to their total program.
They evaluate funding requirements
from each major claimant and each
assessment sponsor, and develop a
Sponsor Program Proposal (SPP).

After an iterative adjustment
process, each SPP is presented to the
CNO and the Secretary of the Navy
(SECNAYV), where further adjust-
ments are made.

Finally, the Navy POM is submit-
ted to the Secretary of Defense
(SECDEF), who recommends total
Navy resource requirements within
the parameters of SECDEF fiscal
guidance.

Interestingly, the foregoing de-
scription has been simplified for the
sake of space. To give you an idea of
the complexity, the actual POM-90
guidance package consisted of 39

documents, some running up to 127
pages.

The following questions may
come to mind.

What has happenedto, and where
is, your $175K security requirement -
- especially as it relates to the overall
Navy submission, which was approxi-
mately $101.6 billion for FY 1988?

Does it still have visibility or iden-
tity in the overall perspective of Navy
Maritime Strategy?

Can we, OP-09N, help you main-
tain a voice on the OPNAYV staff?

How can we work together to
support your requirements in the
POM process?

First, a little more cexplanation of
the process.

The number of issues that claim-
ants may include in their POM sub-
mission is not limited; however, re-
sourcc sponsors are only required to
formally respond to the claimant’s top
five issues. Therefore, if a major
claimant addresses security, and the
need to safeguard their existing criti-
cal rcadiness assets as one of its top
five issues, the resource sponsor will
give more support to our sccurity as-
sessment. If the resource sponsor
does not support it after it has been
identificd in the top five, we have an
opportunityto addressit ina post SPP
Program Assessment “Heads-up”
Report. In this, we summarize what



we consider to be significant funding
deficiencies.

For the major claimant to address
security as one of its top five issues,
cach activity should also rank security
as one of its top priorities. For this to
oceur, it is critical that (1) detailed
information/documentation is pro-
vided to support each project, and (2)
the activity’s commanding officer be-
lieves security is a high priority.

Here'’s where we can help. We
have a limited staff that can, at your
request and our cxpense, revicw,
cvaluate and assist in the preparation
of physical sccurity/anti-terrorism
requircments prior to your submis-
sion to your claimant. Also, we can,
anddo, work with your major claimant
to determine the best spread of avail-
able security resources.

The Navy has two principal and
distinct peacctime responsibilities:
(1) to maintain current fleet readi-
ness, and (2) to ensure future force
capabilities. To ensure Navy capabil-
ity and readiness, we must have a
commensurate program to safeguard
critical assets and personnel who per-
form our crucial defense mission,

As an assessmenl sponsor, OP-
09N has two basictasks: (1) toidentify
long and short-term programming
actions to achieve security levels nec-
essary to accomplish the two principal
Navy responsibilitics, and (2) to assess
the degree to which this is accom-
plished in the POM.

In other words, we can be your
voice on the OPNAYV staff as the secu-
rity conscience of the Navy, and sup-
port the programs you need to the

resource sponsors. We can aid your
project development and support your
requirements,

By the way, if you’re wondering
what happened to your $175K security
requirement, it was approved, but the
money has disappeared into the bulk
of the appropriation. It is now up to
the major claimant, the type com-
mander, or the activity to program
those funds during budget exccution
to support what was requested, *
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Security Communications

(Part 2)

Definitions

by Michael J. Peebles
NAVELEX Charleston, Systems Engineering Division

ommon terms used when describing communications systems are sometimes confusing to personnel not trained
in this area. A clear definition of some of these terms can provide a better understanding of the land-mobile
communications system used at your activity. The following is a alphabetical listing of definitions containing

some of the more common terms used in communications,

Base Station -- A permanently installed transceiver at a fixed location.
Most base stations have a much greater power output than other
cquipment in the communications system. Antennas for base stations
are high gain and most often located on the highest point available.
Controls for base stations can be located on the transceiver itself or
controlled remotely (remote control) depending on the type of equip-
ment.

DES- Data Encryption System. DES is algorithm developed by IBM for
the National Burcau of Standards. It hasbeen approved by the National
Security Agency for the encryption of unclassified but sensitive national
security related information. (A full article on DES will appear in the
next issue of Sentry,)

Duplex - A communications channel which has separate transmit and
reccive paths. Duplex land-mobile communications channels have
separate frequencies for these operations. Duplex channels must use a

repeater.

Frequency Allocation - The authorization to wse a specific type of
equipment in a particular band of frequencies. All communications
equipment must have a frequency allocation prior to procurement and
frequency assignment.

Frequency Assignment - The assignment of a particular frequency for
use within a specific geographic operating area using designated trans-
ceiver cquipment. Although some frequencies for certain operations are
assigned on a nation-wide or world-wide basis (such as maritime
frequencies), most are authorized for use in only one geographic arca.

Gain - The magnification power of the transmitted or received signal by
the antenna. The gain of an antenna is usually measured in decibels or
dB.

Remote Control - A picce of equipment which allows the control of
functionssuch asvolume, squelch, and channelselection, from a outlying
location from the transceiver (similar tothatof a’ TV remote you may use
at home). This allows the transceiver to be located much closer to the
antenna, which is a great advantage technically.

RF - Radio frequency.

Repeater - A piece of communications cquipment which allows a single
channel to transmit on one frequency and receive on another. The
primary purpose of arepeateristo extend the range of a communications
system by receiving information and re-transmitting (or ‘repeating') itat
greater power for extended range. The use of repeaters is especially
effective in systems using hand-held radios which must operate over a
large area. A hand-held radio is low-power and has limited range when
talking to another hand-held on simplex channels. If a hand-held is
within range of a repeater and operating on a duplex channel, the
effective range of the radio is the same as the repeateritscifand is greatly
increased.

Simplex- A communications channel with the same transmit and receive
path. Simplex Jand-mobile communications channcls use a single
frequency. Equipment operating on simplex channels talk dircetly to
otherunitswithout benefit of a repeater, and usually have less range than
duplex channels,

Squelch - An electronics circuit which turns off (or ‘squelches’) the
volume when only noise is being received, the received signal fevel isvery
weak, or a specifie series of tones is not received (between transmissions
intone-codedsystems), There are two types of squelch: carrierand tone-
coded. Carrier squelch operates based upon the received signal level
regardless of the type of signal. Tone-coded squelch only turns on or
unsquelches the volume when a specific series of tones is received. All
transceivers in systems with tone-coded squelch generate these tones
with every transmission.

Talk-around - A simplex channel which uscs one of the frequencies of a
duplex channel, thus bypassing the repeater. The talk-around channel
permits communications to continue, with reduced range, if the repeater
isdisabled, Without the repeater, the duplexchannel cannotbe used and
communications is impeded, unless a simplex channel is available. All
systems containing a repeater should be designed with a talk-around
channel.

‘Transceiver - Any picce of communications equipment which both
transmits and receives signals, *
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ENFORCEMENT

THELMA THWARTUM — By Alex

A Public Service of AARP
Criminal Justice Services

'\ LOCKS AND PINS
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RE=3 LA
T 1502 by the Amarican Associstion of Retired Persons

Fingerprint powder
OK to use

ver the past four years, the
o Naval Investigative Service

(NIS) has received many in-
quiries from the ficld concerning the
potential health hazards of carbon
black based fingerprint powders.

The charcoal in some powders of
this type contained absorbed Polynu-
clear Aromatic Hydrocarbons
(PNA), which was believed to cause
lung and skin irritations, and possibly
lung cancer.

One such powder specifically in
question was the “Hi Fi Volcano”
brand sold by Sirchic Laboratorics,
Inc., which is among the most com-
monly used brands in the Navy, and
was found to contain the highest quan-
tity of PNA hydrocarbons.

Contact with Sirchic Laborato-
riesin June 1988 determincd that as of
1985, the company has been using a

carbon-based powder known as

“Raven 1080 Black,” which has had

the hazardous PNA hydrocarbons
removed.

The Material Safety Data
Sheet (MSDS) for “Raven 1080
Black” states that the powder may
cause temporary discomfort from

inhalation of dust concentrations

above permissable levels, but there
are norecognized chroniceffects from
overexposure. Epidemiological stud-
ies of workers in the carbon black
industry have shown no significant
health effects due to occupational ex-
posure.

From information currently
available, carbon black based finger-
print powders produced after 1985,
including Sirchie’s “Hi Fi Volcano”
brand, arc considered safe to use.
Although no evidence has proven any

significant health hazards, pre-1986
“Hi Fi Volcano” brand fingerprint
powders should be destroyed.
When using any fingerprint pow-
der, the safety precau-
, tions noted on the
W MSDS should be ad-
hered to. Sirchie fin-
gerprint powder
MSDSs may be
obtained by writing
to: Sirchie Fin-
gerprint Labo-
ratories,
Inc.,

P.O. Box
30576,Raleigh, N.C.
27622. If brands
other than Sirchie products
are being used, the manu-
facturer should be contacted to ob-

tain safety data sheets. *

Reported by Maris J. Jaunakais
Head, NISCOM Forensic Sciences Division
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Yes, Virginia. There really is
a Navy Industrial Security Program

by Philip A. Bennett, Head,
NISCOM Industrial Security Policy

hose of you experiencing

I shortness of breath and rub-

bing your eyes in disbelief can

rest assured -- there really is a Navy
industrial security program.

In addition to information and
personnel security policy, CNO (OP-
O9N) is chartered with implementing
the DOD Industrial Security Program
(DISP) for the Navy. A full time
position has been established with a
mission to enforce DOD regulations
in the Navy, render guidance and as-
sistance, and address policy issues
specific to our service.

We've been working hard to es-
tablish our presence within the Navy
and industrial security community
through close coordination with the
Deputy Under Sceretary of Defense
(Policy) (DUSD(P)), the Defense
Investigative Service (DIS) and major
Navy procuring activities. Because
industrial security involves all disci-
plines of sccurity, the policy changes
within the DOD security program
forced us to do alot of trench work to
get things rolling again.

DOD/NAVY INDUSTRIAL
SECURITY POLICY
The DISP is a system of require-
ments and procedures established to
safeguard classified information en-
trusted to U.S. industry by the govern-

ment. A contractor performing on
classified contracts must implement
these requirements with government
advice, assistance and oversight. DIS
administers the program with guid-
ance from DUSD(P). They enforce
the DISP and are the eyes and cars to
industry for all User Agencies. (A
User Agency is any federal depart-
ment or agency that requires the serv-
ices of contractors on a classified basis
and subscribes to the policies of the
DISP to acquire the services.)

DIS implements the DISP by
publication of the “Industrial Security
Regulation” (ISR), DOD 5220.22-R,
and the “Industrial Security Manual
for Safeguarding of Classified Infor-
mation” (ISM), DOD 5220.22-M.
The ISR establishes the program and
sets the rules that User Agencics must
follow. The ISM, on the other hand,
provides industry with the rules and
necessary guidance to properly safe-
guard government information, OP-
09N currently implements the ISR
within the Navy through publication of
OPNAVINST 5540.8L of 27 Junc
1986. This directive addresses aspects
of the DISP that ar¢ unique to the
Navy and is the “operational” instruc-
tion for the Navy industrial security
program. The instruction is presently
going through a major revision that
will be much more detailed, informa-
tive and readable. DIS expects to

publish a revision of the ISR in early
spring of 1989. Wc¢ arc aiming for
publication of our revision to immedi-

ately follow that of the ISR. Keep an
eye out for it!

INDUSTRIAL SECURITY
TRAINING

It’s a known fact that there is Little
or no awareness in the fleet about
opportunities for training in industrial
sceurity. However, quality training is
available!

The Department of Defense Se-
curity Institute, located at Defense
General Supply Center in Richmond,
Va., originally a part of DIS, is char-
tered with developing and presenting
courses of instruction in all collateral
security disciplines. Because of its
roots with DIS, the Institute provides
expert instruction in industrial secu-
rity.

Two courses available are the
“Industrial Security Basic Course”,
and the “Uscr Agency Inspector
Course”. The basic course provides a
general overview of the DISP through
use of the ISR and the ISM and is the
best explanation of industrial security
available. If you arc a contracting
officer, security manager/specialist,
or part of the security staff of a com-
mand involved in classified procure-
ment, then this three-day course is
highly recommended, The Inspector
course provides security personncl
with detailed instruction on recom-
mended procedures for inspection of
on-installation contractors. If your
command is host to any contractor fa-




cility and your command has retained
security cognizance over the con-
tractor’s site, then this week-long
course is amust! (Don’t be surprised
if these courses become a require-
ment of our new directive for atten-
dance by industrial security personnel
of host commands.) Both courses are
resident courses and are offered three
times a year during a two week block.
Theycanbetaken separately fromone
year to the next or in a single block.
Refer to exhibit 3E of OPNAVINST
5510.1H, Information and Personnel
Sccurity Manual, for descriptions of
other security courses available.

Quotas for these courses are allo-
cated to Navycommands by the Office
of Civilian Personnel Management
(OCPM). Inquire about quotas by
calling OCPM at (202) 696-5097 or
Autovon 226-5097. Despite the fund-
ing restraints we all face, security
managers of host commands should
make every effort to send industrial
security personnel to these courses.
At aminimum, sccurity managers are
encouraged to enroll their industrial
security personnel in correspondence
courses sponsored by the Institute.

“The Defense Industrial Security
Program, Parts I and I1”” provides the

student with a clear and easy-reading
course on key topics within the DISP.
Course catalogs and schedule updates
arc available from the Institute upon
request by writing to: Registrar, De-
partment of Defense Security Insti-
tute, c¢/o Defense General Supply
Center, Richmond, Va. 23974-5091;
or calling (804) 275-4891 or AV: 695-
4891, x

Iz

ATTENTION ALL HANDS, ATTENTION ALL HANDS!!
DO NOT, | SAY AGAIN, DO NOT
SEND CONFIDENTIAL INFORMATION VIA FIRST CLASS MAIL
TO DOD CONTRACTORS OR NON-DOD AGENCIES

In the final issue of the Information and Personnel Security Newsletter, we alerted you to the increasing
numbers of security discrepancy reports sent to us from the Defense Investigative Service concerning the use
of First Class Mail by Navy activitics when sending Confidential material to DOD contractors.

The reports keep coming in with no sign of slowing down. Paragraph 15-4.1c of OPNAVINST 5510.1H
specifically states that you may not use First Class Mail to send Confidential material to a DOD contractor
or non-DOD agency. The reason is that contractors and non-DOD agencics are not required to establish
screening points to control incoming mail, thus access to classified information is not limited to cleared
personnel only. The danger lies in that Confidential material sent First Class, may be opened by uncleared
contractor employees working in the mail room,

Refer to paragraph 15-4 of OPNAVINST 5510.1H for the approved methods for transmission of Con-
fidential information or call our Security Action Hotline at (202) 433-8856 or AV: 288-8856, and ask us! %
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espite his hospitalization for
Dscvcrc stomach problems
related to his drinking,
George emphaticallydenied he wasan
alcoholic.

After all, he rationalized, his
marriage was intact, he worked 40
hours a week and he was financially
secure enough to drive a new car.

But George believed the strong-
est argument of all against his being an
alcoholic was that he drank only beer.

56

(No matter that he consumed two
cases a day.) In fact, George had
switched to beer believing that, no
matter how much he drank, it was
safer than the cocaine he’d been ad-
dicted to a year before.

George is not alone in assuming
that beer is meant to be swigged by the
mugful.

During 1981, the per capita con-
sumption of beer in America was 26.6
gallons compared to 2.6 gallons of

The brew often perceived
as ’harmless’ may be more
hazardous to your health
than wine or hard liquor!

hard liquor and 2.4 gallons of wine,

Beer consumption may increase
even more with the introduction of
“instant beer” developed by Mostafa
Hamdy, a University of Georgia re-
scarcher. Hamdy is secking a patent
for his product which is designed for
“consumers who want a truly light
beer to carry along on a hike or keep
in the pantry to mix by the glassful.”

The high rate at which Americans
drink beer probably centers on the
perception that beer is a relatively
harmlcssbeverage -- aviewreinforced
by the highly visible advertising cam-
paigns sponsored by the competitive
brewing industry.

Most of those ads portray beer
drinkers as backslapping good ole’
boys whose good, clean fun is en-
hanced by an ever-present, foaming
mug of brew.

Some brewers even tout the
healthfulness of their beverages. One
Canadian study claimed that beer
drinkers had fewer illncsses than tee-
totalers or those who drank other
alcoholicbeverages. The credibility of



that rescarch suffers, however, con-
sidering that onc of the study’s spon-
sors was the Brewer's Association of
Canada.

While it’s true that, ounce for
ounce, beer hasless alcohol than equal
amounts of wine or hard liquor, a
more suitable comparison would be
between typical serving sizes. In that
respect, al12-ounce canofbeer, a four-
ounce glass of wine and a onc-ounce
shot of whiskey have virtually the same
amounts of alcohol.

Even so-called “light” or low-
calorie beers contain almost as much
alcohol as regular beer. While regular
beers have alcohol contents ranging
from 3.6 1o 4.4 percent, light beers are
2.4 to 2.8 pereent alcohol.

Research also indicates that beer
may pose it’s own unique health risks
to thosec who drink it as their main
alcoholic beverage of choice.

According to research conducted
at six Veterans Administration hospi-

Even One Drink Means ...

tals, heavy beer drinkers apparently
are at greater risk of dying of liver
disease than people who abuse the
same amounts of wine or hard liquor.

Thestudyreleased last year found
that the five-year survival rates from
alcoholic hepatitis were only 24 per-
cent for heavy beer drinkers, com-
pared to 45 percent for those who
abused hard liquor and 58 percent for
those who drank mainly wine.

Studices also show that beer drink-
ers are more likely to drive while in-
toxicated than people who consume
mainly hard liquor or wine. Ina 1983
survey of 1,000 American drivers
conducted by rescarchers at the Clair-
mont Colleges in Clairmont, Califor-
nia, morc than half of those who drink
primarily beer said they drove while
drunk compared to 28 percent of wine
drinkers and 31 percent of those who
consume hard liquor.

As the dangers of beer drinking
have been exposed, many people may

be tempted 1o “go on the wagon” with
so-called non-alcoholic beer, but they
should be on guard, particularlyifthey
are recovering alcoholics. Current
federal regulations consider a bever-
age non-alcoholic if it contains less
than 0.5 percent alcohol. While half a
percent of alcohol is not a danger to
the average drinker, it may be enough
to cause the alcoholic to “slip” during
recovery.

Chemical dependency experts
also fear that non-alcoholic beer may
cause relapse because it closely re-
sembles beer and may cncourage the
alcoholic to revert to “the real thing,”

*

Reprinted from the July 29, 1988 cdition

of the Kings Bay Periscope, Naval Subma- |
rine Base, Kings Bay, Georgia. ‘
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Defending against
terrorism

Part 6 in a series

by JO1 John S. Verrico
NISCOM Public Affairs Assistant

Mail Bomb!

n Grants, New Mexico, the in-
I tended victim of a mail bomb was

killed and another was scriously
injured on October24, 1988. A supply
man at a local uranium mine, whose
job included the distribution of gel-
type explosives and blasting caps, was
suspect. A task force of Postal Inspec-
tors and personnel from the local
Crime Laboratory determined that
the manhad brought the armed device
aboard a commercial airliner as carry-
on baggage and flew from Albuquer-
que, New Mexico to Las Vegas, where
he mailed it to his intended victim. He
was arrested and charged with homi-
cide.

Accordingtoareport by the Chief
Postal Inspector, this was only one of
10 mail-bomb incidents that occurred
in the continental United States in a
two-month period. In the other inci-
dents the bombs had detonated in col-
lection or mail boxes and no injuries
were reported. Many of these devices
were pipe bombs.

The likelihood that you will ever
receive a bomb in the mail is remote,
however, all too many of these devices
have resulted in death, injury and
destruction of property over the past
few years.

What can you doto prevent a mail
bomb disaster? Keep in mind that a
bomb can be cnclosed in cither a

/s it ticking?

parcel or an envelope, and its outward
appearance is limited only by the
imagination of the sender. However,
mail bombs have exhibited some
unique characteristics which may as-
sist youinidentifying suspect mail. To
apply these factors, it is first important
that you know the type of mail that you
or yourorganizationregularly receive.

Mail bombs may bear restricted
endorsements such as “Personal” or
“Private.” This factor is important
when the addressee does not normally
receive personal mail at the office.
Also, the addressee’s name or title
may be misspelled or otherwise inac-
curate.

Mail bombs may bear distorted
handwriting, or the name and address
may be prepared with homemade
labels or cut-and-paste lettering.

Watch for protruding wires, alu-
minum foil, or visible oil stains, and be
alert for peculiar odors, like that of
cleaning fluid or almonds. Mail with
an excessive amount of postage
stamps should also be suspect.

Letter bombs may fecl rigid as
cardboard or other stiffeners are used
to hold spring-loaded devices. They
may also appear uneven or lopsided.

Parcel bombs may make a buzz-
ing, ticking or sloshing sound. They
may be unprofessionally wrapped
with several combinations of tape

N SRS

used to secure the package. Another
aspect to watch for is an irregular
shape, soft spots or bulges. Pressure
orresistance should be noted whenre-
moving contents from an envelope or
package.

Most importantly, if you have any
reason to be suspicious about a mail-
ing and are unable to identify the
sender or verify the contents, do not
open it!

Isolate the parcel or envelope and
evacuate the immediate arca. If pos-
sible, open nearby windows to assist in
venting potentially explosive gases.
Do not put it into a confined space
such as adesk drawer or filing cabinet.
If it is a bomb, and it goes off, you are
only supplying it with additional
shrapnel.

Don’t try to take action on your
own by placing it in water! Some
chemical devices are water-activated.

Contact your local security or
police department and Postal Inspec-
tor immediately. Don’t worry about
the possibility of embarrassmentif the
item turns about to be innocent --
don’t lake a chance! %

Fromthe U.S. Postal Inspector’s Crime Pre-
vention HOTSHEET “Bombs by Mail," and
the Chief Postal Inspector’s Postal Related
Bomb/Explosive Incident Summary; Sep-

tember & October 1988.
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Security Awareness Poster Contest deadline extended!

The deadline for the Security Awareness Poster Contest has been extended to 1 July 1989 and the prize is
being upgraded.

Although only one winner will be selected, all entrants will receive recognition for their efforts. Entries will
be judged on the Security Awareness concept of each poster, and not on the quality of the art. OP-09N2 will
produce a poster, redrawn to professional standards if needed, based on the winning concept. Runners-up may
also be selected for publication as posters.

All posters will become property of the Department of the Navy and, when published, will become public
domain. For this reason, do not submit copyrighted materials.

Submit original ideas and for artwork to: Chiefof Naval Operations (OP-09N2), Security Awareness Poster
Contest, Naval Investigative Service Command (Code 21), Information and Personnel Security Policy,
Washington, DC 20388-5021. Refer questions to James McElroy at AV: 288-8855 or Comm: (202) 433-8855.

ligence Directorate at the headquarters in Washington
N | S DC. Since then the hotline has processed 39 calls, an
average of three-four each month.
Approximately85% of the calls received resultinsome
- type of investigative or administrative action by NIS. Those
E s p l 0 n a g e calls which provide sufficient information to initiate an in-
vestigation are forwarded to the nearest NIS Resident
™ Agency.
H o t I I n e The DON Espionage Hotline exists to give people in
the fleet the means toreport possible espionage or security
v 4 Yy D violations while maintaining their confidentiality.
How's It going: The call is toll-free, 1-800-445-7343, anywhere in the
United States. Efforts to expand the use of the hotline,
including the means to make the system available to over-
scas personnel, are in progress. %

Hotline was established in May 1985 as an adjunct

to the BOBSLED Task Force, a joint agency
operation formed to investigate the espionage activities of
Marine Sgt. Clayton Lonetree. Today, the hotline provides
DON personnel direct, confidential access to the Naval In-
vestigative Service (NIS) to report information that may be
related to spying or security violations affecting the Navy or
Marine Corps.

One of the most significant reports received through
the hotline occurred in October 1987 when a Navy member :
reported the irregularities of a shipmate’s handling of clas- L |
sificd information. The subsequent NIS investigation led \ /
to the arrest and court-martial of a senior enlisted man for [

the unauthorized removal of highly classified information X %
from his command. 8 0 0 4 4 R = 4
In January 1988, the hotline moved to the Naval

Investigative Service Command (NISCOM) Counterintel-

Thc Department of the Navy (DON) Espionage
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