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DEPARTMENT OF THE NAVY  Ang [
HEADQUARTERS UNITED STATES MARINE CORPS %ﬁ,mm, mﬁ%&ﬁw
WASHINGTON, D.C. 20380
IN REPIY REFER TO
AO2A-WSP-bfh
3800
f4 RUG 1973
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o i
From: Commandant of the Marine Corps
To: Director, Naval Investigative Service

Subj: Continuing Intelligence Activities

Ref s (a) Your ltr NIS-09Y/kac 3800 Ser: U-2280 of 9 Aug 1973
(b) SECNAVINST 5500, 28
(c) SECNAVINST 5430.13B
(d) McOo 3850.1C
(e) MCO 005511.11A
(£) MCO 07040.4E
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Encl: (1) Copy of reference (d)
(2) Copy of reference (e)
(3) Copy of reference (£f)

1. In accordance with the request contained in reference (a),
the following information is provided for use in responding to
Senator Sam J. Ervin's letter of 30 July 1973.

a. Response tb Question I.E

Marine Corps counterintelligence activities are governed "
by references (b) through (f£). Reference (b) designated the
Director of Naval Intelligence as the Department of the Navy
focal point for insuring the coordination and integration of all .
Naval counterintelligence, investigative and security policy and |
program matters (less combat related counterintelligence respon- ‘
sibilities of the Marine Corps) and for relationships with non- |
Naval agencies on such matters. Reference (c) specifies Naval 1
intelligence and investigative jurisdiction and responsibilities.
Based on these two documents, reference (d) sets forth the policy
and guidance for counterintelligence activities and authorizes
Marine Corps counterintelligence personnel to assist the Naval
Investigative Service investigations and operations. Reference
(e) provides information on technical surveillance counter-—
measures, and reference (f) outlines the policies and procedures
governing the expenditure of collection aq%bg%aggification of
information funds. All three of the Marifhe|Corps: directives
are current and in effect. Reference (e)& the only clirent
regulation issued since 1 March 1971. AlYig¥rectives pertain
to tactical counterintelligence operations and maintenance of

ol % installations. Reference
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assist in investigations being conducted by the Naval Investi-
gative Service in accordance with refierences (b) and (c) and

with respect to espionage, sabotage and subversion including
disaffection.

b. Response to Question II

(1) The Marine Corps has maintained representatives on
only one interagency intelligence organization since 1 March
1971, the United States Intelligence Board. Currently, the
Marine Corps provides an alternate member for the Department of
the Navy on the United States Intelligence Board Security
Committee. Membership is also active on the Audio Counter-
measures Subcommittee, Research and Development Subcommittee of
the Technical Surveillance Countermeasures Committee, United
States Intelligence Board.
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(2) The individuals, members of the Counterintelligence
and Security Branch, G-2 Divisgion, Headquarters Marine Corps,
who participated in these committee meetings were:

(2) Security Committee, United States Intelligence

Board. ‘

NAME DATES ’ w7
LtCol Phillip J. Ryan 1 Mar 1971 -~ 30 Aug 1971

LtCol Raymon B. Steel 31 Aug 1971 -~ 30 Mar 1972

LtCol Walter S. Pullar, Jr. 17 May 1972 -~ Present

(b) Audio Countermeasures Subcommittee, Research
and Development Subcommittee of the Technical Surveillance
Countermeasures Committee, United States Intelligence Board.

NAME - DATES
Maj Denver D. Scott 1 Mar 1971 - April 1972
Maj Donald L. Davis May 1972 & Present

(3) Information relative to the committees and sub-
committees of the United States Intelligence Board can be
obtained from the Director of that organization.

(4) Participation ism
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Ccé\% €L, 2. Enclosures (1) through (3) are provided for your use. In
NS ( view of the likelihood of further questions and the need for
PS4 .
5000\) @ f 7 (< the Department to speak with one voice, it is requested that
< R % o (3, the Department of the Navy's reply to Senator Sam J. Ervingis
X the I | Y
QY Soule ff? Qe | letter of 30 July 1973 be coordinated with this Headquarters
‘ ; @naé 07;.Ccq (Code 202, LtCol Walter S. Pullar, Jr., 0X4-2219/2058) .
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étbq/ °r Si From: Commandant of the Marine Corps 8
“Z q M o Ty 4 £ 4 oo of T4 . ) =8
a ‘ Loz Distribution List =
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S, z% by Subj: Policy and CGuidance for Counterintelligence (CI) &
, Qﬁ% Dibb@febﬂﬁri; ’ Activities s
% Lo Cto, Sheg ! ' g
N Q;Ql_ptiof 8 Ref: (a) FMFM 3-1, Command and Staff Action -8
Ql O~Z N‘ TMTH LI T 4y b T ey
D Drg Co, Rt &) (b) ¥MFM 2-1, Intelligence
Sy, Sibfwam,ﬁftebg (c) SECNAVINST 5430,13B, Nava

L Intelligence Investi.
o tt@bw, gative Jurisdiction and Responsibilities
S d) OPNAVINST 03850,1A (NOTAL)
@) MCO 07040, 4% (NOTAL)
£) MCO 005511.11 (NOTAL)

h SO . . , , . . . .
(nVeSt,CbbC7 fd;f; : Encly (1) Listing of Counterintelligence-related references
méy pr;'atfs Coy, F: o : and source documents A
goaqueVi et@ Se“?\ t (2) Instructions for Counterintelligence Credentials s
Ve S, S inetvy (3) Format for Monthly Report of Team activities *
lnf 0y Qn Lo, 0 £k
Qr. O, g t N fefb'J '
em. CU Xp Report Required: Report of CI Team Agtivities (Repoxnt

Symbol MC-3850-01) par. 4j(2)

L. Purpose. To provide guidance and direction for commanders
L, complishment of their counterintelligence responsi.
ssion and employment of counterintelligence personnel.

2. Cancellation. MCO 3850.1B, MCO 3850.2, and MCO 5512.231.

3. Background

a. DBasic doctrine and guidance for the Marine Corps
combat-related counterintelligence activities are contailned
in references (a) and (b). Further guidance on specific topias
is provided by references (c) through (£) and by those
e | o N T £ A »

. - momd e T g e e ) e om0 S




A';,Y*FF "
Ui ("2“)" Urgyy

&)

v 3850.1C

g Jul 1968

The Naval In&estigative Service (NIS), under the

C.
maintains, commands,

Commander, Naval Intel}igenca Command ,
and operates a worldwide organization to fulfill the investi-
gative and counterintelligence responsibilities of the
Department of the Navy (less those combat-related counter-
intelligence matters within the functional responsibilities
of the Marine Corps). In accordance with references (¢) and
(d), NIS will conduct appropriate investigations of actual,
potential or suspected esplonage, actual, potential or sus-
pected sabotage, and actual, potential or suspected subver-
give activities, including disaffection, and will collect,
report, and disseminate counterintelligence information.

d. The commander, at any level, is responsible for
formulation and implementation of adequate counterintelli
gence measures designed to ensure the security of his command
and to deny to the eneny information which might be used to
increase the effectiveness of hostile operations against
friendly forces.

s, Marine Corps counterintelligence personnel are
assligned to major FPleet Marine Force commands and supporting
establishments to advise and assist in the counterintelli-
gence effort. ’

he NIS mission, Marine Corps countern-

intelligence personnel are authorized to assist in NIS '
investigations and operations. Generally, such asgsistance

is highly encouraged by this Headguarters, agubject to .
limitations imposed by requirements of the local command and

provided the following 1s accomplished: ' : :

£. In Support of t

‘ (1) Adeguate counterintelligence support ig being
.provided to the command to which the Marine Corps counter-
intelligence personnel are assigned. '

(2) Adequate and appropriate counterintelligence
training in support of the Marine Corps combat counterintel-

ligence mission is being provided.

Be of support provided Dby counterintel -
-sam commander shall maintain operational

IR L o]

(3) T \
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, g. Belected Marine Conrps counterintelligence personnel
are assigned authorized billets within the NIS organization
to assist in conducting counterintelligence investigations,
operations, and technical security services. Personnel will
normally be assigned in areas of high Marine Corps interest.

t

(1) Marine Corps personnel are especially selected
and trained for counterintelligence duties. Personnel will
not be assigned counterintelligence duties until a satilsfac~
tory background investigation has been conducted and they
have satisfactorily completed a formal course of instruction
approved by this Headquar : Exceptions may be made upon
reguest to the Commandant of the Marine Corps (Code AO2A).
Bach request must contain full justification.

(2) Personnel possessing a primary counterintelli.
gence MOS may not be assigned primary duties outside of the
intelligence occupational field unlegs authorized by this
Headquarters. ‘

aggsignnent to a formal counterintelligence courgse of instiua.
tion shall be screened by locally assigned counterintelii.-
gence personnel prior to being nominated for training.
Commanding officers shall screen applicants in the absence

of locally assigned counterintelligence personnel. Appli-
cants must meet the following prereguisitess

(1) Be a corporal, sergeant, or staff sergeant, any
MOS.

(2) Have a minimum 6T score of 110.
v -

(3) Be a high school graduate or have attained the
equivalent CEL

Y o , .
two years' obligated service upon completion
instruction. - :

i
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(7) Persorinel selected for co
will be assigned the appropriate n
(MOS) by this Headquarters upon
course of instruction.

unterintelligence training
ilitary occlupational specialty
satisfactory completion of the

¢c. Credentials. Upon command request, counterintelligence
credentials are igsued by this Headquarters to personnel
assigned authorized counterintelligence billetsg., The purpose
of these credentials is to identify those personnel accredited
and authorized to conduat counterintelligence activities
within the Marine Corps. Instructions for the use, prepara-
tion, and handling of credentials are

(,OI"li.E.l.i l-lc,d ,j. l’l Qn(.‘l 08 ur 5
( )
Lt )

d. Civilian Clothing. An initial civilian clothing
allowance may be granted to enlisted counterintelligence
per'sonnel when assigned duties where concealment of their
militacy identity is required or desirable. Requests for
civilian clothing allowances will be Fforwarded to the ,
Commandant of the Marine Corps (Code A02A) with sufficlient
information to Jjustify the special expenditure. Normally,
active participation in investigations conducted by NIS
representatives, extensive liaison with other intelligence
or investigative agencies, or counterintelligence assignment s
outside the continental limite of the United States will be
considered as appropriate Justification. '
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&@. Funds., Instructions for the use of funds in garrison
counterintelligence operations and investigations are con.
tained in reference (e). Funds for operations in a combat
situation will be avallable in accordance with instructions
published by the appropriate theater or Operational commander.
f. Specialized Training. Quotas
cal training courses, language training, and area intelligence
courses are scheduled by this Headquarters on s continuing
basis to meet planned and anticipated requirements, In view
of the unique and sensitive nature of this training and the
billets for which trained, this Headguarters will control the
selection and assignment of personnel to such training.

to specialized techni.

9. Security Standards. The sensitivity of counterintel.

Ligence assignments requires high standards of personal and
Professional condUet st daed oo o o
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h.  Liaison,
counterintelligence requires extensive

MCO 3850.1C
8 Jul 1968

Iffective performance in the field of

liaison., Counter..

intelligence personnel are encouraged to maintain cloge and
continuous liaison with NTS representatives and other intel.
ligence and law enforcemant agencies, military and civilian,

as appropriate.
which may be of investigative intercst

Specific guidance with respect to mattergs

to other Federal

agencies is provided in paragraph 10 of reference (¢).

i. Identity of Personnel .

Information concerning the

numbers and namegs of personnel assigned to countervintelligence
duties and their methods of operation will not be released to
the public except when authorized by the Commandant of the
Marine Corps. Counterintalliganze activities will be safew
guarded in accordance with current security regulations for

the security of classified matter.

Je Standardization of Reports

(1) Where rossible, counterintelligence imvesﬁigatiomﬁ,

surveys, inspections, and ingquiries wil

1 be reported on NAVMC

10481 (Rev 6w68)(Counterint@lligence Report) and NAVMC 10487

(Rev 8-60) (Local Records Check), Opera
reporting will be in accordance with di
the appropriate forece commander.,

(2) Counterintellig@nce team ac
forwarded by the 10th of each month for
activities utilizing Report Symbol MC-3
in enclosure (3). '

5, Counterintelligence Respongibilitie

tional intelligence
rectives publighed by

tivity reports will be
the previous month' s
850-01 and the format

8. Counterintelligence

personnel are assigned to major command
the commander in the accomplishment of

and security respongibilities. Assigne
personnel should provide, as a mindimum,

and security gupport listed bhelow,

Ef Counterintelligence sectil

8 to assist and advige
his counterintelligence
d counterintellige 2

the counterintelligence

on

(l)RWhﬁough liaison with approp
avalhable information, and oral brie

5

t the’ conmander informed of n

"

riate agencies, analysis
fings or written esti.
RS o
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espionage, actual, potential or suspected sabotage, and actual,
potential or suspected subversive activities, including dig-
affection, ensuring that information about these matters is

promptly referred to the nearest NTS representative,

(3) Conduct counterintelligence planning and training
in support of command contingency missions. Planning actions
may range from combat counterintelligence planning for OPera -
tional deployments to security and counterintelligence plan-
ning for domestic/civil disturbances, The bagsis for planning
should be counterintelligence estimates of the situation.

(4) Constitute the commander's primary source of
advice and assistance on security matters. In fulfilling
this responsgibility, the following activities will normally
be accomplished by assigned counterintelligence personnels

(a) A basic security survey of the command/
installation to determine the sensitivity, criticality, and
vitlnerability to threats. ' '

(b) A continuous program of
evaluations, limited surveys,
maintenance of an effective

security inspections,
or related activities to ensure
security posture.,

(c) Limited technical security inspections of
critical offices, conference rooms, communications spaces,
and similar se sitive areas. Appropriate guidance is con.
tained in reference (f),

(d) Assist in command security education and
training programs designed to keep individuals informed on

security regulations and to maintain a high degree of security
consciousness,

(@) Supervision of the personnel
to include establishing procedures for the
security investigations and the granting,
tion of personnel security clearances.

security program
initiation of
denial, or terming.

NOTEs Although counterintelligence specialists
employed in the clerical functions a
'tllff‘ilti\f@\ I EIYINTVEY T T /1Y =3 9] e ot e s e o o

should not be
ssociated with the adminis-
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N (£) In coordination with the communications
officer and other staff officers, maintenance of the physical
security aspects of communications security, including the
investigation and-reporting of violations thereof,

: (¢) Preparation of orders, instructions, and SOP'sg

. on security matters, . : ' ’

| o (h) Establishment -of procedures for the security.
\ﬁ@@ £ Ir : . control of visitors, military-and civilian.
he ¢ ~ TR : e . = o

(5) Conduct plahning?f@r the intelligence and counter..

J j © o dntelligence processing of friendly prisoners of war who have
0y Py a.‘; - " been returned to friendly control. : '

SOADIY [BUOTEN 8} JO SBUIp|OH pelisse[oaq / palisseloun au} wol peon??fqgg

: ' o ' ounterintelligence Teams The coumterintelli ance
o b ; b. Counterintelligence Teams. v gence

team, under the staff cognizance of the assistant chief of

\\Q@ Qq%; Foca] ;ﬁf | 4.uA‘_ gstaff, Qgg, will EOrmallyU§CCompliﬁh the followings:

Nav 4 . . . . - . .
a \ . o o : CE
R prog;acoﬁ oo o7 (1) Coordinate with the staff counterintelligence
5 Zkb Sibili?-% . . officer in accomplishing.fumgtions listed in paragraph 3a
[%%Qzeb Naval alﬂg - above, Emphasis will be placed on planning and preparation
d , . . . .

SR . for contingency missions.

(2) Participate to the maximum extent possible in

b&jsb'o hbri%s(ga“ﬁ N field training exercises involving battalion or larger ele- N
f‘qéf I“Vestiggfﬁ‘ ) o ments. Such participation should include agsignment of A
@U ée) prOVid%% S count@rxnte;lig@nge pe;@onne} to the @xerc%$@ p}gnming gtaff .
2, gsfs reg ;ﬂ . - - to ensure an &dequaﬁe 1mteilmgence/count@rlmtell1g@nce play '

, 2OVern; R : :

in the exercise, .

, 2 (3) "Ensure team training is adequate to maintain
required proficiency in MOS glkills, ' AR e

& L (4) Assume responsibility for the conduct of security

d - 0. surveys, evaluationg, afterhour$ security inspections, and
g A technical security inspections, (NOTE:. The staff counterintel.
security

H .. ligence element should normally be responsible for the

oy W ~and coun telligence portion. of the command IG and 2&M
i ASS Py, i inspect X ' : ' ,
)"*C%; (5) Im those instances of actual, potential or sug-

A ripécted esplonage, sabotage, or subversive activity w
H: s v laolated Location of 1 cemms md oy oo oo o W

The
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6. Counterintelligence Activities in Support of the Fleet
Marine Forces. Basic -policy guidance and operational dog
trine Tor the employment of CI teams are contained in refw
erence (b). This guidance and operational doctrine will be

revised periodically to reflect experience and legsons

learned in operational deployments., The following supple-
© mentary duidance is based on recent policy decisions and ’

lessons learned in Southeast Agilay

a. Counterintelligence teams will normally be attached
to Fleet Marine Force Headquarters, MEF Headquarters,
divisions, and air wings. Current planning provides three
CI teams per MEF; i.e, one CT team each with the MER Headguar -
ters, division and air wing. When operational requirements
so dictate, additional teams may bhe attached,

SOAUDIY [BUONEN SU} Jo SBUID|OH PaiISSeIoa(] / pallisseIou ey ol peonpoidey

b. Coordination of CI teams through the MEF counterintel.-
ligence officer is considered eggsential to ensure an economical,
flexible, and coordinated response to the counterintelligence
threat within the MEF ares of respongibility. Except where
geographical or operational circumstances dictate otherwise,
counterintelligence teams and gubteams will not normally be
placed under the operational control of commands of less
than MEB size,

c. Counterintelligence activities
by "the imaginative exploitation of all
The counterintelligence effort muat be
intelligence/collection threat, but must be gufficlently flex.-
ible to adapt to. the geographical environment, attitudes of
the indigenous population, mission of the supported command,

and changing emphasis by hostile intelligence organizations.
. A

must be characterized

available resowces,

5 e

oriented on the hostile

[ d. In addition B normal counterintelligence activities,

both active and passive, counterintelligence teang possess
the capability of collecting both counterintelligence and
"positive" (ie,, combat) intelligence through special operé-
tions and the use of human resources. Further® information on
this capability will be published separately to major FMF
commanders, :

€. In order to ensure that gomprehensive, "all source’
counterintelligence estimates and views are available to the
supported commander, the staff counterintelligence ofFFd cmer i
YT T ety N " o
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, f. Experience has proven that vounterintelligence
activities do not achieve maximum effectiveness when conducted
separately from other intelligence activities. The capabili.-
ties of the counterintelligence teams should be integrated
into the overall collection plan. Their activities must be
closely coordinated with those of other intelligence specialist
teams as well as with civil affairs, psychological operations,
and similar organizations in contact with the indigenous
population. Extensive liaison with other intelligence agencies
in the operating area, military and civilian, is ess

sgential to
provide the supported commander the comprehensive support
required.

g. Counterintelligence participation and assistance
should be included early in the planning rhases of tactical
operations so that commanders will have the benefit of
countérintellig@nce information in the early formulation of
tactical plans. :

h. Particular attention in the planning phase should be
directed to concealing or masking those observable actiong
or patterns of activity which hecessarily precede the opera.
tion and which, if chserved and analyzed by the enemy, tend
to reveal details or the existence of imminent operations.
7. Action, Commanding officers should effect those counter.
intelligence measures required and necegsary as set forth
herein to ensure the security of their command. Maximum
use of counterintelligence personnel is recommended. Detailed
counterintelligence directives should be promulgated by local
commands as required.

8. Reserve Applicability. This Order is applicable to the

Marine Corps Reserve.,
W o, ///?
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2-Related References and

‘Document g

T il

Publication

h SECNAVINST 5521 .6A
'OPNAVINﬁT'3521@3B
'OPNAVINST 03822.5
OPNAVINST 3850, 24

OPNAVINST 5510.1C

OPNAVINST 5570, 1A

OPNAVINST 5700.84

T

MCO P1012Q528

NISINST 5520.11*

FM 30-5

M 30-17(C)
FM 30-18(3)

ONI 63,1B*

ONL 632

et

Souraea

Subject/Description

Navy and Marine Corps Military
Personnel Security Program
Hostile Intelligence Collection
of Unclassified Information

Military Intelligencembiﬂclosure

of Classified Information (U)

Reporting of Information on Actus]
or Attempted Defection

U.5. Navy Security Manual for
Classified Information

Anonynous Correspondence of
Threatening or "Crank" C
handling of

a
ategory;

Communi st Propaganda ; instructions
for handling of ‘

.
5

Individual Clothing Regulatione
(Chap, 4, part B, section IIT..
pertains to guidance on civilian
clothing allowance)

Assistdnce of Marine Corps Cr

bPersonnel in NIS investigations
Combat Intelligence

Counterintelligence Operations
Intelligence Corps, U.8. Army (u)

Intelligence Collection Operations,
Intelligence Corps, U.S. Army (U)

'y
NIS Manual for Investigation

Guide for Security Orientat

ion,
Education and Training
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g

ONI 64-2a(g)* Count@rint@llig@nce Manual fop
' Naval Intelligence (u)

T/E 47292 _ T/% for CT Team R

T/0 4729 T/0 for 1 Team

*Distribution made only to thos

intelligence pers

@ commandg
sonnel attached

having countex -
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to the Commandant of the Marine Corps (Code A02a),

MCO 3850, 1cC
8 Jul 1968

Instructions for CounterintelliqenceACred@ntialﬁ

1. General. Counterintelligence credentials
the use of personnel on authorized counterintelligence misgions
The Commandant of the Marine Corps (Code AO2A) is designated
as the office of record for Marine Corps counterintelligence
credentials. Commanders authorized counterintelligence per-
sonnel are responsible for the proper use, custody, safe-
guarding, and recall, when appropriate, of credentials issued
to counterintelligence persommel within the commard.

are intended for

2, Reguesting Procedure.
“issue as follows:

SOAIUALY feUOfEN 2U} Jo SBUIDIOH PaIISSE[s( / PAUISSEIOUN SU) Woy paonpoldey

Credentials will be prepared for

a. Commandant of the Marine Corps (AO2A) will:

(L) Print the name and affix the photograph of the
individual for whom the credential is intended.

(2) Have the credential signed by an officer in the N
hame of the Commandant of the Marine Corps and forward to
the requesting command, )

|
b. The requesting command wills ’

(1) Have the individual for whom the credential ie
issued sign the credential on the line provided (first name,
middle initial, surname) and affix an inked impression of the
right index finger in the space provided. (The grade of the
individual will not appear on the credential.)

, (2) Upon completion of all administrative entries on ;
the credentials, both portions will be laminated prior to use.

(3) Complete and return the transmittal certification

3. Accountability

a. Credentials will be returned to the Commandant of -the
Marine Corps (Code AO2A) by registered mail when counterinte].
ligence personnel are transferred, assigned other duties,
discharged (providing not immediately reenlisted), released
from active duty, or under other circumstances which may cauge
the commander concerned to consider that retention of the
credentials is no longer appropriate or required.

=

ENCLOSURE (2) -
I DECLASSIFIED
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2. Once issued,  this Headquarters will retain credentials
.ol counterintelligence personnel not currently occupying
authorized billets and will reissue credentials when requested.
C. Commanders will initiate an immediate and thorough
investigation of loss or theft of a eredential, making an
. dmmediate eport to Commandant of the Marine Corps (Code A02A) °
that the loss or theft has occurred. 1In addition, local U.9.
Government investigative agencies will be notified. Upon com..

pletion of the investigation, a full report will be forwarded
to the Commandant of the Marine Corps (Code A02A).

4. Resgtrictions

a. Except under unusual circumstances, as determined by
this Headquarters, credentials will not be lssued to personnel
who have not completed a formal course of instruction in
counterintelligence which qualified the individual for the MOS

SaAILDLY [BLOLEN 8} JO sBuIpjop penisseosq / peg}sself)qg»eq} Lu(ij; .pgqrjp.(‘udsa

of 0210/0211.

i

| b. C(Credentials are not tran
! - -

3 produced nor alter
paragraph 5 helow.

sferable and will not be re.
ed in any way except as authorized in

f 5. Foreign Language Counterintelligence ¢

redentialg

a. Commanding Generals, Fleet Marine Force, Pacific,

and <7
o Fleet Marine Force, Atlantic, are authorized to reproduce
5 credentials in forelgn languages for areas of possible use.
i "

b, Issue and‘control of foreign 1
is the responsibility of each Fleet Ma

+

anguadge credentials
Irine Force Headquarter

o
S

ENCLOSURE (2)
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MCO 3850.1cC

-8 Jul 1968

Report Symbol
_ : MC-3850--01

From: Team Commander

To: Commanding General, Fleet Marine Force
Vias Commanding General, (Major Command)

Subjs:  Report of Counterintelligence Team Activities

Ref: (a) MCO 3850.1C
Encle (1) Team Personnel Roster

1. In accordance with reference

(a), the following report of
‘team activities for the period

is submitted:

SOOIy [BUONEN a4 JO SBUIP|OH Palisse|Ra( / pelissejou sl wolj psonpoiday

a. Operations

(1) Combat Operations
(2) Special Operationg
(3) Investigations

b

Significant Counterintelligence Support Activities

(1) Security services (surve
tions, training, etc.)

'S

ys, evaluations, inspec.

..

(2) Technical support (DAME/TSCM/Photo) ' |

"JEQQ Training Highlightg

~d. T Bauipment Shortages

Mi@cellaneous (Liaison, TAD,

, e. and visiting personnel
e-tco ) . :

et

r;‘

2. Team Commander's Comments. (Comments are solicited on
combat operations, training exercises, and lessong learned
which would be of use and dgeneral information to other teams/

Distribution Lists
CMC (Code A0 24)
CI Teams (Lant/Pac)

ENCLOSURE (3)

| b ~ DECLASSIFIED
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Tean Personnel Roster

Duty Spec ' RTD/
™ Name Rank SerNo Assighment Qualifications OSCH  EAS

i . ~
TE - .
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P Special Qualification Legend
I ; D DAME,

L PawwPhoto

| ) TwwDASE/TSCM

! i A~-Area Int

. Vie«Viet Lang p
o

|

|

|

t

|

SL-—Span Lang » T
FlL~~French Lang ‘

RL--Rusgian Lang

The-Thai Lang

ENCLOSURE (1) 1o
Report of CI
Team Activities

ENCLOSURE (3)
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MARINE CORPS ORDER 005511.11A

T —

SECRET NO FOREIGN DISSEM

DEPARTMENT OF THE NAVY
HEADQUARTERS UNITED STATES MARINE CORPS
WASHINGTON, D. C. 20380 MCO 005511.11A
AO2A~-BRG-req
15 Jul 1971

(1,24 Wous paonpoide!

SEIOU

Fz;m:

To:
Subj:

Ref:

Encl:

1. (C) Purpose. To reiterate the necessity for
classified information -against technical penetration,

information regarding te
(TscM) for inclusion within the command security programs,

and furnish information as to the availability of TS
to Marine Corps commands.

2. (U) Cancellation. MCO 005511.11.

3. (S8) Background. Technological advances and the application

of new techniques and con
~ technical penetration by hostile intelligence elements.

During the past 5
destine listening devices have been mainl
1itical targets. The discovery of these
has revealed a continued extensive hosti
also be directed at U. S.
the availability of electronic co
the commercial market has increase
technical penetration.
considered less than that to certain other Government installa-
tions: however, the ex i
positive technical sury
rotection of high

A

are beygnd the wave lefgigiyisible to the human eye The

1. o--znuuﬁ?% : ou‘uuuouuunu.- =
DOWKSRADING AT 12 ﬂf%%?um 7 /V224(2122/// é%ii Z'Oggggo 50

AGFYMRAMATICALLY DECLASSIFIER, '
‘%- cesP0PO0RE006000238D Unu. Y YITYIXEIEIRIAES I A0 ]

commandant of the Marine Corps
Distribution List

Re] SLIS!

Technical surveillance Countermeasures (U)
(a) OPNAVINST 5510.1C

(b) OPNAVINST 5510.45B

(c) SECNAVINST 5430.13B
. (@) KaG-1D/TSEC

(e) OPNAVINST 005500.46A

_Seury jeuoeN a4 jo sBuplol paysse

(1) Locator Sheet

protection of
provide

chnichl surveillance countermeasures

CM support

cepts have increased the threat oI

years hostile penetrations utilizing clan-

y directed at po-
-penetrations, however,
le capability which can
military installations. Furthermore,
mponents and subassemblies on
d the threat of low-level

The threat to military installations is

vﬁ;,w~gcapability dictates that
 ba b grmeasures are applied for
Ldldd sensitive information.

. \
ormation. The sophistication of technical penetra-
om simple wired microphones to -

ﬁ%ﬁéﬂ@%@&@@af Qepaskeengbeiskizing light ra jg which

A

TR
Pt
e

[

D BiR 5208.16
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- control. The following specific countermeasures concepts

L NO FOREIGN DISSEM

MCO 005511.11Aa

15 Jul 1971

most common techniques which have been employed to date in-
clude the use of wire microphories, radio frequency trans-
mitters, and exploitation of existing telephones or inter-
communications systems. The single most effective counter-
measure against ‘technical penetration. is a continuous and
vigorous physical security program including strict access

are utilized in maintaining a proper security posture against
the threat of technical penetration and surveillance.

a. (S) Isolation. Isolation is ac&cmplished by ensuring
that highly classified or sensitive information is discussed
only in areas which are afforded complete perimeter and access
control. 1In addition to proper physical security measures,
acoustic control (soundproofing) and electromagnetic control
(RF shielding) may also be necessary depending on the area.
Intercommunication systems and telephones should be removed B |
from sensitive spaces such as conference and briefing rooms r
wherever practical. Whén removal of telephones is impractical,
they should be equipped with a secondary disconnect device,
such as a jack and plug, in order -to physically disconnect the
instrument from the line when not in use. Access to these
areas must be stringently controlled. Uncleared personnel and
foreign nationals must be excluded or escorted and closely 7
supervised at all times.  Escorts must be appropriately cleared w®
U. S. perspnnel aware of the threat of technical penetration.

It must be impressed on personnel concerned with the security

of sensitive areas, that an RF transmitter can be installed in _
as little as 15 seconds once access 1s gained to an area. il
Additional guidance and information concerning command respon- . 1
sibflity. for physical security are contained in references (a) ' i
and (b).

SOOIy fEUOREN BU) JO SBUIDIOH PaliSSE[0a( / PAUISSeIour SU} Woy peonpordey

b. (S) Nullification. Nullification is a method of masking |
or jamming classified conversation by the use of various sound |
sources which will render the intercepted information unintel- [
ligible. Appropriate sound sources include radio and televi- : W
sion broadcasts or prerecorded multiple conversation. Nulli- |
fication is not effective over a long period of time and should |
only be used as an expedient when circumstances preclude estab- |
lishing appropriate isolation.

c. (S) Detection %%V

% S AN NI Bl
(1) (S) To augment isolation and nullification a
program of detection directed toward locating and neutralizing
clandestine listpPpmEgeds

2 Bl 7-Downglade 1051 Suiadnewpdvances in
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MCO 005511.11A
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technology and new techniques normally require highly skilled
per sonnel using specialized countermeasures equipment and
techniques to-locate clandestine listening devices. Techniques
now exist, for example, whérein a.telephone may be used as a
listening device without modification td the instrument and
without the telephone being in use. ’

. (2) (C) The advancement in technical penetration
i capabilities has necessitated cortresponding advancement in
‘ _ countermeasures equipment and techniques which in turn has
dictated consolidation of TSCM assets due to rising costs and
greater training requirements. ‘

SONYOIY [BUOREN AU JO SBUIPIOH PalIsseina( / paissejou au wolj peanpoldey

5. (é) Respongibility

a. (C) Reference (c) established the Naval Investigative
Service (NIS) responsibility for providing specialized TSCM
support within the Department of the Navy. TSCM support to
CONUS and *‘the Western Hémisphere is provided from NIS Head-
gquarters, Alexandria, Virginia. NIS Office Europe, London,
England, provides support for Europe and Africa; and NIS
Pacific, Honolulu, Hawaii, provides support to the Pacific
area.

b. (C) Selected Marine counterintelligence teams also .
maintain a limited tactical TSCM support capability. While .
these teams may be utilized for advice to all commanders
concerning their TSCM programs, this detection support ‘
capability should be limited, except for unusual circumstances,
to tactical units of the Fleet Marine Forces.

6. (C) Inspections and Surveys

a. (C) TSCM support is provided by TSCM inspections and
surveys which differ only in the degree of support provided.
Discussions concerning such support should not take place in
the area which is to be inspected or surveyed. 1In addition,
ests and reports concerning TSCM support should be

,,?{:7
%%%%d at least confidential. 1
ARy 3

vy»*m~§. (C) Sensitive areas requiring TSCM inspections or
“"surveys are normally limited to fixed secure communication
facilities as required by reference (d), those areas where

' highly classified information ig discussed on a continuous
ec’aSSiﬁ d/ﬁéil and those areas where special intelligence or‘extremely
— <ReMoradergorams are normally discussed. Areas which are
- determined toO’YEAUMiwewWwESCM inspections or surveys must also
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i contain appropriate physical security and access control
! systems to preclude unauthorized access. Sensitive areas
i should be inspected no less than annually and when
circumstances indicate that a possibility of technical
penetration.existsjsuch as new construction, renovation,
repairs, or unauthorized access. ‘

c. (C) Whenever possible, conferences and meetings

- concerning highly classified or sensitivé matters should be
held in secure areas which have previously received TSCM
inspections or surveys. -

7. (S) Actiqn
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a. (C) Commanders will ensure that appropriate technical
surveillance countermeasures are included in their overall
security programs. Those commands maintaining sensitive areas
and requiring NIS TSCM support should submit requests to the
appropriate NIS headquarters cchtained in paragraph 5a, above.
Further instructions for requesting TSCM support are contained
in reference (e). ' ‘ -

"b. (8) In the event a technical penetration is discovered,
classified conversation in the area should be sanitized to a
minimum level and terminated as soon as feasible. Normal
routine should be maintained in the area to the extent possible
and no verbal reference should be made concerning the discovery.
The Commandant of the Marine Corps (Code A02), Commander, Naval

' Intelligence Command, Director, Naval Investigative Service,
and appropriate commanders will be immediately notified of the
discovery.. Detailed action to be taken in the event of a

'5 technical penetration discovery is contained in reference (e).
i Information concerning discoveries will be classified secret.

! 8. (U) Reserve Applicability. This Order is applicable to

the Marine Corps Reserve.
| O s —
- i . 7
N R T /e

y R/ CHATSSON—
[ ¢hief of stafs \
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LOCATOR SHEET

Subj: Technical Surveillance Countermeasures

Location:

(Indicate the 1odation(é7”bf the copy(ies) of
this publication.) ‘

. [ UNCLASSIFIED |

UNCLASSIFIED

Ernclosure (1)
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s‘e/\ngv‘;?gogmNﬁgg;p\swb‘gl_pl% peyisses / palssejour oy woy peonpodey

11

~ DECLASSIFIED
Authority Az 12643




—— e e e

¢
i

CONFIDENTIAL

DEPARTMENT OF THE NAMY ‘o’ b
" HEADQUARTERS UNITED STATES MARINE CORPS
' WASHINGTON, D. C. 20380

MCO 07040.4E
02A08168
AO2A~-JIG-11w
21 March 1968

CONFIDENTIAL ' .
MARINE CORPS ORDER 07040.4E '

¢ ) Al
From: Commandant of the Marine Corps
To: Distribution List
'Subj: Funds for the Collection dnd Classification of Infor-

mation (C) :
. RPN

Encl: (l)‘Excerpt from NAVINTCOMINST 07000.2

N

(2) Locator Sheet

1. (C) Purpese. To establish and describe policies and pro-

Auth: .l..l.f.l..f.{.?/‘.g.%....‘.ﬁiiuiilw ___/_._‘v__*(}f \ZQ -5/
Date: 2/.{(4/

cedures governing the expenditure of funds available for the
collection and classification of information (C&CI) funds.

2. (U) Cancellation. MCO 07040.4D.

3. (C) Information "

a. In view of the limited Marine Corps requirement
for C&CI funds, it has been determined that a separate HQMC ,
fund will be terminated. B

K
4

b. C&CI funds will continue to be available for Mariﬁe
Corps use through procedures jointly established by this Head-
quarters and the Naval Intelligence Command. :

4.. (C) Policy

a. The Marine Corps will not maintain a separate
C&CI fund nor will funds be suballocated to subordinate
Marine Corps commands.

b. This Headquart
expenditures of C&CI fun%  w£

forwarding to the Naval

c. , Expenditure of C&CI funds will be in strict accord-
ance with enclosure (1).

-t

~ Group-4 f

CONFIDENTIAL
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1 , d. C&CI funds required by Fleet Marine Force com-
i manders for combat or contingency operations in overseas

; areas will be requested through the appropriate operational
i commander. Such requirements do not fall under the purview
: of this directive. ,

A

5. (C) Action

a. Activities expending funds for the collection and
classification of information will "submit appropriate docu-
mentation to the Commandant of the Marlne Corps (Code 202a)
for approval.and payment,

i . b. Vouchers covering expenditures shall be prepared

) in triplicate on a Claim for Reimbursement (OPNAV Form

! 7000-3): - The original and one copy of all executed vouchers,
together with the original and certified facsimiles of all
receipts, invoices, and supporting papers shall be forwarded
by air mail to the Commandant of the Marine Corps (Code A02A).

L3

e

. 3 *

c. In the preparation of vouchers, the spaces titled

i . Prior to submission, each voucher shall bear the following

[« v certification by the commanding officer or his designated.
representative: "Above claim certified as expenditures made

| : in.accordance with provisions of Naval Intelligence Command e
3 ' Instruction 07000.2" ! !

d. Particular attention is invited to those portions |
. of enclosure (1) concerning mileage allowances and the require-
ment for proper case identification. Vouchers not containing
proper case identification will not be approved.

6. (C) Fiscal Instructiong. The instructions contained here-
in apply exclusively to collection and classification of
information funds and in no way pertain to any other public
funds. '

7. (U) Forms. OPNAV Form 7000-3, not in the Marine Corps

supply system, 1is available upon request to Commandant of the
Marine Corps (Code AO2A).

classified / Downgrade t
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N,
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Datez//%%nitf

| | "Approved for Payment" and "Voucher No." shall be left blank. “ §
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21 Mar 1968

8. (U) Reserve Applicability. This Order is applicable to
the Marine Corps Reserves. : '

H. W. BUSE Jr
Chief of Staf

DISTRIBUTION: 1025-01,-09/2010-01/2020-01,-02,-04,-05/2030~01,
~02,~03/2155-16/3700-01, ~02, ~04 —09/6025/6600/

6900,/6302/6504~ Ol/690ﬁ/7000 32/7315-02,/7862/
8145 (2)

Copy to: . NAVINTCOM-1, NAVINTCOM-14
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QNF!DENT[AL 21 Mar 1968

EXCERPTS FROM NAVINTCOMINST 07000.2

"4, (C) pPolicy.

"a. To insure that the intent of Congress is not vio-
lated in the administration of "Contingencies of the Navy"
funds, it is the stated and enforced policy of the Secretary
of the Navy not to approve expenses for items of a personal
nature, expenditures which tend to circumvent or supplement
other specific provisions of law, or expenses for self-enter-
tainmept of officials of the Department of Defense. The Com-
mander, Naval Intelligence Command d4s held accountable to the
Secretary of the Navy for these funds, and improper expendi-
tures will be disallowed when financial returns are post-
audited at the Washington level. The use of "Contingencies of
the Navy" funds for any purpose other than Collection and
Classification of Information is strictly prohibited. . Among
expendigures'ngpmally authorized are:

SOAIDIY [BUONEN 8U J0 SBUIP|OH PeliSSE|oaq / PRISSEoUN Bl Wol paonpoiday

. "(1) payment of cash to informants
"(2), cost of indycements provided informants or

prospective informahnts, including entertainment where appli-
cable :

“

"(3) incidental expenses incurred while engaged in S
~undercover activities ‘

"(4).salaries, allowances, and expenses c¢f contract %
agents .. )

1

(5) certain miscellaneous items subject to condi-

tions directed or approved by the Commander, Naval Intelligence
Command.

! "b. While common sense and good judgment should be used
‘ in determining whether an expenditure of C&CI funds is proper,
two questions should also be considered:
"First, is the expenditure to be made in connection
with the Collection and Classification of Information for
Naval Intelligence purposes?

. "Second, can the
; material be vouchegBd€iling
I allotment without ¢
! which C&CI funds an

J.Downgrade 10 eguenineerirpszvat s ENCLOSURE (1)
u i ly declassified. ; CONFIDENTIAL

AU o A e ~ CONFIDENTIAL
Date: Z{./.P/g/ﬁZ{g
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gpardizing the purpoge for
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"The exXpenditure is authorized only:if the answer to the
first question is 'Yes' and the answer to the second question
is 'No.' If either of the questions cannot be answered
accurately as indicated, then the expenditure should not be
authorized. ‘When doubt exists concerning the propriety of a
specific expenditure, guidance should be requested from the
Commander, ' Naval Intelligence Cemmand.

"c. Unless expressly authorized in advance by the Com-
: mander, Naval Intelligence Command, the following items will
NOT be allowed as charges against C&CI funds:

"(l) Payment to any U.Sf“ﬁublic official including
military, for services within his‘'official capacity.

SONYOLY [BLONEN 8l 0 SBUIPIOH PalIsSeioa( / psllissejou su uiol psanpoldey

(2) Payment or advance payment for any type of
travel or ‘ac®ommodation expense when the claimant is travel-
ing under orders for which the expenses are properly charge-
able "to other than C&CI funds. When the use of C&CI funds is
mandatory, reimbursement for travel performed by military and
civilian personnel' will"be in accordance with Joint Travel
: Regulations, Volumes 1 and 2, respectively. ‘“ﬁ
j L "(3) Payments to indigenous employees of the U.S. B
HE - Government, except those payments directly relating to the
Collection and Classification of Information.

. '(4) Gifts for birthday presents, Christmas presents,
Christmas parties, office parties, coffee messes and such

other expenditures involving U.S. employees are NOT authorized, il
regardless of 'local custom.'

_ "(5) Expenditures for embossed stationery, including
invitations and place cards are not authorized. NAVPUBINST

5604.2 (series) contains a ready reference guide for ordering
approved stationery.

"(6) Expendltures for calling cards or any form of |

greeting cards are considered to be personal rather than W
official, and are not authorized.

Nousekeeping expenses of the Command;: “
Pvices must be procured through normal ’

2d / Downgrade t0....ccceesnnnnee
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(8) Entertainment,

except as a necessary reward to
an informant or as inducement

. to a potential informant. Too
frequent entertaining of the same person might indicate that

C&CI funds are being used to fulfill social obligations of a
personal nature, or that the repeated entertaining and other

payments are not accomplishing the purpose for which these
funds are allotted." : ‘ ’

«

N
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LOCATOR SHEET

Subj: Classified

Location:

“

(Indicate the location(s) of the copy(ies) of this
L v publication)
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