
HO 
From: 
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Ref: 
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DEPARTMENT OF THE NAVY 

HEADQUARTERS UNITED STATES MARINE CORPS 

WASHINGTON, D.C. 20380 

Continuing Intelligence Activities 

cf; 
IN REPyv. REFER TO 

AO 2A-N,ISP-bfh 
3800 
:i. 4- AUG 197! 

(a) Your ltr NIS-09Y/kac 3800 Ser: U-2280 of 9 Aug 1973 
(b) SECNAVINST 5500.28 
(c) SECNAVINST 5430.13B 
(d) MCO 3850.lC 
(e) MCO 00551L llA 
(f) MCO 07040.4E 

(1) Copy of reference (d) 
(2) Copy of reference (e) 
(3) Copy of reference (f) 

1. In accordance with the request contained in reference (a), 

the following information is provided for use in responding to 
Senator Sam J. Ervin 1 s letter of 30 July 1973. 

a. Response to Question I.E 

Marine Corps counterintelligence activities are governed ,, 

by references (b) through (f). Reference (b) designated the 
Director of Naval Intelligence as the Department of the Navy 
focal point for insuring the coordination and integration of all 

Naval counterintelligence, investigative and security policy and 

program matters (less combat related counterintelligence respon
sibilities of the Marine Corps) and for relationships with non

Naval agencies on such matters. Reference (c) specifies Naval 
intelligence and investigative jurisdiction and responsibilities. 

Based on these two documents, reference (d) sets forth the policy 

and guidance for counterintelligence activities and authorizes 

Marine Corps counterintelligence personnel to assist the Naval 
Investigative Service investigations and operations. Reference 
(e) provides information on technical surveillance counter
measures, and- reference (f) outlines the policies and procedures 

governing the expenditure of collection anq q:Lassification of 

information fund~. All three _of the Mari~:~.1 ___ 11:_:~\:?_·~--I'.~•-s,_a:i_._r¢Pt_:,~_-ives 
are current and in effect. Reference (e) ~i:~J::-gh~1pnly c4;itrent 
regulation issued since 1 March 197 L Al:!! ,leJ.'£:bedtives 'pertain 
to tactical counterint;...@ll' ence operations and maintenance of 
security aboard · Ae Cor bases and installations. Reference 

(d) authorizes -==-•?••.. ~wmi,.litG11,pnce ue_rsonnel to 
~oli-ll4$"tl1'1.ll.l",4!i1>./il!Jlit---@ 
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assist in investigations being conducted by the Naval Investigative Service in accordance with rel§,erences (b) and (c) and with respect to espionage, sabotage and subversion including disaffection. 

b. Response to Question II 

(1) The Marine Corps has maintained representatives on only one interagency intelligence organization since 1 March 1971, the United States Intelligence Board. Currently, the Marine Corps provides an alternate member for the Department of the Navy on the United States Intelligence Board Security Committee. Membership is also active on the Audio Countermeasures Subcommittee, Research ano Development Subcommittee of the Technical Surveillance Countermeasures Committee, United States Intelligence Board. 

(2) The individuals, members of the Counterintelligence and Security Branch, G-2 Division, Headquarters Marine Corps, who participated in these committee meetings were: 

(a) Security Committee, United States Intelligence Board. 

NAME 

LtCol Phillip J. Ryan 
LtCol Raymon B. Steel 
LtCol Walters. Pullar, Jr. 

DATES 

1 Mar 1971 - 30 Aug 1971 
31 Aug 1971 - 30 Mar 1972 
17 May 1972 - Present 

(b) .Audio Countermeasures Subcommittee, Research and Development Subcommittee of the Technical Surveillance Countermeasures Committee, United States Intelligence Board. 

NAME 

Maj Denver D. Scott 
Maj Donald L. Davis 

DA'rES 

1 Mar 1971 - Apr,il 197 2 
May 1972 ~ Present 

(3) .Information relative to the committees and subcommittees of the United States Intelligence Board can be obtained from the Director of that organization. 

(4) 
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2. Enclosures (1) through (3) are provided for your use. In 

view of the likelihood of further questions and the need for 

the Department to speak with one voice, it is requested that 

the Department of the Navy I s reply to Senator Sam J. Ervins:1,s 

letter of 30 July 1973 be coordinated with this Headquarters 

(Code J.::,..02, LtCol Walter S. Pullar, Jr., OX4-2219/2058). 
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DEPAfHMENT OF THE NAVY 
HEIIDQUAfHEHS UNITED STATES MAHINE C:OflPS 

WASHINGTON, D. C. 20380 

MCO .3850.1C 
AO 2A.-JJ"G--11w 

8 ,Jul, 1960 

MARINE CORPE, OI{DEI,Z 38::>0.lC -~·-· ·-
From: Commandant of the Marine Corps 
To: Distribution List 

Subj: Policy and Guidance for Counter:i.ntelligence (CI) 
Activit:Les 

Ref: (a) :rnvIJfM 3--1, Command and Sta.ff Action 
(b) }3'.M.E'M 2 .. ~1, InteLLiqence 
( C) STi:CN.AV INST 5430 0 13B / Naval Intelligence Investi--0 

~Jat:i.ve J'urisdictj_on and Respon1:,ibilities 
(d) OPNAVINSrI' 03850.lA (NO'I'AL) 
(e) MCO 07040.,4B (NO'I'AL) 
(f), M.CO 005511,11 (NO'I:AL) 

( 1) 

(2) 
(3) 

Listing of Counterintelligence-related references 
and source documents 
Instructions for Cour1terintt".:ll1igence C1~edentic':.ls 
Format for Mont"hly Report of 'Team ltcti vi ti.EJEJ 

Report: Required: Repm:t of CI 'l'eam AcU .. v:ities (Repol:,'t 
E:,yniboJ. MC--3850-01) par. 4j ( 2) 

l. Purpose_. 'I'o provide guidance and direction for commanders 
.. ,, :J.,p,,- .. i;it1·1:;·41-t;comp.li::shrnent of their co\.mt:erintelligence respons:L-\\r·.:.\,\Y\ il->,{~~i\~~4n;~j~lssion and empJ.oyment o:f counterint.e11igenco personn(:':l ,, f,\,1X-1}\ ))'J:,'\,JL) ,\>•· ;,·_ . . ' . 

J.,,·•· 2. Cancellation. MCO 3B50.1B, MCO 3850.2, and MCO ~5!512.3B. 

Backqround 

a. Basic doctrine and guidance for the Marine Corps 
combat---rela ted counter int(:~ll:Lgencc, act :L vi ties are contairH:c<'ci. 
in references (a) and (b). Further guidance on specific topics 
is provided by references (c) through (f) and by those 
,.".., '1 ·1...._ 7 ~ r'1 ...._ .f,~ ~ ,., ,.,., ,..., ~I -~ ~--- ./,. ~, ..:-J ..: ,.... •- -- -- "1 - I ~, \ 
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c. rrhe Naval Investigative Service (NIS), under the 

Commander, Naval Intelligence Command, maintains, commands, 

and operates a worldwicl.e organization to fulfill· the inv<:?st:L ... 

gative and counterintelligence responsibilities of the 

Department of the Navy (less those combat---r.elated counter-

intelligence matters within the functional responsi.bili t:J.es ' 

of the M.axine Corps). In accordance with references (c) and 

(d), NI.S will co'nduct appropriate investigations of actuc-11, 

potential or suspect6d espionage, actual, potential or sus

pected sabotage, and actual, potential or suspected subver

sive activities, including disaffection, and will collect, 

report, and disseminate counterintelligence information. 

d. rrhe commander, at any level I is responsible for 

formulation and implementation of adequate counterinte1li-

gence rneasures de.sigrH:-K1 to ensure the secur:L ty of hif3 command 

and to de::my to the enemy information which might be Uf3ed to 

increase the effectiveness of hostile operations agairtst 

friendly forces. 

e. Marine Co.rps counterintell:Lgence personnel are 

assigned to ma_j or :F'leet Marine Force-?. commands and support:Lng 

establishments to advise and a.ssist in the counterintelli .. -. 

gence effort. 

f. tn support of the NIS m:Lssion, Ma.r.ine Corps courrl:E)r ... 

intelligence personnel are authorized to assist iri NIS 

investigations and operations. Generally, such assistance 

is highly encouraged by this Headq_uartE~rs, subject to 

lim:L tat ions imposed by requirements of the local command and 

provided the following is accornpU.shed: 

(1) Adequate co1.mter:intelli9encc:) support i,'3 being 

. provided to the command to which the Marine Co:rps counter-

intelligence persorinel are assigned. 
,\ 

(2) Adequate and app~-ropriate counterinteJ.J.j,genco 

training in ,support of the Ma.rine Corps combat counterintel

ligence mi~sion is being provided. 

( 3) I,,l'.}f~~~\'.:\~~~e of sup?o:r.t provide~. by. counter.i1_1te.l

+-,,o.:,<:,;1nlf,,:t\.'1\t::h\e ,te~~-am cornmander shall ma1.ntc:-un o_perat:i..onal 
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g" Selected 'Jvl.arine Coi~ps courrt:erintelligence personnel 
are a.ss:L9ned ,:1.uthm:ized billets within the NIS organization 
to assist in conducting counterintelligence investigations, 
operations, and technical security services. Personnel will 
normally be assigned in areas of high Marine Corps interest. 

4., Policy 

c:l. 0 p.er.sonneJ:. 

(1) Ma~ine Corps personnel are especially selected 
and trained for counterintelligence duties. Personnel will 
not be assigned counterintelligence duties until a satisfac
tory background investigation has been conducted and they 
have satisfactorily completed a forma.1 course of instructic,n 
approved by this Heac.':lquarters. :Exceptions may be made up011 
request to the Command<-'tnt of the Marine Corps (Code 2\02A). 
Each request must contain :full justification. 

(2) Personnel possessing a primary counterintelli
r;Jence 1'1.0S may not be assignE?.id primary dutie,s outs1de of the 
intelligence occupational f1eld unless author1zed by this 
H(~;adquartEirs" 

h. Initial. ElE~lection _("rnd_'I'ralning. All applicants for 
assignment to a formal cour~eri.ntelligence course of instru~- ~·• 
tion shall be screened by locally assigned courrterintelli-
gence personnel prior to being nominated for training. 
Commanding officers shall screen applicants in the absence 
of locally assigned counterintelligence personnel. Appli, .. 
cants rnlJ.St: meet the followinq pr.er.equj. si teE,: 

(1) Be a cor.'poral, ,sergean.t, or staff E,ergeant, any 
MO~L 

(2) Have a minimum GT score of 110. 

(3) Be a high school graduate or have attained the 
equivalent G~J:.):.rj~\ 

. .. ' ',: {\-\ .:',\,\ \ 
< .•:, \:i}'1J·,,t'if~'%\i;}~\two year,s I obligated service upon completion 

of\ 'Jhe' \'C.~'),]id\lri:i\' of :L ns tr UC t :i. on. 
'\/._· ; \ '?, /~: \·".' 
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(7) Personnel selected for counterintelligence training will )Je assigned the appropriate milit.;;-1.r.y occi1pational specialty (M0;3) by this Headquarters upon ,satisfactory completion o:f: the course of instruction. · 

c. Crede_n_:S,i{tLi'?.• Upon command request, counter.intelligence credentials are issued by this Headquarters to personnel assigned authorized counterintelligen~e billets. The purpose of these credentials is to identify those personnel accredited and authorized to conduct counterinte11.igence activities within the Marine Corps. InstructionB for.· the Uf.H::), pre_pa.ra,.,. tion, and handling of credentials are contained in enclosure ( 2) • 

d. Civil:Lan Cl9thing_. An ini tia.1 civilian clothing allowance may be granted to en.1.if3ted counterintelligence personnel when assigned dut:Lef3 where concealme.nt of their military ident:i. ty is required or desirablf:l. Reque::rt s for c.i.v:i..1.:i.an clothing a.1.lowances will be forwarded to the Commandant of the Marine Corps (Code l-\.02A) v-1.i th suf:fici.ent ini:orrnc1tion to j u.stj_fy the specia.1 <~xpencHture" No.nnct11y, active participation in investigations conducted by NIS repJ::·esentatives, extensive .U.ai.son with othf:n' i.ntelU.gence o.r. invest:Lqative agencies, or counter:intelligencE.;1 assignment1:.~ outside the continental limits of the United States will be corn.,:i.der<::-Jd a.s appropriate justification: 

e. Funds. Instructions for the use of :func'J.s in ga.r.r:ison counterinte.11:Lgence opt::"ra.tions and investigations are con-.. tained in reference (e). Fund,s :for operations in a combat situation will be available in accordance with instructions publ:LE3hc3d by the app.t·opriate theater or operational cornrnande1:·. 
f. §J2.~£ist1i..?:ed 'l1 ra:Lni1~~-9.• f2uotaE, to specia.LLzed t<~chni-•cal training courses, language training, and area intelligence co~rses are scheduled by this Headquarters on a continuing basi E3 to meet planned a.nd ant:i.c:Lpa ted requi.r.erm:'Jnt s. In vi.1::rw of the unique and sensitive nature of this training and the billets for wh.ich trained, this Headquarter.::;; wi.11 control tbe select.ion and assignment. of personnel to such training. 

' . g. Secur:Lty ___ §tandax:ds. 'I'he sensi ti v:L ty of counter:LnteJ..-.. 1.i.gence assignments .requires high sta.ndardr;:1 of personal and p.r:ofess:Lonal conduct. rit·+··i ·l·mlr.,c, .,,,.,,'.;J ~--·~-"'- ··-

0 
CD 
Q_ 

~ 
~ 
0. 

I 
0 
0: s· 
(0 
en 
s. 
9' 
CD 
z 
~-
0 
::, 
!:I!. 
)> 
cl 
:::,-

<' 
Bl 

I 



E;b.cJ.: 
I 

,( 
I, 

MCO 3050. lC 

h. 1! . .1.~1.tQ...9.Xl.• · E:ffective performance :i.n tbe field of counterintelligence requires extensive liaison. Counterintelligence per:::;onnel are en.couraqcd to maintain closu and continuous liainon with NI.S rep1~er.:1entati.ves and other inteJ. .... ligence and la.w enforcement agenc:i.es, m:i.1itary and civ:.i.l:Lan, as appropriate. Specific guidance with respect to ma.l:tei:·[,'' which may be of invEH:ltigative .inte:cei.3t to othcn: E'ede1:a.l agencies is provided in paragraph 10 of reference (c). 
:i.. Ident:i.ty ___ of_ Personnel. Information conce1::n:Ln9 thE.~ numbers and names of perGonnel assigned to counter:l.ntel1iqence duties a.nd their methods of operaU.on will not be released to the pubLLc except when authortzed by t:'.l:·1e Commandant of the Marine Corps. Counterintelligence activities wi.11 be safeguarded in accordance with current security regulation□ for the security of classified matter. 

j. Stand.ardizci.tion,_of:. ReRort r:; 

(1) Where possible, counterintelligence investigations, f.'>urveyu, inspect:i.onE;, and :i.nquirier~ w:Ll.l be reported on NAVM:C 104-81 (Rev 6-.,68) (Count erint:e11:Lgence Report) and NAVMC 104f32 (Rev 8-60) (Local Records Check). Operational intelligence n.~porting will bo in accm:dance .wi.th directives publ:L1:1hed 1:i'y the appropriate force comma1rler •. 

(2) Counterintelligence team activity reports will be forwarded by the 10th of each month for the previous rrDnth'~ activj_t:ies utilizing Report Symbol M.C---3€:350---01 and the :CormE,t: in enclosure (3). 

5. Cou.ntiJ.:I..i nt e11 :i lli?'.:.ric:2. r~ .. S:.!'.2.P.S!Psib:i.1:L t :L ~.st.. Count ei::i ntel 1.igr:lncc:J per .sonn(;?.1 are assigned t.o m21j or command.~, to ,.':l.sEJ:i. st and advi E,E:.i the commander .in tJ-ie accompLi..c.,hment of: his count<:"r:Lntel1iqE':.nce and s<~curity 1~espont,i.bi1it:Les. Ass.i.gned counterinte11iqence personnel should provide, as a minimum, the counterintelligence c1nd secm=ity support lit3ted below. '· 

a. f3_5;aff Countertnte11:i.g_,~Jnce ,Sec_:U.:_?..!l 

O,J .rn~i~ough liaison with appropr iab3 agencieE3, ar1a1ysis of: <~va.:l('.11~1,'e\1\_f;)\\i\i\forrnation, ~;111(~ oral br:i(~fi.ngs OJ::' writt:Em esti-. n;iat©f$, }(t~Cil(' the' commander J.nf:orrned of lJersons. rwnm·-.'" ,-...,. c.,' r"'l •l-' . ..; .,.-.... ..: J.. :! '. · · ' 1 
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espionage, actual, potential or susp(~cted sabotage, and actual, potential or suspected subversive activities, including disaffection, ensuring thi·it: information about these matters is promptly referred to the nearest NIS representative. 

(3) Conduct counterintelligence planning and training in tmpport of command contingency mi.ss:Lons. Planning actionEJ may ra'nge from combat counterintelligencE:) planninq for opera~tional deployments to security and counterintelligence planning for domestic/civil disturbances. The basis for planning should be counterintelligence estimates of the situation. 
(4) Constitute the commander's prima.ry sou.rce of advice and assistance on security matters. In ful:Ei.11:.Lng this responsibility, the following activities will normally be accotnpli.shed by a13,signed cou:nter:LntelJ.igence personnel: 

(a) A basic security survey of the command/ installation to determine the sensitivity, criticality, and V\~nerability to threats. 

(b) A continuous program of security inspections, evaluations, limited surveys, or related activities to ensure maintenance of an effective 13ecurity po~ture. 

( ) 'L' ',. d t 'h ' J 't ' t' ,... 
c . :u1n. CE?. ... :ec n.J.ca._ securJ. ;y J.11E3pec·".:Lons o:r. critical offices, conference rooms, communications spaces, and similar sensitive a.rea.13. App.ropriate guidance {s con .. ,. tained in reference (f). 

(d) Assist in command security ~3ucation and training programs designed to keep individuals informed on security regulations and to maintain a high degree of security con sci ousneE, s. 

(E:1) Supervision of the personnel security p:r.oqram to inclt~ie establishing procedures for the initiation of security investiqation.s and the granting, denial, or termi.na .... tion of personnel security clearances. 
' !1Q'I'.Ji~ Although counterintelligence r,pecialists should not be err~loyed in the clerical :functions associated with the administrative. oreDRrR~inn ~n~ ~~~~~~-~--
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(f) In coordination with the communications off :i.cer and other r3taff officers, maintena.nce of the physiccJl ·Becuxity a.specb, of communications secu:city, including thr::: j_nvesti.9ation and ·reporting of violations thereof. 

(~) Preparation cif orders, instructions, and.SOP'S on security matters. 

(h) Est:ablishrnen·t'· of ·procedures for the security_ control of visitors, miJitary-,an~ civilian. 

(S) Conduct plaJ:}ni.ng · fd'r the intelligence and co1.mte:r.-j_ntelliqc;:r1ce procE~ssing 0£: fri.(-;:1ncUy prisoners of war who have been returnt3d to friendly control_. 

b. ~~~~X?-!_grintel.liqence ~r..£~1::irns. 'l'he counteri.ntell:Lg0Jnce team, under the staff cognizance of the assistant chief of /rt{;1f.:f:, G--2, will norma.1ly· a.ccomp.1.i. r:1h the following: 

(1) C6ordinai~ wii~ the staff counterinfelligence off .i.cer in accorhpl:i. shi.ng fun<:::tions listed in par:agraph :::ia a.bovE,., Bmphas:Ls will be p.la.ded: on planninr,::i and prepa.ratio:n for contingency missions. 

(2) Participate to the maximum. c-2xtent posr,d .. ble in. field training exercises involving battalion or larger elemE.:mtE3 ,, ,Such part:Lci.pati.on should J.nclude assignment of counterintelligence personnel to tht:-1 exercise plannin9 staff to ensure an adequate intelligence/counterintelligence play in the exercise.· 

· (jJ \Eris~re team training is adequate to maintain :r.equ\red pr:oficiency in MOS skills . 

. ·: (4) Assume responsibility for the conduct 6£ security surve¥' s, eva.1 ua ·~: ion~ I af t.e~hour -:3 S(J<?uri ty inspE~Ct i orrn, cu:1a . ·t·e~c1·1n1c•aJ se~cu~1t-y J11~pect·1onc (NO']'~• !I'he a~a-f·f CC)l11·1·te·r.·11,·t 0 t-
.. ., , .,, • ~ ,L. , ,.. - . ~:, : _,,. • ~ i.:.) o • • - J;;., ,u, _,. .-, i-l l~. .. . . , .,.., ~ .,,. .. '(;_:, .. , ligence element should normally be responsible for the security · and CCYLJ/1-t~.-e,Jc,d:.'.fl'.~elli9ence portion of th~. command IG and .U'l(M t _ • f, 1-\)',i- ,J.l-\ ~-· '·-' -J n spe'C''t,IJ\l'l'.rl.'"~·; .. ;, ,;1 

.·~.\1\';:;,/i,'(·:::,· 1;;<.' ,;>:\·(\? .. }: 
\\, =-.:,.;_' \i/ '(s )' rn those instances of actual, potential 01'.' SUSI ·'·•\jected es_pi.onage, sabotage, or subversive activity where the I isolated location of t:h<~ C!nmm;..1nrl rn;::,u ,..,,~r,,.....·1,,,.:.i, .. , -L~M•~•··· ., __ -
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6. gourrt:e£)~.12t._9lligence Acti vi tt~~s in Suppor_t ____ of __ the Fleet Marine }"o.r;_~~:'.?.• Ba.s:Lc ·poLLcy guJda.nce and operational doc--:u:Ti-1e 'for the employment of CI teamr:3 are contained in reference (b). ~rhi.s guidance and operational doctrine will be revised periocUcally to reflect expE:lri.ence and lesr::;ons learned in operational deployments. ~I'he following supple-••· mentary guidance is ba.1:1ed on recent policy deci siorn:1 and lessons learned in Southeast Asia: 

a. Counterintelligence teams will normally be attached to Fleet Marine Force Headqui:J.rters, MJ_i~JP Headquarters, di v:L sions, and air vdngf3 ,. Current planning provide1:, three CI teams per MEF; Le., one CI team each w:L th the MEF Headqua.r.t:e.rs, division and a.ir wing. When operational t'equirements so dictate, additional tearns may be atta.che{L 

b. Coordination of CI teams through the MEF counterintelligence officer is considered essential to ensure an economical, flexible, and coordinated response to the counterintelligence threat within the MEF area of responsibility. Except where geographical or operational circumstances dictate otherwise, counter:i.ntelliqence tearn.s and subtc::,ams will not normally be placed under the operational control of commands of .lc::ss than ME:B size. 

c. Counterintelligence activities must be characterized by the imaginative exploitation of all ~vailable resources. ~Phe counterinte:Lligence effort must be oriented on the hostile intelligence/collection threat, but must be sufficiently flexible to adapt to the geographical environment, attitudes of the :i.nd:i..genom, population, rrd .. ss:Lon of the. supported command, and chan9i.ng emphasis by hostile i.ntell:i.gc:Jnce organizations . .. 
"' • • f I 1'~';-· 

t • • 
I o I d. In add1.t.1on -r::6 normal counter 1.ntel.l..1gence acti v1.t:i.es, both active and passive, counterintelligence teams possess the capability of collecting both counterintelligence and "positive 11 (Le,., combat) intelligence through special op0ration13 and the use o:E human resources. FurthE)r·' i.nfo:rmati.on on th:Ls capabil.i ty wj_ll be published separately to major li'MF' cornma.nder s. 

e. In order to ensure that 9omp.r.ehensive, "all tcmurce. 11 

counterintelligence estimates and views are available to the f3Upportod commander, the staff counter:Lnte.11.i.qence o:ffic~r.:,r ,:ii-1\.fl"l":"l.,.4 _-i _, 
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, f. Experience has proven that ·counter:int.eJ..ligence activities do not achieve maximum effecti.ven.ess when conducted separately from othbr intelligence activities. The capabilities of the counterintelligence teams should be integrated into the overall collection plan. 'I'he:ir activities mu.st b,c closely coordinated with those of other intelligence speciali~: teams as well as with civil affairs, psychological operations, and sirrd.lar organi.z.ations in contact with the indiqenous population. E~tensive liaison with other intelligence agencies in the operating area, military and civilian, is essential to provide the supported commander the compreb.0:'!nsi.vc:?. support r c::CfLli r e d • 

g. Counterintelligence participation and assistance · should be included early in the planning phases of tactical operations so that commanders will have the benefit of counterintellig0.mce information in the early formulation of tactical plans., 

h. Particular ~ttention in the planning phase sho~ld be directed to concealing or masking those observable actions or patterns of activity which necessarily precede the operation and which, if observed and anc1.lyzed by the enemy, tend to reveal details or the existence of i~ninent operations. 
7,, b..s:J:.i.S2D,· Cornmanding off :Leers should effect tho,sc, cot.mt.er. ... intelligence measures reg~ired and necessary as. set forth herein to E::nsure the secu:ri ty of their command" · Maximum UE,e of counter intelligence pert:· sonnel is recommencfod. Deta:U 1:2:d counterirrtelligence directives should be promulg~ted by local commands as J:'<::iqu.ired. 

8. R_eserve_App)icab.ility. 
Marine Corps Reserve . 

DIS'l'RIBU'I'ION~ 11 A'' 

This Order is applicable to the 
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Li ,st). nq of Counter. intel~:J_gEmce---Related Ref erences ... -~'..!.!~L-~2.~~£.S~.0. __ _ 'Documents 

Publication 

i3BCNAVINS'I' 5521. 6A 

OPNAVINST 3821.3B 

OPNAVINS'I' 0382:~. 5 

OPN"AVINS'r 3850. 2A 

OPNAVINST 5510.lC 

OPNAVINE::'l' 5570.l.A 

OPN'AVIN~3r.r 5 700. 811. 

MCO P10120.2f3 

NISINST 5520.11* 

J?M 30--5 

FM J() ... J'J (C) 

FM 30---lf:3 (S) 

ON::C 63. lB>'<' 

Sul-J·j ect/Description 

Na.vy and Ma.d .. ne Corps M.-l.li tary Personnsl Security Program 

H6stile Intelligence Collection of Unclassified Information 

M:Lli tary Inte11igence---Dirsclosure of Classified Information (U) 

Reporting of Information on Actual 01:· Atternpted Defection 

U.S. Navy Secur:i.ty Manual for Classified Information 

Anonymous Correspondence of a 'I'hreat0~ni ng or 11 Crank" Cc:J.tegory; handl:Lng o:f 

Communist Propaganda; instru~tions ~-• fen: handling of 

Individual Clothing Regulations (Cha~ 4, part B, section III--pertains to guidance on civilian clotl1ing aJ. lowa.nce) 

Assist~nce of Mari.ne Corps CI personnel in NIS investigations 

Combat Intelligence 

Courrterintelligence Operations Intelligence Corps, U.S. Army(U) 

Intelligence Collection Operations, Intelligence Corps, U.S. Army(U) 
·!' NIE, M.anual for .InvE~stigation 

Guide for Security Orientation, Education and Training 

1 

E:NCLOSURB (J) 
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'.1:/1t 472.2 

T/O 4:'722 

Counterintelligence Manual for 
Naval Intelligence (U) 

•r/JE for CI 'I'eam 

'I'/O for CI TEiam 

-A·D.i .. strJbution made only to those commc.rnds having counter-. intelligence personnel attached. 
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Instructions for Counterintell.iqence Credentials 

i 
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J.. Q.~}§r._sc!:.J.. Counterintelligence credent:La1s are :Lntended f:or ~ the use of personnel on authorized counterintelligence missions I 'I'he Commandant of the Marine Corps (Code A02A) is des:Lgnated & c:ts t'JJe .off iCe of J:'(:?Jcord fo1: Ma.1~t11e c;orps count:erirrtelli~J<~~!XlC:c; ~-
"' 

credentials. Commanders authorized counterintelligence per~- si, sonnel are responsible for the proper use, custody, safe- i 
z 

guarding, and recall, w'hen appropriate, of credentials issu("x;! g-to courrterir1tellJ.ge11ce per~se,)~1nel wiJcl1ir1 tl1e con1.n1ar1<i" ~ 
)> 2. gf.:)guestinq ___ l?:rpj:!edure. Credentials will be prepared for issue as follows: 

a. Commandc;1,nt of the Mari.ne Co:cps (A02A) will~ 
(1) Print the name and affix the photograph of the ind:L vidw3.1 for whom the credential is intended. 
(2) Have the credential signed by an officer in the name of the➔ Commandant of the Marine Corps and forward to the requesting command. 

b. The requesting corrmand will: 

(1) Have the individual for whom the credential is issued sign the credential on the line provided (first name, middle ini tia1, surname) and affix an inked impre.:rnion of the right i.nd0-ix finger in the space providec,L ('J.'h<a gradt~ of the :Lndi viduc1l will J::~)t appear. on th1=1 credential.) 
(2) Upon completion of: all adm.inistrative entr.iE\S on the credentials, both portions will be laminated prio~ to use. 
(3) Complete and return the transmittal certificat.i.on to the Commandant of the Marine Corps (Cock~ A02A). 

~3. Accom1tabLL:L_ty 

a. Credentials will be returned to the Commandant of ·the Marine Corps (Code l\02A) by registered mail w'hen com1t<:.n:-:Lnb::!J ... ,. ligence personnel are transferred, assigned other duties, discharged (providing not immediately reenlisted), released fiom active duty, or under other circumstances which may cause the commander· concerned to consider that retention of th(:; credentials is no longer appropriate or required. 

g. 
<' 
~ 

1. 
ENCLosurrn; (2 ) 
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o. Once issued,· this Headquarters will retain credentials /or counterintelligence personnel not currently occupying authorized billet,s and will reissue credentials when requested. 
c. Commanders will initiate an immediate and thorough investigation of loss or: theft of a credential, making an immediate report to Commandant of tbe Marine Corps (Code A02A) ' that the loss or theft has occurred. In addition, local U.S. Govermnent investigat:L ve agencies w'ill be notified. Upon com ... pletiori of the investigation, a full report will be forwarded to the Commandant of the Marine Corps (Code A02A). 

4. Restrictions 

a. Except under unusual circumstances, as determined by this Headquarters, credentials will not be issued to personnel w·ho hc:1.ve not completed a formal course of instruction in counterintelligence which qualified the ind.ividuaJ.. for the MOS of 0210/021.l.. 

b. Credentials are not transferable and will not be re-produced nor altered in any way except as authorized in paragr:aph 5 below. 

5. J?oreign Languaq~ Cm.mterinte.lligence CredentJ.~~ .. I~~~-
a. Commanding Generals, F'leet Marin~ F'orce, Paci.i::::Lc, and Fleet Marine Force, Atlantic, are authorized to reproduce credentials in foreign languages for areas of possible use. 
b. lsf.:.1ue and control of foreign languaqe creden.tials is the re:-3pon.s:LbLL:L ty of each Fleet Marine Force Hea..dquartex:s, 

ENCLOSURJ~ (2) 
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~ream Commander 

M.CO 3050.lC 
8 ~Tt:d .1968 

Report.Symbol 
MC----3850--0.l 

From: 
'I'o: Commanding General, J?leet Marine Force -------Via! Commanding General, .. (~.i2E ... .S .. <?_n_1m_a_· _n_d--'-)------·-·--·•·······,-·.,·--
Subj: Report of Counterintelligence Team Activities 
Ref: (a) MCO 3850.lC 

Encl: (1) Team Personnel Roster 

1. In accordance with reference 
team activities for the period 

a. Operations 

( l) Corru)c:J.t Opera.t:i.ons 

(2) Special Operations 

(3) Investigations 

(a), the following report of 
J.s submitted: 

b. S~icant. __ Counterintelligence Support Actiy~Lt:L~~:'.~ 
(1) Security services (surveys, evaluations, tions, traininq, etc.) 

(2) ~reclmica.l ,support (DAM.E/'J:SCM/Photo) 

··. d. ~t:d:pment Shortage13 

e. MisceJ.la.neous (Liaison, 'rAD, and visiting personnel, etc.) 

2. '_;['earn Commander's Comment~'.?.o (Comments are solid.ted on combat opera.t:l.ons, training (3Xercif3es, and .lessons learned which wou1d be of use and general inf onnaU.on to othE'~r teams/ pel':sonnE~l.) ' 

Distribution List: 
CMC (Code--A02A) 
CI Teams (Lant/Pac) 
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'J:eam Per~_s2,gnel Roster 

Duty 
AsBigt1rnent 

,Bpecial_guali:Ei.cationLe9end 
D---,DAM.E 
P= .. -Photo 
'I'·~-·DASg/rl',SCM 
A, ...... Area Int 
VI.,-. .. ,-V.i. et Lanq 
SL-, .. ~Span. Lan~J 
PL-.. ~J!'r.ench Lang 
RL--Russian Lang 
'l'L .... ,-'J:hai Lan<] ·· 

J···N(""'I r) <:·, lJI"'J., ( 3 \ ~ ·" ,J.._ i.) :\, 1 , 1 

Spec 
qualifications 

2 

R~rD/ 
OSCD EAS 

E1NC'"[. 0 ('Y "")~l}i' ( ·1 ) t-~ J. ;. 1 0d :,.ct •. J.) 

Re.po.rt of CI 
•ream Act ivi.ties 
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SECRET;;;; \ 
DEPARTMENT OF THE NAVY 

HEADQUARTERS UNITED STATES MARINE CORPS 

WASHINGTON. D. 'c 20380 

NO FOREIGN DISSEM 

CORPS ORDER 005511.llA 

Commandant of the Marine Corps 

To: Distribution List 
• 

MCO 005511. llA. 
A02A-BRG-req 
15 Jul . 1971 

Subj: Technical Surveillance .Countermeasures (U) 

Ref: (a) OP~AVINsr 5510.lC 

Encl: 

(b) OPNAVINST 5510.45B 
(c) SECNAVINST 5430.13B 

, (p) 1KAG-lD/TSEC 
(e) OPNAVINsr 005500.46A 

(1) Locator Sheet 
. . ' 

1. (C) Purpose. T~ reiterate the necessity for protection of 

classified information~against technical penetration, provide 

information regarding technical surveillance countermeasures 

(TSCM) for inclusion within the command security programs, 

and furnish information as to the availability of TSCM support 

to .Marine Corps commands. 

2. (u)· Cancell.ation. MCO 005511.11. 

3. (S) Background. Technological advances and the application 

of new techniques and concepts have increased the threat o~ 

.. technical penetration by hostile intelligence elements. 

During the past 5 years hostile penetrations utilizing clan

destine listening devices have been mainly directed at po

liti<::al targets. The discovery of these penetrations, however, 

has revealed a continued extensive hostile capability whicr. can 

also be directed at U. s. military installations. Further~ore, 

the availability of electronic components and subassemblies on 

the commercial market has increased the threat of low-level 

technical penetration. The threat to military installations is 

considered less than that to certain other Government installa-

tionsr however, the ex capability dictates that 

posit've technical sur rmeasures are applied for 

the rotection of high sensitive information. 

/ 

DECLASSIFIED 

Authority NAJI') 'J?>~t.\3 
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most common techniques which have been employed to date in
clude the use of wire microphones, radio frequency trans
mitters,· and exploitation of existing tel,ephones or inter
communications systems. The single mast effective counter
measure against ~echnical penetratioTh is a c6ntinµous and 
vigorous physical security program including strict access 
control. The following specific countermeasures concepts 
are ut,ilized in maintaining a proper security posture against 
the threat of technical penetration and surveillance. 

a. (S) I so lat ion. I sol at ion is acc:'c:>mpli shed by ensuring 
that highly classified or sensitive information is discussed 
only in areas which are afforded complete perimeter and access 
control. In addition to proper physical security measures, 
acoustic cohtroi ('soundproofing) and electromagnetic control 
(RF shielding) may also he necessary depending on the area. 
Intercommunication systems and telephones should be removed 
from sensitive spaces such as conference and briefing rooms 
wherever pract1cal~ When removal of telephones is impractical, 
they should be equipped witb a secondary disconnect device, 
such as a jack and plug, in order --to physically disconnect the 
instrument from the line when not in use. Access to these 
areas must be stringently controlled. Uncleared personnel and 
foreign nationals must be excluded or escorted and closely 
supervised at all times .. Escorts must be appropriately cleared 
u. S. persqnnel aware of the threat of technical penetration. 
It must be impressed on personnel concerned with the security 
of sensitive areas, that an RF transmitter can be installed in 
as little as 15 seconds once access is gained to an area. 
Additional guidance and information concerning command respon
sibiiity for physical security are contained in references (a) 
and (b). 

b. (S) Nul 1 if ication. Nulli.f ica t ion is a method of masking 
or jamming classified conversation by the use of various sound 
squrces which will render the intercepted infor~ation unintel
ligible. Appropriate sound sources include radio and televi
sion broadcasts or prerecorded multiple conversation. Nulli
fication is not effective over a long period of time and should 
onl,y be used as an expedient when circumstances preclude estab
lishing appropriate isolation. 
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technology and new techniques normally require highly skilled 

personnel using specialized countermeasures equipment and 

techniques to-locate clandestine listening devices. Techniques 

now exist, for example, wherein a. telephone may be used as a 

listening device without modifici?tion td the instrument and 

without the telephone being in use. 

(2) (C) The advancement in technical penetration 

c'apabilities has necessitated cortesponding advancement in 

countermeasures equipment and·techniques which in turn has 

dictated consolidation of TSCM assets due to rising costs and 

greater training requirements. 

5. (C) Responsibilitx: 
I 

~ t· ..... 

a. (C) Reference (c) established the Naval Inve~tigative 

Servi~e (NIS) responsibility for proviaing specialized TSCM 

support within the Department of the Navy. TSCM support to 

CONUS and 'the Western HE!misphere is provided from, NIS Head

quarters, Alexandria, yirginia. NIS Office Europe, London, 

England, provides support for. Europe and Africa; and NIS 

Pacific, Honolulu, Hawaii, provides support to the Pacific 

area. 

b. (C) Selected Marine .eounterintelligence teams also 

maint~in a limited tactical TSCM support capability. While 

these teams may be utilized for advice to all commanders 

concerning their TSCM programs, this detection support 

capability should be limited, except for unusual circumstances, 

to tactical units of the Fleet Marine Forces. 

6. ( C) Inspect ions and Surveys 

a. (C) TSCM support is provided by TSC~ inspections and 

surveys which differ. only in the degree of support provided. 

Discussions concerning such support should not take place in 

the area which is to be inspected or surveyed. In addition, 

all sts and reports concerning TSCM support should be 
d at least confidential. 

(C) Sensitive areas requiring TSCM inspections or 

surveys are normally limited to fixed secure communication 

' 

facilities as required by reference (d), those areas where 

· highly classified information is discussed on a continuous 

: eclas d ,~s. is, and. those areas where special intelligence or extremely 

~Wf1Qradl'f09rams are normally discussed. Areas which are 
determined to•~~~Ui~a•~SCM inspections or surveys must also 

~ut ·············©..t .. 1. • ... 9\6 , ~: SEC_RET 
1 ___lo . ••••u.,.......... SECRET 
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contain appropriate physical security and access control 

systems to preclude unauthorized access. Sensitive areas 

should be ·inspected no less than annually and when 
circumstances indicate that a possibility of technical 

penetration exists; such as new construction, rinova~ion, 

repairs, or unauthorized access. 

c. (_C) Whenever possible, conferences and meetings 

concerning highly classified or sensitiv~ matters should 

held in secure areas which have previously received TSCM 

inspections or surveys. 
' ..... ' ,. 

7. (S) Action 

be 

a. (C) Commanc1er'S will ensure that appropriate technical 

surveillance countermeasures are included in their overall 

security programs. Those commands maintaining sensitive areas 

and requiring NIS TSCM support should submit requests to the 

appropriate NIS h~a:dquari!:ers co''ntained in paragraph Sa, above. 

Further instructions for requ~sting TSCM support are contained 

in reference (e). ~ 

b. (S) In the event a technical penetration is discovered, 

classified conversation in the area should be sanitized to a 

minimum level and terminated as soon as feasible. Normal 

routine shout~ be maintained in the area to the extent possible 

and no verbal refer.ence should be made concerning the discovery. 

The Commandant of the Marine Corps (Code A02), Corn.mander, Naval 

Intelligence Command, Director, Naval Investigative Service, 

and appropriate commanders will be immediately notified of the 

discovery. Detailed action to be taken in the event of a 

technical penetration discovery is contained in reference (e). 

Information concerning discoveries will be classified secret. 

8. (U) Reserve Applicability. 
the ,Marine Corps Reserve. 

This Order is applicable to 
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MCO 005511. lA 
1_5 Jul 1971 

Subj: Technical Surveillance Counterme~sure;3 

Location: ---------------------------
(Indicate the loc.ation(s')' 'of the copy (ies) of 

this· publication.) 

' . 

L UNCLASSIFIED 
UNCLASSIFIED 

Enclosure (1) 
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Authority NA.JI'.) 7?2/oL\3 
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WASHINGTON, D. C 20380 

MCO 07040.4E 
02A081.68 

. ' 

CON 
1
f DENTfAL 

CONF DENTlAL 

MARIE CORPS ORDER 07040.4E 
\ From: Commandant pf the Marine Corps 

To: Distribution List 

A02A-JJG-11.w 
21 March 1968 

'Subj: Funds for the Collection Jnd Classification of Informat.ion ( C) 

Encl: (1) Excerpt from NAVINTCOMINST 07000.2 
(2) Locator Sheet 

1. (C), PurpG.se. To establish and describe policies and procedures governing the expenditure of funds avail.able for the collection and classification of info~mation (C&CI) funds. 

2. (U) Cancellation. -MCO 07040.4D. 

3. ( C) Information 

a. In view of the limited Marine Corps requirement for C&~I funds, it has been determined that a separate HQMC fund will be terminated .. 

b. C&CI funds will continue to be available for Marine Corps use through procedures jointly established by this Headquarters and the Naval Intelligence Command. 

4. (C) Policy 

a. The Marine Corps will not maintain a separate C&CI fund nor will funds be suballocated to subordinate Marine Corps comman~s. 

b. This Headquarters 
expenditures of C&CI funf~~ 
forwarding to the Naval u\\ 

c. , Expenditure of C&CI funds 
ance with enclosure (1). 

ew and validate all 
'ps commands prior to 
''.mand. 
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21 Mar 1968 

1 d.. C&CI funds required by Fleet Marine Force com-
manders for combat or contingency operations in overseas 
areas will be requested through the appropriate operational 
commander. Such requirements do not fall under the purview 
of this directive. 

5. (C) Action 

a. Activities expending funds for the collection and . . 
classification of information will submit appropriate docu-
mentation to the Commandant of the Marine Corps (Code A02A) 

. 41'<. ,. 

for approval.and payment. 

, b. Vouchers covering expenditures shall be prepared 
in triplicate on a Claim for Reimbursement (OPNAV Form 
7000-3) ~ · Tne original and one copy of all executed vouchers, 
to.gether with the ori.ginal and certified facsimiles of all 
receipts, invoices, and supporting pape.r:s shall be forwarded 
by air mail to the Commandant of the Marine Corps (Code A02A) . . . 

c. In the preparation of vouchers, the spaces titled 
11 Approved for Payment II a'nd 11 Vo1.1.cher No. 11 shall be left blank. 
Prior to submission, each voucher shall bear the following 
certification by the commanding officer or his designated 
representative: 11 Above claim certified as expenditures made 
in accordance with provisions of Naval Intelligence Command 
Instruction 07000. 2.11 

· 

'" 

d. Particular attention is invited to those portions 
of enclosure (1) concerning mileage allowances and the require
ment for proper case identification. Vouchers not containing 
~rop~r case identification will not be approved. 

6. (C) Fiscal Instructions. The instructions contained here
in apply exclusively to collection and classification of 
information funds and .in no way pertain to any other public 
funds. 

7. (U) Forms. OPNAV Form 7000-3, not in the Marine Corps 
supply system, is available upon request to Commandant of the 
Narine Corps (Code A02A) . 
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8. (U) Reserv~ Applicability. 
the M~rine Co~ps Reserves. 

MCD 07040. 4E 
21 Mar 1968 

This Order is applicable to 

M~ 
H. W. BUSE JrQ 
Chief of Staff 

DlSTRIBUTION: 1025-0l,-09/2010-0l/.2020-0l,-02,-04,-05/2030-0l, 
-02,-03/2195-16/3700-0l,-02,-04,-09/6025/6600/ 
6900/6902/6904-0l/690~/7000-32/7315-02/7862/ 
8145 (2) ., .. 

Copy to: NAVINTCOM-1, NAVINTCO?vl-14 
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EXCERPTS FROM NAVINTCOMINST 07000.2 

11 4. (C) Poli6°y. 

11 a. To insure that the intent of Congress is not vio
lated in the administration of "Contingencies of the Navy" 
funds, it is ti1e stated and enforc~d policy of the Secretary 
of the Navy not to approv.e expenses for items of a personal 
nature, expenditures which tend to circumvent ·or supplement 
other specific provisions of law, or expenses for self-enter
tainmevt of officials of the Department of Defense. The Com
mander, Naval Intelligence Command ~s held accour.table to the 
Secretary of the Navy for these funds, and improper expendi
tures will be disallowed when financ.i-3.1 returns are post
audited at the Washington level. The use of "Contingencies of 
the Navy" funds for any purpose other than Collection and 
Classi-£ication of Information is strictly prohibited .. Among 
expenditures, normally authorized are: 

" t· !i.• 

11 (1) payment of cash to informants 

11 (2) cost of indlJ.cements provided informants or 
prospective·{~fbrmah~s, including entertainment where appli
cable 

"(3) incidental expenses incurred while engaged in 
undercover activities 

11 (4) salaries, allowances, .and expenses c:: contract ,,-" 
agents , .. 

"(5) certain miscellaneous items subject to condi
tions directed or approved by the Commander, Naval Intelligence 
Command. ~· 

"b. While common sense and good j udgme:r.t sho·..1ld be used 
in determining whether an expenditure of C&CI funds is proper, 
two questions should also be considered: 

"First, is the expenditure to be made in connection 
with the Collection and Classification of Inf~r8ation for 
Naval Intelligence purposes? 

"Second, can 
- " :naterial be v6uche 

allotment without 
\vhich C&CI funds a 
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"The expenditure is authorized only·if the answer to the ifirst question is 'Yes' and the answer to the second question is 'No. 1
. If either of the questions cannot be answered 

accurately as indicated, then the expenditure should not be authorized. · When doubt exists c.oncerning the propriety of a specific expenditure, guidance s~ould b~ requested from the Commander,•Naval Intelligence C0mmand. 

"c. Unless expressly authorized in advance by the Commander, Naval Intelligence Comma~d, the following items will NOT be allowed as charges against C&CI funds: 
. . . "'1) Payment to any u.s.~··public official including 

military, for services within his'official capacity. 
11 (2) Payment or advance payment for any type of travel or 'accommodation expense when the claimant is traveling under orders for which the expenses are properly chargeable ·to other than C&CI funds. When t·he use of C&CI funds is mandatory, reimbursement for travel performed by military and civilian personnel· will" be in accordance with Joint Travel 

Regulations, Volumes 1\ and 2, respectively. 

11 (3) Payments to indigenous employees of the U.S. Government, except those payments directly relating to the Collection and Classification of Information. 

11 (4) Gifts for birthday presents, Christmas presents, Chridlmas parties, office parties, coffee messes and such other expenditures involving U.S. employees are ~OT authorized, regardless of I local custom. 1 

. "(5) Expenditures for embossed stationery, including invitations and place cards are not authorized. NAVPUBINST 5604.2 (series) contains a ready reference guide for ordering approved stationery . 
. 

11 (6) Expenditures for calling cards or any form of greeting cards are considered to be personal rather than official, and are not authorized . 
. '{:''.'~, 
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11 (8) Entertainment, except as a necessary reward to an informant or as inducement to· a potential informant. 'T'oo frequent entertaining of the same person.might indicate that ,C&CI funds are being used to fulfill social obligations of a personal nature, or that the repeated entertaining and other payments are not accomplishing the purpose for which these funds are allotted. II . 
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