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FORTEWORD

The Counter Intelligence Section (0p-16-B-7)
of the 0ffice of Naval Intelligence, which is charged
with counter~ecspionage responsibility in the Naval
Service, recently promulgated a new operating plan,
from which tho following is extracted:

"In accordance with the new concepts
of intelligence and counter intelligence,
the Counter Intelligence Section actively
secks primary data and no longer passively
waits for it to be received.

"Phis aggressive method of operation
permits the Navy to detect and combat es-
pionage, sabotage, and other subversive ac-
tivities directed against its war effort
before the fact, rather than merely to es-
tablish an historiecal record of faects after

_ the damage is done." (#)

One of the functions of the Counter Intelli=
gence Section is to "delineate patterns of subversive
thought and activity." (#) This is likewise a func-
tion of the Counter Intelligoence Section (B~7) of the
Distriect Intelligence 0ffice, Fourteenth Naval
Distriet, whieh section has prepared the within
analysis. '

This annlysis is intended to present facts
and considered opinions pertaining to Japanese espio-
nage in Hawaii and the correlative counter~espionage
measures, both before and during this war. In formu-
lating the analysie, deficiencies in existing counter-
espionage méthods and measures have been noted, apd
spuggestions for the alteration or supplementation of
existing methods and measures have been made.

No attempt has been made to analyze the re- -
lated topics of sabotage and counter~-sabotage. This
analysis has been confined simply to espionage and
counter~espionage, with only the necessary incidental
introduection of other intelligence subjects.

Attention is invited to Appendix "A", which
sets forth references to much of the source material
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pertaining to facts and opinions included in this
analysis, and which particularly ghows the sources
of all quotations set forth horein.

A statement or paragraph footnoted to
Appendix "A"™ is indicated by the symbol "(#)" at

. the end of the documented portion.

Particular places on the Island of Oahu
which are mentioned in the analysis can be seen with
reference to ohe another by consulting the map
attached ns Appendlx "B,

The Withln analysis’ perhaps will be revised

‘at a later date t0 include relevant facts hersafter

discovered. Criticisms and suggestions are therefore
especially requested.

Captain, U. 8. Navy
District Intelligence Officer

| Distridbution:
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S5~B~C-R~E-T
AN ANALYSIS OF THE JAPANESE ESPIONAGE PROBLEM

IN THE HAWAIIAN ISLANDS

s an o les e ks e o s - -

I. INTRODUGTION

1. This analysis is predicated upon the premise that
accurate knowledge of United States naval and military
activities in the Hawaiian Islands (and particularly those
in and around the Navy Yard, Pearl Harbor) is of inestimable
value to Japan. It may not be an overstatement to say that
no single placé in the world is of greater interest to
Japanese naval leaders.

2. It is assumed that Japan, many years ago having
foreseen the possibility of war with the United States, and
fully realizing the importance of Pearl Harbor as a naval
base, had arranged for an adequate espionage system to
operate in Hawaii during weartime.

3. It is beliocved that Japan hasg, over a period of more
than 30 years, collected complete information concerning the
goography and hydrography of the Hewaiian Islands, and has
studied the military and naval necessities arlslng therefrom.
(See paragraph 81.)

L. At the present time, Japan is assumed to be primarily
interested in thoe offensive, ag distinguished from defensive,
strength of forces of the United States based in or from
Hawaii. The specific matters of interest to the enemy, in
what is judged to be their present order of importance, are:

af Dopartures and arrivals of Naval task forces
and units, and the disposition of Naval units
in Pearl Harbor and in other Hawailian ports
and waters.

b/ Status of readiness and repair of Naval units,
and specifically, information concerning
damage to vessels and estimated time of repairs,

¢/ Character and strength of Marine forces in
Hawaii, and particularly, departures of"
Marine forces.

d/ Movements of military airecraft from and to the

Hawaiian area.
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¢/ Movements of merchsntmen and troop .convoys.

£/ Military and air strength of the Hawaiian
Islands, partieularly Oahu, and specifically,
new airfield construction. :

5. In any event, the matter of primary interest to
Japan is the offonsive strength and diseposition of United
' Btates Naval forces in these Islands. I this assumption
be correet, it is mecurate to state that any Japanese
capionage organization now operating in the Hawaijan -
Islands is primarily conecerned with reporting naval infor-
mation. ST o v .
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I1. FACTORS REQUIRED IN THE OPERATION OF A WARTINE ESPIO-
NAGE SYSTEM ,

. 6. An espionag@ system functiOning in hostile terri-
tory in wartime is of necessity much more earefully set up
than its poacetime preflecessor. The restrictions imposed
in wartime by the creating of new restricted areocas, addi~
tional paotrelling of vital jnstallations, the invoking of
eengorship, and thoe promulgation of curfew, blackout, and
alien control regulations all econtribute to the situation.
New means. of communicotion with the enemy overseas mush be
put into operation; previously untapped sources of informa-
tion must finally bhe utilized; agents possibly "uncovered"
prior to the war, bocaude of their known proximity to
military and naval installations, their alien status, or
their contact with knawu en@my centers or: agents. nmust be

discurded.

7. It is balieved hnat any espionage arganization
funcbioning in the Territory of Hawaii in wartime must
consider and bslance the follcwing factors to produce a

workable squation:

(A) ’§EGURIT

8. It is axiomatic bhab uny esplonage group in enemy
territory must remain undetected to0 continde proper function~
ing. It must provide maximum security for the organizational
nicleus, saerificing, if necessary, less important members
to preserve the heort and brains of the system. Only the
most necessary risks must be taken in gathering information
and communicating the same %0 Japan. Agents of the espionsge
syston should be known t¢ one another only to the extent
absolutely neecessary, limiting so far as possible the ability
of one agent to expose the whole system. "Agents who have no
need to know each other should not Know esich other. In
.short, o strict echelon system should be maintained, with
oach agent knowing only the superior to whom he reports and
the operative or Operatives he dlrecta. T

(B) MOBILITY

9. There must be sufficient mobility of the espionage
group to permit the ready collection and transmission of
information, as well as to allow the necessary intercourse
omong agents of the group. This reguires that movements
of agents be unobtrusive, often necessitating the careful
selection of pretexts. It must be anticipated in advance
of war that movements in cvertain vital areag (for example,

B+BwC~Re BT 3
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the Honolulu waterfront) will be restricted in wartime.
_Hence, plans must be well laid to maintain the espionage
organization's normal mobility in such areas.

-10. Therefore, the espionage agents must be able to
reach without apparent effert all information within public
view, and to have other information brought to them by
"insideyrs," as far as is possible. Such mobility obviates
the necessity of. 1nformation~gather1ng agents havxng to
expoge themselves as such.

(C) FLEXIBILITY

11l. Waxtime conditions are. inherently unstable and un-
predictable. The comtinued functioning of an espionage
organization often may depend upon its ability to adapt
itself to changing conditions. Proper security measures
taken to prevent -and detect espionage ean be overcome only
by a highly adaptable espionage organization-- one which
is prepared to use Caucasian agents as well as Orientals,
women as well as men, and agents "planted" inside vital

areas as well as those mingling with the general publie
outside.

12. It must reasonably have been anticipated by Iapan
that war with the United States in all probabllity would
cause the Hawaiian Islands to be put under martial law,

. bhe exact nature of whose application could hardly have
been anticipated. That the enemy, Japan, have a highly

adaptable wartine espionage system was therefore particu~
larly required in Hawaii,

i

(D) SIMPLICITY

"~ 13. It is a basic reéquirement that the espionage organi-
zation should be as simple ag possible. Simpliecity makes
for security and efficiency in such an organization. Too
elaborate an organization is likely to place various por-
tions of the mechanism at the whim of uncontrollable outsgide
factors, as well as increase the likelihood that if one

agent is discovered and "talks," the whole system will be
exposed,

(E) DECEPTION
l4. As a means of achieving security, mobility, flexi-
bility, and simplicity in its operations, the espionage

organization must employ deception generally, as well as
in specific operations. - Ite agents must, in the main, be
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III. FUNCTIONS OF AN ESPIONAGE SYSTEM

. 15. For the purposes ‘of this- analysis, the functions
of .an espionage gystem operating in the Hawaiian Islands

. in wartime are assumed_to be:

a8/ Collection of information;
b/  Bvaluation of information;

¢/ Communicetion of information to the effective
enemy desgstination.

(A) COLLECTION OF INFORMATION
16. In the Hawaiien area, information of vaolue to the
enemy can be collected by any or all of the following methods,
which vary in risk, according to the circumstances indicated:

(1) Observation

17, From the Naval standpoint, the most important island
of the Hawalian group ig Onhu, and unfortunately the geography
of Oahu is such that observation of the movements of Naval
vessels cannot be prevented. The arrival and departure of
ghips at Poarl Harbor in the daytime is visible, to anyone
interested, from a numnber of places not in any restricted
area and where the presence of an observer would not arouse
suspicion. For example, every vessel entering or leaving
Pearl Harbor by daylight ean readily be seen (and by a trained
observer, identified as to type and class) from many build-
ings in downtown Honolulu.

18. The number and type of shipsg in Pearl Harbor,
whetheyr in drydock, at berths, or at moorings, can be
determined with a high degree of accuracy by anyone living
on, or visiting, Aiec Heights, which overlooks Pearl Harbop.
The fact that a field glass is required in aid of such
observation is but a small obstacle.

19. It is known that employees of the Japanese Consulate
General, Honolulu, who were designated to observe and report
on arrivals and departures of Naval units at Pearl Harbor,
and the number of vessels there, prior to the outbreak of
war, did much of their observing from Alea Heights and
areag nearer to Pearl Harbor, but at a lower elevation. (#)
Likewise, many Japanese naval officers who visited Honolulu
in recent yoears mode sightseeing trips to Aiea Heights and
the environs of Pearl Harbor. (#) It is also known that

SmB=CaRuB~T -6
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-at least one of the two-man Jopanese submarines that partic-
ipated in the attack on Oahu, on December 7, 1941, had .
aboard o panoramie photograph of Pearl Harbhor, which later
was found to hoave been photographed from Aiea Heighbtgw-

not by an espionage agent, but by o commercial photographer,
who sold prints thereof openly in Homolulu. (#) :

20. There are many ways, less diredt than those noted
‘above, where acute and intelligent observations will reveal
information c¢oncerning Fleet dispositions. The number of
officers and men on leave in Honolulu often will provide a
¢lie to the number and identity of Flget units in port.
Where officers or men who maintain residences in Honolulu
-are known to be attoched to a given ship, an observer will
be able to state with reasonable certainty that if a ocertain

officer or man is at home in Honolulu, his ship ie in port
and not at gfeq,

‘2L »Thus, unless the observer enters a restricted area
- without right, or uses visual or photographie eguipment whose
nwae is illegnl, hig activities in 6ollecting information of

naval value by obaervation alone c¢an ensily go wholly un~
detectod,

(2) "Loose talk"Aana-iuﬁofs

22. No matter how extensive a campaign may be to pre«
vont "loose talk" and runor-mongering concerning military
and naval subjects, it seems impossible to restrain egither
enbirely. Since mycH of what passes as rumor often cone
tains gorms. of truth, the trained enemy agent, vreferring:
what he hearsg to a. competent evaluantor; can make this a
profitable soureé of dAnformation for the enomy. Many
stories-~ for example, the sinking of the aireraft carriers
LEXINGTON, YORKTOWN, and WASP, and the impending Battle of
Midway-« were common gossip in Honolulu before official
,announcament of the facts. . . .

23, "Loose talk" is of two typese=- that which is offered
gratuitously, and that whieh is "pumped" from one having
knowledge of the facts. The distinction ig obvious and
i especially important in the operation of the espionage
organization, from the standpoint of risk.

{3) "Pumging"
24 This type of informatiou~gathering consists of

eliciting faets from the possessor thersof; by pretext, uss
of force, or sensuous or intoxicating indud¢ement. The -
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person imposed upon does not consciously and willingly be-
tray his truist, but may be brought to do so by the enemy
agent's use of force, misrepresentation, or proffer of
food and drink, narcotics, or women. (#)

(4) "Inside"vinfo?mation

25, Thig is the type of information generally bought
and paid for by the enemy agent, who need not (and generally
cannot) obtain the information himself, but who commigsions
someone else to provide him with the information. Unless,
however, the espionage organization has developed a source
of "inside" information prior to the outbreak of war, it
may find it difficult to do thereafter because of the extreme
risk involved in approaching a person with a proposition that
he commit treason in wartime. (#)

SeAyOLy [LOIEN SU} J0.SBUIPIOH PAWISSE08( / PAIISSEIoUN B W0y peonpoiday

26. There is no evidence that any person in a position
of military or naval trust in the Hawaiian Islands, either
bofore cr during this war, has supplied. information to enemy
agents. However, history teaches that vigilance agoainst
treason must be maintained.

(5) rPlanted" agents

27. As distinguished from the traitor already in a
place of trust who sells information to the enemy, a "plant"
is an agent installed in a place of confidence {usually
within a restricted arca) who himself gathers all available
information of value to the enemy. Less valuable and less
likely to be used, but possible, is a person (for example,

n domestic) "planted" in the home of any military, naval,
or civilian official likely to have considerable knowledge
of vital information.

28. Less likely to be found, but not to be dismissed,
is the possibility of cnemy agents using "planted" mechanical
devices for the gathering of important information. Tele-
Phone wires over which vital information is transmitted may
be "tapped." Microphonee may be arranged in conference rooms
and officoes. :

(6)' Overt criminal action

29. Unable to securc desired information by any of the®
foregoing methods, the enemy cspionage organization may
resort to actions more easily detected, and therefore carry-
ing a greater risk. Among the more direct methods would be
murder, assault, forgery, burglary, and larceny (to secure
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writings, maps, chartsg, and ¢ode books) and perjury, impers
gonation, and trespass (to secure entry to restricted areas),
Murder and arson might be indulged in %o destroy the evidenoe
of other orimes ingident to eapionage activity.: :

30. It is believed, however; that under present condie
tione in Hawaii, it is unnecessary for the chemy to resort

©to ovart, criminal activity to earry out ite aspianage migsion
' here. . .

(B)  EVALUATION oF x&ﬁoaya%;owk_"

31. 8indée, as will be distussed below, the chief obstacle
confronting an espionage organization in the Hawalian Xslands
in wartime is that of communicating information %o Japan, it

i3 desirable that all information eollacted by enemy agents be

., eyaluated and digested 1ocally ag far as possible, so as to

provide the shorbtest possible messages for trmnamisaion, what~
'ever the meang of communication may be.

32, Whilo bcfore the war broke out the Japanese Consulate
General, Honolulu, was able %6 sond lengthy intelligence ro=
ports and néwspaper articles to Japen in the congsular pouch,
and was able to send encrypted radiograms and cablogroms withe
out undue limit of length, it is sssumed that the tyansmission
of informantion to Japan ig at the present time sufficiently
diffieult to prohibit the sonding.by most means of any great
Volume of information without @reat risk of'detection. (#)

33, Therefore, it is believed necassary that tha enemy

have a competent ovaluator (or evaluabion unit) in tho Hawailan

Islands, so that all aveilable informotion can be digested to
its important essentisls., This progupposcs one or more indi-

“yiduals highly 1ntulliaent and trained in military and naval
aubjnabs._ , , , . v

34. It is also belicved likely that ‘the chief evaluater
of the espionage organization will be found %o be the pringie
pal orgmnizar and primary diractiva force of tno group.

{C) COMMUNICATION oF _INFORMATION TO THE EFFEGTIVE
ENE EHY DESTINATION

() ngeral oonsidarations

35. 1In execubting its ultimate function~« that of com~
‘municating vitol information to the enemy»» the espionage
organization, in all probability, exposes itself to a far
greator risk than it does in discharging its other functions,
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36, It is quite possxble that more than one means -of
transmission of information ig used. In general, it may be
said that the more rapid types of communlcation involve the
nost risk, and that the sonder will, therefore, use such
mneans only whon the valuoc of data transmitted Just1f1es
the assumption of the grenter risk.

37. "Spot news,® such as ‘the departures of a Naval
task forxrece, Marine foree, bomber squadron, or a convoy,
would merit the most specdy means . of communication. Such
intelligence obviously would lose its value if delayed too
long ln reaching the effective enemy destlnation.

38. On the othox hand, nore "duruble" informatlon, guch
as that concerning new construction (airflelas, hangars, and
ammunition dumps, for example), relating to conditions of a
static and permanent nature, would be of value to ‘the enemy
gven lf delayed months in reaching Iapan. L

39. ‘1t must also ‘be noted that certdin: information may
‘be unsuitable for transmission telegraphically, and may have
to be trwnsmltteﬁ manually. Articles suech as maps, charts,
ordnanee¢, or a bomb sight are of groatest value to the enemy
only 1f received intact.

40. Certain 1nformqtion; although capable of telegraphie
‘transmission, may bes so lengthy ag to make anything other than
manual transmission impracticable and dangerous. Detailed
intelligenco monographs and stolen code books would be
examples.

Al. The problem of transmission of information has been
thoroughly considered, chiofly for the reason that it is be-
lieved that there is morse likelihood of discovering the
enemy's espionage organization through its communication
facilities than in any other way. The organization exposes
itself most openly when exerciesing its communication function.
The possible ways in which it is thought that enemy agents
mnight send information from hére s0 as to dlrcctly or ulti-

‘mately reach Japan, are -the follow1ng.

(2) Shore to- ship contact

4L2. Undey this heading, there are :a numbar of different
mnethods by which communication between an enemy agent in the
Hawaiian Islands and eneny submarine off shore can be ef-
fected. While there is no conclusive proof that such conm-
munication has existed during the war or immediately pre-
ceding the attack on Pearl Harbor, there arc two significant

8«E~-C~R-RB-T 10~
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)

faabs whieh strongly susgest the poﬁﬁibillhy.

a/ "It has been learned éince the outbreak of
. war that thé lécal Consulate had n plan
“for signanlling by various means from the
- dslands of Oahu and Maui. This plan eme
- phagizZed visual signalling from the wind~-
‘ward coast, of Oahu, presumably to- aub~
marines. (#) -

: b/‘,.Since the outbreak of war, enemy‘aubmarines
-have appeared off various of the Hawaiian -
Islands, et night and close te shore, ZEvi-

. dense that such ¢raft have appeared close
off windward Oahu at various times is strong.

- However, enemy subriarines have not engaged
in combat activity in that area, nor could
they have effeocted’ reconnaissance of United
Btates Fleot unibs there (sinee that sea
area i off tho regular sea lanes and ab
‘the opposite mide of Oalu from Pearl Harbox),
It thereforoe appears that with the presence
of . eneny aubmarines off windward Oshu should
be asgociated the possibility that they were
-%here to reaeive communications from, or send
them. to, enemy agonts- on shore-~~ more likely
the. formerw-. 0f to make physical contaet with
agents on: shore. (See paragraphs 47 48 )

(a) ﬁl;nker tube si@nallins

: 43. . The hills rising sharply from the shores of the
Hawaiion Islands contain nany natural signal positions.
These hills are cut by many deep valleys, most of which open
almost direetly. into the sea, rather than into plains lying
between the main mountain ranges and the gea.. A blinker~
tube signalling device (easily improvised from a flashlight
and a eylindrical tude, pipe, or CQp)'operated from one of
the valleys and brought to bear upén a prearranged sea area
cannoet be seen unless the obaerver is on an almost direct
bearin@ with the tube. :

Lh. Since the outbreak ot way, lOCal intelligence offices
have receeived many reports comcerning suspicious lights,
Tlashea, and flares-- some well inland, some on. land near
the sen, and some off shore.. In the many cases investigated,
no instance of signalling to the enemy hag been established,
but neither bave all cases boen satisfactorily explained.

§B=CoR-E-T elle
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45, The killing of Giichiro UYENO, o Japanese alien,
by an Army sentry at Waimanalo (windward Oahu) shortly
before midunight, July 25, 1942, is worthy of particular
note., UYENO wasg discovered close to a machine~gun emplace~
ment on the beach, Several times challenged by the sentry,
UYENO failed to make himself known and took f£light, whereupon
the sentry shot him. While attempting to flee, UYENO dis-
carded o flashlight whlch he had" been earrying. Exeminae
tion of the flashlight indicated that it had once been
"blacked out" with colored cellcphane, but that the cellow
phane had been removed. . According to available evidence,
UYENO previously had always been in his quarters at a
private home {(where he was employed as a yard caretaker)
by 8:00 o’clock each night, complying with the Military
Governor's curfow for aliens. He was a recluse, but con-
sidered sane. ' C ' :

SONIY [eUONEN BU) 10,SBUIPIOH POUISSEI0BQ / POYISSBIOUN B4 W0 paonpoiday

46. At the time he was first seen pear the machine-gun
emplacement, UYENO was approximately L00 yards from his
quarters, in o place he had no lagitlmute reason to be., He
was abroad at night in violation of the Military Governor's
order, was illegally in the vieinity of military emplace-
ments, was carrying an unblacked flashlight (though unlighted),
and failed to heed the sentry's challenges. In those cir-
cumstances, it is reasonable to say that UYENO knew he was
risking death. The probability is that his mission at the
time justified asgsuming that risk. It is econceivable that
UYENO was proceeding to, or returning from, a point of
vantage from which signalling would have been, or was,
acconplished with ‘the use of the undimned flashlight. In
this connection, it is relevant to gquote the followxng
entries from the log of the Army Contact ‘0ffice (M.I.D.),
Honolulu, for July 26, 1942:

"004L0 Ph. from Foxr'd Echelon (Lt. Porteus):
. Several 'Radar®* plots indicate a strange
surfoce vessel (or surfaced ‘submarine) off

Kaneohe Bay

"0045 Ph. from For'ad Echelon (Lﬁ Porteus):
Reports that a guard at Bellows Field shot
and killed a Iapanese man, C0 asked to iden~
tify him."

The deceased Japancse later was identified as UYENO. The
place where he was shot was approximately ten miles, on a
straight line, from Keneohe Bay. (#) .

47. It is relevant to observe that during the latter
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part of July; 1942, considerable suspicious offshore activity
wos noted in tho windwawd Onhu arca, near the Naval Air Sta~
tion, Kdnoohe ‘Bay. The following is a recapitulation of

‘ 'events. as related hy 8 highly reliable Anformant:

On the first appearanse in the ladt woek
.. of July, 1942, the Jnpanese submarine was seen.
~ to be sending signnls toward the shore by moans
of Blinker. The submarine was Jlocated at this
“timé near the entrance of Kmneahe Harbor just
aff the Mokapu peninsula. * On its gecond appear~
. anee, probably Tuly 26, 1942, the submarine was
- 'fired on by the shore batteries with no effest,
On its next appearanee, July 27, L1942, it was
.., reported that oll shore batteries had fired on the
"~ eneny submarine, with at 1enat one shot hitting
Cite mark, ' The submarine retired to a position
- belind Moku Manu island. This position rendered
safety to thg véssel singe it is characterized
by two - eXifrfs which xisge from the water on either
© o side of the channel bYetweon the two islands. The
-+ submarine's pogition in- thxs channel rendered it
» Q..impossible for direct shots to be thrown at it.
It wod olse understood that anirplanes took off
" %0 drop bombs on the submarine, but becausge of
conditions, wére unable to make satiaracbory runs.

Coinuident with thae retiring of tha aubmarine
on this lattér dote, the figure of o man was seen
. to be swimming in ‘the channel in Kaneohe Bay,
emerging from the water close to the old Navy
' Pier, Kahaluu janding, whieh is near Koolauw. A
company of soldiers was dispatched to head this
" individual off, but because of the nature of the
~terrain, which ig eharacterized by ewamp and |
‘heavy undorbrush, he was, able to evade thig group.
~ Tootprintsa inspected showed that this man was
.wearing rubber-soled shoes., (#) v

CIn eonnacﬁion with the rore&oing report muat be conaidered
_the following memorandum. dated July 30, 1942, from the
-.Intelligonce Unit Navnl Air Station, Kaneohe Bay-

"For the past soveral months the U. §. Naval
Air Station, Kaneolhe Bay, has been menaced by
nttack from onemy submarines, Numerous radap
plots of such submarines have been recorded and
our aireraft, . degtroyers, and coast artilloery
"have been brought into action against enemy

S"E”O”R"‘E‘“T ”1‘3”
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submarines as recently ag July 27, 1942.%".

48, - More roecently, similar enemy activity has been .
apparent off Kaneohe Bay. On April 15, 1943, the District
Intelligenco Officer received the following report from the
gsame Intelligence Unit~

"0n thé night of April 6, 1943, in addition
" to radar contacts, the statlon crash boats, in
search of survivors from a plane crash in the
area outsxde of Kangohe Bay, saw an object iden-
tified ad'a submarine conning tower. (There
. ~ were no such rrlendly cruft in thls area at this
4 time. )

"At' 1100 on April 10, 1943, planes from the

- Naval Air Detachment, NAS, Kaneohe, saw a sub=-
marine off Kahuku Point, (later identified as
enemy), break surfaco. and shortly, on his approach,
submerge. At 2100 that same evening radar con-
tacts were made off Kaneohe Bay, bearing 345°,

- range 7000 yards. At 2200 the station gun bat-
teries illumihated, w1th ‘star shells and fired

., upon the conning tower of a submarine, range

. 7000 yuarde, bearing 342*, proceeding rapidly
to bearing 345' when it submerged.

"On April ll, 1943, a plane was dispatched
from this station to search for an enemy submarine
observed off the northeast coast of Maui."

49.- Sight, sonic, and radar plots of enemy submarines
and unideontified objeets off windward Oanhu (particularly in
the area off Waimanalo to Kaneohe Bay) have been recorded
during the war. These usually have been at night. These
facts, togoether with the incidents involving UYENO and the
unidentified swimmer in Kaneohe Bay, cast the highest degree
of suspicion upon the windward Oahu region.  The coincidence
of several such events in the last week of Iuly, 1942, coupled
with particularly active suspected enemy submarine activity
at that time, makes the situation doubly moteworthy. It is
clearly posslble that signalling to enemy craft has been, and
8till is, carried on in that region. Further, the possibility
‘of aetuanl physical contact between enemy submarines and enemy
agents on shore is apparont.

(b) Personal cdntnct

50. The waters and oeﬂches of much of the coastal aroas

S‘"E"C"R"’E“‘T . -14-: .
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of the Hawaiian Islanda are such that a reasonably good
"swimmer can swim from the beach to a submarine, er vice

versa. This provides the enemy with a method not only of
reeeiving written, graphio, pictorial, and oral informae
tion from shore, 'but of putting aahore;instructians, equip-
ment, and new personnel ror use by the‘espionage organization.

: 51- The 1anaing of Nazi saboteura on tha Atlautic
Coasgt of the United Stntes ‘and & 8py. in Canada, and the
report referred to- in paragraph 47, above, illustrate the

" possibilities of effecting physical contact with shore. (#)
With even greater ease, e¢nemy agents can be landed or
picked up on 1alanda of the Hawaiian grcup nther than Qahu.

52" Befare the war, there wag speculation as to whsther e
Hawaiian' fishing sampnns (1argely manned by, alien Japaneae)
night be making cantact with Jayanese vessels in or near.
the Hawaiiun ‘area’ for subversive purposes. ‘Such meetings
wele never proved. (#) conbuets of lotal sampans with enemy
vessels are hot likely at present, due to the strict. patrolling
of all such eraft in Hawaiian waters and the 1imiteﬂ distance
from shore within whieh they must operate. Furthermore. perw

sons of Japanese ancestry are no longer allowed to fish in
boats orf shore.w o , :

(c} $onic devices

53‘ Sonic equipmont ror underwater signalling ;s men»
tioned ds‘a passible, though not probable, meansg. of com~ .
minigation between- eneny agents in small eraft in Hawaiian
waters- and submerged enemy submarines. The lmtter; of

COUrso,. carry sonjio signalling apparatus as standard equipw
ment. ' o

(d) Water cachea

54 The coastul areas of the Hawuiian Islands in aome
places have shelves outside the reefs, the shelves being at
relatively &shallow 'depths. - Thig is true. to a large exbtent
of the Waimanalo~Kaneohe Bay apea and the north shore of
Oahu. For mony yoars it bas been the practice of local

fishermen (many of whom ‘axe alien Japanese) to 1ay fish
traps in those waters without bouys or markers’attached,
later picking then up by dragging or diving The waters
in whieh. this type of fishing has been practiced are ln mony
coses deep onough to permit a submaripe to navigate close $o
shore, where it could recover a cdache.
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(é) Land caches

55, There are a dozen or more ‘amall 1slands or rocks
off windward Oahu, varying in helght above the sea from 20
to 360 feet. Several . lie parallel to the shoreline and.
are long enough to conceal a submarine off shore from the
view of observers on shore. Several lie in the Waimanalow-
Kaneohe Bay area. Fspionage agents from -shore could visit
such islands or rocks with camparative gecurity and leave

intelligence pouches in praarranged places, auch»ponches to

be later picked up by enemy submarines.

56. " The use of land and water caches as o means of
transferring information of any type to the enemy has a
singular advantage over many of the other means of com=-
munication. Where caches are used, the transmitter can
choose the time of day most appropriate tc the performance

of his task, and the recipient can do likewise. The times

~of their respectlve actions need not, and probably would
not, be the same. ‘

(3) Ragio

57. The use of this means of communication would be
highly desirable to the enemy espionage organization, from
the standpoint of rapidity of communication, but involves
a high degree of risk. By radioc, information could be
sent directly to Japan, or, with less power, to Japanese
stations in the Mandated Islandg or to enemy surface units
or submarines considerably closer to the Hawaiian Islands,
for re-transmission.

58. Properly used, however, this method of communiea~

tion could give the sender a fair degree of security, taking

into consideration the following safeguards or operating
procedures:

g/' Transmiss:ons on a given frequency to be
of short duration; _ .

b/ Varylng frequencxes to be used;

e/ TUse of a moblla'transmitter, hidden in a
truck or automobile;

4/ Use of froquency modulation;
e/ Use of directional transmitting antenna;

f/ Use of ultra-high frequencies.
S~E«C=R~»ET 16~
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59 In thia work, small aeta operating only with a
key could be used. It isg known that Japanese landing
forces in the Orient have used, ‘portable ultra~high fre-
guency field sets only Q" X* B" . x 10 in size. By using
the tranasmitter carefully, changing frequencies rapidly,
and employing mobile equipment, a naximum degres or pro~
tection againat - -detection, qould ‘be achieved..l .

. 6O, ?requency madulatian transmiasions would be
chiefly of value im this work for-its freedom from detec*
tion by ordinary (that is, amplitude modulation) receivers.
Frequency modulation trgnsmisgion in the higher frequencies
is roported te have a serviece range of about twice the
distance from the point of transmission to the horizon.
Thus, a transmitter located at an elevation of 500 feet
eould send to an enemy ‘submarine almost 30 miles awny. (#)

6. In conjunction with frequency modulation or other
typo of transmission, the use of a direetional antenna would
greatly improve the security of the espienage activity by
Limiting the area within which monitoring egquipment, fixed
oy mbbil@, would be able to. intereept signals,. Diroetional
transmission in the. highar froquencies,; with their 11m1ted
service. ranges, . wold be usod to, best adVantage with a fixed
rather than mobile transmitter. e

. 62. A strong objeetion to the.use of radio ie the
unaatisractory eguation between thp operatorfs vulnerability
and his importunce to the espionage organization.. His.
techniaal gkill would be o great asset, yet during periods

of. tranamission he would be the. most expoaed member of the
organizution. T R LR R [ATR

63¢ Other than an unidantified messuge intarcapted
by . an Army raaio unit on the morning of December 7, 1941
_(rallowing the .attoek on Oabu); which message was partly
in German and partly unintelligible, and which reported in
& .very . general way the damage caused by the.Japanese attack,
. there has _come to the attention of this office no instance
ot communication by radio. from the Hawniian Islands to the
oneny. (#) . - ;

'64; However, 1n lino with whmt should always be the
basic operating premigpe of the counter—espionaga agente- -
to assume thé worst and work againgt it--"1it must be wasumﬂd
that the enemy has . carried on radio communication from:
these Islnnds. On January 10, 1942, the senior 1CC vapre~
sontative in Hawaii wroto:

8+ E-CuRmE-T . “1%e
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"It is generally believed and logieal to assume
that radio is being used to convey information to the
enemy in this area:. The fact that no illegal opera-
tion has been discovered here to date means that the
‘enemy 1is clever and that there is inadequate radio '
cOVerage..." (#) .

After specifying the existing monitoring ‘facilities and
requesting additional equipment and personnel, the same
writer believed that FCC would Stlll be unable to cover,
the field complctely, saying :

: ...These recommendatlons constitute a prnctical
compromuise with the requirements for theorehically
perfect coverage. " :

on January 16, 1942, the Dlrector of the Federal Buroau of
Investigation wrote:

"In regard to present condltions in the Hawallan
Islands, it ‘is apparent that illieit shortWave rmdlo
transmissions are being sont from clandestine stations

~operating in the islands themselVes, in communlcation

~-with mobile units of*the Japanese Navy, through whlch
dintelligence informaticn 1s belng reported to the
eneny..." (#) -

65. ‘Opinion is divided as to Whether the enemy espionage
organization would use radio as a rrequent and usual means
of communication with Japan, or use it only in the rarest
and most urgent cases,  The answer to the question will"
depend directly upon the amount of risk apparently involved
in such transmission and upon the suitability of other,
less risky means of communieation. TFixed and mobile FCC
monitoring stations in the Hawaiian Islands maintain a
constant wateh for suspicious radio signals, and cohnstitute
a gerious threat to any . illiecit sendeéer. However, 1t is be-
lieved that such monitoring is not, and could not be, com-
plete. Transmissions in the h:gher frequencies from certain
portions of the igland of Oahu cannot be received at certain
other parts of the island. . Emanations from a ‘high-frequenecy
transmitter located in a valley formed by sharply rising
mountaing usually might only be received within the valley
or beyond its entrances, the mountdins acting as a shield
againgt lateral transmisgion. Usin@ ‘a directional antenna
with a transmitter so situated, the field of interceptability
could further be reduced, eliminating almost entirely the

posgibility of 1nterception by at least the fixed monltorlng
statlons.
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66. 1In the consulate communications plan already
referred to {payagraph 42 (a)), this type of communication
was provided fore- a radio want ad offering for sale n
Chinese rug was to mean that several aireraft carriers
~ had left Pearl Harbor; one amdvertising a complets chicken
faym for male, that all aireraft carriers had sajiled; angd,
"one offering to enploy & beauty operator, that the whole
battle force had sailed. If used, these transmissions
were t0 have been sent ovey Radio KGMB, Honolulu,vat about
9145 o'elock on any mormipng. No such advertisements wore
in focet ever. placed, ‘

67, Such a mothcd of ‘coda transmigsion is antirely -
foasible, although normally there would be a delay of at’
least a day in reporting information in thig manner,. sin&a
‘Honolulu radio staotions genarally require that advertising
copy be submitted at leagt the day before it is broadcast,
Commercinl raodié transmigsjons of KGU and KGMB,  Honolulu,
while probably not to be heard at all hours of the day in
the Mandated Islonds probably could be heard there at night.
Doytimo. broadeasts could be heard by Japanese vessgels.
eruising betwoeyn. there and the Hawaiian Islanda. and by then
be relayed to Tapan. . .

68. The type of code to ba uged in conjunc&i¢n with
radio advertising would be simple to conceive and should
ereate no sugpicion in the minds of censors.or the publiec,
bocause it would usoe only words -well known to the trade of
the advertiser. The use of nouns repregenting trade names
or produets. would be stréssed in this code, to escape. the
effocts of any ordinary pnraphrnaing that censors or radio
,atatlon operators might impose. 'An internal indieator
‘could ‘beo usoed to differentiate ordinary sdvertisements.
from those intanded to convaey information to the anemy.

69, While the use of spot hds of tho type mentioned
in the Consulabte communications plan would arouse suspicion
at the present time, it should be mentioned that there are
s considerable number of commercial firms (some of . them .
operated by Japanese aliens) ‘who regularly advertise over
"the 1oca1 conméreial radio stations, and have dono o since
'before the war., One of thése firms might well be a "front"
‘Whose rgdio mdvertising could be used to tranemit .code .
negsages. '

BoBaCrReEp S16.
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(5) Trans-Pacific and imter-island radio
teleophone; radiogroms

. - 70. These means are grouped together because they each
are interceptable by the ememy. There is good evidence that
trans~-Pacific telephone communications betweon Hawaii and

+ California can be intercepted in Japan, but whether they are
intelligible there depends on whether the Japanese have a
suitable inverter ("unscrambler"). As to all of these means,
however, sound coupter~espionage practice requires that it

. bo assumed that the Japenese can intercept such communico~
tions and render them intelligible.

7. Where thege means anre used to transmit information
directly to an intercept station, a simple code gimilar to
that which could be used in radio advertlsing would be
appropriate. Here, again, the use of a business house as
a "front" would add security for the espionage organization.
Examination of trans-Pacific telephone censorship extracts
indicates that many such calls are of a business nature,
and involve conversatlons concernlng products and brand
names.

fse/\quv;[eusoueN 24} J0.SBUIPIOH PaIISSEa / POIISSEIOUN BU WOY peanpoIdsy]

72, In addition, these moans can be used for the pur-
pose of communicating directly with other Japanese espionage
agents, on the Mainland. Their use for that purpose would
be essentially the same as the use of commereial eable, air
mail, regular mail, and courier, which are discussed below.

(6) Cablegrams

73, Assuming the oxistence of Mainlang "post offices"
to which intelligence messages might be sent, the use of
commereial cablo as a means of getting vital information
out of the Hawaiian Islands is quite feasible. This practice
presupposes the oxistence of an information relay system,
whose task it would be to re-route the information through
any of many possible channels to an Axis country or to an
Axis agent in a neutral state, for relay to Japan.

74. This method of communication reguires only a
simple code, perhaps of as few as 100 words and numerals,
together with code designations for geographical sections
on a grid map. If this means of communication were used
often, sevoral codes could be uged to avoid the possibility
of deteetion through repetition of the same code words.

75. Although the use of cablegram eliminates to some
extent the time lag incident to transmissions by air mail

S5-E~C~-R~E~T -20~
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and ordinary mail, there are some obstacles interposed by
gensorship, inasmuch as the immediate censor might take a
fancy to paraphrase a message or suppress it entirely (in
which case the sender would not nocessarily be notified).
.However,. it is believed that the use of proper codes,
especially designed to. avoid eensorship and the. effect of
paraphraae, would make this a.-ugeful means: of communication.

(7) g;; mﬂ;;, ggdinagx mails yg;cel poug,
cargos railwey ‘express

7&. ‘Theso modia of transmission have several advantagos
not possessed by some of those previously discussed: First,
“the permitting of transmission of bulkier reports, in more
detailed and more seecure code; second, the opportunity for
use of seeret inks, grids, and other hidden writingg; third,
the transmission of maps, echarts, plans, and other matter
that must be represented graphically or pietorially, rather
than verbally; and fourth, the transmission of physical
objects of intelligence vulue, and writien reports that have
been reproduced on microfilm.

77. The great time lag betwoen the happenihg of an event
and the time a report of it reaches the effective enemy
destination by one of the nbove means is the most serious
disadvantage bere, Howover, certain durable information
(for exanple, that relating to the location of new airfields,
drydoeks, ammunition dumps, and especially the estimated
dotes of completion of comstruction in progress) would be
only slightly diminished in value if so transmitied,

(8) Couriexr

78. The use of agents who are officers or crewmen of
sonmercial airlines oy the merchant marine has been suggested.
(#)  Such moans would possoss two advantages: First, in
allowing the transmission of information by word of mouth;
and second, the handling of physical objects.

79. However, because of the vagaries of merchant marine
sailing those days, an agent on a certain ship could not be
expeeted to e¢nll at Honolulu regularly., This would necep«
sitote having couriers on a large number of vessels, roquire
ing the wvspionage organization to become too large in pro-
portion to the benefits to be goined by the use of eouriors.
Also, the faetor of time required in such transmission isg an
additional adverse condition. It is much more likely that
officors or crowmen of Pan American Airways, whose cliyppers
mokoe fairly regular trips betwoen Hawail and California, or
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other commercial airlines, would be sought to act as couriors.

(9) Carrier pigeon -

80. Sinply because it might be used for the carriage of
information between islands of the Hawaiian group, this pos-
sibility is mentioned., However, it is considered relatively
insecure, and perhaps vain, gince inter-island mailg are not
coengored and can therefore bo used to better advantage than
homing pigeons.
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IV. JAPANESE ESPIONAGE ACTIVITY IN HAWAII anon mo wnm VAR
. (k) TYRE OF INFORUATION. GOLLEchn

81, An alien Japanese internee,iWho:clnims*tn have
engaged in ospionage for Japan in Hawail 30 years ago, has
stated that Japan started "ite espionage coverage of tha
Hawaiian Islands shortly dafter the Russo-xapaneaa War. (#)
Initial study 48 said to ‘hove been made of the geocgraphy,

. topography, and hydrogrophy iof theé Islands, so that by Worid
- War I, Tapan hod g rathepr sonplete. compilation of all basio
duta oonaerning theae subj$ots.‘.’ ot

82. Aa indicatad in Paragraph 19, the Japanese CQnaulate
General, Honolulu, was particularly interested in the nove=
nents ur United - Statea Naval vessels in ‘and out of Fearl
Harbor. There ie no eévidence that sguch movemenhs were

: .especlally watehed and reported by tho ‘Consulats prior to

~ the -summer of 1%40. Phis probably is accounted for by the
foet that until that time the status 'of relations between
~the United Stotes and Japan 4id mnot demand such’ reporting
and that up to thﬂt bime Fleet movements wero publicized in
the press. ‘- - , Lo Lo

83.' or particular importance to the Conaulate in 1941
was information: concerning new airfields in the xslanda.ﬁ

Porsons attached to the Consulate travelled to the islands
of Koyai, Maui, and Hawaii particularly to look for new aire
field constmuction, whilo new fileld on Oahu were constantly
sought., (#) . The importance’ of such information 1s readily
apparent when one oonaiacra the attack of December 7, 1941.

84, Arrivuls of noew air squadrons and troops to strengbhen
Hawalils defenses in 1941y and the pasging through Honolulu of
-men. and materiel Qestined for Chinag, nlsd were closely watched
and raporbed bv the COnsulnte to- Tokyo. (#) :

85 : Data eoncerninﬂ beaches. reefs, anchoraaea. tides
cand. surrents, and the like, undoubtedly’ were gathered chierly
‘by-alien Fapanese fishormen who almost exclusively manned
Hawaii's sompan. fishing fleet. Those boachés most’ auitable
foy enemy. landing operations wére closely studied, bath, by

Consulate. poraonnel and visiting Japanese naval officera on
sightsee;ng tripa. o

86, The Oonsulate is also known to have bean interested,
but 'to. 4 lesser degroé, in'the waterfront racilitios on the
four mgin: islands; and, in the caseo of Kduai, ‘the aleatria
powarhouse at Wainihu was the object of sarutiny by n member
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of ;the . Consulate staff sent to the Isl&nd of Kauai for that
purpose in Iuly,_l941. (#) ' s

" (B} - *PERSONNEL -

87. 'Upon the basis of known facets, persons who have
engaged 1in espionage in the Hewaiion Islands for the benefit
of Japan may be clagsified asg (a) officials;, (b) agents, and
(e) volunteers. .For insbtont purposes, Consulate staff mem-
bers, employees, and toritsuginin ("go~betweens," popularly
called "consular agents"i are denominated officials. Other
local residents~w the selfuappointed sples~- are classed as
volunteers. : :

88. It is believea that the Vice Gonsul, at Honolulu,
was ex officio- reSponsible fTor the’ conduct of espionage operaw
tions- of the Consulate. Certaln Consulate secretaries (alien
Japanese) .and one local-born eleork (a dual ecitizen) -are known
to have collected military and naval information for the Cone
sulate, in each 'instance reporting their findings to the Vice
Consul. - In another 1nstance, 4 consular agont who was a
Buddhist priest at Lahaina, Maui, was called upon by the Vice
Congul to report the movements of the 'Fleet at Lahaoina Roads.
(#) Other consular agents wore asked tc report economic
matters. . . y

-89. When intexrogated after the;oﬁtbreak“of.war. the
-local~born Consulate clerk above referred to stated that he
.had heard oné Consulate secretary (whﬁ also was engaged in
.. espionage in Honolulu) state that it was Japan's policy to
maintain two espionage systems in countries abroad~- one
system run by consulates, and the other separate from the
. eonsulates and entirely unknown to them. Whether any such
. extra-consulate espionage system was active in the Hawaiian
- Islands is not known. The difference in funetions of the
two systems was said to be that a consulate would indulge
only in such espionage activity as could be carried on with-
out: compromislng diplomatic and consular relatdions (such as
the gathering of facts ‘from newspapers, viewing ship move-
..ments from places of vantage nct in ‘ady restricted area, and

observing airfields and beaches from publie highways),
.~ whereas on emtra~¢onsulate orgaiizetion would carry on-
"111ega1" espionage (such as trespasging restricted areas
and the buying of confidential 1nformat10n)

90. The Consulate undoubtedly had a few paid agents,
<although in the one outsbanding ease,. it does not- appear
‘whether the dgent who received pay through tho Consulate was
,_receiving the same for sarvices rendared at the diroction of

S~E~C-R~E-T wlbhy=

SONYoIY [BUOJEN BUL 10 sBuipioH poyisseRRad./ peulséaloun a1 Woy peonpoidey

DECLASSIFIED
Authority

£k




8~B-C-R-BT

cannot -be positively asserted. .A Japanese clerk of the Con-
sulate who had been engoged in espionage activities stated,
when interrogated, that he once heard that Japanese tankers
would sometimes leave some of their personnel in Honolulu,
but he could not state the source of his information. (#)

94. In an effort to "make face" with Jopan's officialdom,
several loecal Japanese residents (ecliems and citizens) have
gratuitously, and in some instances voluntarily, engaged in
espionage or propaganda activities beneficial to Japan. The
Japanese bookstore owner previously. referred to was found to
have gathered extensive military information (of dubious
value, however). He also willingly obliged a visiting
Japanese, since found to have been an espionage agent, by
driving the latter to points of military importance on the
island of Oahu. On other ocecasions (1936-1941), in response
to requests received while visiting Japan, he sent to Japan
large quantities of maps, charts, and hydrographic publica-
tions on sale in Honolulu. . The full volume of what he trans-
nitted is not known, but his effects show that he sent at
least 43 ocean charts, 6 air charts, and 51 maps, as well as
several publications. (#) Many other locdl Japanese resi-
dents, over a period of 20 years, voluntarily (and in most
eages, proudly) volunteered to drive visiting Japanese naval
personnel to points of interest on the various islands at
which such personnel called. One Japanese alien residing
on Alea Heights, whose home has an ungsurpassed view of Pearl
Harbor, is known tc have been visited on occasions by offi-
ecers of Japanese naval veéssels which called at Honolulu prior
to the war. (#) . '
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(C) .OPERATIONAL KETHODS

(1) Collection of information

95. From the facts at hand, it must be said that almost
all military and naval information known to have been trans-
mitted from Hawaii to Japon, either by the Consulate or agents
sent here on specinl missions, was gathered by the simple
expedient of open observation, without trespassing restricted
areas. (Sewv Paragraphs 17-21) In this connection, it will be.
remembered that an analysis of the military and naval data
found in the effects of Lieutenant Commander Itaru TACHIBANA,
ITN, prior to his expulsion from the United States in the
summer of 1941, revealed that about 70% of the national de~
fenge information was compiled from public reading material. (#)

96. 1In only a fow instances were Consulabe observers
known %0 have used binoculars to observe Pearl Harbor and the
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~ the Conaulate or of someone in Japan. This agent, 0Otto

. KUBHN, ap olien German, %8 known to have received $14,000.00
through the Comsulate in Octodber, 1941, but the money seems
to Have boen tronsmitted direotly from Fapan, with the Conw
gulate agting merely aos delivery agent.: However, subsequent
to that time, KUEHN did commit overt acts of edpionage and

- report his work to the Congulate directly, for which aots
‘he hag since been tried by a militayry commission, found

.guilty, and sentonced to 50 years' imprisomment. The Con~-
sulate is known algo to have paid certuin other persons
who oppear to have boen chiefly engagoed in propaganda work,
but who may well have engaged in espionnge, also. (#) -

9l. Much 1nformation of value to Japan is believad to
‘Have been gathered by Tapanese espionage agenta who. came to
.. Hawaii for relativaly ‘short poriods of time, as non-qguota
" meigrants or in the - guise of vigitorge-.in either case,

© soemingly having no¢ gonnection with the local CGonsulate.
One case is8 known of a Japenese agent who, around 1932, ,
gtayed in Haweii for about four months, evidently to per-
form a specific mission. .With the help of a Japanese book~
store owner {who had been naturalized os a-United Staotes
 eitizen following his servite in the United Stotes Army in
World Wdr I), the visiting agent condueted considerable
observation of the Ysland of Oahu and its points of navnl
and mxlitary interest. {#) -

92' Espionage agents, or observers, who stayed but o
" short time in Honolulu were c¢hiefly those military and ndval
officers of Japan who were passing through Honolulu on com-
nercial or naval vessels. In the etases of visiting Japanese
saval training squadrons, the officers invariably made sight«
geeing trips around Oahu, taking them within full view of
Pearl Harvor, eartain Army reservations, airfields, and '
strategic hoaches., Liocuténant (onmander Sadatome OKADA, ITN,
expelled from tho United States in the summer of 1941, is re-
liably reported to have comé ashore here and to have driven
with the JYapanese Vice Consul to the vieinity of Waianae,
long considared a possible 1anding beach. (#)

'93. It is also believed likely that when Japanese naval
oil tankers used to ‘eall at Honolulu-{up until 1941), tanker
personnel ot¢cnsionally would be left in Honolulu on specifiec
migseions, and would take a later vessel buck to Japan. No
adequate control of the personnel of such vessels was ever
effected hero, Taollies made by other Government cgendies of
the number of persons leaving and going aboard such ships
hore often would show that more persons had gone ashore than
had returmned before suiling. but the accurney of these tallies
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Naval Air Station, Kanaohe Bmy. and even’ then, not illegallyu

.97 . In/tha raw sngos of trespaas to Government resOYvae
tions and defensive usea areas that wore ‘investignted before
the war, none wore investigated bayond the point necessary
- to secure a conviction for tPespass. Tt wos therefore never
establishod that the troepassers Were or ware not trespassing
1ncident to espionage nctivity.

‘ 98. Accurate maps and chnrté of the Hawoiiaon Islonds
and adjacent waters YLong wexse ‘on sdle in downtown Honolulu,
-and available to any ‘purcheseér.. Tourist maps showsd the
approximate 1acmtion of muny military and nnval insbnllauv
tions. (#) . A

99. Photographs ot many atrategic placea on Oahu were

on sale in Honoluwly storessw even:-panoramic view of Pearl
Harboxr. ~(Soe Paragraph 19.} With the exgeption of the
- highly suspicious activity of seoven Tapanese séen photograph~
ing from various pointd on the shore of Kaneohe Bay, Yooking
toward the Naval Ady Stution, on Ndévember 4, 194, 1o out~
“stonding eases of suspieious: photographing have been noted. (#)
The Kaneohe Bay incident ie" ‘dignifieant, however, besause
- donstyudtion work -then in progress at the Naval ‘Alr Station
could not readily be seen from any point close 6o ‘the station,
the sanme being on au poninsgula. Photographs taken from across
che bay, however. woula have provaded excellent 1nrovmution.

T

(2) Evaluation of ;nformation ﬁ

100 Sinee nothinb ‘is known of the contents ar 1nt011i~
genee roports transmitted to Japan by couriers, it cannot be
goid whether the information therein was evalunted by the Cone
sulate 08 to its over-all ‘valuo,.or as to reliability only,

© 'no¥ ‘whothey information sént ‘through tho Consulate was:

digosgted before transmission. However, according %o former
Congulate ¢lerks, wherec reports were sent by commercicl radio
or ¢able, thoy werd always predigested.. ‘Where o newspaper

was thoe source of information- transmitted by radie ‘or ¢able,
f *thnt tact would bo stuted., '

l01. It 13 beliaved that in general the Vice conaul wasg
responsible for making e¢loge initial evaluation of all intelw
ligence transmitted to Jaopaun. While he rarely made obseérva-.
tiong himself, it was he who questioned tho Consulate staff
members who were soent %o view ships in Penrl Harbor or to
observe vital installationg on Oahu or the outlying islands.
He also meems to have been the person through whoem reports
from all available sourees filtered, and in one specifiec
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cagse he is roported to have told_d sseretary that the latter's
observations on a certain matter were wrong (presumably
"basing his conclusion on what he congidered batter evidence
from another source) (#) .

102. Conslderable information transmltted to Japan was
elipped from local newapapers, oall of which were personally
studied and marked for clipping by the Vice consul. (#)

103, With regard to raots not of a military ox nawval
nature, but affeeting the Japanese rosidents of Fawaii {and
possibly Japan's international rolations with the United
States), these generally were discussed by the Consul Gereral
and the Viece Consul, in eonsultation with prominent anlien
Inpanesa residents who acted as advisors to the Oonsulate.

(3) Transmission of ig ormation to Japan

104. While vessels of the N.Y. K. Line wers runnlng regu~
larly through Honolulu (until‘mid-aummer, 1941), much of the
Consulate correspondence was transmitted to Japan by diplo-

. matiec eouriers, who made regular trips between Tokyo.and the
embassy in Washington, and return.. The captdins of N.Y.K.
liners and of Japanese naval -oil tankoers also earried pouches
: from the local Comsulate to Japan.. . _

105. However, in 1941, o large volume of commarcial radio
and cable messages was sent to Japan, most of the messages
encrypted. (#) These means of eommunication were particu-
larly necessary in the fall, when only one ship, which left

Honolulu on November Sth, went to Japan..;,,\z ,

106. Although there were many amateqr_radio operators of
Fapanese ancestry in Honolulu wha might have been .used for
the purpose, there is no evidence that any Consulate traffie
6ver was sent to Japan through them. (#) . Conmercial com=-
munication facilities being opeu for that purpose, there was
no need to jeopardize a potentinl source of wdirtime espionage
tranamisgsion. Neither is there any evidenee, ‘noyr. woas there
ever any reason to believe, that the Consulate maintained
dts own radio transmitter for diroet ecommunication with Japan.

heos
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SeBeCeReBaP:
A PRESENT JK?ANESE ESPIQNAGE ACTIVITY IN HAWAII
w W

7 107 In bhe earlxer sa¢tions of this annlyais. there ‘are
* sot forth certain faects. tending to show specific instances

.0f enemy ‘espionage activity. -Properly functioning ¢ounter~
- espionage organizations must assume the existence ‘of 'such

eneny activity at the . present tima. for the. oontrary candot
be prQVQd. _

108. It is believed that there huva bean surficiant NWneX~
rlained suspicious ;activitios iy the past 16 months to war-
i "pant the assumption ‘that Japan 18 ‘carrying on some form of
egpionnge in the Howaiion Yslands,. Assuming- that the unidene
tified ¢raft that have been detedtod at night close off Oahu
Cand Moui sinee the. outbreak of .wipr wers Japanese submarines
o+ and were -in. Hawaijan waters primarily on ‘combat or recone
noiesancé migsions, -their progence hore . for either ‘or both
“of thdse purposes nlone cannot be .reconeiléd with the fact
Tthat they shave whnecessarily gxposed’ thremselves in waters
-eloge to ghopo s - partiaularly in-woaters outside Lfruitful "com
bat ‘and reconnaissancc areas. It 18 taectically vhsound for
submarines to have.operated in many of “the nveas in whioch
the unidentified ecraft wero deteﬁted. exeept if they wore
there for some other reason-~ to put'agents aahare, reaexve
communications from shore, and tho 1ike.

) (2) 'ﬁgp;ognge activity a8 arfeoted by the
L g ate of d;n omacv ERE

o 09, xt sheuld be mention@d, in passinﬁ that eapiunage
petivity mugt be, and in Hawaii has been, affected by the
stote of diplomatic relations between the United Statoes and
Japan, The throee usual states of international relations aye:

Cowf Pariod of normal diplomatia relations

b/ Pariad of ruptured diplomatic relations, -
e or, non~diplomacy . : Ca

‘fwﬁ/. Pﬂriad of belligerency
ilQ.  In: the xacant historv of United Statea*Japaneae“
relationsg,: the poriod of normal diplomatic¢ relations ended

- on Desembex. 7, 1941.: During that period, espionage in Hawnii
wags largely handled .through the Consulate, which could
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expeditiously report its intelligence to Japan in encrypted
despateched and by commer01a1 cable and radio.

111. It is believed that the Iapanese contemplated that
a period of ruptured relations would exist before war was
started, and appropriately planned’ a ‘system of communications
to,be:used in that .period, Reference has been made to the
signalling system 'of thé Consuldte. ~(See Paragraph 42 (o))

. This system was designed and submitted to the Consulate by

KUEHN, roforred ‘to in Peragraph 90.: It is not. known whether
the signalling. systen was ever used. : S

112. The third phase in ‘which an espionage system would
have to work is the period of way, in which period all
Tapanese consulates and Japanese (foreign-owned) business
houses, which formerly might have c¢ollaborated in the gather-
ing and transmission of lntelligence to Jmpan, ‘would be ¢losed.

113, It is believad that in all lmkelihood the espionage

".orgnnization which would go intc aetion in wartime would not

have been operative as guch before the war. .At least, it

‘would have muintained no connectiona with the Consulate or

leading alien JTapanese. business houses, for fear of attracting
the attention of counter—espionuge agencies.~ The remoinder

of this analysis will dwell upon what-is believed to be. a
workablavpattern of Japaonese wartime espionage in Hawaii.

(B) PERSQNNEL

(l) Selection of nersonnel prior to the war

114, The sucecesstul operation of @n espxonage organiza-
tion in the Hawaiian Islands in wartine implies a considera~
ble amount .of forethought and planiing. The key personnel
of the system must have been in the Islands, prepared to.

~execute their basic orders undey such conditions as might

develop.

115,  Appendix "C" is a schematic diagram setting forth
the various functional units of an espionage organization.
It will -be noted that the organization is divided into the
directive, collection, evaluation, and communication units.
Presumably the key men in the Islands when war broke out in-
eluded the heads of each of these units. . In discussing the
matter of the probable or possidble Japunese espionage organi-
zation in thoe Hawaiian Islands, it is not intended that the
ugse of the singulary should imply that it is believed that
only one.such .gsystem might exist. The possibility must always
be considered, that there are two or more systems, working

SeEwCeRwBaT i .30

DECLASSIFIED
Authority NN

,o.,

p

SNYLY [BLONEN 8U} 10 SBUIPIOH PeISSeIo8( / PRUISSEIOUN Bl W0l peanpoidey

P PO




S~E-C-R-E-T
jdintly‘or‘aeﬂaratel}J,

116, 1t is not necessary that all personnel ultimately
needed in the organizatlon shoulad haVB been recruited before
the war. In many of 1ts functions, the espionage system will
use in the most exposed posxtions persons recruited from
time to time, either because of their loyalty to Japan or
for their love of money or revenge. It is quite possible that
in past years the local Japanese Consulate General, through
its toritsuginin (themselves appoxnted because of their
loyalty to Japan), hod established lists of loyal Japanese
who could be called upon .at any time to aid Japon's cause.
(Giichiro UYENO, mentioned in Paragraphs 45 -46, may have
been a loyal Iapanese 8o selectod, ) o

117 Also presumably available ta the wartlme espionage
organization would be a list of all persons, Japunese and
non-Japanese, who might ever have been used by the Consulate
in any eriminal or 3ubveraive capaelty.- This group should
contain many persons loyal to Iapan,,or otherwise disaffected.
In addition, such persons are likely te bt more valuable be-
cause of their prior experience. ,

(2) 'Tvpe of péraonﬁel used

118, Opinion is varied concorning the nationality and
race of personnel ip the wartime esplonage syestem. The .
operating premise of counter-espionage agents must embrace
three conceptions of the poss1ble campos:txon of the JTapanese
espionage erganization, namely, that 1% uses._.

a/ Indiv1duals of Japanese ancestry only; or,
'2/_ Only nonmJapanese, or,
e/ A combinatibn'of Japaneéé’aﬁd\ndnuJapanSe;

The concensus of those who have carefully con51dered the
problem is that the third possibility is the most likely.

119, It is reasonahle to assume that Japan would have
preferred to have built her wartime esp;onage organization
in Hawaii Wholly around Japanege of known loyalty to Japan.
However, certain considerat1ons might deter the adoption of
such a policy: ‘ o . P

a/ ~ Upon the outbreak of war, a1l Japanese in
‘ ' Hawaii immediately would invite the greatest
degrea of suspicion.’
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b/ Tapoan could not foresée thé attitude of
United Stotes authorities in Howgii towards
| resident Japaneae, for tho exdellent reéason
" that no- policy concerning control of robie
" ‘dent ?apanése was rormulated until after
»[war began.

 -gjff2Th¢reroxe, Jopan had po reusonable assuranqe
©T L that gny person ‘of Topanese. ancestry. would
_retainy freedom of movement in wartime. - Japan
- might well have ‘assumed’ that all persons “of .
o Japnnmaa mncestry would be denjied nccesgs to
< vital areas in’ wartime.‘thut many such ‘pors
song (possibly al} alien ' males) would be
. ~ interned, thot stripgent curfew, travel eon-
S et ol and communicatians restrictions would
0 dttdeh to all ‘such persons, and that rinss
evadéuation ‘or rélocation measures might be
invoked to remove vixﬁually all " Japanese
‘_ l”;from at Loast the islund of Oahu.';r .
It the foregoing faots were 8¢ ‘condidered by Tapan, she ‘would
never have built her loeal espionagc organization entirely
around o nuclous of Japaness. . ..

120, On ‘the other hand, Japan may have reasoned that the
magnituae of “the Japanese problam in Heawaii, in terms of shooer
numbers {160,000 Japanese residents), was such that ‘the United
‘States authoritics would bave to allow many Iapanaae to re-
main at liberty. If this were the reasoning, one might
expeet to find thot the espionage ngents include Amevricane
born Nigei, probably expatriated, who have' negative records -
of proeJaponesc activity and positive rocords of pro-
Amoricanism, They might well Ve informants of the countere
espionage or law enforgement -agencies. They cauld reagon-
ably expeet to be among the last Tapanese to he ‘evacuated
or interhed., It is thereforb perbinent to observe that many
of the Iapanase 80 descrihed are still at large and are able
to earry on their appointed tasks. '~

12y, Variations ‘of the nhove two oxtremes are equnlly
possible. - For purposes of seourity, the vital core of the
~organization might be composed of non~1apanese. As the
extent and effectivepess of United States security and
countor~axpionage mothods beecame more apparent, the espicnoge
leaders would be able to draw upon loyal Japanese personnel
to the extent deemed prudent and necessary. Conbrariwise,
the central unit might bé undar 1nstruationa to use no
JTapanese,
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122, On the othor hand, the nucleus of the organization
may be composed of Japanese, who will make use of non--
Japonese asg the need and opportunity arises, This group
might even have available a non-Japenese whose sole function
would be to assumo direction of the espionage organization
in case the members of the original core are immobilized or
_rondered'ineffectiVe by security or counter-egpionage

- measures. ‘

123. The Jupanese already have used individuals of other
racial groupsto collect information, In Hawaii, during the
last few weeks of peaceful relations, the Japanese Consulate
General requested KURBHN, an alien, to.submit a plan for .
shope«to-ship signalling.. The Farnsworth and Thompson cases
may also be cited. A former c¢lerk -of the local Consulate,
when interrogated, told a story given him by one of the Con=-
sulate socretaries, that for years Japan had been purechasing
information from'a British naval officer statiomed in China.(#)
Reports Ffrom Mainland Naval Districts dindicate that the
Japanese contemplated using disaffected negroes for espionage
work. It is entirely plausgible, then, that the Japanese

“‘¢spionage organization may be using Koreans, Chinese, PFili-

pines, or mombers of oﬁher racxal groups represented in the
Territory of Howaii.

. 124, A cloar distinction must be made between the con-

_cept of n Japanese espionage organization which employs non-

- Japanese, and the eoncept of o German espionage unit opoerating

- here for the benefit of Japan. The existence of the latter

type of organization, while possible, is deemed doubtful.

Germany has little immediate military interest in Hawaii,

- and lacking that, it is doubted that it would risk the ser-
vices of trained German agents to aid o not completely trusted
Axis partner. If & German espionage unit is functioning in
Hawaii, it probably exists merely as an observational ec¢heck
on information which Japan from time to ‘timo undoubtedly sup~
plies Germany regarding military and naval operations centere

“ing around or emanating from Hawaii. There is the possibility
that German and Italian agents might before the war have re-
eruited personnel for the wartime Japanese espionage organi-
zation, and it is known that an Italian courier system was

~ operating Aacross the Pacific, through Honolulu, prior to the

* ¢losging of the loecpnl Italian Consulate in July, 1941.

(C) OPERATIONS

(l)' Functional units of the espionage organizau
tion

125. Referonce tO'Appendix "o will ahow that the'functimxm
8-E-CvR-B-T - 33 |
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| |
divisiona or the espionage organizations are believed to be
four-,

af Abireétive‘unit;,
Ln/ Collection ﬁnii;
e/ Evaluation unit;
A»‘d/iv Communicatiqn unit.  - _ 3
The word "unit" is 1ntended to mean’ funotional, rnther than

personal, unity in operstion, ‘although a 8ingle person might
An some cases be tha entire personnel of one or more units,

. It i@ intended to stress the funetions of the organization.

- ratner than,the number or peraennal’

o ( ) Diréetive unit

126, This is the person on’ aaction of the organizabion
which directs all operatioms, It is assumed that well in
advance of: war, the head of ‘this unit received explicit
instructions as to the nature of information to be gathered
in Hawaii in wartime, the rolative importance of different
types of inbelligenee, and the manner in which the same
should be reported, Phe directive unit would be résponsible

-“.far the entire aayionmge organization, centralize the

h_authority tharain. and keap the machine functionxng.

127. Prubably, but not naeessarilY. the head of the
-ﬁiractive unit»of the organization would also be directly
in, charge of the evuluation unit.

(b) CGl;ection unit

S 128, The fuuation of this section 13 to cull from availq
.able gources (see Paragraphs 16-30) such information as i®

known to be of value to Japan., The:director of this-unit
‘may confine his activity to eollection work alohe; or may-
supervise that in addition to other-duties. Conceivadly,
.the directive head of the whole organiamtion might per»
sonally direet the eollection unit, .

129, In all probability, the eollection unit was partially
organized boefore the war, In ordey to be able to best utilize
gterbain. sources of. information in wartime, previous preparg~
‘tion would have been necessary. For oxample, to effect reandy
and econstunt observation of Pearl Harbdor, it would be desiy-

- able to. have o home on Aiea Heights oceupied by an agent of
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the espionage orgdanization, {#) Agents could more readily
be “planted” in the Navy Yard, Pearl Harbor, and in other
vital arecas, and disaffected persons could more readily be
‘developed as gources of "inside" 1nformation, before the
war then thereafter. _

130. The prime requisite of an agent operating for the
éocllection unit is that hoe have access to the information
he desires without c¢reating suspicion., Not all agents can
colleet information at their normal places of work or abode;
some must travel to obtain it. For the latter, unobtrusive
: moballby ig a necessity‘ :

131. While much information of value can be learned in
the course of a normal day's activity in the city of Honolulu
proper, regular trips around the whole island of Oahu un-
doubtedly would be of greaht value (and perhaps be considered
absolutely necessary by the directive unit). Travel around
Oahu in the daytime is virtually unrestricted, and the trained
observer can readily determine the location of many new plane
dispersal points, searchllghts, raday ;nstallations, machine-
gun emplacements, and landing fmelds. - For example, the new
airfield at Kualoa, Oahu, extends across the around-the-
island highway, so that private vehicles drive across the
runway of the field, and planes land acr¢gss the highway.
Automobiles on the highway are required to drive slowly in
this area, but are not allowed to stop, unless planes are
landing or taking off, when automobiles must stop., Normal
driving speed, however, affords ample opportunity, on two
or three trips, to lo¢nte most of the camouflaged revetments,
estimate the length of the field, and locate wooded areas in
which planes are hidden or being ovarhauled and where fuel
trucks are parked. . ' .

132. It would also seem likely that observere have heen
~.placed on the outside islands of the Hawaiian group (prinei-
.pally Hawaii, Maui, aid Kauwai), in order to make available
- to the head of the eapionage organization (presumably on
Oahu) military and naval information available on those
islands., No censorship of mails transmitted between islands
ig majintained, and travel of civilians (including Japanese)
by air is considerable, 80 that tronsmission of the informa-
tion from outside islands would present no reat difficulty.
It is possible, though improbable, that ag ents on outside
i{glands wouldl communieate their information directly to Japan.
More likely still is the possibility thot information may be
sent from Oahu to outside islands for re»transmission to Japan.

S<E~C-R~E-T 35~
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133, This section of tho argunizution probably would con-
tain one oy more trained operatives familiar with military
and naval mattors. In order to discharge its duties, the
evaluation unit would have to be cognizant of the basie in-
structions of the organization as to the type of intelligence.
requirad to be raportea to bhe ‘enenmy. .

134 Thi. 8 section Woula avalunte and digeést all informa~
tion of valne to the enemy, determine what inforxmation should
be communicated, and probadbly the manner of its communicantione-
subject to the general supervision of the direptive unit.

135, . Whare coain& ax mesaagaa ie required the game prob~
ably would be handled by this gection. and not by the communiw
cation unit., This would be in Keeping with the principle
that, dnsofar as’ possible. ‘the workings of the orgonization
and the product of its work be known by as few persona within
tha arganizqtion as pomsible. -

(d) dommunicatiqn unit

3 ’ “

l36.v The tunction of the éommunioauion section is to
transmit 1nrormation from the Hawgiian area to the enemy,
“utilizing any ‘or all of the means 1nﬂi¢ated in Paragraphs
L2=80, subject to the general supervigion of ‘the dirsective
unit, Bince the manner of trangmission to be ‘employed in
sagh case will vary with the noture and urgéney of the ine
- foimatien to be sent, presumably the directive unit ‘would
 determine what means of communication would be used. -

137. A techniecal communication section 18 not required
for all types of transmission. While the use of short-wave
pradio would require teshnicidns, the use of other means might
require only an’ expert cryptographer, who might be a menber
of the direetivé or ovaluation units. However, there dre many
amateur radio operators in Horolulu (o large number of them
Japanese), from whom could possibly be drawn the nescesgsary
tochnicians for short-wavoe radio work. Many. communications
might be relensed 1n differant ways thraugh a busineas "front.

138, Since it is beliéVed that the eapionage organization
exposes itself most while eommunicating information, it is
felt that those most exposed agentd dre the agents. rost
likely to be gsecurely insulated from the directive center.
The organization should be so constructed that the approhons
slon of a communication agent would not lead to exposure of
the whole system. .Following the usual echelon pattern, the -
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agont farthest from the hub weuld know no one but the agent
from whom he receives his instruetions (and preferably not
even him). Various ways of eoffeeting liaison between agents
who do not know one another have been digcoverod in the past
hlstory of espionage and new ways may be devised by a direc-
tive head having & good imagination and a roasonably good
‘knowledge of prevalling counter«osPlonuga measures 1n a
given locality. ,

139, In the shore~to~ship subvunit of the communicatlon
seetion (see Appendix "C") men of known loyalty to Japan,
but not necessarily possessed of better than average intel-
ligence, could be used to good advantage. These persons
might bevdenominated "aotlon men,? whose only function it
~would be to conduct blinkerntube signalllng, or to swin or
row to o submarine off shore; or to arrange land or sea
caches. These persons would know -little orx nothln& of the
rest of the organization; they need not be told the meaning
of messages they might be directed to transmit. nor the ¢don-
-tents of pouehes they might aeliVer.,T ;

140. Perhaps Giichiro UYENO, mentionod in Paragraphs 45-
46, was on "action man.'  Immediately before he was killed,
his actions were those of a person who might have been pro=
ceeding to a point of vantage from whieh to econduct visual
signalling to.a submarine ¢ff.shore, He was a reocluse,
living in such a manner and at such a place that suspicion

was not likely to be attracteéd by a person ealling upon hinm
to give him instruetionsg with pegard to signalling. Had he
been ecaptured, rather than killed, he llkoly would not, and
perhaps could not, have named the porson or persona who had
given him instructionsg‘ .

141, Anticipating that all local stocks of radio equip-
moent might be commgndgered for military use in the event of
war, or that the purchase of suitableo transmitting equipment
during wartime would arouse’ suspicicn, the crganization
certainly would be well supplied beforohand with such equip—'
ment, ag well as with teohnicians and operators.

(2) Use of o buginess firm as a "front"

142, As previously stated, the espicnage organization
must employ deception to cover many of its activities. Pri-
vate individuals cannot, without good reason, engage in the
ramified work of the espionage organization without soon
inviting suspicion. Therefore, a "front" of some kind for
the organization, most likely the use of a business firm,

. .18 required. It is not assumed, however, that the "front"
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"would haVe to be & business houae.‘j 

143, A glance at Ap»endix ngn shows the manv activities
that the espionage qrganization may engage in. The use of a

" business f£irm in discharging the communication function is
stressed 'in the diagram,’although it is obvious that the same
"front" could be used also in ‘the golleetion of 1nformation.
For example, deliverymen of many Honolulu firms have access to
certain restricted areas on Qahu; salesmen and collectors reg-
ularly make the aroundutheuxsland road trip in daaling with
¢ustomers; workmen of all types have regular access o the
Houolulu waterfront.

VY The heads or the direativa or evaluation units, or
both, might bo manggeps of tHe busineds “front." Among cus~
tomers patronizing Such busxness houss might be agents of the
espionage arganizaticn who eall theres to meet with their
echiefs, either to receive instructions or to report informaw
tion. Deliverymen and salesmen of the firm could in the nor-
mal coursec of their work make contact with members of the
espianage organization who never visit the business ‘house.

SoNYDIY [BLOREN SUb 10.SBUIDIOH PAYISSEIaQ / PALISSEIOUR Y] WOl paonpoIdey

A 1&5  An established business house whose volume of busie
ness warrantad the samo would be in a position to use regular
commercial radio advertieing as a medium for the transmission
of 1ntelligence to the enemy; aimilarly, overseaa telephone
calls, radicgrams, cablea, and mail. ,

146, An 1mportant advantage to be found in the use of =
suitable busineas "froant" would be the availability to it of
large sums of cash, the procurement of which the mrdinary
individual in Hawaii at the present time would find most dife
ricult. 4 .

o 147. An esyionaga organizatmon muat have available to it
“at all times large sums of money. for a number of purposea,
among which may be nentioned:
{3/ Payment of ggentsmqgalafiea} 
“2/ Maintenance of a 5uéiﬁébsbﬂfrbnt"fi
¢/ Purchase of bupplies and eqﬁibment;
&/ Purchase af information.‘

It will be resalled that the eight Nazi saboteurs captured in
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the United States in 1942 were supplied with currency amount.
ing to more than $100,000.00 for their operations.

148. Currency control neasures ‘instituted in the Territory
of Hawaii sinco the war began could well hdve seriously
affected the enemy espionage organization'a financial strue-
ture. First, the Military Governor ordered that all persons
in the Hawaiian Islands should turn in to banks all currency
in their possession in excess of $200.00, and that they might
thereafter draw no more than $200.00 cesh a month. Corpora-
tions and businesses requiring larger sums of cash on hand were
given special licenses. Second, the Treasury Department called
in all standard United States currency circulating in the
Hawaiian Islands and issued new like currency bearing the word
"Howaii" overprinted thereon. The overprinted currency may
not be taken from the Islands and is nolt legal tender elsewhere.
Stondard United Stotes currency can no longer be used as legal
tender in Hawaii, except when presented by United States Navy
personnel arriving from outside the Territory.

149. Since it is Aaifficult to smuggle into Hdawaii in gquan-
tity money which is legal tender here, telegraphic and drafi
transfer of credits is the only feasible means of supplying the
eapionage organization with funds from without. These means
afford little opportunity for the transfer of large amounts of
money without suspicion, beecause of the close watch kept on all
such transfers by censorship authorities. (#)

150, It is possible that the espionage organization might
have foreseen that drastic ecurrency control measures would he
put into effect in the Hawaiian Islands in wartime, and to
have planned accordingly. This could have been done in some
measure by the purchase before the war of yreadily realizadble

asseots, such as high grode securities and readily marketable
real esbtate.

{4) Instruetions from Japan in wartime

151. The general operating instructions of the enemy espi-
onage organization as formulated prior to the war must have
specified definite types of data that should be gathered dur-
ing wartime and the manner of communicating the game to Japan.
However, the course the war might take would affect these
matters, necessitating new direectives to the orgaenization.

152, Code mesgsages over Radio Tokyo are known bto have been
among the contemplated means of disseminating information to
Japanese consulate abroad, just about the time of the outbreak
of war. (#) Thig is still considered a likely means of
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V”cemmunicating with agents in H&W&li _ | y
153.  Toxr the transmission of detailed instructions, new
:operating vodes, o1 the introduction of new outside personnel
~into the organization, physxcal contact by enemy submarines
) fwith Hawaiian shores 1s fea81ble;]ﬂ‘ :

[}
“
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VI. COUNTER-ESPIONAGE MEASURES IN HAWALI

(4) "COUNTERmESPIONAGE" DEFINED AND DISTINGUISHED

154. "Counter-esgpionage" is that intel]igence activity
whieh "has as its objective the denial of information to the.

eneny,® and whieh "includes the supervision, coordination, and

active operation of all 1nvestigative measures 1ntonded to
prevent espionage." (#)

155, Counter-espionage does not -include the funct1ons of
mainteining internal security, preventing sabotage, detecting
seditious or other criminal acts, or isolating disaffected
persons. Hewever, agencies charged w1th the latter functions
and the counter-egpionage agencles rust work in close coopera-
tion and maintain a constant exchange of information regarding
subversive trends, persons, and groups.

156. Ag used in this analysis, "1nternal securzty" does
not refer to the security of the Naval Establishment, but to
the internal security of the Hawaiian Islands gepnerally. The
maintenance of such internal securlty is chiefly a problem of
population control, and, frem the intelligence viewpoint, is
sinply a matter of isolating from the genenal publlc enemy
sympathizers and disaffected persons whose ‘future actions may
be detrimental to goold public morale or injurious to vital
installations. (#) The maintenance of the internal security
of the Hawaiian Islands, under martial law, is the. responsi-
bility of the Military Governor, but the Navy has a fundamental
é¢oncern in jitg maintenancoe: -

"The Navy has a vital and paramount interest in
maintaining the internal security of these Islands. This
interest arises from the fact that, from a military point
of viow, the sole funcetion of the Islands is to afford
the United States an advanced Naval base." (#)

It must be emphasized, however, that the prcblems of internal
security (that is, population control) and espionage (enemy
information- gathermng activity) are essentially dlssimxlar,
and must be approached from entirely different angles.

157. The Dlstriot'Intelllgence 0fficer has in the past
inyestigated both espionage and internal security cases in
the eivilian population, Still a third class of cases, which
now occupies the greatest portion of the investigative efforts
of this office, is made up of the so-called "Naval seeurity"
c¢ases, which concern the loyalty of Neval personnel and em-

ployees and Qtper.persons having access to Naval ships, v
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stations, and other areas under Navel jurisdiction. -

'158. - The funotions of maintaining internal security ox
Naval security, preventing sabotage, detecting soditious or
other oriminal dets, and’ countering espionage are not unre-
labed.' It often develops that an ., espionage 1nVestmgation will
ungover pergong whose. activ1ties or sympathies are 1nimica1
to the United Stateés and its internal séeurity, but do not
necessarily involve esplonage activity. In the ‘respective
cases, prompt dissemination of ipformation is reguired, so
- that the officials properly charged with responsibllity in
the premises may pursue their éwn courses of action. This
aveids having countérwespionage agents doing internal security
and police ‘work, and of having internal securlty and pollce
official& working in the counter~epp10nage rleld ‘ :

(B) VARIOUS A?PROACHES TO THE BSPIONAGE PROBLEM

| }'L(ij Lgtroductcrg . N )
159, Histarically, eapionage id & m;litary operation, not

"> a erime. The laws of war have always classed. esplanage Bs a

" permitted military practice, at tle same time recogn121ng the

- right of nations spied wpon to punish individual spies for

" their gathering or communicating of information to an ‘énemy.(#)
'However, since the adeption of the Espionage Aect of 1917 in
the United States, whereby espxonage wag for the flrst time

4n this country defined as a c¢ivil (as distingulshed from
military) erime, there hag been a .tendency to clags espionage
as just another, albeit "glamoroua," Federal ceriminal offense.

160, Because of ‘the popular fallacy that espionage is just
a crime, there has seemingly developed another populer (and
cosbly) belief that the way to cateh sples is to apply proven
crime solution methods in . gounter~espionage work. This has not
been wholly" benefisial.  While the skilled investigator's ser-
vices are needed in counter-espionage work, his detective view-
point (that is, crime solution.rather than crime prevention) is
& seriously diverting influence. By training, his mission has
been to solve a ecrime that has already been commithed, Figur-
atively, the detective's work is half done when he starts,
because at least he knows that a erime hag been committed,
and he need only find the person or parsons responsible.
Therafore, s a detective, he thinks in terme of starting an
inVestiaation only when evidence of a crime is shown him
(that 1s, when he 1earns of the corpua delictl), usually by
- means of what he calls a "complaint,"

lél. But. there is seldom a vxsibla corpus deliéti'mf
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espionage. By thelr very nature, espionage operations are
conceived to be imperceptible if possible, and they rarely
leave any evidence of their commigsion: A photograph taken
of & warship leaves no tangible trace on the subject photo-
graphed; the irresponsible person who divulges confidential
information i8 not warned when his utterances reach enemy
ears; & secret code book is not marred by photostatting. The
professienal detective, however, attempts to adapt himself to
this new field by comsidering the sugpect himgelf as the
eorpus delicti. Thus, he opens a case on the basis of a
gpecific or vague complaint, concerning a known or unknown
person who Yhas been acting suspigiously," "spends too much
money," "kesps his ear cocked when there is talk about ships
at Pearl Harbor," "owns several cameras and ‘does his own
developing,” and the like. He cannobt appreciate the lesson
of experience, that spies, unlike criminals, do not commit
espionage in the senge that ordinary ¢rimes are committed,
nor do they generally "act suspiciously" in the presence of

the good citizens who ganerally are bthe infmrmants in these
casges.

162. In the rare instance where an espibnage agent gets
bis desired informatioen by overt eriminal action (for example,
by stealing classified matter), there is generally a discern-

ible coxpus delieti, From that peoint on, sound police investi-

gation methods can be employed with a normal expectation of
suc¢cess of determining who committed the theft. However,
ecounter~espionage is only incidentally interested in."catch~
ing the criminal"-- it uses the immediate eriminal as & guide
to other members of the espionage system, with the thought in
nind of eventually uncovering the whole network. Then, and
only then, should any thought of prosec¢ution (and its necesw
sary, but undesirable, concomitant, publicity) be considered.
Here, again, the police detective adopted into the counter-
espionage fold is at a disadvantage, for he has been used to

looking for newspaper reoognition for his suocessful solv;ng
ef cases. A

"gggwggggﬁgg&ye of these /fggg&gn espiogmge/ 88T~
vices is the main purpose of counter~espionage work Tand
the most diffieult problen which confronts the Intelliw
gence agent. Law enforcement or police procedures are
entirely inappropriste for this work. Experienced
counter-espionage agents have long-since learned the
futility of attacking espionage services by routine
methods of investigation which may have proved successw-
ful in ordinary crime detection..." (#)
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163, The "suspect" approach .in counterwespionage is that
which concerns itself with the investigation of one or more
" persons suspected of being espionage agents. For purposes of
axposition. these suspects may bhea divided into throe olasses-

/ - "Laglcal"‘auspects

:““a“
Y/ "Oomplaint" or "reported" 8u8p®"L
g/ "Developed" suspects

64 The logiocal suspeets are those pewuona who, because
of the very rnature of theiy ocecupations, are known or assumed
to be engaged in espionage of ono gort or another.  In this
eless are diplomatic and consular officials, military and naval
attaches, and visiting foreign goverament officials. Investi-
gation of such persons may be made to determine whether in
fact they are engaged in espionage, and, if they are, what
other parscns in contact with them are 1ikew1se engaged.

165.  The reported suapects are those who are’ investlgated
on the basis of a specific complaint or report alleging that
they are suspicious or subversive., (See Paragraph 161) - Ap-
proaching the espionage problem chiefly through the investiga-
tion of reported suspectsg is. costly in effort and largely un-
preductive. It repregents the police det@ctive approaeh bo a
non»pmlicu prnblem.,

166. Trying o identify the enamy s egpionage organizntion
by this approach alone generally is successful only if the
original report is accurate and has been properly evaluated.
Unfortunately, the intelligence offices are deluged with come
plaints, of which proper evaluation cah generally only be made
aftexr some investigation., ' In practically all sucéh cases, the
complaints are found groundless. In many cases, the allega-
tions nade can be nelther proved, disproved, nor explained.

The fact that a person is engaged ih espionage can he estabe
lished in most cases only after intensive and discreet sur-
veillance. Obviously, surveillance cannat be uged in the inw
veatigatien of every gomplaint.

167 The "cmmplaint approaeh" psychology is fatal to effece
tive counterwespionage, because 1t causes the investigator to
depend mainly upon the incidental gceraps of information supplied
by voluptary informents who are mainly untrained. Trained
informants, paid or voluntary, are relatively few, Enemy agedbs
are not likely to c¢reate suspic¢ions in the minds of untrained
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informants, and rarely will they leave themselves open to
detectlon by even the most trained informant.

168, Because complaints are not llkely to be recelved con~
~gerning the vital matters which the counter-espionage services
should know, those services will continue te remain ignorant
of egpionage activity as long as they -depend upon receiving
complaints before instituting counter~espionage messures, of
which investigations are but a part. And, as long as counter-
espionage agencies continue to funcbion prineipally on the
"ecomplaint basis," they are easy prey for the enemy espionage
agents, who will provide diversions in the form of false
reports (i.e., "complaints") to the intelligence services,
causing the counter-espionage agents to waste a great deal of
valuable time. Every investigative man~hour wasted on a
false "lead™ is an additional hour of security for the
espionage organlzatlon. {(#)

169. What we have chqsen to ocall the "developed" suspects
are those persons who have been for all practical purppses
established as eneny agents, either after investigation, or
by ehance. The development of a suspeet to the point where
he becomes a known enemy agent then presents a situation where
further counter-espionage measures may be taken along either
the guspect or the functional lines, or both.

(3) The "Functional” Approach

170. The functional approach in counter-espionage work is
that imaginative approach which, utilizing a full knowledge of
all known facts c¢oncerning the modus operandi of enemy agents
and reasonably estimating the objectives of the enemy's éespio=-
nage, seeks to detect, counter, and neutralize enemy espionage
funetions. This approach is essentially a screenlng operation,
the purpose of which is to throw both an observational sur-
veillance and a protective cordon around places and things it
is believed the onemy agents will try to learn about. It is
the gsame in principle as the putting of c¢heese in traps to
attract and cateh ratg, thereby saving the tremendous effort
of seeking out the rodents individually without havxng a cleaxy
idea of where to find them.

171, The dlfference between the funetional approach and
the suspect approach can be 1llustrated in a simple situation:
Assume that on the island of Ozhu there. is & hill that affords
the best possible location for visual signalling from shore to
ship. Using the functional approach, a surveillance should be
placed around the hill to ascertain what persons, if any, visit
the locale either to engage in signalling or for no apparent
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valid reason. When a likely suspect is noted ip.this manner,
further iunvestigation mlong appropriate lines can be made.

On the other hand, using the suspect approach in the same situ-
ation, the c¢ounter-espionage agents would sit in thelr offices,
not thinking of the hill moere than anything else, and await
reports from informants concerning uvnusual occurrences or
suspicious persons,. some of which reports might possibly inw
volve the hill. _

172. Constant patrol or observat;onmn tha active seekin@
of information, as distinguished from the passive receiving
of it«« ig another manifestation of the funetional approach.
Thus, the continuous menitoring work of the Federal Communica-
tions Commission radio intelligence units in Hawaii is essen-
tially a functional approach to the. pfoblem of detecting enemy
transmisgions. If the FCC monitors were to take action only
upon the recelipt of specific reports or complaints of -suspicious
radic activity~~ the suSpect approach~u the situation would be
patently absurd. S _ : : S
- .173. It has been asserted that 1n discharging its eommunl—
¢ation function, the. espionage organizetion is most:vulnerable.
Communications, sbove everything else, should be atbacked
vigorously and functionally. It is foolhardy . to it back com-
placently and ewait reports from informants who believe they
have notic¢ed & suspicious transmission, whether by radio,
vigual signal, or otherwise. Rather, all avenues of possible
communication should be under constant observation. Then, if
the eneny agent indulges in communication, he must cross the
field of observation, thereby risking detection; and, if he
-does not attempt. ccmmunlcation, the ultimate purpose of counter-
espionage has been fulfilled, for no information has been
transmitted to the enemy., S RS : - :

(c)' RESPONSIBLE AGENGIES

174.AfThe United StateS‘government‘agencies;which béfore,
or during, the present war weré, or are, charged in some WAy
with denying informatxon to- hhe enemy in the Hawaiian Islands

- are:
;/ - Military Intelligencé Divisioh,
Hawalian Department. (MID)
.2/ Federal Bureau of Investigation,
Honoluly Eield Divigion., = (FBI)
3/ ,District Intelligence Office, ,
: Fourteenth Naval Distriet. (DIO)
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4/ Tederal Communications Commission,
' Radio Intelligence Division,
Radio Security Center (Hawaiian
Monitoring Area). (FCC)

5/ National Censorship:
'a/ Postal Gensor, District of Hawaii.
b/ 'Cable & Radio Censor, Homolulu.

6/ Collector of Oustoms, Honolulu.

The functions of each of these agenc1es is dlscussed briafly
below: :

(1) Milltary Intelligence inxsion

175. The Assistant Chief of &taff -2, Hawaiian Depart~
ment, is in charge of both combat intelligence and domestic °
~intelligence staff functions. Active direction of domestic

intelligence activities is delegated to an officer designated
ag the-Contact Officer, whose office is in downtown Honolulu,
prOX1mate to all dther agencies above named.

176, Until the declaration of ‘martial law in,Hawaii on
December 7, 1941, MID had no investigative respongidbility in -

counter-espionage matters except in cases wherein the subjectsf'

were persons in the Army, employed by the Army, or having
access to Army reservations. (#) .  However, upon the outbreak
of war, the Army Department Commander assumed the Military
Governorship of Hawaii and MID took over .active direction of
intelligenece work affécting the general civilian population.

177. On February 9, 1942, at Washington, the heads of MID,
FBI, and ONI sighed a new delimitation agroement, wherein it
was provided that in areas under martial law the military com-
mander should be responsible for domestic intelligence cover-
age. As to Hawaii, the new agreement has been interpreted to
mean that the Department Commander (Military Governor) is the .
military commander. The Contaet Officer, MID, derives hisg
authority from the Military Governox and 13 actlvely responn
sible for such intelligence covarage.

178, The ContactwOfficer;isrin clase and fregquent con=
sultation with the Special Agent in Charge, FBI, and the
Digtriet Intelligence Officer. He has a subordinate desig-
nated as liaison with FOC for radio 1ntelllgence work. In
lesser degrees, the Contact Officer is in touch w;th the work
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of the District Postal Censor and Yhe Gable % Radio Ceunsor,
Honolulu.

179, Except in cases orqespionage:"&irected golely against"
the Navy and foxr subversive activities vceourring within arosas
under Naval jurisdiction, or invelving Naval personnel or em-
ployees or Naval contractors' personnel, the Contact O0fficer
is responsible for counter~espionage planning and coverage in
the ﬂawaxian Islands.

(2)» gedaral g reau of Investigation

. 180, The Spaelal Agant in Charge heads the Honolulu Field
ivision, FBI, which field divisgion ombraces the Hawalian
slands and not Homolulu alone. '

181. Prior to December 7, 1941, FBIL had investigative
responsibility in all cases of subvers1ve activity (including
espionage) involving the genoral civilian population. In casecs
of Japanese subjects, FBI and DIO had ¢oncurrent authority and
reasponsibility: - ¥FBI supervised the formulation of a list of
persons consldered dangerous and who should be taken into cus-
tady in the ‘event of .war. Persons on whom the Attorney General
of the United States had authorized the iseuance of custodial
detention warrants were promptly apprehended on December 7th
or as soon thereafter as possible by squads of FBI, MID, anad
DIO agents, and local police, Obther persong on’whom the
Attorney General had not issued such warrants were apprehended
under the authority of the Mllltary Governox,

182 Even. though the pra~war delimitation agreemant (among
. MID, FBI, and .ONI) remsined in force until February 9, 1942,
on the outbreak of war FBI in effect deferred to MID in the
matter of counter~espionage responsibility and direction
because the superimposition of martiel law on the Hawaiian
- Talands effected such s wradical change of circumstances asg

to make the then existing delimitation agreement inapplicabla
to - canditions 0f martial law. :

183 Under the present dellmxtation agreementa, FBI has
no responsibility,for ‘wountver~esplonage coverage in the
Hawsiian Islandg, but dees cooperate with MID and the DIO
in intelligence matters. However, FBI does in fact conduct
some investigations of possible espionage suspects, seeking
to debermine whether certein persons have .acted as foreign
governmental agents without having properly registered with
the Secretary of State. IEven though the investigation of:
such suspects might also be of counter-espionage conecern,
the delimitation agreements do not make reference thereto.
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(3) Digtriect Intelligence 0ffice

184. 'The Distriet Intelligence Officer is in charge of
this organiz#éation and is directly responsible to the Comman-
dant,AFourteenth Naval District, and to the Director of Naval
Intelligence. The District Intelligence 0ffice is composed
of a main office in downtown Honolulu, three zone offices on
outlying islands, and ten intelligence units operatlng within
Naval stations on Oahu, Maui, and Midway.

185, Prior to December 7, 1941, the DIO had investigative
authority in all counter-espionage matters where the subjects
were Navy personnsl and employees and Naval contractors' em-
ployees, and concurrently with FBI, counter-espionage respon=-
sibility in cases of Japanese subjects.. Upon the outbreak of
war, the DIO also deferred to MID, when the Contact Q0fficer
took over aetive direction of intelligence matters comcerning
the general civilian population. The DIO concentrated its
efforts on Naval security cases, aSSisting MID jingofar as
possible in internal seecurity matters.

186. Under the new delimitat;on agreement of February 9,
1942, the Military Governor was charged with intelligence
coverage, inecluding the. coordination of the facilities of .-
other agencies with MID. Cognizance .over strictly Naval cases
has been retained by the DIO, who has also lent all available
assistance to MID.  Under a local agreement signed by the
Military Governor, District Commandant, and the Special Agent
in Charge, FBI, on March 27, 1942, there was reserved to the
DIO authority over "All matters pertaining to espionage and
sabotage, directed solely against such naval units or installa-
tions or fleet units, and all matters pertaining especially to
Fleet and Naval Intelligence, both domestic and beyond the
Hawaiian area," ag well as cases invelving personnel of ships
tied up at terrltorial and privately-owned piers. (#)

(4) Federal Communications Commission

187. The Radio Intelligence Division of FCC maintaing a
Radio Security Center (Hawasiian Monitoring Area) in downtown
Honolulu. This FCC agtivity has close liaison with MID, as
well as with Army and Navy communications offices. Other in-
vestigative agencies, including the DIO, refer 1nformation
concerning suspicious radio activity to FCC.

188. The FCC is aetually a counter*espionaga organization,
for its duties include: ‘
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a/ Detection of violations of the Espionage
- Act, as far 4¢ it . relates to the use of
ra&io for subversive puvposes.

'b/ : Investigation of compla1nts and/or other
-~ information received alleging illegal and
<subversive rmdio aotlvity.

c/ Det@ction of violmtlcns of rules &nd regu-

lations established by the:Diréctor of Cen-
sorghip relating bo the operatlon ‘of radio

stations.- :

a/. Aiding ather agencmes of the Federal Governw
ment and representatives of the Allied
. Govermments having an interest in opera-
- tion of radio-stations by espionage agents
~throughout the world as well as other related
“radio. 1ntelligence matters. (#) '

‘SeNUDIY [BUCHEN BU} J0.SBUIPIOH POUISSEIORE / PAISSEioUN o oy paonpoiday

(5) Natienal Oensorahip

189.. Functionlng unaer the Dxrector of Gensorship, in
Washington, the National Censorship organization has two main
. divisions in Hawaii, the Postal Censor and the Cable & Radio
Censor. The primary migsion of wartime censorship is to dény
information to the enemy. . Because of this, censorship ig pri-
- marily g counteruespionage functian. : ' ' o

{a}) Pastal CQnsor. pistrict of Hawail

190. Oensorship of the mails leaving the Territory of
Hawaii has existed since December 7, 1941, Such oensorship
~is peripheral only, and does nct extend to local or 1nter*
island postal carriage. - ..

191. MID FBI, and the DIO maintaxn close liaison with
the Postal Gensor, who supplies those and other interested
offices with comment sheets ooncerning postal 1ntercepts
deemed to have 1nte1ligence value

192, Postal aensorship is not operated under the authority
of the Military Govepnor, nor is it affected by any of the
delimitation agreements previously referred to.

{b) Cable & Radio Censor. Honolglg

193. Censorship of overseas radio- talephone calls, radio-
gramg, and cablegramg was invoked by the District Intelligence
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Officer an the morning of December 7, 1941, On March 1, 1942,
he was relieved of this censorship function by the Cable &
Radio Censor, Henolulu, who is respons1b1e dlrectly to the
Director of Censorship, Washington.

_ 194. The Cable & Radio Censor, Honolulu, has supervision
over only those communications leaving the Hawaiian Islands
through commercial facilities. Inter-island radio-telephone
and wireless traffic is censgored by a representative of the
Department Signal Officer, Hawaiian Department.

(6) Collector of Customs, Honolulu

195. Inasmuch as certain of his work is concerned with
the enforcement of statutes and execubive orders whose pur-
pose 18 to deny information to the enemy, the Collector of
Customs must be included as = counter—esplonage officer.

196. In this field, the Collector's prlncapal wartime
function is to. enforce the Trading with the Enemy Act. He
has the right to examine any cargo leaving the United States
not under government control, and enfeorces the requirement
that export declarations be filed concerning exports. He is
also responsible for seeing that persons other than .accredited
United Nations couriers, entering the United States through
the Hawaiien Islands, do not carry on their persons or in
their effects censorable matter not previously passed by com-
poetent authority.

(D) INVESTIGATION PROCEDURE -

(1) Prior to Deeember 7, 194_

197. Prior to the outbreak of war, 1nvast1gations within
their respecetive spheres of authority were made by FBI, MID,
" and the DIO of Japanese, German, Jtalian, and Oommunist sub~
jects. Whether the investigations were denomineted "espionage™
~or "inbernal security® cases was of little import, for the
© manner in which gither type of case wasg handled was generally
the same. Most cases were opened on the basis of a "complaint®
or specific report, alleging that a person was "acting suspi-
- ciously," was "pro-Nazi!" or "pro-Japanese," had served in the
Japanese Army, and the like., The investigative process nor-
mally would include some or all of the following steps:

a/ Check files of FBI, MID, DIO, Honolulu Poliece
Department, and credit agencies (in mogt cases).

b/ Check files of Immigration & Naturalization
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Serviee. 6r othew Government agencles (in
&PPrOPriate oases) N

¢/ Interview or re~1nterview original informant.

4/ Interview subject's employer, business asso-
elates, and neighbors. :

e/  Check bank accounts.
'ﬁ/-' Consult oonfldential xnxarmants.
g/ ’Surveillance (rarely) '

The type of investigation indulgod in was. well sulted for the
purposes of internasl security, that is, determining whether
certein persong in wartime would likely be loyal to, or sympa-
thize with the cause of, or give aid to, nations at war with
the United States, It wasvnot suitable for counter-egpionage
PurPoses. AR SRR Ce o

198, In few instances was the espionage problem . in Hawaii
attacked from the functional standpoint. This was largely,
but not entirely, the fault of the responsible local agencies.
There was & serious shortage of trained personnel avallable
for counter-espionage work.. Inadequately staffed, 'in numbers,
FBI was hard put to investigate all prospective eustodlal de-
tainees, The DIO devoted & majority of its investigative tine
to investigation of Naval personnel cases, including appli-
cants for the Naval Intelligence Service, and civilian employses
of the Navy and Naval contractors. While there was full co-
operation between FBI and the DIO, insofar as agsisting one
another upon request, there was not c¢lose goordination of their
work in attacking the Japanese espionage system hero.

199.v In the. several instances of functional approach to
the Japanese espionage problem, FBI and the DIO generally worked
jointly. Together, they mainbtained a partial surveillance of
the activities of the Japanese Consulate General and the Nippon
Yusen Kaishe (N.Y.K. Line), utilizing informants om the spot.
FBI's investigation of the activities of the Italian Consul,
in which the DIO asgsisted, was similarly condueted, with fruit-
ful results. -When the last Japanese "evacuation liner," the
Taiyo Maru, was in Honolulu, November 1-5, 1941, FBI, the DIO,
and Customs closely coordinated their efforts in_effecting
serutiny of passengers returning to Hawaii from Japan, in
searching persons leaving for Japan on the liner, and in main-
taining a surveillance of the ship and eotivities on the near-
by docks while the Taiyo Maru was in port.  In furtherance of
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the purpose of this investigation, represgentations were made
to the Postmaster General, in Washington, with the result
that he ordered that no mail other than second class matter

(newspapers, magazines, etc.) be put- aboard the. Taiyo Maru
for cabriage to Japan. (#) . :

(2) December 7, 1941, to March 27, 1942

200, Almost immediately upon the outbreak of war, the
Contact Officer, MID, assumed general direction.of intelli-
gente work eoncerning the general civilian population, with
FBI and DIO asgisting. In this period, intelligence agents
devoted almost sll theéir time to the handling of internal
security cases, apprehending persons who had been designated
for custodial detention, conducting searches and interroga-
tions, and investigating hundreds of specific complaints and
rumors concerning alleged subversive agtivity.

201 A joint investigation of tho past espionage activi-
ties of the Japanese Consulate CGeneral was instituted by MID,
FBI, and the DIO {and still contlnucs) in the hope of gaining
o scme indication of what Japan's wartime espionage organiza-

tion in Hawaii might be like and what personnel it might em-
ploy. (#) Information gained in thig investigation aided
the FBI in its investigation of Otto KUEHN, and established
the latter's connection with the Consulate,  The product of
this joint investigation, added to the facts ascertained by
the pre-war partial surveillance of the Consulate, illusirates
the value of the functional approach to the esplonage problom.

(3) Since Magch 27, 1942

202, After the signing of the local delimitation agree-
ment on March 27, 1942, FBI cessed to investigate internal
security and esgpionage cases as such, but continued to make
available to MID and the DIO all information in its files or
thereafter acquired. The DIO also ceaged opening its own
internal security cases in the general civilian field and
opened about 2,000 security cases on persons of Japanese
ancestry employed on Naval projeets. DIO Zone Offices have
continued to conduct internal security 1nvest1gations when
requested to do so by Arny S-2 officers in their respcctlve
zones, to the extent of avallable time and personnel

203. On the islands of Oahu Hawaii. Maui, and Kauai,
preliminary hearing boards, usually of three men (one each
from MID, FBIL, and DIO), hear nearly all cases where custodial
detention of a person is considered. The function of the
boards is %o supplement investigationg by interrogation, and
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to advige the- apbfoprl&ts«Army authority whether a warrant of .
detention should issue. TFrom time to time, in Heonolulu, :
special investigating groups of MID, FBI, and DI0 personnel
ars convened to dnterrogate. persons likely to have important
information ooneerning local Japanese subversive activity.

204 _ On three occasions, special investigative parties,
composed of MID, FBI, and DIO represontatives, generally
totalling about 20 men, have flown to outside islands to aid
regident intelligence personnel in conducting internal ‘
security investigations in lar@e volume.

205» Cooparation of . the three 1ntellxgence agencios in
internal security work has beeon exceéllent. However, there
has been virtually ne effective work done in the field of

. counter-espionage. A small number of the ocases investigated
in this period (and sgince the war beggn) are entitled
"espionage," but in few has there been anything other than
an "“internal security" approach to the problem. In mearly
every instance, the emphasis has been on the perdonalities

- and their utterances, criminsl and e¢redit records, and =

‘probable nationalistic eympathies. - There have been few
coges approached in 1ight of the functional bases of espionage.

(E)'.GENERAL CON&IDERATIONS'

(1) - Intelligence personnel

206, Much of the railure to cope with the espionage probe-
1em in Hawaii lies in the fact that sufficient trained per-
sonnel have not been assigned to. this erea. MID and DIO
offices have grown greatly. singe December 7, 1941, without

many additions of much needed trained counter-espionagé agents.

The numbeyr. of trained FBI agents in Hawali has been reduced
-durlng the war. - S

Doy

(2) g dinatzqg

, 207. While there exigts close coordination in the field

of internal security cases, because the Army has. somplete
responsibility therefor and either conducts itself or requests .
DIO Zone Qffices to- conduct such investigations, the same canw
not be said of counter-espionage efforte. This is perhaps’
attributable to prodblems presented by the looal delimitation
agreament of March 27. 19A2.“-

(3) Shoreline coveragﬁ

208, It 15 believed that no agéney has been paying adequato
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attention to the coasts of the Hawaiian Iglands, insofar as
domestic intelligence coverage is concernad,-nor is there
~ known to be any plan for such coverage

209, Insofar as this office has been advised, investiga-
tions of suspicious ac¢tivities near or close off shore have
been conducted by trained intelligence personnel in but a few
cases., In some instances of reported suspicious activity,
which activity might indicate that persons on shore were
making contact with the enemy, the immediate investigation
has been made by Army field personnel (sometimes working
under the S-2 officer), but with no fellow-up, detailed in-
vestigation by treined investigative personnel. (#)

210.. The former Coastal Information Section (B-8) of the
DI0 functions under the Commander, Hawaiian Sea Frontier, and
has been geparated from the DIO since hefore the outbreak of
»war.. What coastel intelligence work it has done has been cone

"fined to. the operatlonal or oombat implications of happenings
Off Shol’@.‘ )

'(A) Travel control

211, Clvzlians enterlng and leaving the Terrltory of
Hawaii have not been subjeet to careful scrutiny, interroga-
tion, or search, nqr,requlred to identify themselves. Until
only recently, almost any person not under surveillance could
leave the Territory without the knowledge of the 1ntelligenoe
or law enforcement agencies.,

, 212. peveral months ago, the DIO established the Naval
- Travel Control Office under the Commerce and Travel Section
(B-~5), The Naval Travel Control O0ffice processes all per-
sons leaving the Territeory by Pan American Airways clippers,
excepting military and naval personnel of the United Nations
travelling under official orders, diplomats in diplomatic
status, and United Nationsg civilian officials travelling on
official business. The function of the processing office is
to make sure of the identity of every commerecial air traveller,
and to apprise interested official agencies of what indivi-
~duale are leaving the Territory. It is estimated that 2%% of
the persons whose passage has been validated by the Naval
Travel Control 0ffice were of more than nominal interest to
the 1ntelligence agencies.

213 It is antlclpated that in the near future, the’
Military Governor of Hawaii will promulgate a general order
egtablishing a similayr travel control office whose function
it will be to process all travellers leaving the Territory
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{save those exemnpt because of officlal statu$), whether pag-
sage is taken by air or surface.

- 2Y4. In the past, several violatmcns of cansorship have
been detected in situations where personsg leaving the Terri-
tory have carried uncengored censorable matter (principally
Jletters) on their persons or inm their effects upon going
aboard ships ssailing from hers. In the discovered cases,
however, no indication of espioaago activity has appeared,
the violations involving pevsona mohaves only. (#)

215, That enemy oouriers could wmth case enter and leave
these Islands, carrying. vmtal information on their persons or
in their effects (or, better still, in their minds), is ap~
parent. It is antiecipated, however, that when surface as
well as air travellers are processed befor@ leaving, the
risks Lo couriers will be increased.

{5) vLagg or coordinatian among dcmestxc
intelligence, combab intelligence,
and operatia&§ aat;vxties

216, Befors and during this war the flow of information
has been almost entirely from the domestic intelligence
_agencies to ocombat intelligence and operations amctivities,
with little flowing from the latter to doemestic inbtelligence.
While 1t is true that combat intelligence and e¢perations
offices have the primary interest in operational data and are
vitally interepted in the security thereof, it 1s not true
that they have an exclusive interest in all such information.
For example, the domestic intelligenee agencies are, or
should be, greatly concerned with all information indicating
the presence of enemy unita (part;cularly submarineu) close
off the Hawaiian Islands. v

217, As previqusly stated, the presence of'an enemy sub-
maxine close to shore, in .an ares and at & time inappropriate
for combat action or reconnaissance, should be assumed %o
- present a situation wherein the enemy is attempting to effect -
gontact with agents on shore. The responsibility for destroy.
ing or repelling the enemy craft off shore lies with combat
activities; the responsibility for deteocting who are the
sneny agents on shore lies with domestic intelligence. But,
domestic intelligence will not know that there is a speeific
ingtance of possible enemy contaet or signalling which it
shouvld investigate, unless the presence of enemy (or unidenti«
fied) unite efr shore is reported to it.

218, Wn@n there aro Operati@nal novements in’the,ﬁawaiian
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area of guch importance that enemy observers would be likely

to report the same bto the enemy-~ such as the 'facts concern-~
ing arrivals and departures of Naval task forces-- the counter~
esplonage agencies should be made c¢ognizant of such movements.
Knowing what the enemy agents are likely to be interested in
provides a clue as to when enemy communications may be made.
The security of operations would not be endangered by provid-
ing counter-eapionage agencies with this type of information,
for it would be desired only in cases where an enemy agent on
shore conld by simple observation learn it himself., It is
reasonable that such information should be given to the counter-
espionage agencies, otherwise they will have to go to the
absurd exbtreme of stationing their own observers to obtain in
the same manner that enemy agents do the information concern-
ing ship movements. ‘ ‘

14
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- VIX. CONOLUSION

, 219 The crlticism implioit in the foregomng analysis is
-inescapable. It . is intended to be wholly constructive. - The
effect of the ¢riticism is pot directed against any one in-
telligence agency any mone than any of the others. While there

. has been excellent cooperahion among the agencias, coordination
- of plans and measures to. deal with espionage in- HaWali has not

been What ib could have been.

220.. Whereas. this analySis is the result of studies made
by one of the intelligence agencies, the District Intelligence
Office (Counter Imtelligence Seection), énd is believed to be
based upon all aveilable pertinent facts, it is felt that
little, if any, progress can be made until the three principal
agencies jointly approach the problem discussed herein. It
would be highly desirable to have & small group of officers
and agents~~ possibly oenly one or two from ssch agenty, who
should be the best suited for the task involved-- appointed to
study the question of espionage in Hawaii. Such a joint study
should enable the representatives to make intelligent and come
prehensive recommendations for the improvement of counter-
espionage teohnigue and procedure in this area.

‘SeAIyaIY [ELONEN B 10 SBUIPIOH POLISSE[a( 7 DAUISSEIOUT 8U} Loy peonpaidey

221. Unless vigorous, astute and ccordinated counterw
-espionege measures are placed in operation in Hawaili, the pri-
mary task of Counter~Intelligence-~ denial of information to
the enemy-+« will never be performed,.
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APPENDIX "A": Source Material

This appendix has been prepared chiefly for the benefit of
readers in the Office of Naval Intelligence, who may wish te pursue fur-
ther certain topics mentioned in the foregoing analysis. No attempt has
been made to supply disseminees of this analysis with copies of all re-
ports and other materials referred to below.

Immediately below are listed, as references, a number of in-
vestigation reports and other official cerrespondence which are c¢ited in
support of certain portiong of the analysis., Folléwing the list of ref-

erences are explanations or eitations of authority, arranged in the D
merical order of paragraphs of the analysis,

References

? 4

(a) DNI Conf. ItT., AB=2/EN3-10, Serial 02525216, dated Nevember 11,
1942, subject: Intelligence and Counter-Intelligence Activities.

(b) ONI Counter~Iftelligence Section (Op~16-B-7) Operating Plan, dated
October, 1942,

(¢) 14ND Investigation Report dated February 9. 1942, subject~ JAPAN-
EaR CONSULATE HONOILULU - Espionage Activitics.

(d) 14ND Investigation Report, dated February 14, }942, game subjoet.,
(e) 1L4ND Investigation Report: dated June 15; 1942, same subject,

(£} 1AND Investigation Report, dated November 7, 1942, .same subjeet,
(g) 14ND Investigation Report, dated February 15, 1943, same subject.

(h) 14ND Investigation Report, dated November 6, 1941, subject: JAPANESE
EVACUATION SHIPS.

(1) LAND Investigation Report, dated November 15, 1941, same subject.
(3) LMD Investigation Report, dated November 25, 1941, same subject.

(k) L4ND Investigation Report, dated February 1, 1942, subject: Ernost
Shigeru MATSUSAKA.
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(1)
(m)

(n)
(o)

(p)

141D Summary Reporb, dated April 30, 1942, same subject.

13ND Investigation Report, dated May 1, 1941, subject: Lt. Comdr,
Sadatomo OKADA, IJN.

12ND Investigation Report, dated July 17, 1941, same subject.

14ND Investigation Report, dated August 6, 1942, subject: Oliver
Albert KIRIQIBYQ

14ND Invastigation'Report, dated July 30, 1942, subject: Giichiro

UYENQ.

e

(q) DNI Conf., Memo,, dated Octobor 1, 1942, subjoct: GERMAN SABOTAGE

(r)

(s)

(t)

{u)

(v)

{w)
(x)
(v)
(z)

(aa)

(bb)

S-l=CoR~B~T

AGENTS.

1ND Invostigation Report, dated February 15, 1943, subjeet: Richard

Masayuki KOTOSHIRODO.

12ND Investigation Roport, dated February 6, 1942, subject: Yosghiye
MIKAMI, alias John MIKAMI,

DNI Socret Memo., Serial 02304616 dated November 3, 1942, subject:
JAPANESE ESPIONAGE AGTIVITIES

LND Investigation Report, dated July 13, 1942, subject Rev. Unji
HIRAYAMA.,

14ND Investigation Report, dated May 2, 1942, subject: Otto Carl
Perdinand JAENTSCH.

12ND Investigation Report, dated May 30, 1942, same subjeet.
14ND Investigation Report, dated June 11, 1942, same subject.
12ND Information Card, dated June 19, 1942, same subject.

14ND Investigation Réport, dated December 24, 1942, subaect. Louie
SLATON.

v v

5ND Investigation Report, dated May 19, 1942, subjoet: ZEspionago,
Visable Shore Signalu and Enemy Radlo Activity,.

DNI Conf. Memo., Serial 01398716, to' DIO-8ND (copies t6 DIOS-10-1l1-
12-13-14-15 NDs), dated June 3, 1942, subjoct: Flashing Lights and
Suspeeted Signals Along the Coast -~ Investigation of,

A-2
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’

(ec) 1IND Investigation Report, dated October 8, 1941, subject: Itaru
TACHIBANA,.

(dd) 14ND Investigation Report, dated December 1, 1942, subject: Visits
of Japanese Public Vessels to the Island of Oahu. '

¢
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Documentation by Parag;aphs

Foreword -- A1l quotations are from reference (b), Pars. 1215-1216
and 1.003 . ‘
Pary 19 -- Reférence (e); Reference (g); Reference (r);‘Reference

{s), pp. 2-5.
Reference (dd).

The penoremic photograph of Pear) Harbor and ships -
therein was taken by E. J. PARISH, Honolulu’photographer,
about 1937. An almost jdentical photograph, taken by ‘
PARTSH in 1938, is contained in the files of this office.
Tn 1937 or 1938, béfore offering gsuch photographs for
gale to the public, PARISH called at the District Intelli-
gence Office to obtain of ficial permission for sale. At
that time, PARISH was told that while the Navy objacted
to the sale of such pictures, there was no law prohibit-
ing such publication.

v’

Parg, 24-25 - Reference (o) presents a case in point, illustrating how
a Naty enlisted man was first "pumped! for Naval informas

tion, then developed as a source of "ingide" information,
for which he was paid in "loans", KIRKEBY's offenses wore
committed in 1936-1937, and he was met by Japanese os- ’
plonage agents both in San Francisco and in Los Angeles.

Par, 32 - Tor examples of the type of information reported by the

Consulate to Japan in 1941 by cable and wireless, see ref-
eronce (4d).

A~3
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Pars. &5"&6

Par.

Par. 51

Par, 52

Par . 60

Pﬂr » 63
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The Consulate signalling system referred to is set forth
in Reference (c¢), Par. 4.

A preliminary report of the UYENO case, containing only
the details of the shooting but nothing concerning
UYENO's possible motives, was feceived from the Army Conm
tact Office (M.I.D.), Honolulu, shortly aftor the inciw
dents The lnvestigating agent rocommended further in-
vestigation, but a check of the files of thHe Army Con-
tact Of'fice on February 15, 1943, revealed no further re-
ports, and at that time a ropresontative of the District
Intelligence Officer was informed that the case was

closed, UYENO is subjeet of referonce (p).

-

won o

Informant who furnished the information in the two in«
dented paragraphs is given reliability "A"™ by this of-
fice. His report was not rendered until four months
after the events reported. A copy of informant's report
was forwarded to the Army Contact Office, which returned
0 the District Intelligence Officer the following com-
ment from another Army activity (not naming it):

".vsA8 to a man swimming dshore and the fxnd«
ing of prints in the sand, there is no record
on this. .

"It is very improbable that the ovents
deseribed in this report could have happened
without being recorded at this Headgnarters."

Reference (q) roports the landing and capture of eight
Nazi saboteurs in the United States, 1942.

Investigation by the Amy Contact Office (M.I.D.) of
former Japanese sampan fishermen in Hawail has revealed
that many of the fishermen entered the United States il-
logally and are extremely pro~Japanese, but has produced
as yet no specific evidence of espionage activity by such

fishoermen,

-

See article on frequency modulation: "This New FM',

Naval Institute Proceedings, February, 1942.

oo

The suspicious radio message was intercepted as follows:

APPENDIX ‘A"
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Par, 64

Par, 78

Par, 81

STl O RB-D

- ay

Ll

e

RAUMIG HINDERUST SINDEN ZURCH REMSCHED
REMSCHIE OWES ZAR MERE MSCHE ID w=w-—w
DECK SEDWIG CGER DECK ORENE EL ZEIME
MELZEN HAFNO ANN EDILMANN ISAR 1ISAR SETZE
UME 1IN MESUWEG SIEDEN IN GELS

Source of above information was Combat Intelligence, 14ND,
who réported: "This transmitted Sunday A.M, /Decembor 7,
1941/« Apparently local station to local station., Re=
coeived from Army." A very free translation ef understand-
able parts of the message was also submitted by Combatb
Intelligonee:

"Bxtensive aress have boen complotely razed .

o o« o Oriental .+ « . o BEdlmann /proper name/ .+ . »

« Bet o0il and machinery fires one after another in

which many were killed,"
FOC writer referred to is Mr. Lee R. Dawson, supervisor,
Hawaiian Meaitoring Area. "Quotations are from Mr. Daw-
sonts letter of January 10, 1942, to Chief of National
Defense Operations Seetion, FCC, subject: Additional
Secondary Monitoring Units Needed in the Hawaiian Area,
{Copies of this letter wore indicated for Commandant,
Fourteenth Naval Distriet, end Commanding General, thax»
ian Dopartment,) .

Quotation of the Director of the FBI, Mr. J. Edgar Hoovaer,
is from his letter of January 16, 1942, to Hon. James
Lawrencoe Fly, chdirman of FCC., (Copies of this letter
wore sent to G-2, War Department, and ONI, Navy Depart-
menta )

The Japanese are known to be using couriers among offic-
ers and seamen of merchant vessels plying between United
States and South American ports: reference (t).

Reférenco is to Tamotsu MATSUMURA, interned alien Japan-
ose, who was at one time a paid informant of this of-
fice, Before coming to Hawail prior to the first World
War, MATSUMURA was in the Japanese overseas colonization
serviee, being a civil secretary to the governor-genoral
of Formosa, He admits having transmitied information of
strategic value, concerning Hawaii, to Japan prior to
1914 In recent years, especially 1937-1940, he was a
leading propagandist for Japan in Hawaii.
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Par, 83

Par, 84
Par, 86
Par, 88

Par, 90

Par. 91

Par. 92
Par, 93
Par. 94

Par, 95

Papr, 98

SeB~C-ReE~T

-~ Thig appears from the admissions of Richard Masayuki
KOTOSHIRODO, formerly a clerk at the local Consulate, who
visited the islands of Maui, Kauai, and Hawaii in 1941 on
espionage missions for the Consulate: reference (g).

-= See enclosure (A) of reference (a).

~- From KOTOSHIRODO's admissions: reference (g).

~« Buddhist priest referred to is subject of reference (u).

~=- Propagandists referred to are Frank VON HEILAND and Rev,’
Paul Junichiro TAJIMA. ‘Paid informants of the Congulate,
among them some Koreans, are discussed in reference (g).

-= Japanese agent who was in Hawali in 1932 was Rinzo SHI-
MURA, mentioned in references (k) and (1), and Japanese
bookstore owner was Ernest Shigeru MATSUSAKA, subject of
those reports.

-~ OKADA ig the subject of references (m) and (n).

-= The Consulate elerk referred to is XKOTOSHIRODO.

-~ Por a detailed description of the information gathered by
MATSUSAKA and transmitted to Japan, see enclosures to

reference (k).

The alien on Aiea Heights is Shigeichi TAKAFUTI, A re-

port of the activities of personnel of Japanese Naval veg=-.

sels while visiting Hawaii before the war is contained in
refersnce (dd).

~= Report concerning information gathered by TACHIBANA is
contained in reference (ce).

~= When KOTOSHIRODO and Consulate Seerotary Tadashi MORIMURA
made observation trips to the outside islands of the Ha--
walian group in 1941, they carriocd with them only the in-
nocuous-looking Hawaii Tourist Burecau cartographic maps.
According to Consulate clerks interviewed, the maps and
charts used by the Vice Consul in his offico were standard
U. S. Hydrographic 0ffice and Coast & Geodedic Survey
publications.

A~b
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Par, 99

Pars.-lOlfloz

Par, 105

Par, 106

Par«‘u 123
Par, 129

Par. 1&2

Par. 152

Par, 154

Par, 156
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The ‘photographing incident was referred immediately to
PBI, Honolulu, but no report of FBI's investigation of
this case was wribtten. The driver of the car’'which car-
ried the seven Japanese has not been interned, but is
gerving a prison term for violation of a general order of
the Military Governor rcgulating the amount of currency
an individual may carry on his person,

KOTOSHIRODO related the information reported in these
paragraphs: sec reforence (g).

Sec rofercnces (c) and (d).

Army Contact Offico, Honolulu, for someo time past has
been investigating all local Japanése known to have oper-
ated’radio transmitters in Hawaii prior to the war. To
date, the DIO has not boon informed of any operator who
has been found to have used his transmitter for subver~
give purposes., .

Consulate ¢lerk referred to is KOTOSHIRODO.

Japanose alieng still live on Aiea Heights and on Pearl
City Peninsula (which juts into Pearl Harbor to a point
only sevoral hundreod yards across opon water from a car-
rier berth},.

While considerable amounts of "Hawaiian currency" have
turned up in Mainland banks, it is believed that such
gurrency could not be purchased from those banks because
of prevailing legal restrictions.

First sentenee:’ source secret, but known to ONI., In
this connection, it is interesting to note that the Cen-
tral Executive Committee of tho Kuomingteng (Overseas
Department) is currently using rogular short-wave broad-
casts from China for the transmission of instructions in
code to Kuomingbang repregentatives in the United Statos.

(See Postal Censorship Records No. SF-8991.)

First quoted clause is from reference (b), Par. 1005;

second is from ONI-T-8-10, Scc. 21203 (2).

Tho distinction betwsen the maintonance of internal se-
curity and the ecountering of enomy espionage seoms to have
been kept clearly in mind in a recent War Deparitment pub-
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Par 9. 1

Par. 162

Par, 168
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-

lication: War Deopartment Counter Fifth’'Column Plan ’
(1942 Rovision), promulgated November 2, 1942, Therein,
the task of countering the Potential PFifth Column is ea-
sentially the task referred to in the foregoing Analysis
ag the maintenance of internal security in Hawaii. While
the Counter Fifth Column plan seems not deemed to be ap-
plicable to Hawaii (for the Hawalian Department commander
is not on the distribution list), it is significant that
the Plan and its study and improvement are the respon-
sibiliby of the Provost Marshal General, and not of the-
Military Intelligence Service. This is a clear recogni-
tion of the fact that Counter Fifth Column planning is a
police, rather than a counter-espionage function.

Quotation is fram "A 'War-Timé Problem, THE JAPANES IN
HAWAITI, ‘An Analysis", page 1, by It, Comdr. ¢, H. Coggins,
MC, USN, Distric¢t Intelligence Office, Fourteenth Naval
Distriet (April, 1942).

"War cannot be waged without all kinds of informa-
tion about the forees and the intentions of the enenmy,
and about the character of the country within the zone of
military operationg. To obtain the necessary informa-
tion,’it has always beon considered lawful to employ
spios, apd also to make use of the- treason of enomy
soldiers or private enemy subjects, whether they were
bribed, or offered the information voluntarily and gratu-
itously. Article 24 of the Hague Regulations onacted the
old customary rule that the employment of methods neces-
sary to obtain information about the enemy and the coun-
try is considered allowable. The fact, however, that
these mothods are lawful on the part of the belligerent
who employs them does not protect from punishment such
individuals as are engaged in procuring information, Al-
though a“belligerent acts lawfully in employing sples and
traitors, the othexr belligerent, who punishes them, like-
wise actg lawfully..." Oppenheim, INTERNATIONAL LAW,

{5th edy, 1935), Vol. II, Soc. 159, pu 337.

.- g

Quotation is from ONI-T-8-10, Sce. 23201,

While there is no positive ovidence of the fact, it ap~-
pears that several false reports coneerning alleged Jap-
ancse edpionage in Hawali were given to the U, 8. Nava)
Attache, at Mexico City, in early 1941, BRach report con-

A8
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Par, 176

Par. 186

Par, 188

Par, &22

Par. 201

Pap, 20

Par, 214

S-BwC~ Rl T

tained some important known facts, arcund which appareont-
ly were spun many false statements.’ While ONI gave the
roports very low rcliability rating, the reports were of
such a serious nature as to require investigation.

Delimitation Agredément of June 5, 1940, entered into by
FBI, MID, and ONX, governed the respective spheres of
responsibility of the three agencies in Hawaii until the
outbreak of ware

Copy of local agreement of March 27, 1942, was gent to
ONI as enclosure to DIO-14ND (IMM/w)‘Conf, Ltr., (Personal)

to Rear Admiral Ts S. Wilkinson, USN, dated June 20, 1942.

.-

Statément of FOC duties taken verbatim from memorandum of
P. K. Jott, Chief Engineer, FCC; to all of fices of the
FCC Radio Imtelligence Division, dated June 3, 1942, sub-

jeect: Jurisdiction of the Radio Intelligence Division.

e

Reports on Japanese Mevacuation liners": see referonces

(h), (i), anad ().

Reports of the joint investigation of the Japanese Cohn
sulate: see references (¢), (d), {e), (f), and (g).

Referconce (aa) gets forth the manner in whieh coordinated
sghoreline coverage by plane, surface craft, in automo-
biles, and on foot was effected on the North Carolina
const, This procedurs could woll serve the same purpose
in the Hawaiian Islands. Reference (bb) indicates the

interest and approval of ONI in that procedure.

In one case, a merehant marine captain cabled his wife,
"Heppy birthday", to indicate the fact that his vessel

was ‘about to sail from Honolulw: rofercnces (v), (w),
(x), and (y). In another case, the second officer of a
cargo vessel used a simple eode in ordinary correspondence
Yo reveal movements of his ship prior to sailing: ref-
eronce (z). .
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On hpril 23, 1945, 97 American-born Japanese residents

of the Colorado River Relocation lenter, Poston, Arizona, who had
previously been indicted by the Federal Grand Jury at Tucson, Arizona
for violating the provisions of the “Welective Iraining and Yervice
Act, were arraigned before U. S. District Judge Vave W. Ling at .
Phoenix, Arizona. All the defendants entered pleas of not guilty and
the cases went to trial on a stipulation of facts. The only defense
interposed by A. L. Wirin, counsel for the défendants, was that the
Selective “ervice system was without jurisdiction to direct the in-
duction of the defendants. The mabtter was taken under advisement by
the oourt and no decision has yet been reached. It is said that

the court feels instant defendants could more properly be handled

by permitbting them to expatriate themselves and thersafter be
“interned as alien enemies rather than sentence them to serve in a
Federal prison.

The Western Defense Command reportedly announced on April 17,
1945, the withdrawal of segregation orders requiring subjects of Se-
lective Service cases residing in relocation centers to remain in
the centers at all times., Therefore, it is sald that a Japanese-
American, although refusing to report for induction, may now travel
any place indhe United States, with the exception of some specified
areas on bthe West Coast.

""""" S A e
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s T B e,

o

Sources Secret FBI Qé;gral Intelligence Survey in the U.S5. dated
 May 1945,-£4Ted in CNO file room (Admiralts copy).
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Japanese

Individual acts of violence upon Japsnese returning from relocation centers
to the West Coast are incremsing. Homeshave been burned. Some white orgeniza-
tions openly advocate hatred, One group preposes that all persons of Japanese
ancestry Ve expelled from the United States., Part of this feeling stems from
racial hatred, Part of it comes from whites who do mot want to resume business
competition with returning Jepanese.

Generally, West Coast minority groups favor return of the Japenese, They
feel that any diserimination against the Japanese will lead to discrimination
againet themselves., Communist influence appesrs here as it does in every minor-
ity movement. For example, .leaders of the Japenese Council for Civie Unity
include a former head of the CIO Minorities Committee who is an alleged CPA
member, a former 0ffice of War Information employee and a former War Relocation
Authority employee, all white,

As Japenese continue to depart from relocation centers it does not appear

4 thet they will meet any resistance other than that expressed by individuels or

small groupe. One reason is that they are not yet returning to the West Coast
in large numbers. They are settling in other cities in other states, princi-
pally Illinois (Chicago once had 300 Japsnese and now has 7,234), Ohio, Colorado,
Michigen, Idaho, Minnesota, and New York., The 31,121 Japanese who have left
relocation centers are now located as follows:

CaliFOrnia 856 Minnesota 1,711
Colorado 2,847 Miesouri 633
Idaho 1,523 Ohio 2,657
I1linois 8,279 New York 1,367
Michigen 1,847 Wisconsin 595

Other States 8,803

The problems of relocated Japasnese can be handled by locel civil auwthorities
unless the unlikely need for masrtial law arises. When the Japanese war ends and
hatreds become less active there will be attempts by such organizations as the
Civil Liberties Union to recleim property or to sue the govelnment for damages
but these will result in legal sction only,

In the Army, Nisei, Americens of Japanese ancestry, have been so controlled
that they are not a problem, They have been screened carefully and assigned
duties according to their loyalties and abilities. Those who are subversive
have been handled through a War Depertment Special Orgenization, administered
by the Intelligence Division, Army &ervice Forces, end heve been restricted to
non-sensitive duties, -
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Japanege

Prior to 7 December 194) the Japanese intelligence organizetion in the
United States was built around the Japanese diplomatic establishment. The
Japanese considered 1t ethical to use diplomatic privileges and diplomatic
inmunity as & cover for esplonage. They concentrated more on analysis and
synthesis for published information rather then collection of concealed infor-

"mation. For example, the Japanese Embassy in Washington daily received as
high as seven mail sacks containing American publications, including obscure
technical journals. '

SBNUOIY [EUDERN 2L J0.SBUIPIOH PoyISSE0R( 7 DRLISSEIaUN SY) WO} PRANPoIdeY

When the Japesnesge diplomatic establishment wasg discontinued at the oute
break of war, Japen lost the core of its intelligence syatem here., 8ince that
tine, insofar ag government informetion indicates, they have not been able to
establish an effective system, There have been a few known efforts at espionage
by Japanese agents, Frequently an afznarance of successful Japanese egplonage
has been created when Japanese radio'monitors have intercepted American press
nesgages and broadcast them before publication in this country.

Recently, the Buropean headquarters of the Japanese moved from Lisbon,
Portugal to Stockholm, Sweden., The reason is obscure. However, United States
government agencies have no knowledge of any effort having been made by the
Japanese in Lisbon or any other point to contact Japanese in the United States.
Inasmuch as the Japanese have not operated any known intelligence system
successfully in the United States after three and one-half years of warfare
(ample time for such activity to be detected) it is not believed that they are
likely to make any successful effort in the future, :

BSource: Excerpts from Army Bervice ForOQS'(Col; Rosmer) Secret report, dated
18 June 1945, subject: Estimate of the Domestic Intelligence Situation.
Routed to A=3-¢ for Finish Pile, (Originator's file no. SPINT).
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