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Subjs  Security measures to guard against Sabotage, Espionage
and Subversion

lo The present inbtéernational situation requives a tightening
of securlty measures agalnet the increased threat of sabotage,
splonage and subversion. The Communist ideology has been
acoepted by certain Individials in all classes of socliety in
most countries of the world. This world-wide Communist movew—
ment has developed into a highly diseiplined, fanatical organ-
dzation, and contains members especially trained in the tech-
nigues of sabotage, esplonage and subversion, The armed fop-
ces of the United States are one of the principal targets of
Communist penebration. Although it is believed that this pene-
tration bas had 1ittle, if any suceess against the V.8, Maprine
Corps, the danger of sabotage, esplonage and subversion on the
part of uniformed personnel, and civilian émployees, as well
ag from external sources 1 always present. This danger will
become greater as the armed forces expand snd 1f the intepw
natlional situation becomes more tense. It is generally be-
Yleved that an attempt at large sealée sabobtage will precede

or coinedde with the outbreak of war, Tsolated attempbs at
sabobage against Gnits being deployed to troubled areas is

a consbant threat, Esplonage and subversion are constant
threats in peace as well as war,

2o The trained saboteur employs many ingenious devices and
technigues which are wunder constant improvement. These
devices and techniques fall into several general categories,
Eq%ipm@nt and installations may be damaged or destroyed as
followss '

@; Organie Equipmemt of Marine Corps Organizations
(1) Fire,

‘Thermite is very effective in initilating desbtruc-
tion by fire. It is readily obbtainable commercially, is easily
ignited and has the added advantage of safety to the saboteur
and comparative silehce, which gilves the saboteur an advantage
in leaving the scene. “Thermite is also most effective in ,
rendering mechanieal egquipment wnfit for service by fusing .
working parts such as the breech blocks of field pieces,
pulleys on eranes, tank sprockets and tracks,

(2) Explosives.
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(3) Mechanical devices,

() Introduction of abrasives and other foreign
matter into the erankease of motor vehiecle, tank and airveraft
englnes . .

"~ (b) Imbroduction of metal Filings into wet cell
batteries. :

: (¢) Imtroduction of foveign matter into the POL
stocks used in various englnes,

(&) Chemicals.

(a) Introduetion of corrosive agemts such as
sulphuric acid into POL sbocks,

o v

(b) Introduction of corrosive agents into elose-

- toleranée machinery swuch as pumps, generabors, motors and all

Weapons . } 7 , 7 H
(¢) Acidifying of steel cables,
(5) Manusl destruetion, , _
- {a) Partial or complete severance of fuel and lub-—
rication lines of tanks, trucks, aireraft and all diesel and in-
ternal combustion engines. . :

j (b) Short-eireulting of electrical systems in trucks,
alreraft, tanks, radios, radars, and fire conbrol equipment,

(6) Manual removal of eritical parts.

(a) Removal of rotor arm from the distribubor of
internal combustion engines, ‘ - '

{b) Removal of injeetor nozzles from dlesel engines.
| (¢) Removal of erystals from radios,
(7) Loosening of eritical units,
. Carburetors, iﬁtak@ manifolds, exhaust manifolds,

and rocker box ecovers of alreraft engines,
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(8) Atroraft.

Of all military @qmipm&nbw an aiveraft iag p@wh&p@@
the most vulnerable to sabobage. In addition to methods enume
grated under sabotage agents, there are varlous other methods
?mwlwy@d to impale op d@qbwmy alrevaft while in iflighbt, some of
shese ares
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(a) Partial severance of control ¢ abT@Mc
(b) Closlng of pitot static tﬁb@? ', “' : ;
(o) Interfevence with gyro instruments. . ‘
(a) P@lluﬁi@m of the oxygen equlpment.

' {e) W@@kenjmg of @t@uatur@i parts of alreraft
by p@@ti&l severance or @@Wf@%iV@v@&Qmﬁ5o

) be Installations which Marine Corps personnel may be
charged with pr@t@@tﬁm@?

(1) Thermal-eleetric Power Plants.

- Destruction of turbines, condensers and boilers,
Turbines and bolilers way be made to destroy themselves through
manipulation of controls. Condensers may be destroyed by modest
amount of explosives., - : e

{(2) ﬁyﬂﬁ@m@l@@twi@ Power Plants.

Bursting of the p@m@ﬁ@@kg by manipulatlon of con-
trols, damage to burbine wheel shafts by thermite, shorting of
: g@m@fdhaﬁg by dintroduetion of metal pattiecles and dam@ping of
' F@m@ﬁ&t@r bearings by a@id @r thermite,

(3) Diesel Power Plants,

Degtrustion of engine eylinder blocks by use
of explosives,

(4} Harbor facilities.,

Destruction of ecargo handling gear by d@maliﬁﬁQn& |
an@ destruction of warehouses by firve, i
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(5) 041 refineries.

Destruction of oll storege tanks by thermite
and fm@@mﬁmmmbﬁmw towers by explosives,

Qo P&w@i@ul&w abtention must he given to the numerous
ruses employed to bring déstructive agents into the areas
where they are to be used., Ineendlary, explosive and chem~
ical agents have been made to look like harmless objeets
such ag penclls and chunks of coal, and as such may be
smugeled with ease past sentrles not alert to suech ruses,

3,  'The information needed by the enemy to sabobage equip-
ment or installations 1s obtalned fregquently by subversion

of personnel., Subversion usuvally starts ag disalfection.
Disaffection is a state of mind in whieh the individupal'ls
moraleis uwndermined through lack of confidence in his sup-~
erior officers, doubt in the Justice of our cause, or any of
the fancied injustices to which some individuals in the sepr-~
vice are eagy prey. Some pergons become disaffected and grad-
ually proceed to gubversion through thelr own mental processes;
others are alded by individuals whose misslon is subversion,
When finally subverted, & person is ready to take aetive steps
harmful to the United States., Subversion of personnel may best
be combatted by a high standard of leadership and diseipline

at all levels of command, and by a continued and sincere in-
terest in the welfare of all personnel.

, Commanding Officers are directed to take the necessavy
measures to assure that all personnel are thoroughly indoc-
trinated in security regulations and alerted to the methods

‘used by agénts whose Intentions are sabotage, esplonage or

subversion. It 1ls particularly important that persomnel be
impressed with the responsiblility of preventing and report-
ing such acbivity regardless of their duty status at the
time they became cognizant of i1t.

5s Commanding O0fficers of Marine Corps activitles will
report promptly all instances of successiul, attempted, or
suspected sabotage, espionage or subversion direct to the
Naval Distriét Imb@lijg@n@e Officer with a copy to thiﬁ

" Headguarters.
éEo _\Aje P@LL@GK
< By direection
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