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Director's Message

Looking back over this past year, I am most encouraged about the way
we have strengthened our communications--internal and external to this
service. | am pleased that with this issue we have revived the “NCIS
Bulletin,” a longstanding vehicle of internal communications. When I
created the Government Liaison and Public Affairs Directorate last
August, it was chartered to identify and initiate programs that open
communications, highlight the accomplishments of the agency, and
provide employees with important and factual information about their

organization.

[ must begin by admitting that I am very pleased to be part of the
“new NCIS.” Over the past 18 months, since I was appointed as Director,
[ have witnessed a series of very positive changes, all which bring us into
greater conformity with our counterparts in federal law enforcement. Our
structure is streamlined, our processes are getting quicker, new ideas are
coming to the surface, morale is high and resolution rates are up,
workloads are increasing, “The guns have arrived,” and we are getting
some good “ink” in place of those continual “blasts” in the past. Recently,
[ heard that on separate occasions, two members of Congress even noted
that some positive changes were taking place “over there at ‘NIS’”.

The new field office concept is almost complete and I see better
communications occurring already. We all recognize that we are in a
fluid/changing environment, whether as federal employees or as part of
the law enforcement profession. We are working hard at meeting our
commitment to downsize and at the same time we are finding better ways
to get an ever-increasing job done.

Thus 1ssue discusses the DOD Advisory Board, a body whose final
recommendations will have a very important impact on the future of this
service--we believe it will be a positive impact. Another article you will
find concerns the Critical Incident Debriefing Team (CIDT). I will count
the initiation of this program among my first year major accomplishments.
This group was created specifically for our employees, and now that we
have 1t and are ready for any eventuality, hopefully it will not be needed.

There are also other articles and features in this issue which highlight
our accomplishments in criminal investigations, technology, administra-
tion and counterintelligence force protection. I urge you to read this
publication and to share it with your family. Through it, we will attempt

to continually supply you with current information about our progress, our
plans, and our accomplishments.

Continue your good work and Thank you.

/% d. Vel oo

Y D. NEDROW
Director

‘There IS a need for enhgncing communication between headquarters and the field elements of the Naval Criminal Investigative
Semce' (N(lZIS)+ We can Isattsfy this need and increase our effectiveness in serving the Department of the Navy by selectively
publishing information of interest to the members of NCIS. This Bulletin is intended for use by all members of the NCIS
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The NCIS Bulletin is produced by the Office of Government Liaison and Public Affairs. It is
an internal document and is intended for the use all current and retired members of NCIS and their
immediate families. Due to the nature of the information in this document, it is not intended for public
release. Opinions expressed are not necessarily those of the United States, Department of Defense or

Department of the Navy.
Any comments or suggestions should be forwarded to: Naval Criminal Investigative Service,

Offfice of Government Liaison and Public Affairs (Code 07S), Washington Navy Yard Building 111,
901 M Street S.E., Washington, D.C. 20388-5380.

Assistant Director of
Government Liaison & Public Affairs

Special Agent Robert J. Finan Il

Depufy Assistant Director ON THE COVER -- Special Agent Pete Reilly,

Public Affairs far left, is shown with Director Roy D. Nedrow and

Special Agent Ronald W. Benefield ret?red Director J. Brian McKee during Reilly's
retirement ceremony at NCIS Headquarters on April

Editor 29, 1994. Reilly, who had been a Special Agent since
September 2, 1962, was No. 1 on the NCIS

Mr. Gary M. Comerford "Plankowners' List." In addition, he has the
distinction of having the first set of NCIS Special

Editorial Assistants Agent credentials to be retired. Reilly earned his

Mrs. Alice Suhosky nickname “The Hawk” while serving as the

Mrs. Dorothy Weathers organization’s Inspector General from 1984 to 1990
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CONGRESSIONALLY-MANDATED BOARD

STUDIES ISSUE OF

By Assistant Director Robert J. Finan 1l
Office of Government Liaison & Public Affairs

Although proposals to consolidate the
military criminal investigative organizations
(MCIO’s) are certainly nothing new, the current
move to merger will undoubtedly have some far
reaching effects on law enforcement in the
Department of Defense (DOD).

Just how extensive those effects will be and
how they will impact on the individual MCIO’s
will depend 1n great part on the recommenda-
tions of a special committee currently studying
the 1ssue.

In order to get a better understanding of
just how extensive this study i1s and what is
involved, let’s take a look at the committee, the
topics involved, and the people who will be
making recommendations on how the NCIS
and other MCIO’s will be doing business in the
future.

HISTORY OF THE ADVISORY BOARD

Congress mandated the creation of the
“Adwvisory Board on the Investigative Capabil-
ity of the DOD” by placing specific language in
the FY-1993 Defense Authorization Act
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CONSOLIDATION

directing the Secretary of Defense to create the

Board.
Shortly thereafter, there was a change in

administration and no action was taken with
regard to the formulation of this Board as new
DOD officials were being selected, nominated
and confirmed.

During the preparation of the FY-1994
Authorization Bill, several members of the
House and Senate noted that the Secretary of
Defense had taken no action on their 1993
mandate to study the military investigative
agencies.

They began drafting language for the 1994
bill which would mandate that the Department
of Defense consolidate all law enforcement
criminal investigative functions into a single
DOD investigative organization.

At that point, the then-DOD General
Counsel, Jamie Gorelick, became aware that
the 1993 mandated action had been overlooked
and personally intervened with several Mem-
bers of Congress to obtain a one-year post-
ponement on any further mandated consolida-
tion. She immediately set in motion a process
to 1dentify, select and appoint an Advisory
Board to begin work on reviewing the investi-
gative capability of the DOD in compliance
with the 1993 Defense Appropriations Act.

The board was assembled in December,



1993, and began its review in January, 1994.
The Advisory Board has a deadline for an
interim report to be submitted by June 30,
1994, and a deadline for the final report to be
presented no later than December 31, 1994.

The congressional mandate is to study the
investigative capability of the DOD (CID, OS],
DCIS, NCIS) and specifically to study twenty-
six (26) topics.

The Advisory Board is made up of seven
appointed officials and a permanent staff of 14
contract employees and military/civilian
detailees. NCIS has assigned two senior
special agents to the Advisory Board staft for
the period January 1, 1994 - December 31,
1994. They areSpecial Agent Bradley
McKnight, who is an attorney, and Special
Agent Hilary Osborne.

The Advisory Board has a
deadline for an interim report
to be submitted by June 30, 1994,
and a deadline for the final report
to be submitted no later than
December 31, 1994.

TOPICS FOR THE ADVISORY BOARD

The following 26 topics were identified in
the FY-93 Defense Authorization Act to act as
a basis for inquiry by the “Advisory Board on
the Investigative Capability of the Department
of Defense”:

1. The training and qualifications of investiga-
tive personnel.

2. The division of responsibilities among
organizations with investigative, audit, and
inspection functions within the Department of
Defense.

3 The coordinaticn of activities among such
organizations.

4. The potential for savings, and for improve-
ments in efficiency and effectiveness, through

consolidation of functions or organizations.

5 Procedures to ensure that such organiza-
tions are capable of, and responsive to, the
needs of the unified commands, the defense
agencies, and other joint organizations.

6. Procedures to ensure prompt and thorough
investigation of allegations concerning classi-
fied matters, operational matters, and the
performance of persons in the chain of com-

mand.

7. Procedures to ensure that investigative
organizations are not subject to improper
command influence while also ensuring that
such organizations are responsive to the inves-
tigative and inspection needs of the chain of
command.

8. Procedures to ensure that there 1s timely and
thorough coordination between organizations
conducting investigations and officials within
the chain of command who will be responsible
for acting on the results of such investigations.

9. Guidance as to the circumstances under
which an investigative organization should
withhold information about an investigation
from the immediate chain of command, and
present the information only to superior au-
thorities.

10. Procedures for ensuring a timely determi-
nation as to whether the investigation should be
undertaken by a court of inquiry or other
formal administrative board procedure.

I1. Procedures to ensure that the rights of
individuals under the Uniform Code of Military
Justice, admunistrative procedures, and other
applicable laws and regulations are protected
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during the course of an investigation and
subsequent review procedures.

12. Guidance to ensure that military and
civilian officials in the chain of command
receive only instruction and advice on the
procedures for undertaking appropriate man-
agement actions during the course of investiga-
tion without interfering with the investigation
or engaging in unlawful command influence.

13. Procedures to ensure that investigative
materials are organized and presented in a
manner that facilitates timely action by review-
ing authorities.

14. The appropnate chain of command for the
Service investigative organizations.

15. Whether the head of such organizations
should be a military officer of civilian official.

16. If a military officer i1s so assigned, the rank
of such officer.

17. The best command structure for these
organizations.

18. Whether fraud investigation responsibilities
should be transferred to the Defense Criminal
Investigative Service.

19. Whether criminal investigation responsi-
bilities should be consolidated into a DOD-
wide criminal investigation bureau.

20. Whether criminal investigations, procure-
ment fraud, counterintelligence, technical
services, and protective services should all be
performed by the Service investigative organi-
zations or should some or all of these missions

be reassigned within the Services or consoli-
dated at the DOD-level.

21. Whether a DOD-level centralized technical
services organization should be created.
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22. Whether allegations of homosexuality that
do not involve homosexual acts should be
investigated by criminal investigative organiza-

tions.

23. Should special agents have a separate
career path or should they be soldiers, sailors,

or airmen first and special agents second.

24. Should special agents be civilians, officers,
or enlisted.

25. The appropriate number of special agents
that are necessary to conduct general criminal

Investigations.

26. The basic level of administrative support
needed for the investigative function.

ADVISORY BOARD MEMBERS

HONORABLE CHARLES F. C. RUFF

Advisory Board Chairman

Currently a partner in the law firm of
Covington & Burling, Washington, D.C.
Former Watergate Special Prosecutor and
United States Attorney for the Federal District
of Columbia (1979-82).

MANUAL BRISKIN

Advisory Board Member

Currently retired. Former DOD Assistant
General Counsel for Fiscal Matters and for the
Inspector General (1973-92).

EUGENE R. FIDELL
Advisory Board Member

Currently a partner in the law firm of
Feldesman, Tucker, Leifer, Fidell and Bank.
Washington, D.C. Formerly a Staff Judge
Advocate in the U.S. Coast Guard (1969-82).
Currently, Chairman of the Rules Advisory

Commuttee of the U.S. Court of Military
Appeals.



HONORABLE DONALD L. GRAHAM
Advisory Board Member

Currently a United States District Court
Judge for the Southern District of Florida,
Miami, FL. Formerly a member of the U.S.
Army Judge Advocate General (JAG) Corps
(1974-79).

ALBERT C. HARVEY
Advisory Board Member

Currently a partner in the law firm of
Thomason, Hendrex, Harvey, Hohnson and
Mitchell, Memphis, TN. Also, currently a
Major General in the U.S. Marine Corps
Reserves, 4th Marine Division.

JUDITH A. MILLER
Advisory Board Member

Currently, a partner in the law firm of
Williams and Connolly, Washington, D.C.

Formerly assistant to the Secretary and Deputy
Secretary of Defense in the Office of Special
Assistant (1977-79). Formerly a law clerk in
the U.S. Court of Appeals and the U.S. Su-

preme Court.

JAMES A. RING
Advisory Board Member
Currently the Director of Investigative

Service for the law firm of Choate, Hall and
Stewart, Boston, MA. Retired Special Agent
of the Federal Bureau of Investigation (1965-
1990).

PREPARING A RESPONSE - Responding to Advisory Committee requests frequently involves
extensive work. In one instance, depicted above, several hundred files had to be reviewed. In order
to accomplish this task and properly compilate the information, teams of reviewers had to work in
shifts for almost two weeks in order to obtain the required information. (Photo by Gary Comerford)
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TEAM PROVIDES HELP AFTER TRAUMA

By Special Agent R. Gregg Dwyer, Ed.D
NCISHQ Training Department

... The suspect drew and fired. The agent
returned fire, fatally wounding the suspect. ....

Returning to the office from a surveillance,
their car struck a patch of ice, spun out of
control, and hit a utility pole. The agent driving
was seriously injured and the passenger agent
died on impact....

They walked into the child's room in base
quarters, where they saw garbage, human waste,
and blood everywhere. The corpsmen were
preparing to transport what no longer even
looked like a human child, the victim of an

intoxicated and enraged parent....

The apprehension started out as routine, the
suspect was compliant, but then began shouting,
pulled a knife from his boot, and stabbed the
agent three times, before being subdued by a
second agent....

All of these scenes are examples of what is
termed a “critical incident”, which is defined by

NCIS Bulletin
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Mitchell and Everly (1993) as any traumatic
event that 1s “outside the range of ordinary
human experiences” and “overwhelms the
usually effective coping skills of an individual or
a group” (pp. 5-6).

You needn’t be directly involved in the event
to receive its impact, i.e. you could merely see
the incident or its effects, or even just be a
relative, friend, or co-worker of a direct partici-
pant.

The list of possible events qualifying as
critical incidents can include not only the typi-
cally pictured shooting situation, but also “seri-
ous line of duty injury”, employee suicides,
multiple victim accidents or disasters, prolonged
events which result in a loss of life, events with
excessive media involvement, incidents involving

a child, and natural disasters (Mitchell & Everly,
1993, p.63).

WHO IS AT RISK

Naval Criminal Investigative Service (NCIS)
employees, by the nature of the agency’s mis-
sion, are at high risk to be touched by one or
more of these critical situations during their
careers.

Exposure to critical incidents may result in
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stress reactions and can lead ultimately to post
traumatic stress disorder. Stress 1s a normal
human response to pressure and strain imposed
by both biological causes, i.e. chemical stimu-
lants such as caffeine and nicotine, and
psychosocial causes, i.e. events in the environ-
ment. (Mitchell & Everlly, 1993)

It should be noted that what 1s stressful in
the environment will vary with the perceptions
of each individual. The responses of those
impacted can be both physical and mental. It 1s
accepted that any traumatic event will result in
some level of stress reaction. (Mitchell &
Everly, 1993)

The responses of those
impacted can be both physical
and mental.

A stress reaction is not always a negative
experience as it can improve efficiency and
enable the body to withstand greater than normal
stressors in order to survive during a traumatic
event. The reaction to the same stressor will be
different for each individual and only becomes a
danger when it continues beyond the person’s
tolerance. (Mitchell & Everly, 1993)

The negative effects can arise in any system
of the body, to include neurological, cardiovascu-

7

EMOTIONAL TRAUMA

On October 22, 1993, NCIS Investigator
Joseph Emanuele was buried in Sigonella, Italy.
Shown in the far left photo are Investigator
Emanuele's son, Sebastiano, his wife, Rose, his
daughter Belinda, and NCIS Regional Director
Thomas W. Fischer. In the next two photos,
NCIS Special Agent Art Hyman and Capt.
Stephen R. Arends, USN, Commanding Officer
of Naval Air Station Sigonella, pay their
respects to Mrs. Emanuele and her family.
Investigator Emanuele was fatally injured in
a traffic accident while returning from an

assignment.

lar, gastrointestinal, neuromuscular, respiratory,
and immune. (Mitchell & Everly, 1993)

The negative consequences of stress can be
lessened through several coping strategies.
First, one should avoid the stressors before they
can have an effect. This is a good choice for the
biological ones, but may not always be possible
for the environmental stressors, especially those
that can become a part of one’s job, 1.e. use of
force encounters and crime scene management.
Secondly, one should look at an incident as a
learning experience, seeking out the positive
aspects. Using various methods of relaxation to
reduce the stress response is a third technique.
Finally, openly expressing one’s reactions to the
incident both verbally and physically, 1.e. talking
with others and exercise, can help to avoid its
stress producing impact. (Mitchell & Everly,
1993)

CIDT FORMED

In order to help facilitate the employment of
these techniques, the NCIS has formed a Critical
Incident Debriefing Team (CIDT). The CIDT
concept 1s not a new 1dea in the law enforce-
ment field. The current critical incident stress
debriefing system became formalized approxi-
mately ten years ago and its lineage dates back
to the police stress research of the mid 1970’s
and counseling programs from the 1950 and

‘60’s. (Mitchell & Everly, 1993)
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It is believed that the use of formal teams of
peers, who have received specialized training in
managing critical incident stress, accelerates the
recovery of those who have been impacted by a
traumatic event. Several hundred such teams are
currently in use by law enforcement and other
emergency service agencies throughout the
world. (Mitchell & Everly, 1993)

Depending on the nature of a given incident,
the NCIS CIDT provides several services, to
iInclude a formal debriefing, a defusing, advice
and support to senior management and supervi-
sory personnel, one-on-one consultations, sup-
port to an employee’s family, assessment of
significantly affected employees, and follow-up

services, such as telephone calls and therapy
referrals.

The Team does not provide psychotherapy,
but rather techniques to reduce stress and aug-
ment the recovery from stress reactions.

(NCISHQ, 1993) The efforts of the Team are
focused on assisting the “‘normal recovery, in

normal people, who are having normal reactions
to abnormal events’” (Mitchell & Everly, 1993,

p. 15).

DEBRIEFING

The debriefing 1s the most extensive service
provided and 1s based on a group meeting con-
ducted by peer counselors under the guidance of
a mental health professional, within 24 - 72 hours
after the traumatic event. It is designed to

The team does not
provide psychotherapy, but
rather techniques to reduce
stress and augment the

recovery from stress reactions.
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reduce the effects of post-trauma stress and

hasten the recovery of those impacted. (Mitchell
& Everly)

Although everyone involved in an incident is
encouraged to attend and participate for their

NCIS Bulletin

own benefit and that of their co-workers and
friends, no one is ever forced to talk during a

debriefing. |
No recordings or notes are made during

debriefings and only those persons involved in
the incident are permitted to attend. (Mitchell &

Everly, 1993)
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...nhooneis ever forced

to talk during a debriefing. No
recordings or notes are made
during the debriefings and
only those persons involved in
the incident are permitted to
attend.

The CIDT exists for the benefit of all NCIS
employees as a service to them. It has no investi-
gative function. The CIDT is totally separate
from any and all investigative teams and efforts,
to include those of the NCIS Office of Inspec-

tions. If an investigation is warranted, typically,
the CIDT will follow the Office of Inspections.
(NCISHQ, 1993)

AVAILABILITY

The services of the Team are available 24
hours a day, seven days a week, every week of
the year to all NCIS employees and their families
as necessary. In the event of a critical incident,
the senior special agent at the scene will notify
the Special Agent in Charge (SAC). The SAC
will then contact the Office of Inspections at HQ,
who will in turn notify the Chief Psychologist or
CIDT Coordinator.

The Chief Psychologist or Team Coordinator
will contact the Team and determine the services
to be provided, to include deploying the Team if
appropriate. Team services will then be provided
as required. (NCISHQ, 1993)

The CIDT is composed of NCIS employees.
A mental health professional serves as the clinical
director, who oversees. and provides consultation
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stress reactions and can lead ultimately to post
traumatic stress disorder. Stress 1s a normal
human response to pressure and strain imposed
by both biological causes, i.e. chemical stimu-
lants such as caffeine and nicotine, and
psychosocial causes, 1.e. events in the environ-

ment. (Mitchell & Everlly, 1993)

It should be noted that what is stressful in
the environment will vary with the perceptions
of each individual. The responses of those
impacted can be both physical and mental. It is
accepted that any traumatic event will result in
some level of stress reaction. (Mitchell &

Everly, 1993)
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The responses of those
impacted can be both physical
and mental.

A stress reaction is not always a negative
experience as it can improve efficiency and
enable the body to withstand greater than normal
stressors in order to survive during a traumatic
event. The reaction to the same stressor will be
different for each individual and only becomes a
danger when it continues beyond the person’s
tolerance. (Mitchell & Everly, 1993)

The negative effects can arise in any system
of the body, to include neurological, cardiovascu-

EMOTIONAL TRAUMA

On October 22, 1993, NCIS Investigator
Joseph Emanuele was buried in Sigonella, Italy.
Shown in the far left photo are Investigator
Emanuele's son, Sebastiano, his wife, Rose, his
daughter Belinda, and NCIS Regional Director
Thomas W. Fischer. In the next two photos,
NCIS Special Agent Art Hyman and Capt.
Stephen R. Arends, USN, Commanding Officer
of Naval Air Station Sigonella, pay their
respects to Mrs. Emanuele and her family.
Investigator Emanuele was fatally injured in
a traffic accident while returning from an

assignment.

lar, gastrointestinal, neuromuscular, respiratory,
and immune. (Mitchell & Everly, 1993)

The negative consequences of stress can be
lessened through several coping strategies.
First, one should avoid the stressors before they
can have an effect. This is a good choice for the
biological ones, but may not always be possible
for the environmental stressors, especially those
that can become a part of one’s job, 1.e. use of
force encounters and crime scene management.
Secondly, one should look at an incident as a
learning experience, seeking out the positive
aspects. Using various methods of relaxation to
reduce the stress response is a third technique.
Finally, openly expressing one’s reactions to the
incident both verbally and physically, 1.e. talking
with others and exercise, can help to avoid its
stress producing impact. (Mitchell & Everly,
1993)

CIDT FORMED

In order to help facilitate the employment of
these techniques, the NCIS has formed a Critical
Incident Debriefing Team (CIDT). The CIDT
concept 1s not a new 1dea in the law enforce-
ment field. The current critical incident stress
debriefing system became formalized approxi-
mately ten years ago and its lineage dates back
to the police stress research of the mid 1970’s
and counseling programs from the 1950 and

‘60’s. (Mitchell & Everly, 1993)
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NORFOLK

By Mr. Kenneth Smith
Fingerprint Examiner
RFL-Norfolk

The Naval Criminal Investiga-
tive Service (NCIS) Regional
Forensic Laboratory (RFL) at
Nortolk has acquired an NEC
Automated Fingerprint Identifi-
cation System (AFIS) terminal
and 1s now connected to the
Virginia State AFIS located in
Richmond VA

The remote access terminal
allows the laboratory to search
and retrieve tenprints and latent
prints from the Virginia State
fingerprint database. The
Virginia State AFIS database
currently consists of 780,000
tenprint records.

The number of searchable
databases accessible by RFL-
Norfolk 1s expected to increase
as 1t networks with other states
having AFIS systems. The
following are some consider-
ations in operating the AFIS
system.

For the AFIS to become an
eftective tool for the NCIS and
other Virginia State law en-
forcement agencies, inked
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RFL JOINS VA
FINGERPRINT

DATABASE

fingerprints of NCIS suspects
originating in the Eastern
Region are being entered into
the Virginia database.
Therefore, Special Agents
fingerprinting individuals under
the requirements of NCIS 3,
Chapter 6, are instructed to

The Virginia State
AF | S database
currently consists
of 780,000 tenprint
records.

A e SR e v R S s T S
forward one inked fingerprint
card to the NCIS RFL servicing
their region.

A ten-print card is to be
submitted even if major case

10

prints are submitted with
evidence to the laboratory for
examination. Because the AFIS
system 1s not intended for use
as a criminal history and file
storage program, final disposi-
tion sheets will not be entered
into the database and are not to
be sent to the laboratory.

To conserve valuable com-
puter search time, an unknown
latent print is first compared
with the elimination prints from
victims and others that may
have handled the evidence.

Because of the need to have
elimination prints available on a
routine basis, inked fingerprints
of all Norfolk Field Office
Special Agents and others
handling evidence are entered
Into the Virginia State AFIS
database. With time, octher



t?, the.Team m?t.nbers. A mental hea'lth profes- BIBLIOGRAPHY
sional is also utilized to lead the debriefings and
provide consultation for those so identified. Mitchell. J. T. and Everly, G. S. (1993). Critical incident

A senior Team coordinator functions as the stress debriefing: an operations manual fo-r the preve::ntion
day-to day manager of the Team and has respon- of traumatic stress among emergency services and disaster

1bils ‘ | | : Publishing Co.*
sibility for deploying the Team when necessary. workers. Ellicott City, MD: Chevron Publishing
The remainder of the Team is composed of Naval Criminal Investigative Service Headquarters

peer support personnel, who have received (NCISHQ). (1993). Critical incident debriefing (Naval
extensive training in crisis intervention debriefing ~Criminal [nvestigative Service Manual for Administra-
and counseling and receive periodic refresher tion, NCIS 1, Chapter 11). Washington, D.C.: NCISHQ.

training. (NCISHQ, 1993) *The NCIS CIDT extends a special thanks to Dr.’s J.

Mitchell and G. Everly of the International Critical
POLICY Incident Stress Foundation for their support of the NCIS

CIDT program and training of Team members.

Policy on the CIDT is set forth in Chapter 11
of the NCIS Manual for Administration (NCIS 1)

and in the propose.d Qhapter 41 of the NC{S THE AUTHOR - Special Agent R. Gregg
Manual for Investigations (NCIS 3). Additional Dwyer has a Doctorate in Adult and Continuing
information can be obtained by contacting the Education with a specialization in Criminal Justice
Chief Psychologist or any of the CIDT members. and is a peer counselor on the NCIS Critical

Hopefully, the few occasions which the Team | Incident Debriefing Team.
has already been utilized will be the last that
require the Team’s services. Take Care.
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REMEMBERING - Director Roy D. Nedrow
pauses to pay his respects at the National Law
Enforcement Officers Memorial.
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By Ms. Debbie Ritchie
Information Security Specialist

Records Management Division

Many in the Naval Criminal
Investigative Service (NCIS)
perceive the Records Manage-
ment Division as being just a
storage area for old files.

“Such 1s not the case” said

Ms. Nora O’Connor, Head of
the Records Management
Division.

As a matter of fact, it’s
quite the opposite. Instead of
being repository where old files
lay around and collect dust, the
Records Management Division
1s a dynamic, complex and
valuable element of NCIS
which enables special agents to
retrieve important case data and
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allows NCIS to share critical
information regarding criminal
and counterintelligence investi-
gations with other law enforce-
ment agencies.

b e

In all, it has a
complement of 27
positions -- a far cry
from 1967 when there
were a total of 74
civilian and 12
military personnel
assigned. ..

e

The Division is comprised
of the Liaison Branch, the
Records Processing Branch, the
Retrieval Branch, and the Purge
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(Photos by Gary M. Comerford)
MS. ROBIN HARRISON, FILE ASSISTANT AND DATA TRANSCRIBER, RETRIEVES A FILE.

DUST DOESN'T GATHER ON THESE FILES

Control Section. In all, it has a
complement of 27 positions -- a
far cry from 1967, when there
were a total of 74 civilians and
|2 military personnel assigned
to the Division.

LIAISON BRANCH

T'he Liaison Branch is the
principle point of contact for
the exchange of investigative
and counterintelligence data
between the NCIS and other
federal and state/county gov-
ernment agencies.

T'he responsibility for
accomplishing this task belongs
to, Mrs. Thressa Surdick, who
heads the Liaison Branch and
has a staff of four information
security specialists and two
security assistants.



Field Office personnel serviced
by the Norfolk Laboratory will
also be added to the Virginia
database.

Several intricate and time
consuming technical processes
are performed before a latent
print can be searched against
the database. The latent is first
enlarged fivefold, traced on
tracing paper, scanned and then
digitized by the computer.

After the digitized image 1s
edited by a qualified NCIS RFL
fingerprint examiner, it 1s sent
by modem to be searched
against the entire system data-
base by the main frame com-
puter located at Richmond, VA.

The time i1t takes to conduct a
search depends on the activity
of the system. Most searches
take less than 30 minutes to

complete.
The AFIS search reduces

the 7,800,000 inked fingers 1n
the database to a list of the 10
best possible matches. The list
of possible candidates 1s sent
back through the modem to the
laboratory for review.

AFIS Definitions:

Latent/latent Print - the unintended finger-
print impression left on an object and usually
not visible until developed using powders,

chemicals, light sources, or other techniques.

An NCIS RFL examiner

then compares the unknown
latent with the prints from the
list of candidates. Although the
AFIS does the preliminary
searching and matching, the
qualified fingerprint examiner
makes the actual identification
of the latent print. It is this
examiner who goes to court and
testifies as an expert witness.
Clearly, however, without the
AFIS it would be impractical to
search an unknown latent print
against 7,800,000 fingerprints.
Unknown latent prints that

are not identified after being
searched may be registered 1n
the AFIS unidentified latent file.
This file 1s searched against all
new inked fingerprints as they
are entered into the system. As
news reports occasionally
describe, this periodic searching
of the unidentified latent file
results in cases being resolved
many years later.

Looking into the future,
several related developments

will further benefit NCIS’s and
other law enforcement agen-

searched.

Tenprint Card - rolled and plain fingerprint

impressions of all ten fingers on a fingerprint

card.

Minutiae - friction ridge characteristics used
to individualize a fingerprint.

cies’ efforts to conduct and
resolve criminal investigations.

The NCIS RFL at San
Diego also is in the process of
acquiring an AFIS remote
access terminal. San Diego’s
terminal will be connected to
the California AFIS system that
is already networked with
eleven western states through
the Western Identification
Network (WIN) and has a
searchable database of over 14
million tenprint records.

Both NCIS laboratories
look forward to 1998 when the
planned FBI national fingerprint
file 1s to be completed. Remote
AFIS terminals will allow
unknown latents to be searched
against this national file. And
when the proposal to have the
several proprietary AFIS
systems communicate with each
other is realized, the impact of
AFIS as an investigative tool
for criminal investigative agen-

cies will be magnified several
fold.

AFIS Tenprint Database - collection of
minutiae, ridge count, core, and axis informa-
tion taken from tenprint cards, stored in digital
form, and capable of being electronically

AFIS Image Database - collection of images

of fingerprint impressions.

AFIS Match - the tentative identification of

latent print(s) or fingerprint(s) after an AFIS
tenprint database 1s electronically searched.
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MS. NEONTINE BENNETT STORES MICROFILM

processing approximately 370
requests per month for the
retrieval of files from the FRC
as well as preparing and con-
trolling material for transfer to
the FRC in Suitland, Maryland.
The retrieval branch main-
tains custody of and services
special control files. These files
includes agent files and
NCISHQ support files and are
extremely sensitive and require
special handling and prior
approval before release.

PURGE CONTROL
SECTION

The Purge Control Section
i1s staffed with one clerk typist/
data transcriber, who is respon-
sible for the timely review of
Investigative material to deter-
mine if it has met retention
criteria or if retention criteria
needs to be extended.

Matenial that has met the
retention criteria is disposed of
In a proper manner and that all

NCIS Bulletin

DCII tracings for destroyed
material are deleted and cleared
through the Kodak Automated
Retrieval System (KAR).

Last year 16,996 files were
reviewed for retention and out
of that review 15,318 were
destroyed.

The purge section has the
responsibility to coordinate with
the defense investigative service
personnel in the maintenance of
the DCII system to ensure that
all duplicate information has
been removed.

IMPROVING
THE PROCESS

Currently NCIS is partici-
pating in a Department of
Detense (DOD) - wide effort to
analyze and improve investiga-
tive/law enforcement records
management processes.

An NCIS Functional Pro-
cess Improvement (FPI) Com-
mittee has been established to
address the records manage-
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ment functions. The specific
objective is to address the
receipt, storage, retrieval, and
dissemination of information
impacting both internal and
external customers.

To achieve this objective,
two processes have been

adopted by the NCIS.

One is the Corporate Infor-
mation Management (CIM)
Program, which 1s a revolution-
ary program aimed at changing
the way people work in DOD.
Properly applied, CIM is used
to find and eliminate the dupli-
cation of functions and the
redundancy of DOD business
processes and information
systems.

The second is the Func-
tional Process Improvement
method. This method is a
continuous improvement of
business processes which results
in increased effectiveness and
efficiency with a corresponding
reduction in resource require-
ments.

Once the initiatives are
completed, this advanced
program will result in modern-
1zation of the records manage-
ment division and improve
service to our customers.



FINES MARK CONCLUSION OF "ILLWIND"

By Special Agent Thomas Orzechowski
Deputy Assistant Director (Acting)

for Fraud Investigations

During the first six months of Fiscal Year
1994 (FY-94), the Naval Criminal Investigative
(NCIS) Service Fraud Investigations Program
enjoyed 1s best showing ever in both recoveries
and convictions.

Recoveries, which includes fines, restitution
and forfeitures, totaled $412.9 million for the
first half of FY-94. The previous record was
$255.3 million for the entire FY-91.

Convictions for the first half of the fiscal year
totalled 341, breaking the previous mark of 287
set in FY-90.

The recoveries included the final judgments
from the “Illwind Investigation.” In that case, a
major defense contractor pleaded guilty to
violations of federal statutes involving conspiracy
to defraud the U.S. Government, wire fraud, and
conversion of procurement sensitive information.

ILLWIND

On January 21, the company admitted that
two high-level corporate officials conspired with
a former defense consultant to acquire sensitive
procurement bidding information. The two
arranged for the former defense consultant to be
paid $96,000 for bidding information on defense

contracts. The company agreed to pay the
maximum criminal fine of $1.5 million, $1.3
million in civil claims, and $1.1 million for the
cost of the investigation and prosecution.
This raises the total for criminal penalties,

civil recoveries and cost saving resulting from the

“Illwind” investigation to over $250 million.

FIRST HALF OF FY-94 YIELDS RECORD
FRAUD RECOVERIES AND CONVICTIONS

Attorney General Janet Reno announced that
the settlement marked the conclusion of the
“Illwind” investigation by stating, “Operation
‘Illwind” has been one of the most successful
Investigations and prosecutions ever undertaking
by the Department of Justice against white collar
crime 1n the history of our country.”

Operation "lllwind” has
been one of the most
successful investigations and
prosecutions ever undertaken
by the Department of Justice
against white collar crime in
the history of our cou